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- Extensible Authentication Protocol ( EAP )
- Remote Authentication Dial-In User Service ( RADIUS )
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APF ¥ TICWLCICIMAL TWSBE :

802.1x5BEI 2 A 7 £ O— NI TH MR E(LSC)APRII R 1 T2 RELE T,

AT Y 7 1 : [Configuration] > [Tags & Profiles] > [AP Join] ICB &L . [AP Join Profile] R—> T
[Add] 27Uy ZJLTHLLVSMT O 7AIIL2EMTD A, ERZT7)Y L TAPEZMZ7 O7
FANERELET,

"':'I'{E'c'r' Cisco Catalyst 9800-CL Wireless Controller
= » AP Jgin
AP Join Profle Nama T Description
Dotlx
Split- Tunr
default-ap-profile dedault ap prohle

AT Y 7 2 : [AP Join Profile] R —> T, [AP] > [General] ®JEIZiEIR L, [AP EAP Auth
Configuration] £ a > ICBEBLET. [EAP Type] ROYFRA D UARNDS, [EAP typel&
L T[EAP-FAST]. [EAP-TLS]. &/ IE[EAP-PEAP]%EIRL . dotIxSRT R 1 TERELE T



Edit AP Join Profile »

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
1 ———
Power Over Ethermnet Client Statistics Reporting Interval
| Switch Flag 5 GHz (sec) 90
1
Power Injector State 2.4 GHz (sec) 90
Power Injector Type Unknown v Extended Module
imector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Awth Conﬁgwamn Mesi
r N
EAP Type ! EAP-FAST bl | Profile Name mesh-profile L
EAP-FAST Clear
AP Authorization Type EAP-TLS
EAP-PEAP
\_ .

[+1 Update & Apply to Device

AF Y 7 3 : [AP Authorization Type] ROY 7HA I URKRAS, &4 7 &L T[CAPWAP DTLS
+]F 7= IE[CAPWAP DTLS]Zi#3iR L. [Update & Apply to Device] 27U Y VL& T,



Edit AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
—
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz (sec) 80
Power Injector State 2.4 GHz (sec) a0
Power Injector Type Linknawn v Extended Module
Injector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Auth Configuration Mesh
a2 N
EAP Type EAP-FAST - Profils Name mesh-profile .
- y Y Clear
AP Authorization Type CAPWAP DTLS v
CAPWAP DTLS +
DOT1x port auth
CAPWAP DTLS
k Dot1x port auth )
D Cancel [] Update & Apply to Device

802 IXDIA—HEBE/NATD—RZRELET,

AT Y 71 : [Management] > [Credentials] > [Enter Dot1x username and password details] >iE 4]
75802.1x/N A — R & A 7°%3&IR> [Update & Apply to Device] 20U Y VL ET



Edit AP Join Profile ®

General Client CAPWAP AP Management Security ICap QoS
Device User Credentials CDP Interface
| —
Dot1x Credentials
Ve )
| Dot1x Username Dot1x
Dot1x Password LITITT YT
i
Dot1x Password Type clear v
.

2 Cancel

Ifl Update & Apply to Device

APHFEEWLCICHIAL TVEWVIBE :

JLTFI v )LEBREL. ROCLIOXNY REFEATSICE., LAPICOYV Y- ILERTIZEN S
t) & 9 (Cheetah OS# & U'Cisco IOS® APDBE).

CLI :

LAP# debug capwap console cli
LAP# capwap ap dotlx username

APDDotIXV LT ¥ L EVITFTITBICR (RELEE)

Cisco IOS® APDZE IR, VO—RRBICAPZRDKISICUAO—RLET,



CLI :

LAP# clear capwap ap dotlx

Cisco COS APMIEE., UO—RBICAPZXODELSICUO—RLET,

CLI :

LAP# capwap ap dotlx disable

A1 Y FORE
AA Y FTdotixz2 o O—/N)LICEZIZL, ISEH—NZAA Y FICEMLET,

CLI :

Enable

Configure terminal

aaa new-model

aaa authentication dotlx default group radius
aaa authorization network default group radius
dotlx system-auth-control

Radius-server host

APAA Y FR—KNERELET,

CLI :

configure terminal

interface GigabitEthernet
switchport access vlan <>
switchport mode access
authentication order dotlx
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

end
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authentication host-mode multi-host
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ISEY—/NDOEE

ATYT 1. AAYFZISEY—LEOXRY NDO—=UFNAAELTEMLET,
[Administration] > [Network Resources] > [Network Devices] > [Add] > [Enter Device name, IP
address, enable RADIUS Authentication Settings] > [Specify Shared Secret Value, COA port] ( &
FRETF7AILRNOERRICLET ) ICBEBHL., [Submitf 20Uy ILET,

= Cisco I stration » Network Resources I

o RADIUS

ATYT7T 2:APOLF ¥ ZISEICIEML ET ., [Administration] > [Identity Management] >
[Identities] > [Users] ICBEIL, [Add] R ZOUYOLTI—HZEMLET, T,
WLCOAPIAZ O7 7ALTHRELEILTF VDY N EANTRIHEN HYVET, I—FRBFFT7
ZINROTIN—TICBREEIhETHN, ChBFEHICRUTHAETELT,



I Administration - Identity Management

= Cisco |5
Identities Groups External [dentity Sources dentity Source Sequences
| Usars - Network Access User
- B Ensbled ~
F ords

User Information

Account Options

Account Disable Policy

.

~ User Groups

ATY 7 3:ISET, BERVI—ERBIRUSI—EFREL F9, [Policy] > [Policy Sets] I BE)
L. RETZDRU—tEY NERAIODBVRHNZBIRLET, COBFE. T7FIIEKDKRDS—
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ENEFT7AIIRRI)S—TTH, BHIZISUTHABB IO NDAZINSAATEET,
CODBITIE, BREZRXDIDSICEBRTEEXT, "BRE2AXNFERAE A, I—YHFISEH—/\T
HEBEIhTWBEES, BECERILEI—HYAOTIEAEZHALET, TDH%E., APIKISEY—
NCHUTRIEAEThET,
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authorization Policy (12)

Results
Status  Rube Name Conditions Profiles Security Groups Hits Actions
] Dedault Soloct from list o @‘

ATY 7 4 . FAENTWVWS7ORNIILT, Default Network AccessICEAP-FASTASFRIE T
bz LET, [Policy] > [Policy Elements] > [Authentication] > [Results] > [Allowed
Protocols] > [Default Network Access] > [Enable Allow EAP-TLS] > [Save] ICBEL £7 .

= Cisco ISt [ Policy - Policy Elements l

Dictionaries Conditions

Authentication

AMlowed Protocols Allowed Protocols

Authorization
Daseription
Defaul Allowed Protoccd Service
Proflling

Posture

Client Provisioning - Allowed Protocols

Authentication Bypass
Authentication Protocols
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CCTR, BRENEEICHELTVWRLESHERFELET,
PRER 1 T ORER

showd~NX > RiE, AP7O7 74 L OREEHRZRRLET,

CLI :

9800WLC#show ap profile name <profile-name> detailed

Bl -

9800WLC#show ap profile name default-ap-profile detailed
AP Profile Name : Dotlx



Dotlx EAP Method : [EAP-FAST/EAP-TLS/EAP-PEAP/Not-Configured]
LSC AP AUTH STATE : [CAPWAP DTLS / DOT1lx port auth / CAPWAP DTLS + DOTlx port auth]

AA Y FR— BN TD802.1xDHEF

showY > Rk, A4 Y FR—BND802.1xDFRILIREERRLET,
CLI :

Switch# show dotlx all

ekl

Sysauthcontrol Enabled
Dotlx Protocol Version 3

Dotlx Info for GigabitEthernet0/8

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

R—RABIAENTVRALESHERIELET

CLI :

Switch#show dotlx interface <AP switch port number> details

ekl

Dotlx Info for GigabitEthernet(0/8

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

Dotlx Authenticator Client List

EAP Method = FAST

Supplicant = f4db.e67e.ddl6

Session ID = 0A30279E00000BB7411A6BC4
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE

ED

Auth BEND SM State = IDLE

CLI A5



Switch#show authentication sessions

sk tlIR
Interface MAC Address Method Domain Status Fg Session ID
Gi0/8 f4db.e67e.ddl6 dotlx DATA Auth 0A30279E00000BB7411A6BC4
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