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http://Building%20Mobility Tunnels on Catalyst 9800 Wireless Controllers

Toh—ENEBOmBE T, EFRADIUSH—/NZEBIML., COANEMICE>TWSD & RER
DRENBHYET, Chik X1 —T31TTZ K J[Configuration] > [Security] > [AAA] > [Servers/Groups] >
[Servers]> [Add]RA>EIVVYOIULET

Create AAA Radius Server

MName™

Server Address” WX

PAC Key

Key Type Clear Text

Key* | e
ConfirmKey* | e

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100
Support for Co&

[ D Cancel

|_, Apply to Device

ST, U—NITLN—TZEBL, BRELEY—NEZZTOITIN—TICHRETHIHENHYET. Zhik, [Configuration]
> [Security] > [AAA] > [Servers/Groups] > [Server Groups] > [Add] TITWE T,




Create AAA Radius Server Group

Name* ‘ CLUS-Server-Group ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v |
Dead-Time (mins) ‘ 1-1440 ‘
Available Servers Assigned Servers
- CLUS-Server -
ENj N =]
L<] L]
(2] ]
- L] .| L[]
El Apply to Device

2CT, RAARNVANEZERLET (CWATRRBIAFRVANEIFRETT ). XA T Hnetwork, TIN—T"RATH
groupTYg, BTV IVOH—NTIN—TZ2ZDOXVY RUARNIEMLET,

ZMERE. [Configuration] > [Security] > [AAA] > [Servers/AAA Method List] > [Authorization] > [Add] T{TVWE T



Quick Setup: AAA Authorization

Method List Name* CLUS-.QumZ—Mem-Lisi|

Type* network

Group Type group

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups
Idap L2 1=
tacacs+
< ~
ISE1 —
4 el

(FA7232 )RBAARXVANEBUS—NIN—TZERALT, PHITAVITARIVANEERLET, THY
71> 1) AN, [Configuration] > [Security] > [AAA] > [Servers/AAA Method List] > [Accounting] > [Add] CTERR T&
7




Quick Setup: AAA Accounting

Method List Name® CLUS-Acct-Meth-List

Type* [ dentity ]

Available Server Groups Assigned Server Groups
[radius -] = E:LUS Server Grou;:\_] —
Idap 2] L=
tacacs+ 1 1
£ A

ISET L e
[ I

L«] licsd

WLC T OWLANDEEE

WHDODWLCTWLANZERK L., BRELEFT. WLANEEAT—HIEIMBEN HYET, EF11)
TAZATREMACT AL EZDIT, BIOFIEORTLERX)ANEBEATEIXEN HVET, C
MDFE . [Configuration] > [Tags & Profiles] > WLANs>+Add] C{TWE ¥



Add WLAN

General Security Advanced

-
Profile Name* CLUS-WLAN-Name Radio Palicy Al -
S51D* CLUS-SSID Broadcast S5ID
WLAN ID* 2

Status enasLen )

D Cancel Apply to Device

Add WLAN

General Securi Advanced
Layer2 Layer3 ADA

Layer 2 Security Mode None v

Lobby Admin Access

Fast Transition Adaptive Enab...

MAC Filtering -

Over the DS
OWE Transition Mode

Authorization List” | CLUS-AuthZ-Meth-1| I

Reassociation Timeout 20

Apply to Device

ABWLCTRUS—TO7FANERVS—2TZERLET



SHEBWLC Web UIICBEIL E T,

RUS—=7O7 714 EHERTSIZIE. [Configuration] > [Tags & Profiles] > [Policy] > [Add]\=#
BLET

TOoN—TFBEER, FRAAMNYTFUTZHERIDILBENHY KT,

Add Policy Profile

Advanced

Access Policies QOS and AVC Mobility

General

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile
Name™ CLUS-Policy-Profile WLAN Switching Policy
y X
Description Policy Profile for CLUS Central Switching enasten
Status | ENABLED . | Central Authentication ENABLED .
Passive Client @ oisasLe | Central DHCP enasler i)
Encrypted Traffic Analytics . DISABLED J Central Association ENABLED .
—_— b ”

CTS Policy Flex NAT/PAT @ oisasLeD
Inline Tagging
SGACL Enforcement

Default SGT 2-65519

[El Apply to Device

[Advanced]® 7 Tl&. CWAIZIZAAAF—/N—5 1 KERADIUS NACA HETT, TR, FH
UFAVIERUANERRTDELSICBRLEBAIL., TOUANEBATZEETESE
7.



Add Policy Profile

Genera Access Policies QOS and AVC Mobility

WLAN Timeout Fabric Profile v

Session Timeout (sec) 1800 mDNS Service v
Policy

dle Timeout (sec) 300 Hotspot Server .

dle Threshold (bytes) 0

User Private Network

Client Exclusion Timeout (sec) || &0 s
Status

e A Saceinn T ot -
Guest LAN Session Timeout Drop Unicast

DHCP Umbrella
Pvd DHCP Required Umbrella Mot Configured v
Parameter Map
Clear
DHCP Server IP Address
Flex DHCP Option enasLeD )
for DNS
DNS Traffic [. IGNORE ]
AAA Policy Redirect —
r b )
Allow AAA Override Cd WLAN Flex Policy
MNAC State o VLAN Central Switching
NAC Type RADIUS v Split MAC ACL v
Policy Name default-aaa-policy x| v Air Time Fairness Policies
Accounting List CLUS-Acct-Meth-bi » 2.4 GHz Policy v
y ; olic

[Mobility] 7' T. [exportanchorlF I Y IRY VARAEAIZLBEVWT, FUHAH—DANIT>H
—WLC%ZEML £9, [Apply to Device]z 4 FTHL T EEV, <DHFE, 22001 NO—FH
CEEVTFA RN RN T TICRECNATVWACEZFIRELTVET

Add Policy Profile

Pty A Fees

Aol mtabe (00 b tend] {7 )

Mrchor B At B2 Ao By

APA'CORIS—TOT77AIINEERATBICE. RUARTZERL. ERITZAPICERTS
VEFHYNET,



RV —RT=ERT BICIE. [Configuration] > [Tags & Profiles] > [Tags?Policy] > [Add]icZ B L
=7

Add Policy Tag

Name* CLUS-Policy-Tag

Description Policy Tag for CLUS

v WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile w
0 10 »

Map WLAN and Policy

| WLAN Profile” CLUS-WLAN-Name | » Policy Profile* CLUS-Policy-Profile| I

RLAN-POLICY Maps: 0

(=3

ChZBHOAPIZERIZEMT B ICIE. [Configuration] > [Wireless Setup] > [Advanced] > [Start
Now]lCBEIL £ T, [Tag APS|DEICHBDEXREE/N—Z VU Y UL, BRULAPICRT ZENM
LET,




Tags

Palicy | CLUS-Palicy-Tag _v]

Site v

RF .!

Changing AP Tagl(s) will cause associated AP(s) to reconnect

(==

FUA—WLCTRUS—TO7F7ALEEBRLET

7> 7—WLC Web UIIZBEIL £9, 7> 7H—9800M[Configuration] > [Tags & Profiles] > [Tags] > [Policy] > [+Add] TR
D—7A7F7ALNEEBMUET., chiE, EEVUTARTETHIVTAVTVANERE, ABTITIDOhERD YD
—7O77A4)LE—BLTWVWREEBRBLET,

CCTRT7UH—%=BMLEBAN, [Export Anchor]lFI Y IRY HAGAVNCLET, CCTTFHIVTAVIUR
RZEMLBEVTLSEEV, COBE, 22002 NAO—FREICEEVTA R RILFTTICREENTVWD L ZFIRE
ELTVWET

E:ZO7O7F7AINERVAZITAOWLANCEERTABERESHEEA, Chicky), MBEFrRELET, O
WLCLEOAPICEUWLANZEAT2BEE. ThECHLTAORVS—TO7 7ML EERLET.



Add Policy Profile

General Access Policies QOS and AVC |

Mobility I

Mobility Anchors
E;urt Anchor _j
Static IP Mobility |m|
Adiding Mobility Anchors will cause fed WLAN. namentany
disable and may result in loss of connectivity for so
Available (1) Selected (0)
Anchor IP Anchor IP Anchor Priority
&F 19216816016 >

A D9800N A AL U NACLERE

RIS, WHEDIBOOTU AR AL U NACLERERER THIHENHYET, ACLENT 71V VIEBERATSZ T H—WLCT
H2EH, ABOTIVRNIBEETESHELA. BE—OEHEGF, TIICIORNIFHBZEVNDSETT, Poh—E
DIBMUIE, R—K8443TISEANDT IV tEAR%Z TEHL L, ThUNEINT T, TH2XENHYET, <D
ACLIE, 9547 RD5 T&EELI TBRNT T4V IICOKMBRAENDED, UR—2KZ T4V I9DII—ILEHED
\VEH A, DHCPEDNSIE, ACLOIT MUK LTNAARIL—LZET,



Add ACL Setup

Pvd Extended

Rules
Source Ty
Des!
Pral t
L D DSCI
~
Sequence -~ Source -~ Source ~  Destingtion ~ Destination - Sowrce ~ Destination -~
i Action  ~ P Wildcard P Wildcard Protocel Port Port DSCP ~ Log
D L
0 oo parmit any any p None Nane None Disabled
1
b v
El Apply to Device

ISE DFTE

B#OFIEE, CWABIKKISEZERETSDCETY., ChICRBE<KOATZIVHFBYETH, C
OHTRERICHY, F7HLNOHBERTANR—ZLEEALET,

ISETE, BAZ7O7 7)., RIARV—ERAT7A7 7N 2ERATHREARI—%288
RUD—ty NEMEKL, 9800 (AF ) ZZRY NT—OFNAAELUTISEICEML, 1—%A
ENAD—RZEBRLTERY ND—2ICAOTA 2V TRIHENHYET,

RA7O7 74N ZEHEKRTSIZE. [Policy] > [Policy Elements] > [Authorization] > [Results] >
[Authorization Profiles] > [Add]Z2 7 U Y Y LET, REND T UV AXRA 7 H Taccess_accept.
THhd_zMRBL., BETBHAVP (BHEEORT ) ZRELET, CWATIE., VAALIK
ACLEVA ALY NURLIZHETTAN, VLANIDRXEY S IV RA AT IRNBEDEREZIRET
BEETEET, ACLRIK. AZET > H—98000EFEND) R ALV NACLOBBIE —HT S
CENEETY,



<« & A Mot secure | 192.168.160.99/admin/#policy/policy_elements/policy_elements_permissions/policy_elements_permissions_authorization/policy_element

"Gy ldentity Services Egine  pome ) Context Visibiity  » Operations » Administration  » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries  » Conditions

[<]
Authorization Profiles > test
» Authentication L
Authorization Profile

+ Authorization * Name | CLUS-AuthZ-Profile-15E] |
I Authorization Profiles I Description | 2

Downloadable ACLS *Access Type [ACCESS_ACCEPT | I
» Profiling Metwork Device Profile e Cisco | w | 653
» Posture

Service Template

» Client Provisioning Track Movement

Passive |dentity Tracking

* Common Tasks

\ioice Domain Permission

¥| \Web Redirection (CWA, MDM, NSP, CPP) i
Cenfralized Web Auth - ACL CLUS-ACL Value | Self-Registered Guest Portal (¢ v]

R, FERUERA7O7 74 ECWAZBRBIZDIVSATUONIBRATZI A EERETIHNE
NFHYVET, ChEaRBEITDICIE, MABERABICRIAEZNA/NATDIRIS—1Y NEERL.
BEAAT—>3VIDTREEETNBSSIDFERABICERIATO7 7AW EBRITZDFEN BV ET,
BYVIBUICBYERTY, ChERRIDFERFBEZL<HYERIOT, &V EEWEEER., &)
BERBRENBERBEE., ChHFIREEELAFETT,

RS —ty NEERT S ICE., [Policy] > [Policy Sets]iCBE L., BEOERIICHZ[+]REX> %=
DUV OLET, HLLWRUD—tY NIRRT ZSF. default network accessy & = lEMAB®D

"Process Host Lookupy ZFFRAI T2 AICS 7OV AN (FUEnEZ7ORIJILIV AR
ZHFL T B IC(&, [Policy] > [Policy Elements] > [Results] > [Authentication] > [Allowed
Protocols|lcB8) ) ICLE T, ERLEFHFLVARUS —EY NOHRRICHD+EEFTZIVYILE
3-0

ISECMABAERE WD ETIC, ZORUS—EY RABBLET, BT, BEARAT—Y3>
DIC—HTBIARI—FERLT, FHEATVAWLANICHUTELZEREBATES
To COTORAGRHAARARNAATRET, Z2LDEDQEIYFEHEHDZIENTEEXT,



Conditions Studio
Library Editor
mab Wireless_MAB
= ]
- — T - Set to 'Is not' @
B0l EF=@RAECLOE S -
EE wired_MAB
|;E B wireless_MAB ® New | AND | OR

RIZ—tY NAT, RUD—ZFERLET, BRIV —REMABTBE-HLXTA. "THEB
IVRKRAV Ny ZEATBIRSICIDARNTZEEL, BRIARMLTI—HHFROLSBEVE
B, ATV AV EEEITRIRENHIET,

Policy Sets = CLUS-CWA-Pollcy-Set Resstan Hitcourts 1 Resst T save ]
Stats  Policy Set Mame Descriphon Conatians ANt Protocels | Sarver Sequence  Hits

ARV —%ZRELES, BARID =220 =L ZERTIHRENFHVET, CORUS
—EACLO LS ICFHRAMSNEZDT, IEFOEBICAARNRIEIL—I. REICTLERBIEIL—ILH
PBETT, RARIL—IILEFE, ITICYANT7O—2BBLEI—YE—BLET, chik, 9T
Y1442 LTVWBHEE, L—IICEYRNL, TCTELETREESCETT, OJ1L
TWEWESR, VANEZAD LR, VRALIONEZ TS ERRIEIL—ILEEY RLE
o BRRER =)= ZSSIDTHRDLIZIEFERBAT—>3IVIDEREL T, REES NIEZWLAND
HIZEY RTBDEEBEHLET,



Palicy Sets = CLUS-CWA-Palicy-Set m

Stales  Policy Set Name Description Conditions Allowed Prolocols | Server S

@  CLUS-CWA-Foloy-Set B  wreess_Mas Datauit Hatwark Accass

¥ Authentication Palicy (2)
¥ Authonzation Policy - Local Exceptions.
» Authonzation Policy - Global Exceplions

¥ Authanzation Policy (4)

Resulls
+
Stats  Rule Name Condions Frafiles Security Groups
B MetworncAccess UseCase EQUALS Guest Fiow
@  Postows AND = GLUS-Post-Auth + -
G Faces Caled-Sutien-ID ENDS_WITH CLUS-5510
O Radus Caled-Sation-I0 EMDS_WITH CLUS-S5I0
D MABomWLAN AND = CLUS-Acth 2-Proke 15E + d
= A
) =] 3 CLUE-F + +
@ = DoayACIs + - %

RS —tY NERELES, ISENF—t2 T4 5 —RELTEETEDELSIZ, 9800 ( HAE
YICDOWTISEICEHTZIMBENHYET, ik, [Admin] > [Network Resources] > [Network
Device] > [+] TRITTEE T, BT, PP RLA ( Z0FEFadmint 7Y hek) #5%
EL., RADIUSZE#ICL., HEMBERETIHEN BV ET, ISEOXERZFE, 98000+
EMBRE—HITILENHYET, —BHLEVE, COTOLAGERBMLET, REZEML
5, EERZVEHLTRELET,

» Operations + Policy + Administration + Work Centers
» System  » Identity Management » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

- Metwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM » Location Services

MNetwork Devices List > JAysNet
Network Devices

Default Device —
* Name || CLUS_Net-Device

Device Security Seltings
i Description :|
IPAddress | *IP I192.158.160.D | |

* Device Profile | % Cisco| ~| &

* Network Device Group

Location |4)) Locations & | | Set To Default
IPSEC [no © | [ SetToDefault
Device Type (all Device Types <) | | SetTo Default

« RADIUS Authenfication Settings

RADIUS UDP Settings

Frotocol RADIUS

Eﬁred Secret ......._.J | [ Show |

Use Second Shared Secret [] &

[ Show |

CoA Port | 1700 | | Set To Default

RADIUS DTLS Settings (i

REIC, VATV RFRYRND—DET IO RATERCEZWRETRLEDIC, I9FA4T RN
OJAR=JIZADITRDIA-HBENAT—RZEMIZIBENHYET, ZhilEk, [Admin] >



[Identity Management] > [Identity] > [Users] > [Add] T1TWE T, BIIL =& T[submit]Zz o) v &
LTLKEEW, ISEELRAKIC,. CREADAZNAXAET, O—HIILICREFETIXEEHY)EE
AT, E5—ERREEELRRETT,

‘Bses:  ldentity Services Engine Home  » ConlextVisibiity  » Operations  » Policy || ENRun ] @l * Work Centers

b System [~ Identity Management || » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

I « |dentities §Groups  External Identity Sources  Identity Source Sequences » Settings
I

Metwork Access Users List > New Network Access User

* Metwork Access User
Latest Manual Network Scan Results

|
* Name |CLUS-U5er _J

Status Enabled =

Email |

¥ Passwords

Password Type: | Internal Users hd

—
Password Re-Enter Password

* Login Password

Enable Password | | | [ Generate Password ] i

¥ User Information

sessese | [ +eeeeedl | [ Generate Password | i

First Name | |

Last Name | |

¥ Account Options

Description |

Change password on next login O

¥ Account Disable Policy

O Disable account if date exceeds | 2020-07-17 {yyyy-mm-dd)

¥ User Groups

|Se|ect an item

==y

AireOS WLCIC 7 > h—& hji=Catalyst 98000 5&E



Foreign-9800 WLC /[ N\
Mobility Tunnel

Anchor-5520 WLC

\\3 Anchor-ssid

Catalyst 98000 4 ZB5%TE

"PUOA—WLCTORIS—=TOATF7ANDER €O 32V2AFYT L, FEOFIEEREL
FIEIZE>TLSEEWV,

T > 7H—AireOS WLCDAAARRTE

[Security] > [AAA] > [RADIUS] > [Authentication] > [New] D JEIZZIRL T, H—/V\EWLCICEML
£9, Y—NNOIP7RLA, £BEHE, BLRTFCoAOHR—KNEZEBMLET,

CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS WELP  FEEDRACK Home
RADIUS Authentication Sarvers | |

Auth Called Stetan 1D Type (AP MAC Adéresa:SSID v

Use MES ey viran {Busigmed for FI5% customers and requires & ke wrap ssmabank SADD5 servar)

HAC Deiester Hyphen ¥
Framed MTU [E)
Metwark Tunnel Seree S

- E dad W
k Local EAP 5 T

3 | seconds
Advanced EAP =T

¥ Priogity Order = B Enatie

» Cortificate e

¥ Access Control Lists -

" m:l:;sﬂ:a«!l«m -

* Web Auth

AireOS WLCHWLANERE



WLANZER T B IZI&. [WLANS] > [Create New] > [Go]ic BEIL £7 .

Z7O774)%&. WLANID, BLUSSIDEREL . [Apply]EZ Y I LET,

MONITOR  WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELF EEEDBACK

WLANSs WLANSs

* WLANs Current Filter: None [Change Filter] [Clear Filter) @
WLANS

» Advanced

|:| WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

atluen]es Saye Configuration g Logout Befesh

clsco MONITOR  WiANs CONTROLLER WIRELESS SECURITY MAMAGEMEMT COMMANDS HELP  FEEDBACK

ZhiZkV), WLANRREN RTRENE T, [General] X7 Tlk, AVPTISEZXETDLSICRE
LBEWEBEIC, 94T NTHERATRAZ—T I/ AZEBMTEEXT, RIZ, [Security] >
[Layer2]2 7 \CBEIL . 9800 THEM L #=[Layer 2 Security];8E & —2 L. [MAC Filtering]Z B %h(Z
LET,

afraln
CISCO MOMITOR  WUANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs > Edit 'CLUS-WLAN-Hame" [Comea ]
- WLANS

| Generat [[securiv ] gos | atcr-Happing | adancea |
» Advamced Layer 3 l AR Servers |

R\, [Security] > [AAA Servers]X 7 IZ#BE L, ISEH—/\%[Authentication Servers]IZZXE L &
¥, Accounting ServersiCFAIEHRELHZVWTLKEEV, FAHUYT 1> D[Enable]lRY U A
ZXTICLERT,

wlfbunjis
cisco MONITOR  WiAM: CONTROLLER WIRELESS SECURITY MAMAGEMEMT COMMANDS HELP  FEEDBACK
WLANs WLANs > Edit 'CLUS-WLAN-Name' |
- WLANS i
| Goneral |[SESTE) o5 | polioyHapsing | Advanced |
» Advanced Layer2 | Laver3 @
Selext ARA servers below b cvenride use of delaslt serve v
HADIUS Servers
HADIUS Servee Ortrrte mtedace | Ipsaied
Aply Cates 1S Dafaut Seitogs  [Jmabled

e felleficfclic

WLANDFEEZ#E T 5AS. [Advanced]Z 7 IZEBEIL . [Allow AAA Override]Z B%iC L. [NAC
State] Z[ISE NAC|-ZEL £ 7



Saye Configuration.  Beg  Legout  Befresh

CISco HONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home
WLANz WLANs > Edit 'CLUS-WLAN-Name' o]
™ LM Gonersl | Secusity | QoS | Policy-Mapping [ advanced |
¥ Advanced

nnnnn
DHEF Server Ovende
DHOF Asdr, Assgnmen R
ot
5 Erabled

Mansgement Frame Protection (HFP)

PP Cloeed Provection ¥ [ Optional v

DTIM Poriod {in beacon itarvals)

0z.iein {1 -255) 1
#02.12b/gim (2 - 255) [1

Load Balancing and Band Schect

B#&IC, BPBEBICEAELET, ChETSICIE. [WLANSIR—Z IRV, [WLAN] > [Mobility
Anchors]DERIICH D EVRY VAICH—YV I EEHEET, [Switch IP Address (Anchor)] %
[local]lC%E L. [Mobility Anchor Create] RZ > Z#LET, KIZ, IS4 F VT AN T h—
ENEO—ANILTERREIET,

MONITOR  WLANs CONTROLLER  WJRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANSs WLANs
+ WLANs Current Filteps  None [change Filter] [Clear Filter) [Create Hew  ~
WLANS . )
¥ Advanced
] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
O1 WLAN CLUS-WLAN-Name CLUS-55ID Enabled MAC Filtering __
Mobiliy Anchor:
121
Service
Advertiemint
| Hotspot LD
WLANS Mability Anchors
- WiAks
WA w
EhaRc I Toreh IF Addredd hacesd T v h Cestenl | pakh Pricie
] a
192.168.280.18 %
uuuuuuu v 3

AireOS WLCTOUA 1L Y MACL

g, AreOSWLCTRAELRRERANEFRETT. UAAML U MNACLZERT B IZIE. [Security]
> [Access Control Lists] > [Access Control Lists] > [New]ICBEIL £3 . ACLE ( ChIFAVPTE
EEhat0E—BUTVIRENHYET ) EASL. [AoplylE2 U Y ZLET,

Saye Configeration. fing  Logout Befresh

HONITOR  WiAs COMTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP  FEFDBACK A Home

Access Control Lists > New |

Access Control List Hams:

ACL Tvee Wirvs IR

ER L IEACLOBHIZ D) Y UV LET, [AddNewRule] REZ>Z2 VY I LET, 98000 k0O
—ZJERFEEY, AreOSWLCTE, VDAALIRMENTIZISEICEETED RS 714V UICHL
TpermitXZRELF£T, DHCPEDNSEF7 AN KNTHAETIATVET,



Save Configuration n Logout  Refres|
v ve Config Ping  Logout R

CISCO MONITOR  WLANs CONTROLLER W]IRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK i Homg

<Back | [ AddNew Rule |

Security Access Control Lists > Edit [
* AAA
General General
- RADIUS
Authentication Access List Name CLUS-ACL
Accounting
Fallback Deny Counters 5
DNS
s Twi‘“;l'_"““ i Seq Action  Source 1P Mask Destination 1P/ Mask Frotocol Source Port Dest Port DSCP_ Direction  Mumber of Hits
r
LDAP 0.0.0.0 / 102.168.160.99 |
Local Net Users L Permit 0.0.0,0 955.255,255.255 e Any 8443 Any  Any 273 2
il 192.168.160.99 0.0.0.0
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