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9800 Web UITConfiguration > Security > Local EAP® JEIZZEIRL £,



Configuration - > Security~ > Local EAP

Local EAP Profiles EAP-FAST Parameters

AddZERL KT,
JO77ANBEANLET,

EFIVTAMBETHD1-0. LEAPZFEATICREREIAFLEA, HO3DDEAPART
&, RZARRA RN EZRETIBENBYET, Chid, -t T T—-RELTHETS
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Create Local EAP Profiles x

Profile MName* mylocaleap
LEAP

EAP-FAST o

EAP-TLS

PEAP v

Trustpoint Name admincert v ‘

) Cancel = Apply to Device

CLI :

(config)#eap profile mylocapeap
(config-eap-profile)#method peap
(config-eap-profile)#pki-trustpoint admincert

ATV T 2: AAASREES =

A—4¥00—HIF—ER—RAZ2FEATRICE. O—HILTSRIDAAAdtIXETRERET S
BEANSHY KT (L, LERFAILDAPILY VT Y TZERTEERT ),

Configuration> Security > AAADJEIZZIR L, AAA method listX 7 TAuthenticationZi#IRL £ ¢
o AddZEIRL £,

"dotixa BAZ7EOQ—AINITN—T 24T ZERLET,




ATY 7 3: AAAFAITARDETE
Authorizationt 7 2 7 ICBE) L . credential-download® 4 7 O#FH L W AKX ZEKL T, O—HI
BRAVNLULET,

networkiB A 24 7 ICR L TERLUCEZEZITLET

CLI :

(config)#aaa new-model

(config)#aaa authentication dotlx default local

(config)#aaa authorization credential-download default local
(config)#aaa local authentication default authorization default
(config)#aaa authorization network default Tocal

ATV 4:O—HDINOSEBRFRDERE
AAA advancedZ 7 ICBEL £ T,

O—AOBASLTHFTARZEERLET. cDBITE Tdefaults JLF>2 v IILZ O 0O—
RAKXE "Defaulty dotix AR ZFEAL TVWB e, CCTO—AINFRREHFTOFAO RO Y
TEIVRY DALLT 7 AN ERETIBENBYVET,

BRI EXVY REEZFLEBEEK. ROVIAINS TXYY RYUZAN, ZBIRL., D7
1—=)LRIZXYVY REZAHDLET,

Configuration~ > Security~ > AAA
+ AAA Wizard

Servers | Groups AAA Method List AAA Advanced

Local Authentication Default v
RADIUS Fallback Local Authorization pefault v
Attribute List Name Radius Server Load Balance . DISABLED
Device Authentication Interim Update
AP Policy Show Advanced Settings >>>

Password Policy

AAA Interface

CLI :

aaa local authentication default authorization default



ATY 7 5: WLAN DFRE

RIZ, BIOFIETESZ L O—AHIEAPTOT7 7 AL B LTAAATRIEARICH L T, 802.1xtF
1I)F1FAOWLANZSRETEE T,

Configuration > Tags and Profiles > WLANs > + Add® JEIZ#IRL £ 7,
SSIDEZFO77AINEZADNLET,
DotixtEF 21T 4k, LAY2OTTF 7 AN KRTEREATVET,

AAA®D T T, Local EAP AuthenticationZi#R L . Local EAP profile and AAA Authentication list
from drop-down&ZiZIRL £ 9,



Edit WLAN x

General Security Advanced

Layer]2 Layer3 ABA

Layer 2 Security Mode L ORAENE Fast Transition Adaptive Enabled v
MAC Filtering Over the DS
Protected Management Frame Reassociation Timeout 2
MPSK Configuration
PMF Disabled v
MPSK
WPA Parameters
WPA Policy
WPA2 Policy v
WPAZ2 Encryption | AES(CCMP128)
CCMP256
GCMP128
GCMP256
Auth Key Mgmit | B02.1x
PSK
CCKM
FT + 802.1x
FT + PSK

802.1x-SHA256

PSK-SHAZ56



Edit WLAN

General Security Advanced

Layer2 Layer3 AAA

Authentication List default v
Local EAP Authentication ol
EAP Profile Name mylocaleap v

(config)#wlan Tocalpeapssid 1 Tocalpeapssid
(config-wlan)#security dotlx authentication-Tist default
(config-wlan)#local-auth mylocaleap

FIE6 : TARLEOI—YZERTS

CLITk, 1—YEnetwork-userZ 4 7 THIMEN HV)ET, CLITERE N EI—H0HlEX
CRLULET,

(config)#user-name 1lxuser
creation-time 1572730075

description 1lxuser

password 0 Ciscol23

type network-user description lxuser

CLITHERL =1—HEWeb UIICRRENETH, Web UITHERL EHBE. 16.120BRT
network-userlc 2 HFZlEH ) EEA

FIE7:RV>—=7TO77A4INZEERLET. COWLANZTOZ 7ML ERI—7TO774)
ICXYEYTTRRIS—2TZERLET,



Configuration > Tags and profiles > Policy® JEIZiZIRL £ 9,
WLANDORUS—7O7 74 EERLET,

XOBIE, vian 1468 T DflexconnectO—HIAA Y FU T ERRFBIAEDS FUFZRLTVET
A, ChERYRD—DICL>TERYET,

Edit Policy Profile x

Geheral Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName* leap WLAN Switching Policy

Description Enter Description Central Switching
Status Central Authentication ENABLED .
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association enasLen [
CTS Policy Flex NAT/PAT
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Configuration > Tags and profiles > TagsDJEIZEIRL £9,

ZTNORIS—7TO7 7 AIILICWLANZ BV HTET,

- 3 Togs & Probes= 3 Taae Edit Policy Tag ®
Pobicy BE i, Gl iy Fosult i i of exarsnctivity ot srven chants Bhit e mkaecied 10 AP with this Policy T
e P ———
Policy Tag Name Ounciption Daseripion [ sey——
St 18 et poicy- g

W WLAN-POLICY Maps: 1

VAN Profie < Pulicy Protis

esarchi_esp teap

RLAN-POLICY Maps: O

ATYVT 8 RIVI—BTEZT IV RARA NIBALET,

CDFE, 1DOAPICHL T, APLTR T ZE#EE)HTHZENTEEXT,



Configuration > Wireless >Access pointsD JEICE &, BRETHAPZERL FT,

BWEHTIEBZINRELEZTTHD L 2HALET,

EFBRETRROEHY T,

aaa new-model

aaa authentication dotlx default Tocal

aaa authorization credential-download default local
aaa local authentication default authorization default
eap profile mylocaleap

method peap

pki-trustpoint admincert

user-name lxuser

creation-time 1572730075 description lxuser
password 0 Ciscol23

type network-user description lxuser

wlan ndarchis_leap 1 ndarchis_leap

local-auth mylocaleap

security dotlx authentication-Tist default

no shutdown

NZ7)L>31—h

Cisco IOS® XE 16. 12 51D ) 1) — ATk, O—HILEAPRIEAICTLS 1.00 A HR—KEhT
BY, DFAT > MHTLS 120 &2 HR—KNLTVWRBEICREABNRETDAREEN BV ET,
chid, ETET—MOICE>TVWET, Cisco lOS® XE 17. 154 IE, TLS 128 KU TLS 1.0%
HR—NLET,

BERICEENHIBEDISATNENT TN 1—FT 147931k, RadioActive
TracingZ A L £9 ., Troubleshooting > RadioActive TraceDEIZEHK, 7514 T > NOMACT
RLAZEMLET,

StartZBRL T, TOIZA T RORNL—RAZBMICLET,

Troubleshooting - > Radioactive Trace

Conditional Debug Global State: Started

=3

MAC/IP Address Trace file
2836.1711,a162 debugTrace_e826.1711.2162.1xt &
1 10

BENrBRENES, Generate RRVZERL T, FNYTHAZEC T 7 AN EERTEERT
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[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.

[caaa-authen] [23294]: (info):
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[caaa-authen] [23294]: (info):
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[caaa-authen] [23294]: (info):
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[caaa-authen] [23294]: (info):
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[caaa-authen] [23294]: (info):

[eap] [23294]:
[dotlx] [23294]:

(info):
(info):

[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.
[dotlx] [23294]: (info): [e836.

[caaa-authen] [23294]: (info):
[eap-auth] [23294]: (info):
[dotlx] [23294]: (info):
[errmsg] [23294]:
[auth-mgr] [23294]: (info):

FAIL for EAP method name:
[e836.
(note): %DOT1X-5-FAIL: Authentication faile
[e836.171f.al62:capwap_90000004]

171f.al62:capwap_90000004] Sen
171f.al62:capwap_90000004] EAP
171f.al62:capwap_90000004] Rec
171f.al62:capwap_90000004] EAP
[CAAA:AUTHEN:66000006] DEBUG:

171f.al62:capwap_90000004] Sen
171f.al62:capwap_90000004] EAP
171f.al62:capwap_90000004] Rec
171f.al62:capwap_90000004] EAP
[CAAA:AUTHEN:66000006] DEBUG:

171f.al62:capwap_90000004] Sen
171f.al62:capwap_90000004] EAP
171f.al62:capwap_90000004] Rec
171f.al62:capwap_90000004] EAP
[CAAA:AUTHEN:66000006] DEBUG:

171f.al62:capwap_90000004] Sen
171f.al62:capwap_90000004] EAP
171f.al62:capwap_90000004] Rec
171f.al62:capwap_90000004] EAP
[CAAA:AUTHEN:66000006] DEBUG:

171f.al62:capwap_90000004] Sen
171f.al62:capwap_90000004] EAP
171f.al62:capwap_90000004] Rec
171f.al62:capwap_90000004] EAP
[CAAA:AUTHEN:66000006] DEBUG:

FAST:EAP_FAIL from inner method MSCHAP
[e836.

171f.al62:capwap_90000004] Sen
171f.al62:capwap_90000004] EAP
171f.al62:capwap_90000004] Rec
171f.al62:capwap_90000004] EAP
[CAAA:AUTHEN:66000006] DEBUG:

EAP-FAS
171f.al62:capwap_90000004] Rai

FNYITHFEMCE>TVWEWEESTE, trace-onfailure AN RZFEHAL T, HEDMACT R
LAODEBEEANRNOUANEZRIETEEXT,

ROPITIE, RDFAAAF R (AAAY—NTTARY N ) FFERT. BORICOZATUN

NE2EOLFoovIIZFERALEL .

N> RiEk, U1 —2R16.12LL81 T l&show logging trace-on-failure summaryT& '), Cisco IOS®
XE 17.1LAB& T (& show logging profile wireless (filter mac <mac>) trace-on-failure © 9, 17. 1A T
k. 94T MOMACT RLADTZ ARV TN AETHBDEVS RZRITE, EfTHNEE

W EREA,



Nico9800#show logging profile wireless filter mac e836.171f.al62 trace-on-failure

Displaying

logs from the last 0 days, O hours, 10 minutes, 0 seconds

executing cmd on chassis 2 ...
sending cmd to chassis 1 ...

Collecting
# of files
Collecting
# of files
Collecting
Time

2019/10/30
2019/10/30

files on current[1l] chassis.
collected = 30
files on current[2] chassis.
collected = 30

files from chassis 1.

UuiID Log
14:51:04.438 0x0 SANET_AUTHC_FAILURE - AAA Server Down username , audit session id
14:58:04.424 0x0 e836.171f.al162 CLIENT_STAGE_TIMEOUT State = AUTHENTICATING, WLAN p
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