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CLI :

# show run | inc username
# show run | inc enable
# show wireless interface summar

ATYT2.CMXT, D4 VLALANI>Y NO—FZEMT S -8 I(C, [System] > [Settings] >
[Controllers and Maps Setup]ic BB L. [Advanced]Z27 )Y L&Y,

RYTTYTIAH—R(FEZTLTVWEWVWES ) FERRBORER—IHFRRENET,
MAEZXIZRLET,

SETTINGS

Controllers

Please add controllers by providing the information below:
Controller Type Aira0S WLC
IP Address

Controller Version
[Optional]

Controlier SNMP Version e

Controller SNMP Write
Community

private

AT Y 7°3:[Controller Type]® RKAY 7HA I A S, [Catalyst (IOS-XE) WLC]ZBIRLU KT
(10610 RAY Z7H IV RY D ALK, Cat9800 WLC D Unified WLCH RRENET),



SETTINGS

Trackin
Filtering Maps
. : Please select maps to add or modify:
Location Setup
Data Privacy
Data Retention I Delete & replace Existiﬁg maps & analytics data
Mail Server ! Delete & replace existing zones

Import

Controllers

Advanced

Please add controllers by providing the information below:
Upgrade
= Controller Type Aire0S WLG -
High Availability
IP Address - NEEG Ve

Catalyst (I105-XE) WLC
Controller Version
[Optional]

Controller SNMP Version vac

Controller SNMP Write
Community

private
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AT Y 74:Cat9800 WLCADCMXRET VLA ZFHA TS =8I, Cat9800 WLCOIPT RL A,
Priv 1501 —%#&, NAT— R, 8LPA Z—TINADT—RZEEL ET, CMXIFSSHES:Z
AL (LEA2T, 220F/NA ABTSSHR— N ZRZBENFHV)ET ). 9800ICEEL T
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SETTINGS

Locati setup
Data Privacy
Data Retention
Mail Server

w Controllers and

Maps Setup

import

Advanced

Upg

High Availability

Maps

Please select maps to add or modify:
 Delete & replace existing maps & analytics data

Delete & replace existing zones

’
Controllers

Controller Type Catalyst (I0S-XE) WL ~

IP Address - 192.168.1.15

Controller Version
[Optional]

Username adimin

Password

Enable Passwaord

Please add controllers by providing the information below:

=3

CMXI& BB

nmsp enable
aaa new-model

H oFH FH H FH FH H*

netconf-yang

3

chso

username <CMX mac address> mac aaa attribute list cmx_<mac>
attribute type password <CMX key hash>

EZCat9800 WLCICZ'Y 1L, NMSPR R\ ZHBILET

aaa session-id common # aaa authorization credential-download wcm_loc_serv_cert local
aaa attribute list cmx<mac>

NMSPRRIANTOT 47T, 9800NE AN ST—REZEEFEL VDL 2BRELET (K

222 ),

9800#show nmsp status

NMSP Status



CMX IP Address Active Tx Echo Resp Rx Echo Reg Tx Data Rx

Data Transport
10.48.71.119 Active 16279 16279 7 80
TLS

System at a Glance
Node IP Address Node Type Services | Memory | CPU
] 9 @ = S = 9 i

10.48.71.119 Low-End

Coverage Details

Placed AP Missing AP Active AP Inactive AP Campus Building Floor Zone Total Associated Client Probing Client RFID Tag BLE Tag Interferer Rogue AP Rogue Client Total
Fri Aug 09 11:47:58 CEST 2019

o 0 ] 2 1 1 [ 4 [} 0 ] 0 o ] o

B Healthy | Warning I Critical

Controllers

S AT s v e _
16.12.1.0 207 KB 208 KB 08/08/19, 3:56 pm
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9800 CLIT, XMOIAX > RZEEFTLET,

(config) #ntp server <IP address of NTP>

CMXTNTPH—NNDOIP7 RLAZZEZEETDICIE., XROFIEZERITLET,
ATY 71 X > RZ A > IZecmxadmin

AT Y 72:cmxos health ntpl_ X ZNTPREIHAZEZELE T,

ATV 3: NTPH—NZHRETSEHESEE. cmxos ntp clearz A L. X IZcmxos ntp type%
FHATEET,

AT Y T4NTPH—/AHNCMXEREIL =5, <> Remxctl restartZR{TL TCMXHY—E A% B
EEL. cmxadmin1—HICIUEZ 3,
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(config) #username <CMX mac> mac aaa attribute list cmx_<CMX MAC>
(config)# attribute type password <CMX key hash>

CMXDOSHA2F —ZFANDICIE. XOOAN RZ2FEALET,

cmxctl config authinfo get

1283—7 T4 ADOHERE

NMSPIE, "TDOAVLABEBAX—T7IA4A1 (9800-CLTRET7#I KNTGig2) &L TERE
TENEAVE—TIA AL SOXIZEFTENET, T—EAR—N(TTSAT7ADEER

gig0/0, 9800-CLM#BAEGIg1 ) ELTHEAENB A2 Z—T T/ Ak, NMSPRS 74 v & %%
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Show N> R

9800 WLCOSNMPL AR TH TRV ZA T E iz —ERAERIITEET

9800#show nmsp subscription detail
CMX IP address: 10.48.71.119

Service Subservice

RSSI Tags, Mobile Station,
Spectrum

Info Mobile Station,
Statistics Tags, Mobile Station,
AP Info Subscription

NMSP K2 RILFETHBHRZEIETERT

9800#show nmsp statistics summary
NMSP Global Counters

Number of restarts : 0

SSL Statistics

Total amount of verifications
Verification failures
Verification success

Amount of connections created
Amount of connections closed
Total amount of accept attempts
Failures in accept

Amount of successful accepts

O r OBFr OFr O o o

Amount of failed registrations

AAA Statistics

Total amount of AAA requests 1
Failed to send requests : 0



Requests sent to AAA

Responses from AAA

Responses from AAA to validate
Responses validate error

_ o R P Bk

Responses validate success

9800#show nmsp statistics connection
NMSP Connection Counters

CMX IP Address: 10.48.71.119, Status: Active

State:
Connections 1
Disconnections : 0
Rx Data Frames : 81
Tx Data Frames H

Unsupported messages : 0
Rx Message Counters:

ID Name Count
1 Echo Request 16316
7 Capability Notification 2

13 Measurement Request 2

16 Information Request 69

20 Statistics Request 2

30 Service Subscribe Request 2

74 BLE Floor Beacon Scan Request 4

Tx Message Counters:

ID Name Count
2 Echo Response 16316
7 Capability Notification

14 Measurement Response 2

21 Statistics Response 2

31 Service Subscribe Response 2
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NMSP R XML DQ=HOFT/NY IO OEEE. 16.125 0 1) 1) — A H 5 Radioactive
TracingZ AL TERITTEEXT,

#debug wireless ip <CMX ip> monitor-time x

cOIANY RIE, BIROCMXIPF RLAOTFNY JZxtBEMIILET. cOT7 7ML
bootflash:/IC¥EFRE 1. Tra_trace IP_ xxxXx .0 EVWDSTL T4V IORICHVET, . T,
NMSPFNY Y ICEET B ITRTOBREOIAFEENET,

eWLCODWRTUTIEZALDTFNY JZRRTBICE, ROONV REAHDLET,

#monitor log process nmspd level debug

DTFNEALOTNY T2FELETBICE, CTRLHCZADLET,
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ACLZEAL TeWLCTNT Y hF ¥ 7F Y ZIREL . eWLCECMXpBED KT 7 1Y I DHh%E
ZANLRIVTULET, eWLCip 192.168.1.158 K TFCMX ip 192.168.1.19D Bl :

eWLC-9800-01l#conf t

Enter configuration commands, one per line. End with CNTL/Z.

eWLC-9800-01 (config) #ip access-1list extended CMX

eWLC-9800-01 (config-ext-nacl) #permit ip host 192.168.1.15 host 192.168.1.19
eWLC-9800-01 (config-ext-nacl) #permit ip host 192.168.1.19 host 192.168.1.15
eWLC-9800-01 (config-ext-nacl) #end

eWLC-9800-01#monitor capture CMX access-list CMX interface gigabitEthernet 2 both start
eWLC-9800-01#

Jan 30 11:53:22.535: %BUFCAP-6-ENABLE: Capture Point CMX enabled.

eWLC-9800-01#monitor capture CMX stop

Stopped capture point : CMX

eWLC-9800-01#

Jan 30 11:59:04.949: %$BUFCAP-6-DISABLE: Capture Point CMX disabled.

eWLC-9800-01#monitor capture CMX export bootflash:/cmxCapture.pcap

FY¥7F vk, CLINS., F£EIFEGUINO[Troubleshooting] > [Packet Capture] > [Export] i 5 X 0 >
O—RTZEEY, £74IEF. [Administration] > [Management] > [File manager] > [bootflash:]Z £
LET,

2%

9800TDIA VYL AFTNY JEOTRE



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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