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SSID = Centrall SSID = Flex1 SSID = Flex2
VLAN = 2660 VLAN = 2685 VLAN = 2686
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VR PolicyProfileFlex1
WLAN Flex1 Local Switching
VLAN 2685

: PolicyProfileFlex2
WLAN Flex2 Local Switching
VLAN 2686

PolicyProfileCentrall
WLAN Centrall Central Switching

VLAN 2660

Flex Profile
« VLAN 2685
* VLAN 2686

FlexConnect O—AHI R4 Y F U H—ERtY N&BIF (SSID) Z_ET D EH DO —KH
FIERF, XOEHY T,

1.WLAN 7O7 7 A I DERIZE
2. RUS—TOT77AINOERIZEE
BRIV —RITDIERIEE

4.Flex 707 7 A I OER/EE

5. 4 NRTDERIZE
6.APADRII—RTDE|IV)HT
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ROFIBEICHESE, 320 SSID ZERTEEXT,

Create your SSID |
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WIRELESS NETWORKS

+ Add

Mumber of WLANSs selected : 0

E=| Dashboard

@ Monitoring

Mame o D
VL .
N Configuration Elex] 2
T E Flex2 3
Administration
Centrall 4

RUS—=7O7 71 INOEREE

~ SSID

Flex1

Flex2

Centrall

AT Y7 1 ([CHBE L configuration > Tags & Profiles> Policy®E o BEFDR IS —DEBHEIZBIRT B A,

[+BM (+Add )] ZOUYILTHLWRUS —ZEBMLET,

Add Policy Profile e

General Access Policies QOS and AVC Mobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile
Name* PolicyProfileFlex1| WLAN Switching Policy

Description Enter Description

Central Switching

—

[- DISABLED

Status ENABLED - Central Authentication

enasLeD [}

Passive Client . DISABLED Central DHCP

. DISABLED

i

Encrypted Traffic Analytics - DISABLED Central Association

e

|

. DISABLED J

CTS Policy Flex NAT/PAT

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

- DISABLED

i

I:il'] Apply to Device

CNEEXY —Tcetra switchingF RRENES, 27 Y IvesL TEREZFEITLET,



disabled

Disabling Central Switching will cause Export Anchor to be

AT YT 2 Raccespolicies/ (CBEL., VLANZEADLET ( ZDOVLANIEI800 WLCIZFEFE L A& L
£, ROAVIFHTIVVANIRRENELA ), TDHE, B9 ')Y U Lsaes ApplytoDeviceE T

Add Policy Profile H
General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Paolicy Name ‘ v |
' ' Pre Auth ‘ v
VLAN :
Post Auth ‘ v
VLAN/VLAN Group ‘ 2685 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
| Save & Apply to Device

AT Y 7 3: PolicyProfileFlex2 IC2WT, BIUFIEZ#&EIELET,



Add Policy Profile b

Mobility

Passive Client
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

'O Cancel

General Access Policies QOS and AVC
Name* PolicyProfileFlex2]
Description Enter Description

2-65519

Advanced

WLAN Switching Policy

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Central Switching

. DISABLED

Central Authentication

il

ENABLED .

Central DHCP

- DISABLED

—
)

Central Association

@ oisasLeD

Flex NAT/PAT

. DISABLED

E Apply to Device

Add Policy Profile x

General | Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLY Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ v .
) ' Pre Auth ‘ v |
VLAN ' ﬁ
Paost Auth ‘ v
VLAN/VLAN Group ‘ 2686 v ' '
Multicast VLAN ‘ Enter Multicast VLAN ‘

| Save & Apply to Device

ATYT 4: FRTAASYF>TIEN3 SSID DFA.
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EZ®FEL., FELEVEEREERLET.

N O-ALTRIYFLTENB WLAN £ FlexConnect AP D&, K57 1 v
IO AP TRAYFoTdEn, V94T R"DPSODHCP EXRIFAP A2 —T T4 AIC
EOTEBRY ND—VILEEBEEENET, AP TRISATUORYTRY NI SVINE
Whk®, DHCP 7OF > &2R{TTEFREA, TOE®H., [(RUZ—70O7 7 1)L ( Policy
Profile ) | > [F¥#H5%E ( Advanced ) ] 27 ® DHCP J L —%&%E ( DHCP #—/\—® IP 7 R
LAY, O—ANLTARALYFoTIEND WLAN IOV TRENREZFESEEA, ChSD
SFIATE, AAYVYFR—RNTISAT>NVLAN 2T T2LENHY) ., TOHE.
DHCP 4=/ N—A"BID VLAN ICH D &R, 94T NSVITF7 2N NS —RNDIAT
IPALN—%ZERELT, 94T >RD 50O DHCP BEXRNDEELZRBTEDLDICTS
PENFHYET,

VAT RO VLAN DES

ATYT7 5. HRSSIDOARIS—7TO7 74N EhRLET,

(=40 L/Configuration>Tags& Profiles > Policyﬁ?o E%ﬁ@%ﬁﬁ’&igﬁ?é A, Z#OUYD LT#HL L\%_ﬁ"‘j
ZEBMUL T +Addo

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame* PolicyProfileCentral WLAN Switching Policy

Description Enter Description Central Switching

Status Central Authentication

Central DHCP

Passive Client

J N OKRKE

Encrypted Traffic Analytics Central Association

Flex NAT/PAT
CTS Paolicy

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

[=] Save & Apply to Device
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Add Policy Profile »

General Access Policies | QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
RADIUS PI’C.IFI”FIQ IPv6 ACL ‘ v |
DHCP TLV Caching
_ URL Filters
Local Subscriber Policy Name ‘ v | _
) ' Pre Auth ‘ v
VLAN ' ﬁ
Post Auth ‘ v
VLAN/VLAN Group ‘vmwmm v ' '
Multicast VLAN ‘ Enter Multicast VLAN |

BRELT, 3D20ORV—7TO77ANHFEELET,

Policy Profile Name « Description
PolicyProfileFlex
PolicyProfileFlex2

PolicyProfileCentral 1

1 [_iﬁ;__:_lnr~ per page
CLI :

# config t

3

vlan 2660
exit

3

wireless profile policy PolicyProfileFlexl
no central switching

vlan 2685

no shutdown

exit

H H H W R

3

wireless profile policy PolicyProfileFTex2
# no central switching



# vlan 2686
no shutdown
exit

H* H*

wireless profile policy PolicyProfileCentrall
vian VLAN2660

no shutdown

end

H* H H W
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AT Y7 1: (CEE L configuration > Tags & Profiles> Tags>PolicyE §o BETFNZBHIZEIRT D H., 20
YOLTHLUVERZEML T T +Addo

Q Search Menu ltems ME nEQE TaQS

— Policy Site RF AP
&= Dashboard | _|

ﬁ;\ ) Monitoring

¥, Configuration Policy Tag Name
e : PT
Administration
PT2
3 Troubleshooting P13
PolTagi
new - palicy

AT Y7 2: Policy TaghRNEPT, £V Y V+addL, ROV TEID)ARNDS, Policy Tagh
BT BwLanpProfileBRBIE ., 1) > T Fpoicy ProfileD BRI ZIBIRLE T, TOE, FIVIN—T%
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Add Policy Tag

‘

Name* | PolicyTag1

Description | Enter Description

+ Add

g

WLAN Profile ~ [Policy Frofile -

| Save & Apply to Device

'O Cancel

Add Policy Tag LS

Name* | PalicyTag1 ‘

I .

Description | Enter Description ‘

+ Add

WLAN Profile ~  Policy Profile .

0 | 10 | items per page Mo items to display

Map WLAN and Policy

Policy Profile* PolicyProfileFlex 'I| v |

<[

WLAN Profile* | Flex v |

=| Save & Apply to Device

3DONSSIDICKLTRIUFIEZZEY)IRL, TDETY )Y Jsaes ApplytoDevicel F T o




Add Policy Tag x

Mame* | PolicyTag1 |

Description | Enter Description |

+ Add

WLAN Profile ~  Policy Profile w

Flex1 PolicyProfileFlex1
Flex2 PolicyProfileFlex2

Centrall PolicyProfileCentral 1

1 |:1:}':|-

=| Save & Apply to Device

CLI :

# config t

# wireless tag policy PolicyTagl

# wlan Flexl policy PolicyProfileFlexl

# wlan Flex2 policy PolicyProfileFlex2

# wlan Centrall policy PolicyProfileCentrall
# end

Flex Z7O7 71 I DEKRIZE

CORFIAIXNTHEAEND MNARODTRR, O—ANLNARAYFUIIC2DO0ERS VLAN IZK
22200 SSIDAHBDEITEFELTLKEE Y, Flex 7O 7AI)L Tk, AP ® VLAN ( X1 T

17 VLAN) &, TDOAPHNREBITI2HLEOHBDHMD VLAN ( ZDBEEE SSID ICK > THEAE
% VLAN) ZHEELET,

AT Y 71 : #L LV configuration > Tags & Profiles>Flex 7 7 A L ZER T2 D, BBEO 774 IL2ZEL
£,



Q, Search Menu ltems Flex Profile

Flex Profile Name

@ Dashboard

@ Monitoring

new-flex-profile

NS CDI"If]QUFE]ﬂDF‘I default-flex-profile

P T ; 1 10
)O ¢ Administration

% Troubleshooting

AFYT 2 : Flex 7OA77AIOBFEZEHEL. AP ® VLAN (X457 47 VLANID ) 3 EEL
F£¥9,

Add Flex Profile x

General Local Authentication Policy ACL VLAN
| Name* FlexProfileLab | Multicast Overridden Interface
Description Enter Description Fallback Radio Shut
Flex Resilient
Native VLAN ID 2601
ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade v
HTTP-Proxy IP 0.0.0.0
Address o Office Extend AP
CTS Policy Join Minimum Latency

Inline Tagging
SGACL Enforcement

CTS Profile Name default-sxp-profilex| »

D Cancel =| Save & Apply to Device

ATY T 3: BvANT ICBEL ., BERZRVLANZEELE T,

SO FI)ATIF. VLAN2685 & VLAN2686 ICOZA T R FRELET. S5O VLAN &
9800 WLC ICFFELEEA. CNSDOVLAN Z Flex 7O7 7AILIZIEMUL T AP ICFEEEE
ER



Add Flex Profile H

General Local Authentication Policy ACL VLAN
[ + Add J
VLAN Name v ID ~ ACL Name v
0 10 » |it
Save & Apply to Device
%
VLAN Name vlan-name

VLAN ld* 2685

ACL Mame v

N RUS—TOTFALEERLEEZ D VLAN ID TEA< VLAN B %8R U 841
CFlex 7O7 7 AL THOVLAN BH £ <AL TH B EERBL T E L,

ZBEIEVLAN [CDOWT, BUFIEZRIELET,

Add Flex Profile S

General Local Authentication Palicy ACL VLAN

VLAN Name ~ ID ~ ACL Name ~
| wLanzess 2685
| vLAnze86 2686
1 10 « |it

[ | Save & Apply to Device

RPRAAYTFUIICEAETND VLAN &, AP FENZBRBI I LENF ZVWESH, BNEhTV
BVWIEIDFELTLEE,




CLI :

3H*

config t

wireless profile flex FlexProfilelLab
native-vlan-id 2601

vlan-name VLAN2685

vlan-id 2685

vlan-name VLAN2686

vlan-id 2686

end
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HARNZTE, AP ICEVY Y TSNB AP onEEE Flex 7O7 74N EIEETEZEETT,

ATY 7 1: (CEBEL configuration > Tags & Profiles> Tags>SiteR §o EREN BRI ZIEIRTZDH, &0
YOULTHLVERBZEML T +Addo

Q, Search Menu ltems MEHEQE TEIQS

Palicy Site RF AP
=) Dashboard

+ Add

© Monitoring

BZE\‘ Configuration Site Tag Name

P A . ST1

AT Y7 2:Site TagR T, #7232 &I U F F (EnableLocal SiteEnable Local Site 4 7S 3 > I
IZ7x 2> TWBSite TagZ ZE T DAPIE T X TFlexConnectE— RIZEBENET), EMIZTS
&, Eigﬁ?é C&E TERA Profiled® 9 o %@?ﬁs 1Y Jsaes ApplytoDeviceLxﬁj'o



Add Site Tag x

Name* FlexSite1

Description Enter Description

AP Join Profile default-ap-profile
Flex Profile FlexProfileLab v
Control Plane Name v

Enable Local Site

=] Save & Apply to Device

CLI :

# config t

# wireless tag site FlexSitel
# flex-profile FlexProfilelLab
# no local-site

AP ADRI—RTDOEV)HT

RIS —2T% AP ICEEFHTRH, BURVS—RTZAPOTIIL—TICEABRICEVHT
BENTEET, EE5TEHHRAICERTEET,

AP ZEDRIS—RITDEET

(=8 L configuration > Wireless > Access Points > AP name > General > Tagsse 90 RO Y 7HA > U A N A Ssite,
BRORT&IZIRL, &)Y 2 updae& Apply to DeviceL E T



General

AP Name*

Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status

Fabric Status

Tags

General Interfaces

High Awailability

Inventory

AP1702-05

karlcisn-WS

B 1) et i

Enabled v

Flex v

Registered

Disabled

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Palicy PolicyTag1 -
Site FlexSite1 v
RF

default-rf-tag v

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Next Retry Time

Boot Version

103 Version

Mini 105 Version

IP Config

CAPWAP Preferred Mode

DHCP IPv4 Address

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

16.10.1.0
N/A

N/A

N/A

15.3.0.0
15.3(3JPG15

0.0.0.0

MNot Configured

172.16.1.110

]

6 days 20 hrs
27 mins 53 secs

5 days 18 hrs 0
mins 30 secs

| Update & Apply to Device

N AP TRUS—RTETETHE. 0800 WLC ANDEERFA LD, K1 D9UHICE



N EmEBoEICEELTLCEEL,

N EAPHFO—ANE—K (LR TOROE—R ) CREEATWVT, 47T IV HFEMC
BO2TWBYH A KNETEINBT 35BS EEnableLoca sites APH )7 —KL. FlexConnectE—
RICRYWET,

CLI :

# config t

# ap <ethernet-mac-addr>
# site-tag <site-tag-name>
# end

BHDO AP ANDRIS—2TOE)HT
(= g@] l/Configuration > Wireless Setup > Advanced > Start NowE T o

=TgArsPA AV E V)Y OL, TDE, ZBTZE)HETHAPOUANZERLEITAPOU AN
Z7ANZ)TTBRICE, APrand RIEBFE T DD T 1 —)LRIOBEICHZD TEERNZI )Y D
LERY)



Number of APs: 2
Selected Number of APs: 2

AP m: v

Mame . .
Show items with value that:

APIB02- ‘ s equal to v

karlcisn

APZ2B02-

me

BEID AP ZiBIRL 125, [+ APO R T (+ TagAPs )| 20U YO LET,

Advanced Wireless Setup

.'“;. b 4+ Tag APs
"\___.
Number of AF
Tags & Profil Sedected Number of APs:
s - e AP P Admi Operatio icy v S RE
o | WLAN Prof = + Mod WA el s Status a0 L] 2 0t 22
) = AlR Locaticn Location-  Lecation-
o |PulncyProf =)+ i) | Area0e- Pas 0042 Bac Loc Disabled  Registered ypilcal-  typical-  Iypical-  Oort WX
karicisn location
uuuuuuuuuuuuuuuuu ty
o [Poicyres o | m + T ) .
P28032- fault- It
] :zsuz APZB02I-  2c5a.0f40.6900  Local Enabled  Registered  PTY Shimbe oMM GaLD us
B-K9 et
i ] | uuuuuuuuuuu E  +
o | i = +
C — ¢ =+
o ] ananananan =+
o | Y ¢ =+
Apply



APICEIV) HTHRTZEIRL, £91)Y U L saes Apply toDeviceR T

Tags

Palicy | PT1 v
Site ST v
RF default-rf-tag v |

Changing AP Tag(s) will cause associated AF(s) to reconnect

) Cancel = Save & Apply to Device

N AP TRUS—RTETETHE. 0800 WLC ADBEERFA LD, K1 9UHICE
SMTBEITTEFEBLTLLEEL,

N EAPFO—DLE— R (R ZTOMOE—R ) CREEATVT, A7 32 HFEDIC
BOoTWAY A NI EZWE T DBE EEnbleLoca sites APA'J 7 —KL. FlexConnectE—
KiCRYET.

CLI :

ELURTEEHRDO AP IZEV Y TB CLLAT>aiEdaEBA,
FlexConnect ACL

O—AILTALYFEND WLAN AFH25EE. ACLEIVTAT U NCHEHRATRZHEZEZEET
DRENHYET,

FRTASAYFENSD WLAN DBEE, IXTORT T4 Y UlE WLC THBBENhDH, ACL &
APICT' Y2 1FBHMEREHYEREA. LAL, RSZTA4YINFOA—AINTAAMYFENZHE



( Flex Connect : O—ANAAYF2T ), NZT714Y U AP THHREhD &, ACL (Y
RO—STER)ZAPILTYI1TRIHRENHYET, Chik, ACLZFlex7O77AJLICE
M3 EEIRTENET,

FRTAALY FEnd WLAN

RRTAAYTFEND WLAN ICEREATVEIZA4 T NI ACL ZERATSICE,. ROFIE
ZRITLET,

FIE1:ACLZRV—7O77A4INICEALET, [RRE ( Configuration )] >[&7&7077

1)L ( Tags & Profiles ) | > [/R1) > — (Policy ) ] ®JEIZEIRL., FRTRAAL Y FEhD WLAN (C

EEMFShTVWERRV—7TO774ILNEERLET, [7 VAR — ( Access Policies ) ]
>[WLANACL] 493 3>T, 95472 NCBATS ACL 2 2RLET.

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPva ACL BLOCK-WLC -
DHCP TLV Caching O
IPv6 ACL »

FRTAAYF T ENBWLANIC A RWebREEZ2RETSHHES. APHO—HILE—RTH3H
DESIZ, 9800 UA AL YU NACLEZERTEE T, chiF, CHOBEITXTHAWLCT—TTWIC
MBENDEHTT,

O—AILTAA Y FEh3 WLAN

O—AINTARAAYFENnD WLAN ICERENTVE VT4 T NI ACL ZERTSICE. XD
FIEZRTLERT,

FIE1:ACLZARV—7O77A4NICERALET, [RXE ( Configuration )] >[&7&7077

1)L ( Tags & Profiles ) ] > [/R1J<— (Policy ) ] ®JEIZEIRL, RFRTAAS Y FEh3 WLAN IZ
BEEMFITSNTVWRRUS—TO77AMINEERVLET, [7 UV EAKRDZ— (Access Policies ) |
>[WLANACLl £9>3>T, 9547 MNCEATS ACL ZBIRLET,



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPv4 ACL BLOCK-WLC v |
DHCP TLV Caching O
IPv6 ACL v

FIE2:ACLZ Flex Z7A7 7AIIICHEHALET, [BRE ( Configuration ) | > [T &7O774)L
( Tags & Profiles ) ] > [Flex] =¥ & L. Flex Connect AP ICE|V) BTSN TWD Flex 7O7 74
ILEBIRULET, [[RUZ— ACL (Policy ACL )] 93> T, ACL ZEIL. [{#1%F ( Save)]
ZOUYOLET,

Edit Flex Profile

General Local Authentication Palicy ACL VLAN DNS Layer Security
ACL Name Y Central Web Auth Y URL Filter N ‘
O ACL_WEBAUTH_REDIRECT Enabled ACL Name* BLOCK-WLC v
1 10 ¥ |items per page 1 -1 of 1 itemn: Central Web Auth O
URL Filter v

ACL A ERZhTWVWR A EDSH DR

ACLADZATNIHRAZATVWRAESHZRFEITSICE. [EZX'J Y ( Monitoring ) | >
[D4YLA (Wireless )] >[P9FA4F7> K (Clients ) ] DIEICEIRL, BRI B IT/4/ T &
RUET, [£f% (General )] > [F 11T 14 ( Security Information ) ] 20> 3> T, [H—
IN—7R1) > — (Server Policies ) | 22> 3> ® TFilter-ID, OZFZHELET, hH', BEHA
Tha ACLICHISLTVRHAENHYET,



360 View General

Client Properties

SM State

Local Policies

Service Template

AP Properties

QOS Statistics ATF Statistics Mobility History Call Statistics

Security Information Client Statistics QOS Properties EoGRE

TERMINATE

wlan_svc_local-switched-policy-profile (priority 254)

VLAN VLAN1416
Absolute Timer 1800

Server Policies
Output SGT 0006-00
Filter-1D BLOCK-WLC

Resultant Policies
Qutput SGT 0006-00

[ Fitter-ID BLOCK-WLC |

VLAN Name VLAN1416

Flex Connect ( A—AIAAYF T ) AP OFE. TDO AP BT M#show ip access-listsy ]
NRZEANTRBIEICKY, ACLHN AP ICEKRENTVWRIAESH EERTEET,

AL

AToIXR>Y RZEERT S ERE

VLAN/A > Z—=T7 T4 A

# show vlan brief

# show interfaces trunk

# show run interface <interface-id>

WLAN %7€

# show wlan summary

# show run wlan [wlan-name]
# show wlan { id <wlan-id> | name <wlan-name> | all }

AP DEZTE

=1 ]

ax ;B

Eﬁﬁ'b\_c‘é i?o



# show ap summary
# show ap tag summary
# show ap name <ap-name> tag { info | detail }

# show ap name <ap-name> tag detail

AP Name : AP2802-01

AP Mac : 0896.ad9d.143e
Tag Type Tag Name

Policy Tag PT1

RF Tag default-rf-tag
Site Tag default-site-tag

Policy tag mapping

WLAN Profile Name PoTicy Name VLAN

psk-pb1-ewlc ctrl-v12602 VLANO210

Site tag mapping

Flex Profile : default-flex-profile
AP Profile : default-ap-profile
Local-site : Yes

RF tag mapping

5ghz RF Policy : Global Config

2.4ghz RF Policy : Global Config
=1L o

RIBE

# show wireless tag { policy | rf | site } summary
# show wireless tag { policy | rf | site } detailed <tag-name>

ZJ7O77A4INEE

# show wireless profile { flex | policy } summary
# show wireless profile { flex | policy } detailed <profile-name>
# show ap profile <AP-join-profile-name> detailed
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