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ATV 4 BARY NID—IOFREERLET,

(=B B L configuration > Security > AAA > AAA Method List > Authorization > + Add CHERL L F s

Q Search Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
S Dashboard

— AAA Method List Servers [ Groups AAA Advanced

(o,
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(<) Monitoring

" Conﬁguration General
Administration uthentication
. Authorization MName v, Type i
Troubleshooting o ]
Quick Setup: AAA Authorization ®
Method List Name* | AuthZ-method-name |
Type™ | network v |
Group Type | group v |

Fallback to local

Available Server Groups Assigned Server Groups

radius ISE-KCG-arp
|dap
tacacs+

= Save & Apply to Device

CLI :

H*

config t
aaa new-model

H*

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>
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# exit
# aaa group server radius <radius-grp-name>
# server name <radius-server-name>

# exit

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization network <AuthZ-method-name> group <radius-grp-name>
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(2 # B L configuration > Security > AAA > AAA Method List > Authorization > + Add CYEB L & T o

Q Search Menu ltems Authentication Authorization and Accounting
+ AAA Wizard
FS Dashboard
- AAA Method List Servers [ Groups AAA Advanced

7Z) Monitoring
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Configuration Generel

A - Authentication
Administration
TeeblosRoo Authorization Name ¥ Type <
roublesnooting

Quick Setup: AAA Authorization

Method List Name* | AuthZ-local |

Type* | netwaork v

Group Type | local v

Mvailable Server Groups Assigned Server Groups

radius

Idap

tacacs+
ISE-KCG-grp

= Save & Apply to Device

CLI :




# config t
# aaa new-model
# aaa authorization network AuthZ-Tocal Tocal
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MAE(Z 5 U configuration > Wirdess> WLANs> + Add C R Y RD—2J ICBEBL., BRELEX T,
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+ Add

Dashboard

: : MName
Monitoring
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Add WLAN x

General Security Advanced
Profile Name* | mac-aut| | Radio Palicy | All v |
551D | mac-auth | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED .

=/ Save & Apply to Device

AT Y 7 3 RsecurityLayer 2 Security Mode 7 (BB L . EMH KR EMICMACFIteingLE T, H'S
Authorization Lists ﬁﬁ@?lI[E‘CﬂEﬁE L TC?FWH:_&E&R LET, ;)’u:\ Z01)Y D Usaes Apply to
Deviceiﬁ'o

Add WLAN x

General Security Advanced
Layer2 Layer3 AAA
. _ Fast Transition * Adaptive Enab... v |
Layer 2 Security Mode | None v ' :
Over the DS v
MAC Filtering vd
_ Reassociation Timeout 20

Autharization List* | AuthZ-method-name v

= Save & Apply to Device

CLI :



config t

wlan <profile-name> <wlan-id> <ssid-name>
mac-filtering <authZ-network-method>

no security wpa akm dotlx

no security wpa wpa2 ciphers aes

no shutdown
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Quick Setup: MAC Filtering %
MAC Address* | aaaabbbbecce ‘l

Attribute List Name | None v |

‘ 9 Cancel |=| Save & Apply to Device
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CLI :

# config t
# username <aabbccddeeff> mac

ISEL>Y RAKRAY RF—EXR—ADMACT RLAD AL

ATV (AT23V )YFHLWIV RRA U NITN—TZERLET,
= @E L Work Centers > Network Access > Id Groups > Endpoint Identity Groups > + AR T,

» Guest Access P TrustSec » BYOD  » Profiler » Posture » Device Administration » PassivelD

» Overview  » Identities Ext Id Sources  » Network Resources  » Policy Elements  Authentication Policy  Authorization Po

‘duth  Identity Services Engine Home  » ContextVisibility  » Operaions  » Policy  » Administration

Identity Groups Endpoint Identity Groups
& p)
v = o J Edit K Delete
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https://tools.cisco.com/bugsearch/bug/CSCvv43870

Identity Services Engine

Home » Context Visibility

» Operations » Policy

» Administration ~Work Centers
~ Metwark Access b Guest Access » TrustSec » BYOD » Profiler » Posture » Device Administration  » PassivelD
» Overview  » Identities |d Groups  Extld Sources  » Network Resources  » Policy Elements  Authentication Policy  Autherization Policy
I

Identity Groups Endpoint Identity Group List > New Endpoint Group
[ = D ] Endpoint Identity Group

v B I *Name | MACaddressgroup |
» | Endpoint Identity Groups Description

» || User Identity Groups

Parent Group |

(G

AT Y 7 2 ([CFE L work Centers> Network Access > Identities > Endpoints > +Add R § o

ulwile  |dentity Services Engine

Home » Context Visibility
- Metwork Access » Guest Access

}» Operations » Policy » Administration = Work Centers

» TrustSec  » BYOD » Profiler » Posture  » Device Administration

¢ PassivelD
» Overview Id Groups  Extld Sources  » Metwork Resources  » Policy Elements  Authentication Policy  Authorization Pelicy  » Troubleshoot

o
Endpoints

Network Access Users INACTIVE ENDPOINTS © © ¢  AUTHENTICATION STATUS ¢
Identity Source Sequences

No data availabl

Last Activity Date

3/] i & ANC - Change Authorization « Clear Threats & Vulnerabilities Export Import



Add Endpoint

= General Attributes

Mac Address * aa:bb:cc:dd:ee:ff

Description

Static Assignment

Policy Assignment Unknown N

Static Group Assignment ¢

Identity Group Assignment MACaddressgroup

Cancel Save
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MAB :If  Wired MAB AND

Wireless_ MABAllow Protocols : Default Network Access and
Default :use Internal Endpoints

T5THRVEEE., 29UV 092EHLWVWT 7 A4 )L ZIBINTE insert new row aboveE o

Haorne b Cont ility » Operations b Administration

Audthentication | Authorization  Profiling Posture  Client Provigioning  » Palicy Elements

ing the protocols that 1ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
ystem = Backup & Restore = Policy Export Page

ed
Jf Wyired_MAB OR 5
| Protocols  and I Insert new row above '
: NSErT NEwW Fow DEl0
:wse Internal Endpoints
Duplicate above
f Wired_B02.1% OR Duplicate below

Niolota

IC_Protocols  and
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AT Y 71 : KIZ Rpolicy > Authorizationd & D2, ICBEILE T,

¥ Adrmir

:es Engine Haorme b Context Visibility b Operations

norization | Profiling Posture  Client Pravisioning  k Policy Ele guthentication
Profiling Posture
¥ Client Provisioning Policy Elements
Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries
dministration = Systerm = Backup & Restore = Policy Export Page conditions
Lies - | Results

ATYT2:RICRTERSIC, HLWIL—LZHEALET,



"rte’ Identity Engine Hame Operations Wark Certers License Y

Authentication Authorization Profiing  Posture  Client Provisioning ¢ Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permiz=sions

: ]
 Insert Mew Rule Above J7

Insert Mew Rule Below
Duplicate Abowe

Duplicate Below

ATYT 3 fEZAALET,

£, RICRTRSIE, L=ILOBEELY RRA Y M RFENATVWSBIDITIL—T
(MACaddressgroup) ZIEZIR L £,

Status  Rule Name Conditions (identity groups and other conditions) Permissions
2 B - [vaCnie | | /TE | Condition(s) [ AuthzPr.. < |

MACaddressgroup

(< ]

(]

<]

[]
a
b
@
Q
Q
=
g=]

TN#E, RUVOLAZETIAMOZKHEEZBRLTCCOIIL=ILICHELET, CcOBITRE,
ICRTKRSIC, RYZ7OLATTA VL AMABHFEREh, BERIAT—>32ID (SSIDOAH]
) M mac-ath THRDOBDBE, COIL—ILICEHELET,

> - | MAC-rule | [Selec:lhnnbuhe n AuthZ Pr...
ﬂ H Add All Conditions Below to Library
pr=tteies : Condition Name Description : : [ano_ +]
| § Radius; Called-Stat.. ©| [ Endswith ~| [mac-auth 2| AND e
| || wireless_mas )| | Normalised Radius:RadiusFlowType EQUALS WirelessMAB f
_ F——

BREIC, TOIL=NIC—HTBDIVTA4T > MIEIV) BTSN Bpramitaccessie Al /O 7 7 A )L ZER
LET. 29UV I LponeTHRELET,

Status  Rule Name Conditions (identity groups and other conditions) Permissions

# * | MaCule [ s | | Radius:Called-Station-ID ENDS_V/._. Permithccess Dane
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ROOAX RZFEALT, BEOREZHIETEEXT,

g

show wlan { summary | id | name | all }

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>

FHOHOH K KR K W H KR KRR

NZ7ILa1—h
WLC 98001, BEHERD NL—ABBEASYET, &Y, 547> NERICHET

BPIXRNTNOIT—, BE, BLRCBHAILRILOXYEZ—UNFEICOJICEEEN, 102 F K
FLEEEERENfNREL LRBICOVERTRTEEXT,

N ERENBIOTORICE O TREYETY. BEEANSKECRACENTEET,
9800 WLCA" F7 # ) N TWRELERNL—RAZRRTSIZIE. SSH/TelnetiXH T9800 WLCIC 4t

L. ROFIEZ2#FELEXT (Y32 2T7FANT7TALNCRBELTVWD CEZHALERT
) o

ATYZ1: AV NO-S0REOKZEZERAL T, OJZZ0ORZL SEABENF REL LRZE
TEHFTEDLDICLET,

# show clock

ATYVT 2 DATALAREICHK ST, O A—F/NY 7 7 £zlE N EBsyslogh SsyslogZ R&E L
F9, chickl), SATLAOREBETIS—2FHEICHERTEET,

# show Tlogging



ATV T3 FNYITRBENFBVBEB2>TVERAESHZERELET,

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

N RHA—EEREATVBZEAE. BMERE (MACT KLR, PPRLAKE ) I
BEBIT2INTO7OCAICOVWT, RL=ANFFNYITLARILTOTICEBEENTVWSDC
EEBKLET, ChiCEY . OJORFEMLET, LEF>T, PIFATILTNYY
B> TUBVEEE. TRTORBEYIUTFIH_EEHELET,

ATY T 4: TAMNIROMACT RLAAN AT Y TIDRBFELTUAREATVWEWVWERR.
BENDMACT RL AMalways-on notice level L —RAZINEL F£T,

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

Y ADTRRERTIDD, 774N EARTFTIP H—N—ICIE—TEXY,

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>
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FRHERNL—AT, AEPOREO RNV AH—ZHBTEIOIC T+ BEBIBSABVEER.
KHHEFTNY T EBHIZL TRadio Active(RA)NL—RZF Y IFY TEERT, Chicky),
BEENEZH (ZOBERITATUMMACT RLA) ERFETZINTOZ7ORAICT/NY
TJLRILDOKNL—ANFRBENET, FENETNYITZ2BMCTRICE. XOFIEZSRBLT
<EEL,

ATYVT 5 BMBTFNY TRUNF BV L Z2®RBLET,

# clear platform condition all

FIE6 : ERTDVAVLAIVZAT RNOMACT RLADOTFINY T&MH4Z2BMCLET,

KOOI Rid, IEEEN=MAC T RLAD 30 58 (18008 ) DE=ZK—%BBLET, &
BICHUT, COBBERA 2085978494 WE TP TN TEET,

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

~ o BEROITAT RN ZRARICEZZTSICE. MACT RL AZ &lZdebug wireless
mac
OX > RZEITLET,

N E IR TORBRETRRTED LS CABTNY 77EhB e, R—ZFHty s
DDIVTZATUORNTIOTAETAOHAFRTIENRTEA,

FIE7 : ERIPBEXCEBEZBERL XTI,

ATYT7 8 TF7ANNKERRESNEEZABREAT Y 7I20ICEENBRLIZEERE.
TNV T#BLELET,

# no debug wireless mac <aaaa.bbbb.cccc>

EZABEIrEBTDHN, JAVYLAOTFNY IAELETSHE, 9800 WLCIKRD BRI OO —7



W7 7ANZERLET, ratrace MAC asasbbbbcocc HHMMSSXXX_timezone DayWeek_Month_Day_year.log

ATYT9: MACTRLATFZIOTFTAETADT7AINZEZRELET, ZEIHEH—/Nratrace logh
dE—9%h, HAOZBEEICEERTRITEEXT,

RARL—RAT7 7L DBRZHFEL KT

# dir bootflash: | inc ra_trace

774N eNBY—N—ICIE—-LFT,

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

NBEZRRLET,

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

AFY7 10 BEAREFELEHS A TEVEEAR, FAYILARLOOY D& HBELE1—T
HIWBOYERELET. TTEMEETNTABLREEATVBFNY IOV EESICRL
KHARBEGBOT, 54T NEBEFNY I THRERS Y Et A,

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N COOTUREAE. TRTOTOLANTRTHOOTLALORNL—ZAERL,
CKETT, chsOBMNL—ADEN%&ZCisco TACICHKKFEL TS &L\,

ZHEBYH—/NICOE—F B Hrainterna-FILENAMEt, HAOZBEICEERRTEEXT,
774NN —N—ICOE—LET,



# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

RNBZRTRLET,

# more bootflash:ra-internal-<FILENAME>.txt

ATYT NTFNY TREZHIBRLET,

# clear platform condition all

N RSTAYI—FAUTEYI I OBRE. BFFNY TREEBBRLTIEE W,
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