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« 9800 WLC Cisco I0S® XEZ 7 Z )L & )Lv17.6.x
* Identity Service Engine(ISE)v3.0
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Client AP G600 WLS DHCP Server

- | ) This URL for connectivity
SDTive. ApDLe . com |
check varies depending on
s 4% 17 255.53.200 | the client OS

WLC Intercepts
TCP connection
and redirects
client If the Redirect
URL contains

ISE hostname,

the client must

resolve it wvia
DNS

“ Here a TLS/SSL session if
established between the
client and ISE. Client must
trust ISE certificate,
otherwise you will get
Certificate warning.
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Client

9800 WLC T® AAA & E
AF Y7 1 ISEY—/{%9800 WLCREIZEBMLET,

RICRTF KD, Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add (CB B L, RADIUSH —/\15$R
BEADLET,



_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Dashboard

@ Monitoring
o

Servers [ Groups AAA Method List AAA Advanced

-+ Add

RADIUS
Administration Servers Server Groups
TACACS+
) Licensing Name Y Address
LDAP

Troubleshooting

SFRE IR Web BEE (£ CoA EXBETBHSWHBENOEF1UT 1 ) &EATEFEN 55BAE. CoA DYF—hK
FEMCES>TWAZ L ERALET,

Create AAA Radius Server x
Name* ISE-server Support for CoA (i)

Server Address* CoA Server Key Type Clear Text v
PAC Key (] CoA Server Key (1)

Key Type Clear Text v Confirm CoA Server Key

Key* ® Automate Tester (@]

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count a-100




EN—=2 37T AXBETIE, RADIUSH—/NZERETBHRICCOA—NF—ERETEILSICLTLKEETV, #F
WBERUF—ZFERALET (ISEOF7FIKNTRERLUTY ), RADIUSH—/N\TREE N TVRHEEF., HEREF
—CERFBRBDF—ECAILATV IV TRETDCEEZBHNELTWVWET, CiscolOSXE 17.3Tld, Web Ul B (C
CoAFxF—ERUREMEZEEFHALTVEL &,

ATY 72 FAHFRXVANEHERLE T,

FIZRgKSIC, Configuration > Security > AAA > AAA Method List > Authorization >+ Add ICBEILE T,



Authentication Authorization and Accounting

+ AAA Wizard

S AAA Method List Servers / Groups AAA Advanced
Monitoring
. Configuration Glenael
Authentication + Add
Administration
: Mame ~ Type + Group Type v Groug
Troubleshootlng
default network local NIA
Accounting
1 10 »

Quick Setup: AAA Authorization

Method List Name* CWAauthz
Type* network v
Group Type group v

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups
ldap R radius -
tacacs+

l¢

ATYT3( ATV )RIERTESI, PAIDTAVTHFERVANEHERLET,



+ AAA Wizard
= Dashboard

e AAA Method List Servers [ Groups
Monitoring L

E.‘;b Configuration General
Authentication e
Authorization Mame
Accounting
0

Quick Setup: AAA Accounting

Method List Name* CWAacct
Type* identity -
Available Server Groups Assigned Server Groups
Idap , | radius =
tacacs+
< ~

B ~

«

I<

= Apply to Device

% #* : Cisco Bug ID CSCvh038274° R T, ( CiscolOSXECLIFREA S ) RADIUSH—NOO—RNZ 22T 27556k
. CWARHEELEEA. ABO—RNZVHOERGEESH V) FBA. 2£L. clling-sation-id RADIUSEMZEAL T
CA=RNSUHNOTAT ORI EICBETDIEEBRBL TS EE Y, UDPEETR—NIHKETIXHDZXAR.
98004 S MRADIUSERDNT > I TRYR—RNERTVEEA,

ATY T4 (AT232 ) AAARD S —%EHL T, SSIDH ZCdled-station-idEMEE L TEFTEET, Chid, #TTOLART
CORMZISECERATIHEICERNTT,

Configuration > Security > WirelessAAA Policy (CBEIL. 7 2L NODAAARD S —%FEETDH, FILLWRUD—ZERLET,


https://tools.cisco.com/bugsearch/bug/CSCvh03827

_ Configuration~ > Security ~ > Wireless AAA Policy

Policy Name

|f::"\'| lonitorine
(<) Meonitoring

default-aaa-policy
1 10 «

Administration

Troubleshooting

A7 3 MELTSIDERBIRTEE T, SSIDNDKZBIRL EBFEATE, BERAAT— 3 VIDEESSIDBICAPMACT RL A% ¢
MEBElTFELTLSEE L,

Edit Wireless AAA Policy

Policy Mame™ default-aaa-policy

Option 1 SSID v

Option 2 Mot Configured v
Option 3 Mot Configured =

ATFY T 1: WLANEZERL XY,



MBEBIZHELUTERY ND—2ICBEConfiguration > Tags & Profiles> WLANs>+Add L, SREL £ 3,

_ Conﬁguration' > Tags& Profiles~ > WLANs

[ ]

- Dashboard

ATY T 2: WLAANDO—RBEHREADLET,

Add WLAN x

General Security Advanced
Profile Name* ‘ cwa-ssid Radio Policy (@)
Ssib* ‘ cwa-ssid Show slot configuration
WLAN ID* ‘ 4
i 802.11b/
zymaroer 2o

ATY T 3: Security R7IZBEL, HEBEEFIVFTAAREBRLET. COBE. "MACTZAILRUYT ) E(AAA
Configuration 293> O AT Y 72THER L E)AAARTF AT ANE G FBETT,

Add WLAN x

General Security Advanced
Layer2 Layer3 AAA
r - Lobby Admin Access (]
Layer 2 Security Mode None v
Fast Transition Disabled
MAC Filtering
Over the DS O
OWE Transition Mode O
Reassociation Timeout 20
Authorization List* CWAauthz vy @
CLI
#eonfig t

(config)#wlan cwa-ssid 4 cwa-ssid
(config-wlan)#mac-filtering CWAauthz
(config-wlan)#no security ft adaptive



(config-wlan)#no security wpa
(config-wlan)#no security wpawpa2
(config-wlan)#no security wpa wpa2 ciphers aes
(config-wlan)#no security wpa akm dot1x
(config-wlan)#no shutdown

RUD—=7O7F71INORKRE

RUS—=7O77A4INAT, HBICF7O2EAD MO—ILYU ARNACL), Quality of Service(QoS), EEVFTF AT H—, XA —
BREDORREICHL T, VLANZEI) HTRDIVTA T NERETEET,

F7ANRNORIV—TO7 7N EERTREE, FRICERTDEETEET,
GUI :
ATY 7 1: UL WPolicy ProfilezER L £,

\Z B EConfiguration > Tags & Profiles> Policy L. ZF&ET 2 A, #TL L default-policy-profile ZHERL £7,

Menu ltems Policy Profile
+ Add
=3 Dashboard -
: E Policy Profile Name ~  Description
<) Monitoring
voice
Configuration I default-policy-profile I default policy profile

1 10 »

Administration

TA77ANEBMCLET,



Edit Policy Profile a?

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* l default-policy-profile ‘ WLAN Switching Policy

Description [ defauilt policy profile \ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Flex NAT/PAT
CTS Policy

Inline Tagging (@)

SGACL Enforcement O

Default SGT 2-65519

AFY T 2: VLANEZBIRLE T,

Access Policies 2 7 ICBEL, ROVIZAIUHASVLANBZIBIRT B A, VLAN-IDEFBHTALILES, RUZ—7O7710)
TACLZRELBVTLSEEL,



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling )
HTTP TLV Caching O
DHCP TLV Caching ()
WLAN Local Profiling
Global State of Device Disabled (&)
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | vLAN1416 v |

Multicast VLAN

ATV T 3: ISEF—=N—F 4 R (AAAF—NN—F 4 REHT ) BRUBALE(CoA) (NACIREE ) 2Z T AND KD ICAKR) I —
Z7O77A4LERELET, BBIZWUT, PHIVTA VI HEEEBETEET,

[ Enter Multicast VLAN ‘

Advanced

WLAN ACL
PvaACL | Se elect v |
Pv6ACL | Se: elect v |
URL Filters
PreAuth | Se: fect v |
Post Auth | ° Lo




Edit Policy Profile

A\ Disabling a Palicy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Pelicy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile (O

Session Timeout (sec) | 1800 Iélrriﬁ;i_r?; Al O

Idle Timeout (sec) 300 mDNS Service | default-mdns-ser... _
' ) Policy Clear

ldle Threshold (bytes) 0 |

Hotspot Server

Client Exclusion Timeout (sec) &0 .
User Defined (Private) Network

Guest LAN Session Timeout O

Status O
P

Lz Drop Unicast D

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address .
DNS Layer | Mot Configured v
Security Clear

Show more >>> Parameter Map

Flex DHCP Option
AAA Policy ferRhs
Allow AAA Override o Redirect

NAC State WLAN Flex Policy
NAC Type | RADIUS .
- * VLAN Central Switching (J

Palicy Mame | default-aaa-policy % v | .

Split MAC ACL T -
Accounting List | CWhAacct v|@x

" Air Time Fairness Policies

WGE Parameters

2.4 GHz Policy r -
Broadcast Taggin O

g 5 GHz Paolicy f -

WGB VLAN (]

EoGRE Tunnel Profiles
Paolicy Proxy Settings

oo

IPV6 Proxy | None v

Tunnel Profile r v

CLI :



# config # wireless profile policy <policy-profile-name> # aaa-override
#nac

#vlan <vlan-id_or_vlan-name>

# accounting-list <acct-list>

# no shutdown

RIS =BT ORE

RUD—BTT, SSIDEARV—TOATFPAINICIIOLET, HILWRUD—RITEERT B A, default-policy T ZERAL
9,

% ¥ : default-policy X l&, 1 ~ 16MWLAN IDZ & DSSIDZdefault-policy 7 A7 7 A ILICEBHICIYEV I LET, BE
RHIBRIETEELR A, ID 17T OWLANY 254, ddaut-policyX TR EATEEE A,

GUI :

RICRT &S0, BEIZKLU TConfiguration > Tags & Profiles> Tags> Policy BB L., HILW O7 7ML EEBMLET,

Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

-+ Add

Policy Tag Name Y Description

() default-policy-tag default policy-tag

(O local-site-policy-tag

1 10 »

WLAN Z7O7 74N ZBHWORIS—7TO7 74U I0LFT,



Add Policy Tag x

Name* ‘ cwa-policy-tag ‘

Description ‘ Enter Description ‘

Vv WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile Y
D cwa-ssid default-policy-profile
1 ' 10 « |items per page 1-10f1items

RLAN-POLICY Maps: 0

=| Apply to Device

CLI :

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

RIS —RTDEIET

DB APICRID—RTEE)HTET,

GUI :

2T E1DDOAPIZEIY) HTBIZIE, Configuration > Wireless > Access Points > AP Name > General Tagsic BEIL , HEAEY) YT ET
L\, Update & Apply to Device® 7 U Y I LE T,



Edit AP

General Interfaces

General

AP Name*

Location*

Base Radio MAC

Ethernet MAC

Admin Status

AP Mode

QOperation Status

High Availability Inventory ICap Advanced Support Bundle

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is

‘ default location ‘ not allowed while changing Tags.
| n

Policy | cwa-policy-tag v 1
Site | default-site-tag v J

r \ RF | default-rf-tag v |

l Local v | . J
Write Tag Config to AP O®

Reaistered

%4 EAPORDS —RTEZZETDHE, 9800 WLCE MEEEM TN EDN, HI1DUAICMALEEhD ZEIDEELTLE

[ A

BURUS—R T 2EHOAPICEI) HTSIZIE, Configuration > Wireless > Wireless Setup > Advanced > Start NowlZ BB L £,



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs




|Conﬁgurati0n' » Wireless Setup~ » Aduan(:edl Show Me How o

® Tag APs
| Start |

—/ Number of APg: 2
Selected Mumber of APs: 2

~——— Tags & Profiles
AP Y AP T Serial Y AP Y Admin Y Operaton ¥ Policy Y Site T RF

o I WLAN Profile = Name Model AP MAC Y Mumber Mode Status Status Tag Tag Tag
AlR- local- Rex- defa
[ ] | Palicy Profile = APIB1SI- =m = = Flex Disabled Registered site- _i“_ :
— E-K9 policy-tag  StE-t2g ri-ta
. a— AlR-
y, —— | Policy Tag @ | i= s il S 5l fnsbled  Registereg  CEfoults  defout- defo
policy=tag  site-tag rf-ta
E-K9
1 10 » |items per page 1=2of Z items ]
(1] | AP Join Profile =

KAV I1RTEBIRL, RIZRT &S IZSave & Apply to DeviceV U Y Y LE T,

Tag APs x

Tags

Policy cwa-policy-tag v

Site v

RF v

Changing AP Tag(s) will cause associated AP(s) to rejoin and disrupt
connected client(s)

[ O Cancel ] =] Apply to Device

CLI :

# config t # ap <ethernet-mac-addr> # policy-tag <policy-tag-name> # end



S ALY KN ACL RE
ATY 71 #FUWACLZEER T BIZIE, Configuration > Security > ACL >+ Add (CBEIL £ T,

ACLOBRIZBIRL, RICRT RS, TOXRA T ZIPv4Extended HERL . TXTOIL—IILES—TVRAELTEMLET,

Add ACL Setup b

ACL Name* REDIRECT ACL Type IPv4 Extended v
Rules
Sequence* 1 Action deny v
Source Type any v
Destination Type Host v Host Name* <ISE-ip>| (D This field is mandatory
Protocol ip v
Log DSCP Nane v
Sequence - Source + Source ~ Destination + Destination v Source - Destination -«
i Action P Wildcard P ‘Wildcard Protocol Port Port DSCP ~ lLog ~
0 0w

9 Cancel |=] Apply to Device

ISEPSN /—RADKRZ74Yv UL DNSZERL, EIXNTHTITZIHENHYET, COUXAL YU BMACLIEE, EF2UTF
AACLTRAL, BIOME (VRAL V23 0RE)DEDIC (FITENE )CPUICESNDE R T71 v 0L (EREhE) T
—RTL—VICBERRNT T4y 0RERL, UAAL Va3 EE#TH/N NACLTY,

ACLIZRDESIZIEYET ( ZDOBITIE, 10.48.39.28%ISEIPF RLAICBEBRZIET ),

Sequence ~ Source +~ Source -~ Destination ~ Destination -~ Source ~ Destination -

o Action ~ P Wildcard P Wildcard Protocol -~ Port Port DSCP ~ Log ~
10 deny any 10.48.39.28 ip None Disabled
20 deny 10.48.39.28 any ip MNone Disabled
30 deny any any udp eg domain None Disabled
40 deny any any udp eq domain None Disabled
50 permit any any tcp &q www None Disabled

1 10 «

N ox o ugsLsavacosa, denyDF oS 3V EEBULAL I3 (EBERS 749 ITEEN ) EEX,
PEMtD T oS AV EFAUA ALYV EEXET, WLCKH. UF ALY RNTEBERS T4 Y 2 (F7 4L NTER
—NBOB K T443 ) DHERNET,

CLI :



ip access-list extended REDIRECT
deny ip any host <ISE-1P>

deny ip host<ISE-IP> any

deny udp any any eq domain

deny udp any eq domain any
permit tcp any any eq 80

% i AR—NBOICEREYTEFAOADY (Cpermitipany anyZ AL TACLEKR T ID E, WLCKHTTPSEUA AL U K
LET, chid. ThEFEOAHEZRHBIZIMXEN HY) ., BCAHEERZERTIVENf BB, BEEL<AHVIE
EHFBYVET, hiE. CWADBEICWLCLOFIAZERSAEZVE VWS HROXOFNTT, HTTPSRITZEEBMICL
TVWRBEICRAAZTRIYBETTN. WThICLTEEMERRBEhEREA,

ISEF—/NIZWU T ARKR—R8443D A ZIETTDRDICERIETHZET, ACLZHETEEXT,

HTTPE I EHTTPSO U A AL O N ZEBMIZTS

WebEER—Z )L DREBWeRBFAIR— R OREICEHENFTSNTEY, UAALINTBICER-—NOTUY AV TRIHEN

HYVET, LA 2T, VALV VNELLKEETSICIE, HTTPEEMICT D HAEN Y ET, cOelE. JO-N)
ICEMICT S (iphttpserver AX > REMEA) D, WebRRFEED 1 —I)LICH L TOKHTTPEERIZ T2 (/NT X —2 X ¥ 7 (Zwebauth-
hitp-enable AN > RZFEHTB)N SBIRTEET,



FEHTTPRS 74990 UAAL U3, FAexConnectd—HI ALY FU I DIEETE, CAPWAPR TRELET
o WLCH' A o B—t 72 a E¥EETS1®. APKCAPWAPK VX ATHTTRPES)/N T Y REZEEL, WLCH S
CAPWAPICEZ UR ALV 3aaZELET

HTTPSURLICT VAL &S ETREEICUAALIRNENDLSICTIEAR. NTX—KRI Y 7T Rintercept-https-
enableZ BML FETH, ChIRFESRETREL, WLCHOCPUILEER2EX, SIAEIS—24ERTHEICEFELTLSEEZY

o

<#froot>

parameter-map type webauth global



type webauth

intercept-https-enable

trustpoint xxxxx

T, NT X—2R I v 7 (Configuration > Security > Web Auth) T4 7" 3> "TWeb Authintercept HTTPSy Z2F I Y Y L TGUIN S
TTBCLETEET,

Init-State Timeout(secs)
Parameter Map Name

O global <l Type
1 10 ¥ Virtual IPv4 Address
Trustpoint

Virtual IPv6 Address

Configuration~ » Security~ > Web Auth Edit Web Auth Parameter

Maximum HTTP connactions

100
120
webauth v
-=-= Select --- v

Web Auth intercept HTTPs

Captive Bypass Portal




o FT7 AT, HTTPSUR A LI a U HERBE,. 75I0YRHTTPWeb Y 4 REFRALTUR AL Y3
7Ot AEBRBLET, WebREEIA > Z—E 7 NHTTPSEF IV VT B HBENHYET, L, COREFCPUE
AEREEMEEZ 1D, HEThEEA,

9800 WLC @ ISE N\ M3&

ATY 71 ISEDVY—IL&RE, RICTRT &S IZAdministration > Network Resources > Network Devices > Add, BEL £,



= Cisco ISE Administration - Metwork Resources Q @ @ @

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers More

I HNetwork Devices

Network Devices

Default Device

Davice Security Settings

Selected 0 Total 1 % L3
Ly Import Ty Export B Delete Al hT4
Name & IPIMask Profile Name Location Type Description

a SEO0-WLE 10.48.38.86/. &% Cisco (1) All Locations Al Davice Types

ATYT2: Y RND—UFNARAERELET,

BEIBLUT, EFILE, VIRNIITN=232, BLUHAZEEL, FNAAZAT, OT7—23>2, FEBWLCICEDS
WTRYRD—=IFNARTIN—T2E) HTRHENTEET,

COIPPRLAE, BAEREREETEIWLCAVEZ—T IS ALCKELTVWET, F7FILRTRE, RORICRTLDICERA
R—TIAAIZRBYET,

= Cisco ISE Administration - Network Resources ik » Q @

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers More

I HNetwork Devices

]
@

2 nschyns-WLG

Default Device

Network Devices

* Name S
WLC

Dascription

Davics Security Sattings

| 1P Address YR ' a2 e

* Devied Piofile
2k Cisco v @

Modal Madmi

w
Software Version
e
* Matwork Davice Group
Loeation [
All Locations w Set To Default
IPSEC )
No ~ Set To Default
% Davice T )y
davice Type -
All Device Types Set To Default

~  RADIUS Authentication Settings

prowcel  RADIUS

| * Shared Secrer et l Show

FYRT=OFNARTN—TOFMOVTR, ISEEBHSARD TE: XY RND—IFNAAOER : |SE-ZY RIT—IF)N
ARATN—=T"1 ZBRLTEE W,

ISETOHLWVWI—YDER


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html

ATFY 7 1: KICRTKSIC, Administration > Identity Management > Identities > Users> Add ([CBBIL £3,

= Cisco ISE Administration - ldentity Management Q @ BB &

Identities Groups External Identity Sources Identity Source Sequences Settings

| Network Access Users

Latest Manual Network Scan Res...

Selected 0 Towlo % 3

Ly Impart T Export Al k74

Status Name ~  Description First Mame Last Name Emall Address User Identity Grou... Ad...

ATV T2 BREANDLET,

ZOHITIE, ZOI—HIFALL ACCOUNTSE WS TIL—TICBLTVWETH, RICRTELSICHAEBICISUTHAERTEET,

= Cisco ISE Administration - Identity Management aQ & B @&
Identities Groups External ldentity Sources Identity Source Sequences Setings
—

Latest Manual Netweork Scan Res..

~ Network Access User

Enabled

~ Passwords

nternal Usars ~

-------- Generate Password

Generate Password

» User Information
» Account Options

» Account Disable Palicy

~ User Groups

ALL_ACCOUNTS (default) i

FEAEZTO7 7 1L OER

RUS=7O774). NTX—R (MACTRLAR, JLFV v, FAENBWLANAE ) ICETVWTOSA T NCE
WYETShBERTT, REO—HILIUTEZRY ND—2(VLAN), 72+AQ> hO—)LYJAKR(ACL), Uniform Resource
Locator(URL)UR AL I NGB EDHENRELREI) HTHENTEERT,

ISE DBIED/N— 3> Tk, Cisco Webauth SFaJ DERN T TICHERETDEICEELTLKEEV, WLICTRELEEDE—H
EEBICE, CCTHRELT, URALIBMNACLBZZEELET,



AT Y 71 : Policy > Policy Elements > Results > Authorization > Authorization Profilesic BBIL £ 3, MBEOREREEZERL LY, F7
FILNOFERZREL 2V FBI2E, addz V)Y U L E T Cisco Webauth,

= Cisco ISE |Pt)l|::y-l-’n||r:',.' Elements | Q @ A &

Dictionaries Conditions Results
——

Authentication

Standard Authorization Profiles

i
Authorization v For Policy Export go o Administration > System > Backup & Restore > Policy Expon Page
o N
Autherization Profiles Selected 0 Towd 11 ¢ &
Downloadakble ACLs - Add Al A
[:J MName Profile #  Description
Profiling
O] Blackhole_Wireless_Access & Cisce (D) Default profde used to blackkst wireless devices. Ensure that you conlig
Posture
O Cisco_IP_Phanes & Cista (T Default profite used o Cisca Phomgs

Client Provisioning
Gisce_Tomporal_Onboard = Cisco @ Onboard the device with Cisco tempoeal agent

O Cisen_WebAuth &k Cisce (D) Default Profile used to redirect users 1o the CWA portal

ATYVT2: UAALINEREADLE T, ACLENIB00 WLCTREETNEENDERUTHZD L EZRIBLET,

= Cisco ISE Policy - Policy Elements / Q @ @ @

Dictionaries Conditions Results

» Cisco_WebAuth
Authentication

Authorization Profile
Authorization

[ Authorization Proflles =B, Cisco_Webduth

Downloadable ACLs
Default Profile used to redinect users to the OWA portal,

&

* Access Type
Prafiling " ACCESS_ACCEPT ¥
Posture . i ;

Matwark Device Profile &% Clsce  ~ @
Client Provisianing > Service Template

Track Movement

Agentiess Posture

Passive identity Tracking [

~ Common Tasks
Wab Redirgction (CWA, MDM, N3P, CPP) ()
Cantralized Web Auth ke ACL REDIRECT e value Self-Registered Guest Portal (¢~

Nl

FREEJ)L—JL ( Authentication Rule ) M EEE
ATY 71 RUD—ty N, BEL—LEFAL-LOEEEERLET, RUS—ZERTSIZIE. Policy > Policy Setslc

BEL. VAROBHORIS—tEY hOFTEIUY VL TUnsatnewrow BRI 2 A, BRIOEVRNZI VY ILTFT7 #
LrhORYZ—ty NEEBRLET,



= Cisco ISE Policy - Policy Sets Q @ B 2

Policy Sets Reset Policyset Hitcounts

Status  Policy Set Name Description GConditions Allowed Protocols / Server Sequence Hits  Actions  View

] Default Dafault policy sat Default Network Access X 70

AT Y7 2: Authentication policyZ BB L £9. MABDIL—)L (BRELZEFETA VYL AMABTOHO—F ) ICX L TOptionsz BB L
. TIf User not foundy A"RRENBIFEFCONTINVEA S 3> #RBIRLET,

~ Authentication Palicy (3)

Status  Rule Name Conditions Use Hits  Actions

nternal Endpoints

~ Options

Wired_MAB REJECT LE
- o ®

Wireless_MAB

CONTINUE

DROP

ATV 3 EEZREFETDICE,. Swve 29UV ILET,
A )L—JL ( Authorization Rule ) ®E&E

A=, 9547 NIERENZHA (BEATOT77M) ) OBRERETZILHOENTT,

ATYZ71:AURVZ—tY hR—= T, Authentication PolicyZ2 B U T, RIZRF & S Authorziation Policy ICRBL £ T,

Reset Policyset Hitcounts
Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
-y
|9
-] Default Dafault palicy se1 Default Network Access (& 70

» Authentication Policy (3)
» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

~ Authorization Policy (13) |

ATV T 2: REMISEN—2 32 Tlk, Wifi_Redirect to Guest_ LoginE WS L — LA BHIICERE N TEY, FEALDBERGZ
—XII—HLET, EloRENTEE Zenablelc EXF TS



wi- i
@ FI_Rediract_to_Guast_Login =)  ‘Mirelass_MAB Cisco_WebAuth Select from list 0 ﬁ-_‘l}

ATY T 3: ZOI—)LiEWirdess MABO&KIZ—H L, CWAURA AL IV NEBHEZRLET, BEIZISLUT, 2LYALANEEM
L. BEDSSIDOKIC—HEEDENTEERT, £HZRIRL T (RKEKTlEWirdess MAB ) . Conditions StudioZ &=L &
T BRIICEKEFEEML, Caled-Station-IDE % # DRadiusT 4 V>3 FUERBIRLET, SSDBE—HTDLSICLET, K
ICRTERSIC, EEOFEHIC "Usey ZAHL THREELET,

Conditions Studio

Library Editor

[E wireless_MAB

.,o. .............

Radius-Called-Station-I1D

BYOD_is_Registered
Contains ~  cwa=-ssid
AND

Catalyst_Switch_Local_Web_Aut _
hentication

NEW AND OR
Compliance_Unknown_Devices

Set to 'ls not Duplicate m

Compliant_Devices

MAC_in_SAN

CIOSC‘

ATY T 4: GuestFlow I—HHR—RIITRIAE iR, XY RND—IOT 0 AOFHMAZRT S, FHIC—HIT2220BDIL
—LEVEEETER)IVETT., BHOISEN—23>2 TR, 772 NTEAICERE N TV B Wifi Guest Access)L— )L & £
ATEET, RREAON—VZRBICLT., L—LZBMCITBEFTT,. FT 77/ BNOPamitAccessziRBT A, KV EEE
TOEAVANHRERETEE T,

Guest_Flow

‘G Wi-Fi_Guest_Access AND Guests 0 4:}
Wirgless_MAB
Wireless_MAB
P Wi- o Cisco_WabAuth Select from list o '1:}'
Fi_Redirect_to_Guest_Login o RediusCalled-Station-I1D S =

CONTAINS cwa-ssid

ATYT 5 L= ERFLET,

L=ILOTHICHBSave 29IV ILET,

FlexConnect O—A)N ALY FT FHOEA RAU ND &K



FlexConnect A— AN ALY F T FOEARA NE WLAN BB BARRESBYEITA 20OV aVOFENERATE
£29, L, BRICUAAML Y MNACLEAPIC7 Y 21932, BIMOFIENPHETT,

Configuration > Tags & Profiles> Flex\IZBE L, FAex7O7 7 AL ZBIRL E T, KIC, Policy ACLRTICBEILET,

KICRAdD §&LSICIVYILET,

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

ACL Name Y Central Web Auth Y URL Filter i

0 ‘ 10 + ‘ items per page No items to display

DAALYIRNACLBEZEIRL, PRWebRRFIZEMICLET. COF I Y IRY VR, APEEOACLZEEMNICRELET

( Tdenys 3IECiscoIOSXEDWLCT TCOIPICUR AL I MLV, 2BKRTDEHTT ), £EL, APTEE. Tdenyy T
NDEZBRLET, LEN 2T, COFIVIRYIREAVICTRDE, APADOT YD IBICIXNTOHFANBEHNICANED
), ERENET., hik. APCLIAN Sshow ipaccesslistZFEA L THRBTEET),

% i : FlexconnectO—AN ALY F IO ) AT, ACLTHRICIUNXN ZIEETAHBEN HYET (ZnEO—HIILE
—RTRYBFLERETREHYERA ), TOLEH, IXTOACLIL—ILTRZ 714y IONAE (ISEEDBEE ) H'h
N=ZEhTVWBR L EZRABLTSEETL,

Save% # L T A S Update and apply to the deviceZ T C & ZRNB VTS &L,

Edit Flex Profile

General Local Authentication Policy ACL WLAN DNS Layer Security
ACL Name Y Central Web Auth Y URL Filter oy 4
* REDIRECT
o 10 + ; ACL Name R4
| Central Web Auth |
URL Filter A

FEEAE

D5A4AT 2 NFWebFBARIAEZEH TR LSICTRIEHICR. BRRENBAAER (IZI TV RN BERIIVENHS



) ISEREFAE I TH B 128, WLCICRIAEZ A VAR -T2 HERBHY) LB A,

=
Aoy

RTodR REfEAL T, REOKREZHIATEERT,

<#root>

# show run wlan # show run aaa # show aaa servers # show ap config genera # show ap name <ap-name> config general
# show ap tag summary

# show ap hame <AP-name> tag detail

# show wlan { summary |id | nme| all }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

COPICHIE T DWLCHORED BEEHD ZRICRLET,

<#froot>

aaa new-mode !

aaa authorization network CWAauthz group radius aaa accounting identity CWAacct start-stop group radius ! aaa server radius dynamic-author client <ISE
mac-filtering CWAauthz

no security ft adaptive

no security wpa

no security wpawpa2

no security wpawpa2 ciphers aes

no security wpa akm dot1x

no shutdown

ip http server (or "webauth-http-enable" under the parameter map)
ip http secure-server

RZ7LZa—k

Checklist

s UTATURNEEL., BMBRIPTRLAZMEID L ZEELET,

o URAALOIRNNFBEBTEVEARK., 7709 ERVWTSUOAALABIPP RLAZRLTLKEEV, & X, 10.0.0.1 %
ETT, VDALAL I NNEMETZEEIE. DNSERICEEEN H 2 WRESEN H V) £9, DHCPRER TRMEE h-E%7EDNSY
—N\HHY), RANBEBRTED L EZBWRBLET,



o HTTPLTURAL V> avHF#ETHRSICITY Riphttpserver A SBREET N TVWD CE 2BRELET., WehEER—
ZI)ORREIGWEFRIIR— R I OREICEEMRFSNTEY ., UAALINTDICEAR—RNBICUARNENTVWDHESN
HYET, COMEERK., JO-NILICEMICTS(phtpservee IN > REFER)D, WebFREIEZ 2 —)LICTHL T DO &
HTTPEBRIC T3 (/NT X—2 X v 7 IZwebauth-hitp-enable X > REFERAT2)0 SBIRTEX T,

* HTTPSURLICTI7EALKDETREZILURALIMENT, ThHFBERFEER. NFA—2T Y 7 (Zintercept-
https-enable X > RA'HBD & ZHFEBLE T,

<#root>

parameter-map type webauth global
type webauth

intercept-https-enable

trust poi nt xXxXxxx

T, NIA—=2I Y 7T "WebAuthintercept HTTPSy A 723V ICF Ty IR —IHFFVTVBZEE, GUIZN L THERTE
£¥9,.

Configuration= > Security~ > Web Auth Edit Web Auth Parameter

Maximum HTTP connections 100
Init-State Timeout(secs) 120
Parameter Map Name
D global < Type webauth v
il 10 v Virtual IPv4 Address
Trustpoint --- Select --- =

Virtual IPv6 Address

Web Auth intercept HTTPs O

Captive Bypass Portal D

RADIUSO B —E RAR— KN HR— K

Cisco Catalyst 98003 ) — X4 ¥ L A RO—FIZIE, GigabitEthernet 0FR— R EFIEN B H—ERAR—KA"H Y ET, N—
3217.6. 1B Tl&, RADIUS(CoAZEL )N OR—KTHR—KREATVET,

RADIUSD Y —EAR—NEFATRHEE. RORENFNBETT,

<#root>



aaa server radius dynamic-author
client 10.48.39.28

vrf Mnt-intf
server-key ciscol23
interface G gabitEthernetO
vrf forwarding Mgm -intf

i p address Xx.X.X.X X.X.X.X

'if using aaa group server:

aaa group server radius group-name
server nane nicol SE

ip vrf forwarding Mgnt-intf
ip radius source-interface G gabitEthernetO

TINY T OURE

WLC 9800 Tld. ALWAYSON KL —A#gEZFIATEE T, ChickY, 2
BLRTBHLARILOXY =D HFBENICOTICRBREN, BERBICAODT

VNERECBETZINTOIS—, B,
1=l

ZAF
TURELEEEEREOOVZRTTEERT,
% EOVATHREYSHBBZHRCENTELRTN, EHENIO0TDEBICEL>TERYET,

SAVETFARNTTANCRELTVWD EZHEELET ),

9800 WLCA' F7 A R TUREL = NL—AZRFTSICIE, SSH/Telneti® A T9800 WLCIZ#EHL ., RO FIEZETLET (&Y
# show clock

ATYT1: WLCORENEZ ZMIEL T, BENMNRELLBZINETCOTEZEBHTEDZLSICLET,
<tfroot>

S— (BETHBE ) ETEP<RBTEET,

ATYT2: DATALREICH2T, WLCNY 77 £ d A ZBsydogh SsydogZIRELFET. iKY, ATLADORELT



<tfroot>

# show logging

ATY T 3: PNV ITERBENFBRHICBE2>TVRHAESH ERERELET,

<#froot>

# show debugging Cisco |0S XE Conditional Debug Configs: Conditional Debug Global State: Stop Cisco 10S XE Packet Tracing Configs: Packet Infrad

Q% i RHEN—ERRENTVRBARK, BWEEHF (MACTRLA, IPPRLAKE ) ICEBITZIXNTOZ7OLEAILD
WT, RL=ANFNYTLARILTRBENTVWEIELEEZEZERLET, chicky), OJOENfEBMLET, LEN DT
TIOTFATIEFENY T ETDRBRVESR. IXTOFXREREIVTIZLAHELET,

ATYT 4 TARHROMACT RLAN AT Y T3OHKRHELTUAREATLVEVEDEL T, HENMACT RLAD
Always-On Notice Level(AToS) N L —RAZUEEL T,

<#froot>

# show logging profile wirelessfilter { mac |ip} { <asaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

YA THBRERTTDN, 774N EABTFIPYH—N—ICIE—TEXT,

<#root>

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

ZUERET Y ITESVXT7ITF4 T L—A

BBEGENL—AT, BEFOMEONF—2HRTI0L 2B BERI B BVEAR. REFEFNYTEEDICILT,
BRTITATRARNL—AEF T TF Y TEET, CNICEY, BEETNERYE (COBEEITA T MMACT RLR) &
WETZITRNTOTOCRCTFNYTLARLONL—AFBHENE T, KUEFEFNYTEEDCTZCE, ROFIEICEKE
7.



ATY T 5 BMBETNY IRUNF BV EEZRBLET,

<ffroot>

# clear platform condition all

FIE6: BERTDITAIVLARITATYROMACTY RLAOTFNY T&HB2BMILET,

ROOARY RIFE, BEENIZMACT RLAD 30 5@ (1800 ) DEZX—ZRKRLET, BEILCKLUT, COBRFEEHK
2085978494 HETIEXR T EANTEERT,

<#froot>

# debug wireless mac <aasa.bbbb.cccc> { monitor-time <seconds>}

% E CBBOISATURNZRABICEZIRZRTSBICE. MACT RL AZ & (Zdebug wireless mac<aaaa.bbbb.cccc>Y > R & 1T
LET,

% EIXTHETRRTEDRSICHEBTNY 77EhTVB LS, R—ZFIEv23TIOTATRNTOT1ET
1DHAFRRENEEA,

ATYITERTIBEXRLEBEZBRLET,

ATVT78: F7HAIPNKRERRECNEEZARAANEBIZHCAENrBRLLBEEE, TNV IZFLELET,

<tfroot>

# no debug wirel ess mac <aaaa.bbbb.cccc>

EZXABESRBIBL. JAVLAOTNY IHFELETSHE, 9800 WLCHEROBROO—AILT77AILZERLET,

ra_trace MAC_aaaabbbbcccc HHMM SS. XX X_timezone_DayWeek_Month_Day_year.log



ATYTOMACT RLATIVTAETAOT77 AN ERELET, ratrace loge ABH—/NICOAE—T2H, HHZEEICEER
~LUET,

RARL—AT77AIDEBEFZREELET,

<#root>

#dir bootflash: | inc ra_trace

77 AN ENBY—N—ICIE-L KT,

<tfroot>

# copy bootflash: ra_trace MAC_aaaabbbbcccc HHMM SS. XX X_timezone DayWeek_Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt

NBZRRLET,

<#froot>

# more bootflash: ra_trace MAC_aaaabbbbcccc HHMM SS. XXX _timezone DayWeek_Month_Day_year.log

ATY 710 BEREAKERASHTREVEER., FNAYILRILOOTOI)FHEEI—THHAMOTZRELET, T
TICPREE A THBTREFENATVRTFNY TOTZESICHLLKARDLEFBDOT, IZA TN EBETNY I TR HEGSH
YEREBA,

<tfroot>

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

% E:CoONYYREAR, IXTOTOAOIRNTOOTLARILORNL—AZRL, FEICKETT, chsORL—
A D f#RHT % Cisco TACICKEEL £ 9,

ra-interna-FILENAME.ixtZ A S —/NICOE—9 % H. BHZEEICEZERRLET,



774N @AY —N—ICIE—-L&ET,

<ffroot>

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

ABZRRLEY,

<tfroot>

# more bootflash:ra-internal-<FILENAME>.txt

ATYT MNTNY TREZEIBRLET,

<ffroot>

# clear platform condition all

% ERZTIND2A—F42TEv2a>0®E. BFFNYITRBEEZHIRLTSEZL,

£l
AR FRERKLDBEIE. ISEOperations> LivelogsDR—TICBEIL, RIAEROFMENEBIDCENEETT,
BEEOEH (BENHDEHE ) EISENZELEITXNTORAMiUSEEN RRENET,

ROBITE, FAIN—NUAF—BUBA 2, ISEFRIAZEBTLELE, chlk, RANSSIDRICELIC—HTHE. APD
MACT RL AIZEBME ©=SSIDE & L TEEE N -Cdled-station-IDBMEAN R RENDEHTT, ZOIL—ILiE. Tequas Tl
< Tcontainsy IWEEEhDEBEENET,

15048 Uuenad FIF - Hadius NAS-Forl-1ype
Event 5400 Authentication failed
15048 Queried PIP - Network Access.UserName

Fallure Reason 15039 Rejected per authorization profile 15048 Queried PIP - IdentityGroup.Mame (2 times)

15048 Queried FIF - EndPoints.LogicalProfile
Authorization Profile with ACCESS_REJECT attribute was selecied as a result of o8

Resolution the matching authorization rule. Check the appropriate Authorization policy rule- 15048 CQueried PIF - Radius BRI aaguls
results
15048 Cueried PIP - Network Access_AuthenticationStatus
Root cause Selected Authorization Profile contains ACCESS_REJECT attribute 15016 Selected Authorization Profile - DenyAccess
5 j rizatior |
T EB:36:1T-1F-A1:62 15038 Rejected per authorization profile

11003 Returned RADIUS Access-Reject






Other Attributes

ConfigVersionld

Device Port

DestinationPort

OriginalUserNamea
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
AcsSessionlD

UsaCase
SelectedAuthenticationldentityStores
IdentityPollcyMatchedRule
AuthorizationPolicyMatchedRule
EndPointMAC Address
ISEPolicySetName
IdentitySelectionMatchedRule
DTLSSupport

Network Device Profile

Location

Device Type

IPSEC

RADIUS Username
MAS-Idantifler

Device IP Address
CPMSessionlD

ClscoAVPair

140

58209

1812

AccessRequest

Radius

mn

1485

ed36171la162
bD62E505-3150-4215-aB0e-6753045bi56¢
false

nicolse26/356 9632611

Host Lookup

Internal Endpoints

MAB

Datault

EB-36-17-1F-A1-62

Default

MAB

Unkmown

Cisco

LocationdAll Locations

Device Typa#All Device Types
IPSEC#is IPSEC Device#MNo
EB:36:17:1F:A1:62

cwa-ssid

10.48.71.120
TB4T7300A000001 2DFC22TEF
00-27-e3-8{-33-al:cwa-ssid

service-type=Call Check,
audit-session-id=T84T300A0000012DFC22TEBF1,
method=makb,

client-lif-id=3003124185,

vian-id=1468,

Mersoinnoreid=rurn-eehd




Troubleshooting - *  Radiocactive Trace

Conditional Debug Global State: Stopped

B3 =3
MAC/IP Address Trace file
836.1711.a162 debugTrace_e836.171a162.0¢ & ==

1 0 &

CDBE, BIEEF, ACLBEHERLEEEICANIAZL, ISEASRENEACLBRE—HRLAEA LD, EEEWLCHISES S
ERENDESBACLHIBVWEEEEEEEILHYFET,

<#froot>

2019/09/04 12:00:06.507 {wncd_x_R0-0}{ 1} : [client-auth] [24264]: (ERR): MAC: e836.171f.a162 client authz result: FAILURE 2019/09/04 12:00:06.51



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



