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GUI :



ATY 7 1: RADIUSH—/NZEE L E T, Configuration > Security > AAA > Servers/ Groups> RADIUS > Servers
>+Add [CBEL. RADIUSH—/N\EHZEA DL ET,

Authentication Authorization and Accounting

& AAM Wizard

jj Dashboard

) Monitoring

Administration —
' Troubleshooting TACACS
ST e Addross

S, PRWERREE ( FERFRITLE[CAIZLBLETEIHSWHBHEOEF1IUT 1 ) 2EATEFENHAE. CoAD ¥ K —
FABHMICEDTVWB L ERRLET,

Create AAA Radius Server x

Name* ISE-keg Clear PAC Key
IPV4/IPv6 Server Address* 172.16.0.11 Set New PAC Key
Shared Secret*

Confirm Shared Secret*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

| D Cancel [ | Save & Apply to Device

AT Y7 2:RADIUSH—/NERADIUST L—FICEMULE T, [JIL—TIZBHT & FB]ICH Configuration > Security > AAA >
Servers/ Groups> RADIUS > Server Groups >+ Add. 81U, BARETCER L 7=t —/V—% Assigned Servers.



Create AAA Radius Server Group

Mame® i :
Group Typs RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
|‘_'| |SE-kcg
|;|

"D Cancel [=] Save & Apply to Device

ATV 3:RIAARVANEERL ET, BESE Configuration > Security > AAA > AAA Method List > Authentication > + Add.

Q Search Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
=l Dashboard
@ Monitoring

. COnﬁQUI’EtiGn General

| . + Add
Administration [ J

Anthnrizatinn MName

ROBREADLET,



Quick Setup: AAA Authentication

Method List Name?* list-name
T\‘_.';_je"‘ dotlx v
Group Type group v

Fallback to loca

Available Server Groups Assigned Server Groups
radius ISE-grp-nams
Idlap =
tacacs+
|SE-kcg-arp -

'O Cancel [=] Save & Apply to Device

CLI :

# config t # aaa new-model # radius server <radius-server-name> # address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813 # timeout 300 # retransn
# aaa server radius dynamic-author

# client <radius-server-ip> server-key <shared-key>

# aaa authentication dot1x <dot1x-list-name> group <radius-grp-name>

AAAT v K4 —"RBRE >0 TOEE

RADIUSH—/\NEREL LS., ThA TALIVE) ERBENBZHESHEERTEET,
#show aaa servers | s WNCD Platform State from WNCD (1) : current UP Platform State from WNCD (2) : cur
HICEBRORADIUSH — /N2 EA T 3HE. WLCT dead criteria, & U deadtime 2R ETEE T,

#radius-server dead-criteria time 5 tries 3 #radius-server deadtime 5

% i¥: dead criteria &, RADIUSH—/NZETY RELTIN—V IR LHICHEAENZEETT, BREIXOEHYTY, 1.0
Y hO—FHBERICRADIUSH—NASEHEBNT Y REZELTAS, ¥ —NHFBLLEEY—JENBZETORBERD
BRIRZALTIN (BEM )., 270DV F, RADIUSH—NAELEEN—VENZETICOANO—FTRETIHEN
HIEHRRALTINDEERLET,



% ¥ : deadtimeld, deadBEMEIC& > TH—/\Hdeade LTN—VEhizR, H—\NdeadAT—RADEXICEZKMH (5
B ) ZEELET, TY RERMLNFEBTRE, A2 O—FRBF—/NZUPALIVE)ELTY—TL, BREhEIS
AT7NCREBEEZBHLE T, REFUPEN—JENEREY—/NICEETET, Ty REEZBLLTVWIHE,
H—NEFY RELSLAVEZ—NILOBICBYTFY ReX—0EhFET,

WLANZ'O 7 7 1)L D&

GUI :

ATFY 7 1: WLANEERL £, Configuration >Wireless> WLANs> + AddDJEICEBE L., SBBICISUTRY NJ—I%%EL
£9,

Q, Search Menu ltems WIRELESS NETWORKS

= Dashboard

Mame w

'ﬂ\! Monitoring

EE N T B

ATV 2: WLANBSRZADLET

General Security Advanced
Profile Name™* prof-name Radio Policy All v
SSID ssid-name Broadcast SSID
WLAN ID* 1

Status evatep ()

2 Seve 8. A5l o Dove

ATY T 3: SecurityZR 7 ICBEL, BEEEFIUTFAARERBIRLET, COHITIE, WPA2+802.1xT T,




Add WLAN x

-

General Security Advanced

Layer2 ayer3 AAAN

| ayer 2 Security Mode | WRA S WPAZ East Transition | Adaptive Enab... v

MAC Filtering Owver the DS v

Protected Management Frame Reassociation Timeout ‘ 20 |

PME Disabled v

WPA Parameters

WPA Palicy [] M

[= Save & Apply to Device
Add WLAN x

PMF | Disabled v
WPA Parameters
WPA Policy
WPA2 Policy v
WPAZ Encryption AES(CCMP128) v
COMP256
GCMP128
GCMP256
Auth Key Mgmt 802.1x v
=| Save & Apply to Device

AT Y7 4: Security>AAA X7 T, FIE3ITHEMRL RIS R%E "9800 WLCTDAAARRTE, £V 3 VA SEIRLET,



Add WLAN x

General Security Advanced
Layer2 Layer3
Authentication List | list-namg| vl

Local EAP Authentication

| = Save & Apply to Device

CLI :

# config t # wlan <profile-name> <wlan-id> <ssid-name> # security dot1x authentication-list <dot1x-list-name> # no shutdown

RUS=TO771ILORE

RUS—=TO77A4INATR, OKRE (72 +E2AI> MO—J)LJ ARNACL], Quality of Service [QoS], EEVUF AT H—,
BAI—=RE ) DHRHLS, 9TA4FT > NIBE) HTBHVLANERETEET,

F7A2NRORIVS—TOT7 7N EEATRZEE, HFILLWIOTTAIINEERT D EETEET,
GUI :

Configuration > Tags & Profiles> Policy Profile ®EIZEE L, default-policy-profile Z8RET 2 A, HLLW7O7 7 AL EERKL
9,



Policy Profile

Dashboard

= . . Policy Profile Name ~  Description
;} Monitoring
¥ voice
Conﬁgu ration I | default-policy-profile I default policy profile
1 10

Administration

TA77ANEBMLET,

e, POERARA NMNAPNO—ALE—ROFE, RUS—TO77ALTHR2L v F 2 JEDRBANBHICE>TVS
CEEBBLET,

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name~ | default-policy-profile ‘ WLAN Switching Policy

Description | default policy profile ‘ Gentral Switching v

Status Central Authentication vd

Passive Client Central DHCP v’

Encrypted Traffic Analytics Central Association Enable vd
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Access Policies® 7T, V954 T NEEI) YTHDHEN HBVLANEZBIRLE T,



Edit Policy Profile

VLANEIW M TR ENEBUET VEARRBTERIRSICISEERRET 541K, Advanced 27 TAAA OverrideZ BRI L T &

Lo

General Access Paolicies

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

QOS and AVC

VLAN/VLAN Group

‘ VLAN2602 v

Multicast VLAN

‘ Enter Multicast VLAN |

Mobility

Advanced
WLAN ACL
IPva ACL ‘ v
IPv6 ACL ‘ v
URL Filters
Pre Auth ‘ v |
Post Auth ‘ v '




Edit Policy Profile X

-

General Access Policies QOS-and AVC Mobility Advanced

WLAN Timeout Fabric Profile | v
Session Timeout (sec) | 1800 | Umbrella | Not Configured v |
| Parameter Map 3 :
Idle Timeout (sec) ‘ 300 | mDNS Service | default-mdns-servict v |
- Policy cauc)
Clear
Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Client Exclusion Timeout (sec) N | 60 |

VLAN Central Switching
DHCP

Split MAC ACL : v

IPv4 DHCP Regquired v
Air Time Faimess Policies

DHCP Server IP Address

2.4 GHz Policy | =
aNo nore == )
5 GHz Palicy | - -
AAA Policy )
Allow AAA Override _\/'
NAC State
Palicy Name default-aaa-policy x| v
i'j Update & Apply to Device
CLI :

# config # wireless profile policy <policy-profile-name>
# asa-override # central switching # description "<description>" # vlan <vlanlD-or-VLAN_name> # no shutdown
RV =BT ORE

Policy Tagld, SSIDERVZ—TOT77ANEV VTR EHICERAEThET, HLLWARUS—RTEZERTS A . default-policy
RTEERALET,

%4 ¥ default-policy-tagld. 1 ~ 16MWLAN ID% 3% D SSID % default-policy-profilel_ BEBIWICN Y EV I LET. EELHIBRE T
EFERA. IDITLEOWLANS & BI5E. default-policy-tagld EATE LB A,

GUI :



MEIZFELU T, Configugation > Tags& Profiles>Tags> Policy ICBEIL, HILW7O7 74/ Z2EBMLET,

ch Menu ltems Manage Tags
— Palic Site RF AP
| Dashboard B B
7 Monitoring + Add
=/
Configuration Palicy Tag Name ~  Description

central-anchor

Administration

default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

WLAN Z7O7 74N EBHORIS =707 74U IO LET,

Add Policy Tag x

Name* PolicyTagName |

Description Enter Description |

KX

WLAN Profile ~ Policy Profile v

0 J 10 # |items per page No ite ms to display

=] Save & Apply to Device




‘

Add Policy Tag

Name* l PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 ) [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

MName* PolicyTaghName

Description Emter Description

WLAN Profile ~  Policy Profile w
[ ] prof-name default-palicy-profile

4 1 [ 10 »

| 2 Cancel

CLI :

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

RIS —RTDEIET



BREAPICRIS—RITZE)HTET,
GUI :

BT E1DOAPICEIVY) ¥TBICIF, BETDRI—KT EZEY) Configuration > Wireless > Access Points > AP Name > General
Tags HTHKLSICBE L. Update& Apply to Device.

Edit AP x

Ethernet MAC

00:42:68:a0:d0:22

Enabled

O Cancel

=W,

Boot Version

Controller Associated Time

Controller Association Latency

General Interfaces High Availability Inventory Advanced
General Version
AP Mame* AP3802-02-WS Primary Software Version ke 2
Location* default location Predownloaded Status N/A
) Predownloaded Version N/A
Base Radio MAC 00:42:68:c6:41:20
Mext Retry Time MNSA

Admin Status
= 105 Version 10.eov. ol

AP Mode Local

Mini 105 Version 0.0.0.0
Operation Status Registered
Fabric Status Disabled I Gonie
Tags IP Address 172.16.0.207

Static IP
Policy default-policy-tag

Time Statistics
Site default-site-tag

= Up Time Qdays 1 hrs
RF default-rf-tag 17 miieE 24
secs

0 days 3 hrs
26 mins 41
secs

8 days 21 hrs
50 mins 33
SBCS

(51 Update & Apply to Device

% EAPORVS—RINEEEND L, 9800 WLCADBEEMFA ROY 7Eh, BHARICTICRDZEICEELTLE




BEROAPICEILRUS—RT #E|V) HTBIZIE. Configuration > Wireless Setup > Advanced > Start Now > Apply.



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_segmentation.html#ID37
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19

# show ap tag summary // Tag information for AP'S

# show wlan { summary |id | name| all } // WLAN details

# show wireless tag policy detailed <policy-tag name> // Detailed information on given policy tag

# show wireless profile policy detailed <policy-profile name>// Detailed information on given palicy profile

FoABO-—RNZOHOFERACEBEBEESY) EEA, L, clling-station-id RADIUSEMEZFEAL T, O—RNS
BN IVSATUORZEICEETR L EZMRBLTLKEE L, UDPREERR—NCKETEIXAZXARK., 9800150
RADIUSERD/NZ V2 VI TRYR—REATVELEA,



WLCTO RS TN a—F42Y

WLC9800IC I EBENL —ABEN BV ET, ChickY, ISAT U NERICEETZIINTOIS—, B, BLUCEALA
ILOXY = BENICOTICRERE N, RERBICAVOTFUNELEGEEREODOVERRTEET,

ERENDOVOBICI>TERYERITN, BERHKEALSHBBICRDZENTEERT,

9800 WLCA' F7 A R TUEL = RL—RAZRFTBIZIE, SSH/TenetT9800 WLCICIEHRL . XD FIEEERITLET (Y>3
DETFANTTFAINICEBELTVWD L EZERLET ).

ATY 71 WLCHOREQRZZHAL T, MENMRELERIDETOVZEBHTERLSICLET,

# show clock

ATYT 2 DATLREICHK 2T, WLC/NY 77 £ld s EBsydogh SsydogZRELFF. chickl), DATADEEMRE
IZ— (RELTVRIEES ) 29<ICHERTEET,

# show logging
ATV T 3 FNYITRBENEBHCE>TVBIAESH ERABLET,

# show debugging |OSXE Conditional Debug Configs: Conditional Debug Global State: Stop |OSXE Packet Tracing Configs: Packet Infra debugs: Ip Adc

N i o EERENTUBBAE. AMERE (MACT KLX. IPF KLAAE ) CHETBFXTOFOLAL D
WT., RL=ANFFNYITLARILTREETNTVBREEZEKRLET, ChiCKY), OJOENFEMLET, TOLEH,
TIOFATIZFNYTET>TVRVESK, IXTOXEEIVTIBZE=HEBLET,

ATV T 4: TARNKRKROMACT RLANATY TIOXKHBELTIVARENTWEVETD E, BEDMACT RL AMaways-on
noticelevel N\L —AZIREL F£T,
# show logging profile wirdessfilter { mac |ip} { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file dways-on-<FILENAME.txt>

Y IVORABRERTIDA. 77 AIINENABTFIPHF—NICIE—TEET,

# more bootflash:always-on-<FILENAME.txt>
or



# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

RUENMET N ITEISVAT7ITF4 TP L—R

EREGENL—AT, AEFOBREORN)A—ZHATI2OICTOBBRIBSNEBEVFEEE., FEREFNYITZERICLT,
EBRTI9TATRARNL—ARZEFYTFVYTEET, ChilkY), BEEERZKHE (ZOBEREIZTATRNMACTRLR) &
METR2IRNTCOTORRICFNYTLRILOKNL —ANRHENET, Chid, GUIEERCLIZFERL TRITTEET,

CLI :
RHENAETFNY T EZBMCTDICE,. ROFIEEERITLET,

ATYT 5 BMBETFNY IR BV EEBERBLET,

# clear platform condition all

FIE6: ERTBITAIVLRIZATY ROMACT RLAOTFNY T&B2BMILET,

ZOOX Y REF, BEESNIZMACT RL A%&300 8 (1800% ) EZXALBHET, A7 32 T ORRE%Z R K2085978494%
RTERPTENTERT,

# debug wireless mac <aaaa.bbbb.ccce> { monitor-time <seconds>}

% EEBOI547 M EERICE=2T3CF. MACT F L 2 C & Icdebugwirdlessmac <aaaabbbb.cccc>a 2~ K%&%E
TLET,

Qﬁ E2A—SFILEvYavTR, TRNTHETRRTCERLSCABT Ny 7783k, 9547 P 9T74ET ¢

NHARRRENEE A

FIE7 : ERTIBEERLCEBEEBRLET,

ATV 78 F7AINELERIRECNEEZ2ARBABBIZACABENIr BRLLBERE. TNV ITEZFLLET,



# no debug wireless mac <aaaa.bbbb.cccc>

ETIX—RRENFfBBTSH. dbugwirdess HAELLETH E, 9800 WLC TRIXDBFTOO—HAIL 77T AIUNFERENET,
ra_trace MAC_aaaabbbbcccc HHMM SS. XX X_timezone_DayWeek_Month_Day_year.log

ATYT9: MACTRLAFZIVTAETAOT77AINERELET, ratracelogZAZBH—/NIZIE—F2 A, HAOZEMEIC
BERRTEET,

RARL—RAT7 71N OBRIZHEELET,

# dir bootflash: | inc ra_trace

774N EABY—N—ICOE—-LFT,

# copy bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone DayWeek _Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt
NBZRRLET,

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMM SS. XX X_timezone_DayWeek_Month_Day_year.log

ATY7 10 BEREAKERASHATREVHBER. FNAYILRILOOTOR)FHEELI—THHZABOTZRELET, T
TILMEE A THIBTREEATVWEITFNY ITOTOFMERBIZ D, IFATUNEBETNY IIRRBELHEEA,

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

Qﬁ EF:ZoOXYREHR, IXTOTOCAOIRNTOOTLARILONL—AZRL, FEICKETT, ChsORL—
AZBTTDEEE., CiscoTACICHEBEVEDELSEE L,

rainternal-FILENAME.ixt Z A —/N—ICOE—F2 4, HHZEEICEERRTEET,

774N EABY—N—ICIE—-L&ET,

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt



NBZRRLET,

# more bootflash:ra-internal-<FILENAME>.txt

ATYT MNFENY TEEEEIBRLET,

# clear platform condition all

% FE:RSTANDa1-TFT12 Tty 2a>0&E, BIFFNYITREEZHIKRLTEZ L,

GUI :

AT Y7 1: Troubleshooting > Radioactive Trace>+ Add IZBEL T, NSNS 1—F12T&TS5V 54T > NOMACIPT
RLAZEELET,

Troubleshooting = *  Radioactive Trace

Conditional Debug Global State: Stopped

MACP Address T Trace file

ATV 2 [Stat ( AR—K)]&EIUYOLET,
ATV 7 3. BEEBRLET,
ATY 7T 4: [Stopl BIVYILET,

ATYT75: Generate RE> =V UYHOL, OJZRETREERZERL T,
last 10 minutes are requested.

Apply to Device. In this example, the logs for the



Enter time interval

Enable Internal Logs D

Generate logs for last | G 10 minutes

O 30 minutes

O 1 hour

() since last boot

O| 0-4294967295 seconds

FlE6: AVE1—RICHAKRNL—RZ2Fd D O—RL, FVVO—RREZZ2IUY ILTRELET,
Troubleshooting = > Radioactive Trace

Conditional Debug Global State: Stopped

Last Run Result
MAGC/IP Address T Trace file / + State Successful
[0  aasabbbb.cccc debugTrace_saaa bbbb.coee.ba E B B Generate Sesuatals
1 10+ | items per page 1-10f1 items MAC/IP Address aaaa.bbbb.coce
Start Time 08/24/2022 08:46:49
End Time 08/24/2022 08:47:00 /
Trace file debugTrace_aaaa bbbb.ccce.txt E

ISECORZ TN a—F142Y

VAT NRAOBBENREL £BEWE. ISEF—/NTOJ ZHEFRATEE T, Operations>RADIUS> LiveLogs ICBB TS &,
REABROUAR, —BLERUS—tY R, EEROBEREGENFRRENET, RICRTESIC, EITD Details BT DTICH
ZHEFEEIVVITBE, FHANFRRENET,

= Cisco ISE Operations - RADIUS 'y ModetSDays Q. @ £8 @
Live Sessions

Misconfigured Supplicants Mi: figured Network Devi RADIUS Drops Client Stopped Responding Repeat Counter

0 0 0 2 0

Rafrash Show Within
Never ~ Latest 20 records ~  Last 3 hours o
i) Refresh  © Reset Repest Counts (1) Export To F Filter w3
Time Status \ Detalls  Repea.. Identity Endpoint ID Endpoint.. Authenti.. Authoriz.. Authoriz.. IP Address Netwo
> . Identity Endpoint 1D Endpoint Pr Authenticat Authorizatic Authorizatic P Address ~ Natwor
Al 23, 2022 06:18:42.5... [ ] E o userl 08:BE:AC:27:88: .. Uk faiin Palicy_Set... Palicy_Set... ParmitAse... 10.14.96.112,...

Aug 23, 2022 09:45:48.1 ... o 2 userl BC:DO:74:2B:60:.. 9800-W






BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



