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AFAIENLAPOMACT RL A, 9800 WLCICA—AINLICREFEENET,

ATY 71 . A—ALRIAOILF v ILEoO—RAERXVANZEERLET,

Configuration > Security > AAA > AAA Method List > Authorization > + AddD JEICEE L £ T,

Authentication Authorization and Accounting

Q Search Menu ltems

+ AAA Wizard
&=l Dashboard

i AAA Method List Servers [ Groups AAA Advanced
%) Monitoring |_|

2\, Configuration General
Authenticati l i) J
¢ Administration unenteation
: Authorization Name v Type
Troubleshooting
default network
Accounting
AuthZ -Netw-I1SE network
Quick Setup: AAA Authorization x
Method List Name* AP-auth
Type* credential-download
Group Type local v
Available Server Groups Assigned Server Groups
radius
ldap .
tacacs+ "
ISE-KCG-grp
ISE-grp-name
) Save & Apply to Devie

ATY 7 2: APOMACREIEZEMICLET,

¥ )5t Configuration > Security > AAA > AAA Advanced > AP Policy® JEIZZIRL £9,
Authorize APs against MACZBE#IIZ L. AT Y 71 THER L f=Authorization Method ListZ &R L

=



Authentication Authorization and Accounting
+ AAA Wizard

Ad Method List Servers [ Groups

RADILIS Fallback

Atricazt List Masesh

’ Authorize APS against MAG [enveren !]l
Authorize APs against Serial Number [ T
AP purthensication —
| Authorization Mothod List AP-gth |
Password Poicy

ATYT 3:APOA—H Y NRMACT RLAZEMLET,

BB 5& Configuration > Security > AAA > AAA Advanced > Device Authentication > MAC Address
>+ Add

Configuration~ > Security~ > AAA

=+ AAA Wizard

Servers / Groups AAA Method List AAA Advanced

Global Config
>

RADIUS Fallback
>

MAC Address

Serial Mumber
Attribute List Name

Device Authentication

MAC Address
AP Policy

(=]

Password Policy

[0 | fer

AAA Interface

Quick Setup: MAC Filtering x
MAC Address*

‘ 00:B0:E1:8C:49:E§ ‘

Attribute List Name

|. MNone v |
D Cancel
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ROXY W XFZHIBRLET ) . Cisco Bug ID CSCw43870TId, ThIAEDOU I —AT
CLIER@EWeb UDEEOERZFEATEEXT,

CLI :

# config t
# aaa new-model
# aaa authorization credential-download <AP-auth> Tocal

# ap auth-1ist authorize-mac
# ap auth-Tist method-Tist <AP-auth>

# username <aaaabbbbcccc> mac

MAC APFREEY A b~ : A EBRADIUSH — /N
9800 WLC DR E

BHAENEAPOMACT RL Ak, SAEBRADIUSH —/V ( ZOBITIKISE ) ICREENET,

ISETI. APOMACT RLAZIA—HE/NAT—RELERIVRRARELTERTEERT,
FIEIZHE>T, WIFhADOFEZERL THEAITDHENBRENET,

GUI :
AFY 7 1:RADIUSH—/N\OEE

Configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + AddD JEIZBEL .
RADIUSH—NNDOIEHRZAILET,

Authentication Authorization and Accounting

+ Ahd Wizard
Dashboard

':'I_:.':,.: Monitoring o : Q—

RADILIS

L Configuration

{01 Administration

".::::;;_i_: Troubleshooting TACADS

1 FLAKS o Adaress


https://tools.cisco.com/bugsearch/bug/CSCvv43870

FREOCHR Web P8 (F/2ld COA ZHEETRIHSWAIBENOEF1IUT 1 ) ZHATS T
ENHDERE. CoOADHR-—IFBMICBZ>TVE L Z#ABLET,

Create AAA Radius Server ®

Name* ISE-keg Clear PAC Key
IPVAIPvE Server Address® 172 16.0.11 Set Mew PAC Key
Shared Secret® | e

Confirm Shared Secret® | e
Auth Port 1812
Acct Port 1813
Server Timeout (seconds)

Retry Count

Support for CoA ENABLED .]
=2

AT Y7 2: RADIUST IL—7 ANDORADIUSH —/NDIE N

Configuration > Security > AAA > Servers / Groups > RADIUS > Server Groups > + Add D JE (%
BLET,

ISETAPOMACT RLAZI—HEELUTREAETBICIE. MACTZ 1 ILZUZ T EnoneDEEIC
LEXY,



Create AAA RHadius Server Group

AT

Group Type

ST = Dadrmibir

WAL -Filtesing

Dapicd-Tima {ming]

Fuadabda THTVers

D Cance

IVRERARAMACTZ ARV T EZMACICEET D EE(Z, ISEICAPOMACT RL AZERR

AEEEBICE,

Assgngd Saners

FSE-cg

|._r_ sSave B Apply to Dewce




Create AAA Radius Server Group x

Mame™ ISE-grp-name
Group Type RADILIS
MAC-Delimiter none -
MAC-Filtering mac v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
ISE-KCG

9 Cancel | Save & Apply to Device

ATYVT 3 HAILTFOIvIILATO—-—RARVANEERLET,

Configuration > Security > AAA > AAA Method List > Authorization > + AddD JEICEE L £ T,

Authentication Authorization and Accounting

Q, Search Menu ltems

+ AAA Wizard
&=l Dashboard

L i AAA Method List Servers [ Groups AAA Advanced
(<) Monitoring |_|

S5 "
= Co nﬁgu ration General
Authenticati l + Add J
g . uthentication
Administration
: Authorization Name v  Type

Troubleshooting o o

Accounting
AuthZ-Netw-ISE network




Quick Setup: AAA Authorization =

Method List Name* | AP-1SE-auth |
Type* | credential-download |
Group Type | group v |

Fallback to local

Available Server Groups Assigned Server Groups
radius |SE-grp-name
Idap
tacacs+

<
ISE-KCG-grp

=| Save & Apply to Device

ATV 4: APOMACRIIZBRIZLET,

¥ ) 5t Configuration > Security > AAA > AAA Advanced > AP Policy® JEIZ&IRL £,
Authorize APs against MACZB#IC L. AT Y 7 3THER L f=Authorization Method ListZ#3R L
£7,

Authentication Authorization and Accounting

+ AAA Wizard

AAA Methad List Servers | Groups | AAA Advanced |

RADIUS Fallback

| Authorize APs against MAG [ENABLEE) [ ] |
Attribute List Name
Authorize APS against Serial |l oisasLeo |
AP Authentication Number -

e Authorization Method List AP-1SE-auth v
AP Policy
Password Policy l [E Apply to Device

CLI :

3H*

config t
aaa new-model

3H*

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

H H W K R



# exit
# aaa group server radius <radius-grp-name>
# server name <radius-server-name>

# exit

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization credential-download <AP-auth> group <radius-grp-name>
# ap auth-Tist authorize-mac
# ap auth-Tist method-Tist <AP-ISE-auth>

ISEDERE
ATY 7 1:9800 WLCEZISEICEBIMTDICIE, ROFIEZETLET,

ISET D9800 WLCHEF

RALICETVWT, BEBFIETAPOMACT RLAZRETDCEZERLET,

MACT7 RLAZTIVRRAZNELTFEELET B 1O DUSEDFRE

MACPZ RLRZI—HWEZ//NAD—RELTERAMNITBD LS ICISEZFFET S

MAC7 RLAZIV RRAVNELTHRATAILSICISEZRET S

FIa2: (#7232 )TFORARAY NOIDIIN—TZ2HEKT S

9800(FAPFRIL & & € (CNAS-port-TypeBEZEE L & LW =8, Cisco Bug IDCSCvy74904 ..."
). ISEAPSREIAEMABT —4 70—& LTRBLU AW\ =%, ISETNAS-PORT-type/B & HE &
LBEWESICMABD—270—ZZELABWVWRY ., APOMACT RLANIY RIRAKNURAB

ICBEENTWAEEEF. APZRRELTEXE A

Administrator > Network device profile D JEICBE L., ILVWFNAAZ7O7 7ML EERLET
- RADIUSZEMIZL. BHEMABMDservice-type=call-checkZ BMLET, BYIEZAIOTDT
A7 74 ASOAE—TEET, COBME=E. BRMABIZ "nas-port-types FHZFREL AL
&ETT,


https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://tools.cisco.com/bugsearch/bug/CSCvy74904

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description
7
Icon gkls| Change icon... @
Vendor Cisco

Supported Protocols

RADIUS

TACACS+ (]

TrustSec a

RADIUS Dictionaries
Templates
Expand All / Collapse All
v Authentication/Authorization

v Flow Type Conditions
Wired MAB detected if the following condition(s) are met :
% Radius:Service-Type v ~  Call Check v w +

9800 %Y NT—UFNAAIVKVICRY, Z7O77AINEHLLERLIETFNARAT7OT 7
TICERELER T,

Administration > Identity Management > Groups > Endpoint Identity Groups > + Add® JEICBE L
9,

abaln  |dentity Services Engine Home » Context Visibility » Operations » Palicy I = Administration l

cisco

» System | - |dentity Management I » Metwork Resources » Device Portal Management pxGrid Services » Feed Servic:
» Identities External Identity Sources  Identity Source Sequences  » Seftings
Identity Groups Endpoint Identity Groups
L 2
v = &b, J Edit X Delete
Name a Description

» | Endpoint Identity Groups



Zai%ERL T, SubmitZo Vv HOLET,

Endpoint Identity Group List > New Endpoint Group
Endpoint Identity Group

*Name | AccessPoints

Description

Parent Group -

[ |E==8

ATYT 3:APOA—HZRY NMACT RLAZIY RKRA NDTIL—TICEMLET,

Work Centers > Network Access > Identities > Endpoints > +DJEICBEL £

‘Heh: Identity Services Engine Home  » ContextVisibility  » Operstions  » Policy  » Administration [|Raici it

« Metwork Access | » Guest Access b TrustSec » BYOD » Profiler » Posture  » Device Administration ¥ PassivelD

b Overview Id Groups  Extld Sources b Network Resources  » Pelicy Elements  Authentication Pelicy  Authorization Polic
I —

<]
Metwork Access Users INACTIVE ENDPOINTS © (] AUTHENTICAT
Identity Source Sequences
$
__________________________ diseonnected: [100%
EI-'2]"

Last Activity Date

0 Selected Row

= i © ANC - Change Authorization - Clear Threats & Vulnerabilities Ex

MAC Address Status IPv4 Address Username



HBEZRBEADLET,

Add Endpoint

= Goeneral Attributes

Mac Address * DO.BD:E1 8040 Ed

Description Access Point

Statlc Assignment

Policy Assignment | Unknown =

Static Group Assignment &

Iden ity Group Assignment | AccessPoants i

Cano

AFYT 4 F7ANNOBEL—LTHEAETATVBIDARTCABIY KRS Y M EER
TWB L ERBLET,

A. Policy > Authentication®D JEIZ#E L., IDARTEXELET,

‘il Identity Services Engine Home  » Context Visibility  » Operations » Administration

Authentication | Authorization  Profiing  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the idei
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Policy Type () Simple (®) Rule-Based

B MAB :If Wired_MAB OR
Wireless MABAllow Frotocols : Default Network Access  and
Default :use Internal Endpoints
- Dot1X :If  Wired_802.1X OR
Wireless_802.1XAllow Protocols : Default Network Access and
Default :use All_User_ID_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores |

B. Administration > Identity Management > Identity Source Sequences > Identity Name @ JE Z # &)
LET,



'éll':'é!uh Identity Services Engine Home » Context Visibility » Operations » Policy + Administration

» System | + |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

» Identities  Groups  External Identity Sourcesl Identity Source Sequences | » Settings

Identity Source Sequences
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

J Edit <feAdd [fyDuplicate =~ )€ Delete

[] Name 4 | Description Identit
I:l All_User_ID_Stores | A built-in Identity Sequence to include all User Identity Stores Preloac
[l Certificate_Request_Sequence A built-in Identity Sequence for Certificate Request APIs Intern:
[l Guest_Portal_Sequence A built-in Identity Sequence for the Guest Portal Internz
[l MyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Portal Internz
[l sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal Internz

CHBIY RRAVMAAMBIV RRAMIBLTVWARZEZ®IELET, BELTVAWES
FEML XTI,



Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
» Identity Source Sequence

* Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

+ Certificate Based Authentication

Select Certificate Authentication Profile |Pre|0aded_Certiﬁcate_P v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
3 All_AD_Join_Paints
Guest Users
>
<<

» Advanced Search List Settings

If a selected identity store cannot be accessed for authentication

) Do not access other stores in the sequence and set the "AuthenticationStatus" attribute to "ProcessError”

(®) Treat as if the user was not found and proceed fo the next store in the sequence

Save Reset

MACT7 RLAZI—HE/INAD—RELTHATEILSICISEZHRET S

COFETR, I—YRBEAUNAD—RZFTIBZLHITEV/NADT—RARIS—HFRBEICE
2L, COFEFEHEOLEEA,

EEL, XY RI—IFNARATO7 P AL EBETEBVBAEG, BREE L THEATEET
FIB2: (A7 3> ) TOLARI Y NODIL—TEERT S

Administration > Identity Management > Groups > User Identity Groups > + AddD JEICEBEL £ 7

o



cisco  Identity Services Engine Home » Context Visibility » Operations W~ Administration

» System I ~ |dentity Management I » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

b Identities External Identity Sources  Identity Source Sequences  » Settings

Identity Groups User Identity Groups
- )
v/ =~ 53, J Edit |Add || X Delete v | @aImport g Export +
* | Endpoaint Identity Groups Name & Description
[*___ User Identity Groups | OJ S ALL_ACCOUNTS (default) Default ALL_

Zai&BIRL T, Submit2 o UY I LET,

User |ldentity Groups > New User Identity Group
Identity Group

*Name | AccessPoints

Description

[some [£=8

ATYT 3 BREONAT—RRIZ—TMACT RLAZI—HEENAT—RELTEMTE
DLEMFELERT,

Administration > Identity Management > Settings > User Authentication Settings > Password
Policy@EICEBEIL, DB EERDATIAVHFEDCE>TVWR L E2ERLET,



‘dsco’ Identity Services Engine  Home  » ContextVisibilty  » Operations  » Policy » Work Conters

» System I ~ [dentity Management I » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

» Identities Groups  External Identity Sources  Identity Source Sequences | ~ Settings
o

User Custom Aftributes Account Disable Policy

User Authentication Settings I

Password Policy
Endpoint Purge . Minimum Length: characters (Valid Range 4 to 127)

Endpoint Custom Attributes Password must not contain:

I :I User name or its characters in reverse crderl

:l "cisco" or its characters in reverse order

:I This word or its characters in reverse order: I

I (] Repeated characters four or more times oonsecutivelyl

O Dictionary words, their characters in reverse order or their letters replaced with other characters |
» Default Dictionary ;
Custom Dictionary i Choose File No file chosen
The newly added custom dictionary file will replace the existing custom dictionary file.

Password must contain at least one character of each of the selected types:

(] Lowercase alphabetic characters

[C]  Uppercase alphabetic characters|

(] MNumeric characters
(] Non-alphanumeric characters
Password History

*  Password must be different from the previous versions (Valid Range 1 to 10)
(] Password change delta characters (Valid Range 3 to 10)
= Cannot reuse password within | 15 | days (Valid Range 0 to 365)

Password Lifetime

Users can be required to periodically change password

["] Disable user aceount after | 60 | |days if password was not changed (valid range 1 to 3650)

n Display remindar days prior to password expiration (valid range 1 to 3650)

(] Lock/Suspend Account with Incorrect Login Attempts

*#3 (Valid Range 3 to 20)

* Suspend account for minutes (Valid Range 15 to 1440) Disable account

~ FEINAD—RAZBEE NN 2 1285 E k. Disable user account after XX days7t 7> 3> %&
BUCTDEETEERT, cNEEMACT RLATHB 12, NAT—RRBREEEhEFE
Ao

ATFY T 4: APOA—HZY NMACZ RLAZEBMLET,

Administration > Identity Management > Identities > Users > + AddDJEICBE L £,



cisco  Identity Services Engine Home  » ContextVisiiity ~ » Operations  » Policy ||l |I

» System |  |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Servic

« |dentities | Groups  External Identity Sources  Identity Source Sequences  » Settings

[ <]
Network Access Users
Users

Latest Manual Network Scan Results

/ Edit | o= Add [Jchange Status »  @Import g Export v )€ Delete v 5

Status Name a  Description First N

HEBBHREADLET,



Network Access Users List > New Network Access User

» Network Access User

* Name | aaaabbbbccee

Status Enabled =

Email |

v Passwords

Password Type: | Internal Users -

Password Re-Enter Password
* Login Password | LLLIITIT T | ‘ LTI T ‘ | Generate Password | i
Enable Password | | ‘ ‘ | Generate Password | i

» User Information

First Name ‘ ‘

Last Name ‘ ‘

¥ Account Options

Description |

Change password on next login O

» Account Disable Policy

(] Disable account if date exceeds  2018-11-09 (yyyy-mm-dd)

¥ User Groups

| AccessPoints

Csuor | 2N

A 7X:Named & U'Login Password”7 4 —J)L Ri&. APDO A —H XY KMAC7 RLAT, §XT
PMFTXYPYXFEEALBVRENFHYET,

APZERILY BBAR) > —

KIZRF&SIZ, Policy > AuthorizationD JEICEE L £9,



:es Engine Haorme b Context Visibility b Cperations b Administration

norization | Profiling Posture  Client Provisioning  » Policy EI2  juthentication Authorization
Profiling Posture

kd Client Provisioning Policy Elements

Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries

dministration = Systerm = Backup & Restore = Policy Export Page conditions

Lies - | Results

RICRTRSIC, FILLWIL—ILZEALET,

"c|l's‘l':|°" Identity Services Engine Home Context Wisikility ¥ Operations » A cministration ¥ Wiork Centers Licensze

Authentication Authorization Profiing  Posture  Clisnt Provisioning v Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permis=ions

: M
i Insert Mew Rule Above J7

Insert Mew Rule Below

Duplicate Abowe
[uplicate Below

F9. IL-IIOBEIE, TIEARAL > MAccessPoint) I REEENTWBIDYIIL—7
(AccessPoints)ZBIRLEF, MACTRLAZI—HHE/NAT—REL TREET BIE S Ik User
Identity Groups%Z3i&IRL, APOMACT RLA%ZTI > RRA 2 M& L TR T 3B A (EEndpoint
Identity GroupsZi&IRL £ 9,

» [[ AP authentication] | Acc.. [—}'" | Radius:Service-Type EQUALS Cal... ]
B yninismaiineas] Rad
e Ra |Acumnts I:I = o
Acg User Identity Groups
CTIIETETE Rad | o)
TR Wi ar = -
& GuestType Weekly (default)
v - - Ral
. Aca 2 OWN_ACCOUNTS (default)
= Radh. g GROUP_ACCOUNTS (default)
2 Employee
Standard Rule 2_copy f  (Radius:Called-Station-1D ENDS_WITH 6827 ;
— — u GuestType_Daily (default)
Access:UseCase EQUALS Guest Flow
Standard Rule 2 I  Radius:Called-Station-ID ENDS_WITH 6827
B GuestType_Contractor (default)
Wireless Black List Default I Blacklist AND Wireless_Access @ ALL_ACCOUNTS (default)

TO®, RATOELAZRTIDMOFKHZERL T, COL—LICEHTDILSICLET. C
DHITE, BATOAERAANY—EXAZRATODA-LF IV VZERL, BAERFP7RLA



10.88.173.52A 85X EE N HE, COI—ILICEZELEFT,

Radius:Service-Type EQUALS Cal... | | AuthZ Pr...

[F1 Add All Conditions Below to Library

!~ Condition Name Description AND ~

i |Radius:5ervice-Type | Equals - | |Ca|| Check ; Oy

J =
\Radius:NAS-IP-Ad... ©)| | Equals  ~| [10.88.173.52 G

BEIC., TOIL=INIC—HTRDI9TAT MBI HETESNTVWRRAZ7O77A4I)L%EIRL,
DoneezZ V)Y VLT, RICRTELSICHRELET,

Status Rule Name Conditione (identity groups and other conditions) Permigsions

rd AP authentication AccessPoints Radius:Service-Type EQUALS Call Check PermitAccess
Radius:NAS-IP-Address EQUALS 10.88.173.52

N EOUNO—S I TS ML TV AAPOBER HEADhE A, 2L, FTUZRKN
AEMCE>ERTIY NO—SEQBEN kbR, BESNLLSEF5E, B0+
ANEFENET. TNSOMACT KL AAO—H L% = ERADIUSH —/SIZU A R&E R T
WEWEAE. OV NO—SEEESMTEEL A,

A

9800 WLCTapadal J ARABRMICZ > TVBRI A ES L 2RI S

<tfroot>

# show ap auth-1list

Authorize APs against MAC : Disabled
Authorize APs against Serial Num : Enabled
Authorization Method List : <auth-1ist-name>

RADIUSEREZ L £75

<tfroot>
#

show run aaa

NZ7LZ1—hk




WLC 9800I_ ik, FREHEDONL —ABEN BV ET, ChiCKkY), IXNTOAPIMAICEET S
IS5—., B, BHALRNILOXYE—IJHFBCOJICEREEN, 122 F NELEEESIRED
RELERICOJERRTEET,

. EERETNZIOTNER, BREEISHBERTEREETY,

9800 WLCH' F*7 # LR TREL ML —ARZRTFT B ICIE. XD FIETSSH/Telnet#E FH T9I800
WLCIZEHRLET (Y232 eTFART77ALCOTICRBELTVR L ZHEL TS
W)o

ATV BEARELEKRRETOOTZEHTES LS. AV MNO—ZORERKL ZHE
L ET,

# show clock

ATYT 2: DATAREICH 2T, O MO—F/NY 7 7 £z ZBsyslogH S syslog & YR &
LEF, CchiZkY, SATLAODEEHEIT— (BELTVEEE ) Z3<ICHERRTEERT,

# show Togging
ATV 3 FNYVITREDNBMIBEDTVWEILNESHEZERELET,

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Trace Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

S U _BRFEATVSBAR. AMERE (MACT KL, IPFRLABE ) 0
BEITZINTOZ7O0FAICOVWT, RL=ANFTFNYITLARIITOTICEBEELTWVWSEC
EEBHRLET, Chithl). OYORABIULET. LEF>T. /X9 IARBENE
S, FRTORMEIUTFIBoLEBBHLET.

ATV 74 TAMNTROMACT RLANFATY T30EHELTUARERTVWEVETS L



. BEOEHFEMACT RL AMalways-on notice levelNL —RAZINEL £T,

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

Y ADTHRRERTIDD., 774N EARTFTIP H—N—ICIE—TEXY,

# more bootflash:always-on-<FILENAME.txt>
or

# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

KUNAETFNVITESTHATITATRNL—A

ERERNL—AT, AEFOBBEBORN)A—ZHBTE2OIC+oEERI B EVESE.
ZHFEFNY 2 EBMIZL TRadio Active(RA)RL —RZF ¥ SF Y TEFET, ChiC&kt),
BEENERE (ZOBEREITATRNMACT RLA) EXFETZIIXNTOTOLARICT/NNY
TJLRILOKNL—ANFRBEENET,

ATYT 5 FNYITRBEFBHCB>TVWEVI EZBIELET,

# clear platform condition all

FIE6: ERVITDIAVLAISATNOMACT RLADFNY TRXRGEEZBEMIICLET,

COOXRYREFE, BEETNEMACT RLADERZ305E (18008 ) MBALE T, BEICKLUT
. CORFEZRAK 2085978494 WE TR T ENTEE T,

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

~ EEBBOVTSAT N EZRBICEZRATSICIE., MACF RL RAZ & (Zdebug wireless mac
<aaaa.bbbb.cccc> Y REERTLE T,

N IR AR CERTEDESCABTNY TP Ehd s, F—IFLtvSarns
SATURTOIFAETAOENEERENEE A,



FIE7 : ERIPAEX-EBEZBERLE T,
ATYT7 8 F7 AN NELRBREENEEZIRAFEALF 7Y 7I5HICHAENBRL LHEE.
TNV T#FLELERT,

# no debug wireless mac <aaaa.bbbb.cccc>

T —RENFf BT SH. debug wireless HFE1ET S &, 9800 WLC TlRIXDOFZROO—AHI
TJ7AIDNERENET,

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATY79: MACTRLATZIVTAETAOT77AINZRELET, ratrace.log ZAIBH—
N—=IZJE—T2H, HHZEAICEERTTEET,

RARL—A77AILDOERZHELET

# dir bootflash: | inc ra_trace

774 )N eNBY—N—ICIE—-LFT,

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

NBEZRTLET,

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

AFYT 0 BEARAFELPSHATEVBAR., FAYILARLOOT Q&Y FABE 1—T
HBABWOTERELET, V54TV NEBEFNY I THUBEHY EB A, TTIRES
N, ABCREENTVBFNY T OT2ESICHLKBRBEFTT,

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N CoOYY REAE. TRTOTOLRDTRTOOYLALONL—AEEL. X
ICKRETY, CNSORNL—AZBMTSHEEWE. CiscoTAC ICBEVEDLEBLSEEL,



ra-internal-FILENAME.txt Z A4 EH—/N—ICAE—92H. HHZEEICEERTITEET,
774 ) &2AEHF—N—ICOAE—LF T,

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>. txt

RNBZRTRLET,

# more bootflash:ra-internal-<FILENAME>.txt

ATYT MNTFNY TEEZEIKRLET,

# clear platform condition all

N RSTANYI—FAU YIS OBRE. BFFNY TRAEESBRLTIEE W,

XY < 1APM 9800 WLCA D Al A
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https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/215100-join-mesh-aps-to-catalyst-9800-wireless.html
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