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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame* anchor-policy-profile | WLAN Switching Policy

Description | Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP Y

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

R 7 TMobility, 7 >7—9800 WLCHIPF7 RL AZBIRLET,




Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANS to momentanily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 1721605 3> &Y 1088.173.49 | Tertiary ... v €

= Save & Apply to Device
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Edit Policy Tag =

MName* | PT1 |
Description | Enter Description |
WLAN Profile ~  Paolicy Profile w
0 ‘ 10 + |items per page Mo items to display

Map WLAN and Policy

WVWLAMN Profile* | anchor-ssid v |

Paolicy Profile* anchor—policy{ v
| . )
e

ZE &R S updae& Apply toDevice— X T ICER TR L ZBBIRL TVWB e ZHRELET,

Edit Policy Tag »

MName® | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile w
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

I | Update & Apply to Device

AFYT5(ATYIY)  RUS—RTEAPCEYSTHA . TTEAPCRUS —RIH BB
CeERBLET,

(el EEIJ L Configuration > Wireless > Access Points > AP name > General F£¥9,



Edit AP x

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

% EABIRBICAPR T 2L E T 5 & update s Apply toDevices APIE N> X JLCAPWAPZ Bi2EI T 5
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# config t

# wireless profile policy anchor-policy

# mobility anchor 10.88.173.105 priority 3
# no shutdown

# exit

# wireless tag policy PT1l

# wlan anchor-ssid policy anchor-policy

# exit

# ap aaaa.bbbb.dddd
# site-tag PT1
# exit
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= gﬁ bConfiguration > Tags & Profiles> Policy > +AddE T,

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | anchor-policy-profile | WLAN Switching Policy
Description | Enter Description | Central Switching
Status ENABLED . Central Authentication

Passive Client B osceceo Central DHCP

< KON K

Encrypted Traffic Analytics B osceceo Central Association

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority
ﬂ 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

CLI A5,

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown
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# exit
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% 7E:AireOS WLCE 9800 WLCOMm A ICEIUBREDOREN BETT, AUEBEETEVWET A
_u%ﬁg L/ *ﬁ/bo

ATY 7 3:9800 WLC (AZELTHEE ) ICOTA> L, PUoH—RIU—7TO7 71N ZEK
LET,

(Z BB L F 9 configuration > Tags & Profiles> Policy > + Addo

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName™ ‘ anchor-policy ‘ WLAN Switching Policy
Description Enter Description ‘ Central Switching Y
Status Central Authentication v
Passive Client Central DHCP v
’

Encrypted Traffic Analytics B osasep Central Association

Flex NAT/PAT
CTS Paolicy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=/ Save & Apply to Device

Bmobiliy 7 IZBEIL ., 7> H—AireOS WLCZIRIRL £, 9800 WLCIE, CORUSZ—7O7 7
AIIICHERTSNESSIDORNS 714 v 0%, BIRENLETOH—ICEHELET,




Add Policy Profile %
General Access Policies QOS and AVC Advanced

Mobility Anchors

Expart Anchor

Static IP Maobility

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
&J 1088.173.105 | Tertiary .. v €

No anchors available

= Save & Apply to Device

ATV 4: COWLANICH—ERZRBEITZ2HAH I MNO—FICEEN TS NEAPICEVY) KT
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Edit Policy Tag =

MName* | PT1 |
Description | Enter Description |
WLAN Profile ~  Paolicy Profile w
0 ‘ 10 + |items per page Mo items to display

Map WLAN and Policy

WVWLAMN Profile* | anchor-ssid v |

Paolicy Profile* anchor—policy{ v
| . )
e

ZE &R S updae& Apply toDevice— X T ICER TR L ZBBIRL TVWB e ZHRELET,

Edit Policy Tag »

MName® | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile w
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

I | Update & Apply to Device

ATYT5(AT7232) i A NEAPIZEIN HTBA, YA NIITLEHA M HD e
BLET,

(el EEIJ L Configuration > Wireless > Access Points > AP name > General F£¥9,



Edit AP x

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

% EIBIRBICAPR T 2 ZHE T % & updae& Apply to Device, APlE N> X JLCAPWAP%Z Bi2E) T %
=&, 9800 WLCE OBSE[M TN kbh, BEELET,

CLI 25,

# config t



no shutdown
exit

H* H H W

H* H*

# exit

# ap aaaa.bbbb.dddd

# site-tag PT1
# exit

wireless profile policy anchor-policy
mobility anchor 10.88.173.105 priority 3

wireless tag policy PT1
wlan anchor-ssid policy anchor-policy

FIEG : AireOSWLCEZT7 > H—ELTERELET,

AireOSICOT 14> L, IZBEHLwLaNs>WLANSE T WLANTTO HIRICH D KENEERL T, RO

VIR IAZ21—ICBEL, ZIEIR L Mobility AnchorsE T

nmm
Cisco

WLANSs

F WLANsS
WLANS

» Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANs

Current Filter:

WLAN ID

A s R B e

None [Change Filter] [Clear Filtgr]

Type Profile Name
WLAN 8

Remote LAN Looo0u0
WLAN g Srscqsoec—cos

Remote LAN ==
WLAN anchor-ssid

O—AILTH—ELTHRELERT,

WLAN SSID

anchor-gsid

MANAGEMENT

HELP  FEEDBACK

Create New $ Go

Admin Status Security Policies

Enabled
Enabled
Enabled
Disabled
Disabled

[WPAZ][Autn(PSK]]
None
Web-Passthrough
BO2.1X, MAC Filtering
[WPAZ][Auth(802.1X])]

Saye Configurat

-

Maohility Anchors

'gisgé



MONITOR WIRELESS

MANAG

SECURITY

CONTROLLER

WLANSs

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create

Switch IP Address (Anchor) | local =
Priority 1 | 3%]
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority{default).

CLI A5,

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <AireOS-WLC's-mgmt-interface>
> config wlan enable <wlan-id>

S\EBAireOS : 7> 77—9800 WLC

AireOS Foreign& 98007 > H—x% Y KD —UK



Foreign-AireOS -
[T ~Mobility Tunnel —T
| ( J, Anchor-ssid

Anchor-9800 WLC

SJ/ Anchor-ssid

AireOST > A—% A L #9800 Foreign M & E

ATY 7 1: HEB9800 WLCE T > 1—AireOS WLCOBICEEU T4 R R ZBEL ET,

CORFIXYNO Catalyst 9800THEED T 4 hARODOFEE) #ZRL TS EE W,

ATY7 2: WEOWLCTERHOSSIDZERL ET,
HR—RhEhdEF1UT15R:

« B<

« MAC7 1)L &

« PSK

* Dot1x

« O—AI)L/IAEFWebFZIE(LWA)
« FRWebFBFE(CWA)
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ anchor-ssid WLAN Switching Policy

Description Enter Description Central Switching v

Status enasLled [} Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

A MobilityExport Anchor 7 I BEBIL THERIICLET, ChiZkt), 9800 WLCICKL T, CORIUS —
T7O7 74N EEATEIITXNTOWLANDT7 > H—9800 WLCTH D C ENBRENET T, HE

AireOSWLCH V9 SA T KRBT H—9800 WLCIZIEET D E, VSA T RAEYY¥TSNT
WABWLANZBICDVWTEANT S8, 7>H—9800 WLCIE, A T2 O—HI)LWLANERE = 32535
L., COBFEFEALTEOO—HIARVS—7A7 74N %EERATIHEZREBLET,




Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

N AL NO—SASORS TA Y IESESTBEDEFE. CORUS—TOTT7 A
LEERTRESICLTIEE L,

CLI A5,

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit

HOH H W KR

ATY T 4: AireOSWLCENEE L TERELE T

AireOSICO%7 1 > L, wLans>wLANs.Navigate lC BB L TWLANTTORRICH D KEMNIZBEL .
Mobility Anchors Z IZIR L £ 9,



llllll'll Saye Configurat

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
F WLANs Current Filter: None [Change Filter] [Clear Filter] Create New §  Go
WLANS
¥ Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN & - = Enabled [WPAZ][Auth(PSK)] -]
2 Remote LAN L5000 === Enabled None a
3 WLAN T e — R R Enabled Web-Passthrough (-]
4 Remote LAN oo — Disabled B802.1%, MAC Filtering ~ ]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth(802.1X]] Er
S02.110
Forelgn Maps
Service
Advertlsements
Hotspot 20

9800 WLCZ ZMSSIDNDT7 > H—ELTRHRELET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGE

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

‘ Mobility Anchor Create \

Switch IP Address (Anchor) | 10.88.173.105 # |
Priority 2 3%
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority({default).

CLI A5,

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <9800 WLC's-mgmt-interface>
> config wlan enable <wlan-id>



AL

ChSsOIXY REFEALT, AT H—SSIDEFERATEI VA VLAIZAT D
REZHIETEETT,

Xa
Fit
o

9800 WLC T M2

show run wlan

show wlan summary

show wireless client summary

show wireless mobility summary

show ap tag summary

show ap <ap-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>

FHOH OH OH KR KR K KR
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show client summary

show client detail <client-mac-addr>
show wlan summary

show wlan <wlan-id>
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# show clock
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# show Tlogging
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# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-
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# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>
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# clear platform condition all
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# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}
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# no debug wireless mac <aaaa.bbbb.cccc>
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# dir bootflash: | inc ra_trace
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# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.
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# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log
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# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r
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# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>. txt
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# more bootflash:ra-internal-<FILENAME>. txt
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# clear platform condition all
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> debug client <client-mac-add>
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