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« XY ND—20Y—)L : Wireshark

ERTRIVR—KT b
CORFIXYRNOBERF, ROVYIRIITEN—RIITON—Z3VICETLVTVET,

« Cisco IOS® XE 17.9.3%Z#& & L 7=WLC 9800-CL
« AP([ZC9136, CW9162, & KXT'CW9I166,
* Wi-FIBEDZA T~ :
- Lenovo X1 Carbon Gen11(Intel AX211 Wi-Fi 68 K V'6ET7 A 7R, RSA4/NN\—2 3
>22.200.2(1)¥4H)
- Netgear A8000 Wi-Fi 68 KRU'6EF7 A 7 X, RZ4/\v1(0.0.108),
- Android 13# 8 O E7EPixel 6a.
- ¥E#EFESamsung S23 & Android 13,
* Wireshark v4.0.6

CHORFIXNDERIE. BEODSRBEICLHZDTFNAAICEIVWVTERENELE, COR
FAXRNTERIZITINTOT/NA AR, VT (FT7FI)IK ) BRETHEEZRHAL TVLE
T, ABEPOZYRD—IUTR., BOAV UV RICEK>TRIAAHEMNI HZDEEE T OHELT
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CCTEELBDE, WI-FIGERZZICH U VWEETREEL, IRTHBDEVWSETT, WIi-Fi
6ElX. Wi-Fi 6(802.11ax)E#RH1& %6 GHZEZEARBH B ICILRLEEDTT,

Wi-Fi 6ElE, Bttt OWI-FiRETHBIWI-FiGICETVTEBREREATVETHN, 6 GHZFIEH TH
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OF>J32HVEERHIEEA
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e X ¥ /\F 4 : FCCILK 2 TERZRENLEKETIE, 1200 MHzIZHLE TR EBMDARY NIL, D
FY9DFHLWVWF Y XIUNFHYET, L V6 GHzmE Tk, 14080 MHzF ¥ XRILE7TD D160
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EEREROXF Y Y T EERBLET, WI-Fi 1(802.11b)A S Wi-Fi 6(802.11ax) T THF/N 1 Ak,
6 GHzTRRHYR—REhFEL A,

e ¥ 11)F 1 : Wi-Fi Protected Access 3(WPA3)lk, Wi-Fi6EXY RDO—J DMKBEH/HTH!),
ZXYRNRD—=ODEFIVTAZNETULEICBILLET, £, CORYRND—DZ2FEATS
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5 GHz Band - Total Spectrum 500 MHz (180 MHz without DFS)

2.4 GHz Band - Total Spectrum 80 MHz

3 x 20 MHz
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Wi-Fi 6El&. Wi-Fi Protected Access 3(WPA3)& &k U Opportunistic Wireless Encryption(LEAN) &
FRALTEFIVTr 2Ll =72 LVOCWPA2EFIUT 1 EOTNEBRMEEHY EHE
Ao

WPA3 & Enhanced Open Securityld 3R 1E. Wi-Fi 6ERREICHAATH V). Wi-Fi6EIZIFAPE T T A
7 > b 7 TProtected Management Frame(PMF) & 4 E T,

6 GHzSSIDZRET2HE. MEITHXRENHIBEOEXFIVT A EHXHFHY)ET,

« LEAN, SAE& /z13802.1x-SHA256Z £ L I=WPA3 L2+ 1 1) F 1
c REENIZEETL—LHIEM.
c EOL2EFIVT A FRRIHFATENTVWERA, D&Y, BETE—REIFEATEERLA,
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Cisco Catalyst Wi-Fi 6E AP

Mission Critical,

Ideal for Small to Medium-sized deployments Best In Class, Flexibility

Performance
() & )
e oz -
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CW9a162 CW9164 CW9166 C9136
. %2+ 2x2 + 2X2 . 2x2, Ax4, 4x4 s+ 4xd + 4x4 + 4x4 (XOR 5/6) = dxd, 8x8, 4x4 (or) 4x4, dxd+4x4,
« 2.5 Gbps mGig + 2.5 Gbps mGig » 5 Gbps mGig 3’“‘|5 S
+ Power Options: PoE, DC + Power Options: PoE, DC + Power Options: PoE, DC Power Pua sdleonal s

« PoE Redundancy

Power Power » loT ready + Bluetooth 5.x - IoT ready
+ loT ready + Bluetooth 5.x + loT Ready + Bluetooth 5.x + Environmental Sensor - Bl G
» Partial iCAP » Partial iCAP » Full Packet Capture (ICAP) « Environmental Sensor
+ USB-45W + USB-45W + Zero-Wait DFS* * Full Packet Capture (iCAP)

. USE - 45W » Zero-Wait DFS*

¥ Available with I0S-XE 17.9.2 » USE - 9W

Full radio capability (6 GHz @ LPI) on single 30W PoE+ “Available in Future

Dedicated Radio for CleanAir Pro | Same Bracket, Industrial Design AP Power Optimization
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Edit Policy Profile x

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies Q0S5 and AVC Mobility Advanced
Marne* Policy4 TiagoHome WLAN Switching Policy
Drascription ProductionPolicy Central Switching DISABLED
Status Central Authentication
Passive Client Central DHCP DISABLED
P MAC Binding Flen MAT/PAT
—
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cOtEU>arTR, REFERCBHELTVS L Z#FELET.
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BRIt 3a>i@, ILLEEREGEAThIBEEE, VAT NRATRIORERER (X
HIBER ) ICOPRATVET,

BREC EICRECRIADEIZAVAHBYIET,

ChSDTARNERIETIE, Overthe Air(OTA)F ¥ 7F ¥ (OTA)IX, AZ7 7 EF— RODAPTRET
EhEL L,

APEAZT7 7TE—RTREITSDFELOVTRK, TAZ77E— ROAPDCatalyst 91xxs &%
BLTSEZL,

E—-O20ZEE

E—O2RMARELTWI-FIGELICEEL, 72 BMTRI00ZI VB EICEFENETTH,
Wi-Fi 6 ( 24GHzE = E5GHz ) E—QV ERADULEARYET, Wi-FieTl, E—OVICHTE &
CVHTBEREZENEENTVETH., Wi-FIGETR IS DEENHIBRE N, HEFREZDO &
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Legacy HT/VHT Information Element Removed

Wi-Fi 6 Beacon

DS Parameter
Set

HE
Operation

Reduced Beacon Size

Wi-Fi 6 £ Wi-Fi 6EE — > 7 L — LD L8
FREE

OTATRRENBDABRZRICRLET,

Frame 10: 464 bytes on wire (3712 bits), 464 bytes captured (3712 bits) on interface \Device\NPF_{D457895-2998-3456-8C33-34316]| [ Frame 5: 358 Dytes on wire (2864 bits), 358 bytes Captured (2864 Dits) on interface \DeviCe\NPF_{D457895-2998-5A56-5C33-C343166)
Ethernet II, Src: Cisco dd:7d:37 (@8:df:1d:dd:7d:37), Dst: Universa b7:cfiee (88:3a:82:b7:cf:e6) > Ethernet I1, Src: Cisco_dd:7d:37 (88:df:1d:dd:7d:37), Dst: Universa_b7:cfi@6 (P8:3a:88: :06)
Internet protocol version 4, Src: 192.168.1.15, Dst: 192.168.1.121 > Internet protocol version 2, Src: 192.168.1.15, Dst: 192.168.1.121
User Datagram Protocol, Src Port: 5555, Dst Port: 5888 > User Datagram Protocol, Src Port: 5555, Dst Port: 5080
AlroPeek/OmniPeek encapsulated IEEE 862.11 > AiroPeek/OmniPeek encapsulated IEEE 282.11
82

Data rate: 12.8 Wb/s
Channel: g4
signal strength (percentage): 67%
signal strength (dem): -28 dem
Noise level (percentage): 67%
Noise level (dEm): -85 dém
signal/noise ratio (de): &7 de
TSF timestamp: 6343665788472

> [Duration: 292ps] >

> TIEEE 882.11 Beacon frame, Flags: ........ c

~ IEEE 282.11 Wireless Management

Fixed parameters (12 bytes)

Tegged parameters (382 bytes)

> Tag: SSID parameter set

channel: 5
signal strength (percentage): sex
signal strength (dém): -35 dém
Noise level (percentage): £o%
Moise level (dem): -95 dem
signal/noise ratio (ds): 6@ d8
TSF timestamp: 62165356724611
[ouration: s2aps]
> IEEE 8@2.11 Beacon frame, Flags: ...
™ IEEE 882.11 Wireless Management

> Fixed parameters (12 bytes)

v Togged parameters (256 bytes)

> Tag: SSID parameter set: “WifisE_test®

Cw

ifigE_test”

> Tag: supported Rates 6, 9, 12(8), 18, 24, 36, 48, 54, [Mbit/sec] > Tag: Supported Rates 6(B), 3, 12(8), 13, 24(8), 35, 48, 54, [Mbit/sec]

> Tag: DS Parameter set: Current channel: 4 > Tag: Traffic Indication Map (TIM): DTIM 2 of 3 bitmap

> Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap » Tag: Country Information: Country Code na, Environment Global operating classes
> Tag: country Information: Country Code PT, Environment Global operating classes > Tag: Pomer Constraint: &

> Tag: Power Constraint: 3 > Tag: TPC Report Transmit Poser: 17, Link Margin: @

> Tag: TPC Report Transmit Power: 18, Link Margin: @ > Tag: RSN Information

> Tag: RSN Information > Tag: QBSS Load Element 282.1le CCA Version

> Tag: QBss Load Element 802.11e CCA Version > Tag: RM Enabled capabilities (5 octets)

> RM Ensbled Capabilities (5 octets) 5

Tag: Extended capabilities (11 octets)
> Tag: Tx Power Envelope
> Tag: Tx Power Envelope

Ext Tae: Multigle assrn confisuration

t VHT Capabilities
i VKT Operation

n
S Tagt Tx Power Emvelope S EXE Tag: spatial Reuse Parameter Set

> Tag: Reduced Neighbor Report > Ext Tag: MU EDCA Parameter Set

> Ext Tag: WE Capabilities > Ext Tag: WE & GHz Band Capabilities

> Ext Tag: HE Operation > Tag: RS extension (1 octet)

> Ext Tag: spatial Reuse Parameter Set > Tag: vendor Specific: atheros Communications, Inc.: Unknown

> EXt Ta MU EDCA Parameter set > Tag: vendor Microsoft Corp WMM/WME : Parameter Element
> Tag: RSN extension (1 octet) 3 Tag: vendor ic: Cisco Systems, Inc: Aironet Unknown (24)

> Tag: vendor Specific: Microsoft Corp.: WWW/WME: Parameter Element Tag: wendor specific: Cisco Systems, Inc: Aironet unknown (11) (11)

Tag: Vendor Specific: Cisco Systems, In
Tag: Vendor Specific: Cisco Systems,
: wendor Specific: Cisco Systems,
Tag: vendor Specific: cisco systems,

Afronet unknown (44)
Aironet Unknown (11} (11}
afronet Client MFF Disabled
: aironet cox version = 5

Cisco Systems, Inc: Alronet Client MFP Disabled
Cisco Systems, Inc: Aironet CCX version = 5

>
> Tag: vendor Specifi
> Tag: Vendor Specifi

o
7

Packets: 233 - Displayed: 192 (82.4%) Profile: Defauit | Packets: 364 * Displayed: 72 (19.8%) Profile: Default
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E B nBasic Service Set Identifier(BSSID)

BHBSSIDIE, 802 1MVTRAICIEEE N MEETd, BHOSSIDEHRE1>DOE—O> 7L —A
ICHEALET, 2FY., ESSIDOE—J0RDYIC, EEFTEALBSSIDEECE—OE—>
EREELET,

ChEWi-FiIGBETHATHY, THEERBEEREZHNTSZETT,

YILFBSSIDZ’O7 7 4 )L(GUIDERE

AT Y 7 1:Configuration > Tags & Profiles > Multi BSSID® JEZ&IRL £,

ATYT2AddZE T )Y I LET, Add Multi BSSID ProfileR— ARRENET,



ATY73BSSIDZ7O77AIINDOBEIEHAZANLET,
FE4 : XD802.11ax/NTAXA—ZZHBMZILET,

« X2 1)> 2 0FDMA

« 7v 7122 0FDMA
Ar9>1) > I MU-MIMO

« 7v 7> IMU-MIMO
R—=TYRNDIA DT Y THEE
TWT7O0—RFF¥TARNDOHR—K

AT Y 75:Apply to DevicezZ 7)Y I LET,

» > Mult BSSID

YL FBSSIDZO7 7 4 LDERE(CL)

Device# configure terminal
Device (config)# wireless profile multi-bssid multi-bssid-profile-name
Device (config-wireless-multi-bssid-profile)# dotllax downlink-mumimo

RFZ’O7 7 4 )L(GUI)T®H X)L FBSSIDMD &

AT Y 71:Configuration > Tags & Profiles > RF/Radio®D JEIZ#EIRL £,
ATYT2RFRAT T, AddZ2 DYV LET, Add RF ProfileXR—J P RRENE T,
ATV 73:802.11ax2 7 EBIRL KT,

AT Y 74:Multi BSSID Profile7 1 —JLRT, ROYZTEIUARASTO7 7ML EBIRLE
EE

AT Y 7'5:Apply to DeviceZ V7 U Y I LE T,




n "Cil's';'g" Cisco Catalyst 9800-CL Wireless Controller W A % ASDS TBEeD Q = P

s RF/Radio Edit RF Profile =

802 11ax

o}

Sute T RF Profie Name T Baed

chulaui-ri-profb - Sghs B GH

Spatial Reuse

Oo0o0O00O0O0
CCO0O0QCO0

.
L]

RFZ7O07 7 A4 THOXILFBSSIDNDEEE(CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax multi-bssid-profile multi-bssid-profile-name

BEDOSSIDDEEK

MBSSIDH#EE# R T D ICIE, SEETELBSSIDEEMICLTAPILT Y 1T 2HRENHYET,
CORIALTIE, 3DNOSSIDAERAENET,

n "c|l's'c'|$' Cisco Catalyst 9800-CL Wireless Controlier Welcome agim # € AB S TeC Q Wreotback | M b

EIED =3 =z s

T s=0 T Secursy T

ol -

A FIPSKEFT » PSKEAESLIFT Enablae!

wihBE _test IWPAS]SAERAZS]

F & F F §F §F & A

0OoOo00O00O0
o0o©QCO0OCO

RENELVAES A ERRTBICE, RICRTIVY RERTLET,

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.1lax

802.11ax



OBSS PD : Disabled
Non-SRG OBSS PD Maximum
SRG OBSS PD : Disabled
SRG OBSS PD Minimum
SRG OBSS PD Maximum
Broadcast Probe Response
FILS Discovery : Disabled
Multi-BSSID Profile Name

MBSSI Dprofil e_test

NDP mode Auto
Guard Interval
PSC Enforcement

800ns
DisabTed

WLC9800#
WLC9800#

show wirel ess profile multi

Multi bssid profile name

MBSSI Dprofil e_test

62 dBm

-82 dBm
-62 dBm

Disabled

-bssid detail ed MBSSI Dprofil e_test

Description
802.1l1lax parameters

OFDMA Downlink Enabled
OFDMA UpTink : Enabled
MU-MIMO Downlink Enabled
MU-MIMO Uplink : EnabTled
Target Waketime : Enabled
TWT broadcast support

WLC9800#

I

Enabled

7 )\BSSIDZEATRHBENDOTAF Y 7 FrOHNEZRICRLET,
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3 ¥ Eyies o0 ware (34 wn. 398 Bytes comteres (5864 B1%8) o dnter
BtBersel TT, Sre: Clacs 84iM:dY :
Irtereen Frotseel version &, Src n.m.x. 15, DAL: KAL.16A.1.021

8 rriCH TR~k B0
a0 100)

7}, Bak: Unbenran ETiEl:BE (M

Fagped parsseters (194 bries

¥
Tog: $528 panamatar pets SWlTLOEtHYT
Tag tumeqe: 5510 carsseter tet (8}
Tag Jeegin: 1

TePeer 109 EALES BIT; 3, i
Traffic tndication sup [TES ¥
i GoueSry Ieformetics: Country Code o,
+ hower CongtradRt: &

i QIS5 Load Flement 363110 GEA vereien
Tog: e frabled CopaListin {5 octets)
Tof! Rxmindnt CapebLlities (11 Seriti}

06, a5, 84, [rOLtses]
of § Bitmp
nvironment dictel cperating claiier

TIC Meport Transalt Powers 36, LLSK sargle: &

e o i)
omert BS Grbassion [241)
D vig Tiagthe

T g masber ! MUTEple WSSID Conflpuration (34

S Kot 3
Pyl Set %n Feridhoiiii d

Chavel  Sopalven ok ?
AR B Trase, BRI PR, , S50="SA1AE_Test™ 1|
600 28m BearoA frams, SNATM, PR, #1100, S3i0-"wkf1i_test" ¥
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AT Y 7°1:Configuration > Tags & Profiles > RF/Radio® JEIZiEIR L £,
ATYT2RFRT T, AddZ22 )Y U LET, Add RF ProfileR— A RRENET,
ATY 73802 11axX 7 #BIRL X T,
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RFZ’O7 7 A I TOFILSHE T L —ADFEE(CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax fils-discovery
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RENFENTVWRHESH ZHEETDICE, KDELSI(Cshow XY RERITLERT,

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.11lax

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm
Broadcast Probe Response : Disabled

FILS Di scovery : Enabl ed

Multi-BSSID Profile Name :

MBSSI Dprofil e_t est

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled

BRERNZ 74V VYT F Y LEBEILRTENDIABTZRICRLET,
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AT Y 7°1:Configuration > Tags & Profiles > RF/Radio® JEIZiEIR L £,
ATYT2RFRT T, Add22 )Y U LET, Add RF ProfileR—I AR RENET,

AT Y T3:802.11axX T ZBIRLET,
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AT Y 76:Apply to Devicex V)Y IV LE T,
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RFZ’O77AIILTO7O—RFYARNTO—-TIEEDRE(CLI)

Device# configure terminal

Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax bcast-probe-response
Device(config-rf-profile)# dotllax bcast-probe-response time-interval 20

AL

RENENTVWRAESHZBETBICE., ADELSITshowINY RZRITLET,

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.1lax

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm

Br oadcast Probe Response : Enabl ed
Br oadcast Probe Response Interval : 20 nsec




FILS Discovery : Disabled
Multi-BSSID Profile Name :

MBSSI Dprofil e_test

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled

UPR(Broadcast Probe Response)Z T2 BE . XOKXSICi R THEEBLET,
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PSCF v X/

RFZ’O77A4IL(GUNTOEBERAF ¥ F v+ XIDOERE

AT Y 71:Configuration > Tags & Profiles > RF/Radio®D JEIZ#IRL £,
ATYT2RFAT T, AddZV )Y U LET, Add RF ProfleX—I N RRENET,
ATY7TIRRMA T ZBIRLE T,

ATY T4DCART #BIRLET,

AT ¥ 7°5:Dynamic Channel Assignmenttz2 > 3> T, DCA Channelst 923> A SHRERTF
YRILZEBRLET,

AT Y 76:PSC Enforcement 74 —JLRT, NTIAREZZO1UYOLT, DCARICEBLXENSD
AF Y OF Yy RIIOBEBREEMICLET,

AT Y 7T:Apply to Device® V)Y O LET,

n "cll's'c"c" Cisco Catalyst 9800-CL Wireless Controller W i T A B S 0O Q = Pl
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RF s
Dca
Dynamic Channel Assi t
Sate Y RF Profle Name T Band st b
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RFZO77AILTOEBEARAF ¥ F v RILDERE(CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# channel psc

AL

BEETMTVBAESAERRATDICR. AOELSICOTY RERTLET,



<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b DCA

DCA Channel List : 1,5,9,13,17,21,25,29,33,37,41,45,49,53,57,61,65,69,73,77,81,85,89,93,97,101,105,109,
Unused Channel List :

PSC Channel List : 5,21, 37,53,69, 85,101, 117, 133, 149, 165, 181, 197, 213, 229

DCA Bandwidth : best

DBS Min Channel Width : 20 MHz

DBS Max Channel Width : MAX ALLOWED
DCA Foreign AP Contribution : Enabled
[...]

PSC Enforcenent : Enabl ed
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Device# configure terminal

Device(config)# client-steering client-count 3

Device(config)# client-steering window-size 5

Device(config)# wireless client client-steering util-threshold 25
Device(config)# wireless client client-steering min-rssi-24ghz -70
Device(config)# wireless client client-steering min-rssi-5ghz -75

WLANT®D6 GHz ZA T > NATT )2 T OFKEGUI

AT ¥ 7°1:Configuration > Tags & Profiles > WLANs®DJEIZIZIRL £ 9,

ATY7T2AddZE V)Y O LET, Add WLANR—I A RRENET,

AT Y 73:AdvancedZ 7 &2 O UY I LET,

AT Y 7°4:6 GHz Client SteeringF T Y V7RY VJRAZFICLT, WLANTODIZA T NDAT
TOVT=B#MILET,

AT Y 7°5:Apply to Devicex VU Y I L& T,
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Assisted Roaming (11k)
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11v BSS Transition Support

i o | =] Updatn & Appéy 1o Device

WLANT®D6 GHzZ S A 7> RATFT U ORE(CLI)

Device# configure terminal
Device(config)# wlan wlan-name id ssid-name
Device(config-wlan)# client-steering

ik

BREENTVIAESHERRTBICR. ADKSICITY RERTLET,

<{froot>
WLC9800#

show wirel ess client steering

Client Steering Configuration Information
Macro to micro transition threshold : -55 dBm
Micro to Macro transition threshold : -65 dBm
Micro-Macro transition minimum client count : 3
Micro-Macro transition client balancing window : 3
Probe suppression mode : Disabled
Probe suppression transition aggressiveness : 3
Probe suppression hysteresis : -6 dB
6Ghz transition minimum client count : 3
6Ghz transition minimum window size : 3
6Ghz transition maximum channel util difference : 20%
6Ghz transition minimum 2.4Ghz RSSI threshold : -60 dBm



6Chz transition minimum 5Chz RSSI threshold : -65 dBm

WLAN Configuration Information

WLAN Profile Name 11k Neighbor Report 11v BSS Transition
5 wifi6E_test Enabled Enabled

6 wifi6E_test_01 Enabled Enabled

7 wifi6E_test_02 Enabled Enabled

WLC9800#

showwan id 5| i Cient Steering

6Chz Client Steering : Enabled

D54 T > NER
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WLCTDIZAT > MDA

<ffroot>

#show wireless client mac-address 9418.6548.7095 detail

Client MAC Address : 9418.6548.7095

[...]
Client IPv4 Address : 192.168.1.163
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile



Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test

Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 1207 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

[...]
Current Rate : mll ss2
Supported Rates : 54.0

[...]
Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

[...]

[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 1026751751
Number of Bytes Sent to Client : 106125429
Number of Packets Received from Client : 793074
Number of Packets Sent to Client : 184944
Number of Policy Errors : O

Radi o Signal Strength Indicator : -44 dBm

Signal to Noise Ratio : 49 dB

[...]

Device Classification Information:

Device Type : Mcrosoft-Wrkstation



Devi ce Name : CSCO W XXXXXXX

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device 0S : Windows NT 10.0; Win64; x64

EY+)l6a

WLCTDIZAT > NDOFM :

<tfroot>

#show wireless client mac-address 2495.2f72.8a66 detail

Client MAC Address : 2495.2f72.8a66

[...]
Client IPv4 Address : 192.168.1.162
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome

Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 329 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa000000a

Association Id : 33

Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 61.0

[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Prot ected Managenent Franme - 802. 11w : Yes



EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171BC51FF477
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 603220312
Number of Bytes Sent to Client : 72111916

Number of Packets Received from Client : 461422
Number of Packets Sent to Client : 107888

Number of Policy Errors : O

Radi o Signal Strength Indicator : -45 dBm

Signal to Noise Ratio : 48 dB

[...]

Device Classification Information:

Devi ce Type : Androi d- Googl e- Pi xe

Devi ce Nane : Pixel -6a

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device OS : X11; Linux x86_64

HLAS23

WLCTDIZAT > MO

<ffroot>

#show wireless client mac-address 0429.2ec9.e371 detail



Client MAC Address : 0429.2ec9.e371

[...]
Client IPv4 Address : 192.168.1.160
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 117 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000002

Association Id : 33

Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 54.0

[...]
Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025
IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 0000000000001713C518E305
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE



Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 550161686
Number of Bytes Sent to Client : 5751483

Number of Packets Received from Client : 417388
Number of Packets Sent to Client : 63427

Number of Policy Errors : O

Radi o Signal Strength Indicator : -52 dBm

Signal to Noise Ratio : 41 dB

[...]

Device Classification Information:

Devi ce Type : Androi d-Device

Devi ce Nanme : Gal axy- S23

Protocol Map : 0x000029 (OUI, DHCP, HTTP)

127 )LAX211

WLCTDIZAT > DO

<ffroot>

#show wireless client mac-address 286b.3598.580f detail

Client MAC Address : 286b.3598.580f

[...]
Client IPv4 Address : 192.168.1.159
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome

Flex Profile : TiagoHomeFlexProfile

Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test

Wireless LAN Network Name (SSID): wifi6E_test



BSSID : 7411.b2d2.9747
Connected For : 145 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000001

Association Id : 35

Authentication Algorithm : Open System

[...]

Current Rate : 6.0

Supported Rates : 54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : (kbps)

QoS Realtime Average Data Rate Upstream : (kbps)
QoS Burst Data Rate Upstream : (kbps)

QoS Realtime Burst Data Rate Upstream : (kbps)
QoS Average Data Rate Downstream : (kbps)

QoS Realtime Average Data Rate Downstream : (kbps)
QoS Burst Data Rate Downstream : (kbps)

QoS Realtime Burst Data Rate Downstream : (kbps)
[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Franme - 802. 11w : Yes

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171CC520478F
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:



ResuTltant Policies:

VLAN Name : default

VLAN : 1

Absolute-Timer : 86400

[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 335019921
Number of Bytes Sent to Client : 3315418

Number of Packets Received from Client : 250583
Number of Packets Sent to Client : 38960

Number of Policy Errors : O

Radi o Signal Strength Indicator : -54 dBm

Signal to Noise Ratio : 39 dB

[...]

Device Classification Information:

Devi ce Type : LENOVO 21CCS43WT

Devi ce Nane : CSCO W XXXXXXXX

Protocol Map : 0x000429 (OUI, DOT11l, DHCP, HTTP)
Device 0S : Windows 10

CCTR. BUITFAT NI >TRHENDZIRY NIV DOFMERIRTEE T,

NetGearA8000 Eo+t)léa | Y LAA>S23 1427 I)LAX211

Status: or Physical address (MAC}
Maximum transmission unit: = Status:

Maximum transmission unit:

ed (Receive/Transmit):

Link speed (Receive/Transmit):
DHCP enabled:

DHCP servers

DHCP lease obtained:

DHCP lease expires:

IPud address:

IPvG address:

DHCP enabled:
DHCP servers:

1Pvd default gateway

IPv4 default gateway:
! IPv6 default gateway:

IPvE default gateway: Manage router DNS servers:

DNS servers:
DNS domain name:

DNS domain name: : ' B DINS connection suffix: Home
DNS connection suffix: DNS search suffix list:
Metwork name: wiTiBE_test

S23U9 4T KD = 07
Pixel6a? 51 7> b |stq A1 ZAT > NOFM
DA

DNS search suffix list:

MNetwork name: v

NetGearA80007 Z 4 7 > N M %4
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CORFAIXIRND "RSTIND2—F4207, OEBOBWE., CORFIADNTHIAZTZAT
WARTEHBREZEAITIRICRETSDUEEOHS, V547 NEEORBETIEEL,
WLAN7 O—RFYANOBEORNS TN 1 —F 4 JICBIT 22— BB HAEZ A ZREMT
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DSATNIORNS TN 2a—=F 42T, 94T RNOARL—FT AT ATALICKE
<IKELET, WindowsTlk, XY ND—U%ZAF¥> LT, 6GHzBSSIDN'ZY KNy 7T

BENTVRAESHZHETEET, RALAPICE T A MOBSSIDARNRLAR—KNIZKR > THH
LERBICOVWTE, BUAPICEETS2 I 32 Z3BLTKEEZ L,

C:\Windows\System32>netsh wlan show networks mode=Bssid

Interface name : A8000_NETGEAR
There are 4 networks currently visible.

...
SSID 3 : Darchis6
Network type : Infrastructure
Authentication : WPA3-Personal
Encryption : CCvP
BSSID 1 : 10:28:29:30:0d:07
Signal 1 6%
Radio type : 802.11ax
Band : 6 GHz
Channel 1 69
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: : 3
BSSID: 10:a8:29:30:0d:01, Band: 2.4 GHz, Channel: 1
BSSID: 10:a8:29:30:0d:0f, Band: 5 GHz , Channel: 36
BSSID: 10:a8:29:30:0d:0e, Band: 5 GHz , Channel: 36

Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54

BSSID 2 : 10:a8:29:30:0d:0f
Signal 1 57%
Radio type : 802.11ax
Band : 5 GHz
Channel : 36
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 9 (3 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: 1
BSSID: 10:a8:29:30:0d:07, Band: 6 GHz , Channel: 69

Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54

BSSID 3 : 18:f9:35:4d:9d:67
Signal 1 79%
Radio type : 802.11ax

Band : 6 GHz



Channel 1 37

Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: : 3
BSSID: 18:f9:35:4d:9d:6f, Band: 5 GHz , Channel: 52
BSSID: 18:f9:35:4d:9d:6e, Band: 5 GHz , Channel: 52

BSSID: 18:f9:35:4d:9d:61, Band: 2.4 GHz, Channel: 11
Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54
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