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FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
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ZEW,
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WGBIE. WGBAPD A —H XY RR—NICERENTVWIERIZATUNIDA VL A%
RETBAPE—KRTT,

WGBIE:, B—DERFEEIX VN ENLTERIXYND—VEERELET, 1 —YRY NI E—
TJ7IAALDOERIZAT > MOMACT RL AZFEL . Internet Access Point Protocol(IAPP) X
VE—JZNUTA VT TARNSOFYAPZN L TWLCIZHRELE T,

WGBREI)IL— NAPANDE—DT A YL AEHEZRIL, RICWGBZIAVYLARAIZAThEL
THRVET,

BEEX R U AEWGBE— ROAPHR—KNDOFMIC DOV TIE, TCisco Catalyst 98002 1) —X
DA4YLAOANA—ZY 7277 4F1L—>32%4 R, Cisco IOS XE Central
17.8.xa ZZRL T EEV,

BE.DO—0IN—=TTVvZ,

XYMND—OR
CORFIXVRNTR, TRNTOBREERITFXICRT NROSTHONET,
WLC
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CAPWAP AP

— \ WGB Switch
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WVLAN 101 WLAN 101 VLAN 102

CDBITE, AP 9105AXWZWGBE L TEREL . CAPWAP APICEEfR TS h Iz EHDOVLANZ
HR—KNTBDHFECODVTBHALET,

TOEARA Y ME, O—HILE—R, FlexConnectE— R, £L@FTVYTE—R(Xv>a
) TRRETEET,

CORFIXBINTR, IL—FAPOO—NILE— R EFlexConnectE— RDEREICDWVWTEHAL
9,

CDTFIATIE, WGB I 8021 ZHR— KR TR ARAAM Y FILERENTVWAIXEN HYET,
Z5TRVEE, WGB FEHEO VLAN ZHR—KNTEEREBA, COBITIE. WGBIECiscoA A
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Y FC10002 ) —RICEHRENTVWET,

ALY FH802198HR— KL TWEWEERRE, IXTOIZAT MRS T 1 7VLANICE
WETSNET,

CDHITIE., WGBIEWPA2-PSKEF 21T« ZFEHAL TWLANICELHE L, VLAN 100(CEv) 24
TSNET, PROZICRTERSIC, WCBOBRICHDAAY FICERENLITAT 2 NE,
VLAN 101&102ICEl) ¥ T NET,

WGB AP 9105AXWIC IFEIMDLANR— K305 212, ThoZFRALTERIZAT U NE
BHRIBDCEETEETRT, COBITE., R—BPLANICERENIZIOZA T RNIBYET,

BUE
WLC OERE
WLC T, CCX Aironet [EHR—NOBHZBMICL LEEOWLANREICH > TRELE T,

GUI :

AT Y T1T:WLANZ/ERK L. Aironet IENEMICE>TVWBEZHERELET,



Edit WLAN x

-

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Coverage Hole Detection Universal Admin O
Aironet IE @ OKC O
Advertise AP Name Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- (] WMM Paolicy | Allowed v |
direct

mDNS Mode | Bridging v |
11ac MU-MIMO O ' '

hannel nnin fer

WiFi to Cellular Steering D B G Lo
Fastlane+ (ASR) @ O

Defer DO D'I DE
Deny LAA (RCM) clients 0 Priority

0O: 0« Os
Max Client Connections
Bs 0Os

Scan Defer ‘ 100 ‘
Per WLAN ‘ 0 ‘ Sean
Per AP Per WLAN ‘ 0 ‘ Assisted Roaming (11k) .

[=] Update & Apply to Device

ATFY T2 RUS—7A7 74N %EERL, 7TO—RFYAMEF> T EWGB VLANEERIC
LET,




Edit Policy Profile »

DHCP Drop Unicast D
IPv4 DHCP Required DNS Layer Security
DHCP S IP Address
Brver ress DNS Layer | Mot Configured v |
Security Clear
Show more =>> Parameter Map
Flex DHCP Option
AAA Policy for D=
Flex DNS Traffic
Allow AAA Querride D Redirect .
NAC State O WLAN Flex Policy
Policy Name | default-aaa-policy X | VLAN Central Switchi D
. / entral Switching
Accounting List | v | ® Split MAC ACL | |
] L
WGB Paramete! ; . .
sl Air Time Fairmess Policies
Broadcast Tagging 2.4 GHz Policy | |
s - L
WGB VLAN '
5 GHz Policy | v |
Policy Proxy Settings
EoGRE Tunnel Profiles
| ARP Proxy I Tunnel Profile v .
IPv6E Proxy | Mone v |
[=] Update & Apply to Device

ATYT3:RUS—BTZERL., WLANZRUS—TO7F7AIIICIYEVILET,



Edit Palicy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Mame® | WGBtesiTag |

Description | Enter Description |

VvV WLAN-POLICY Maps: 1

-+ Add
WLAN Profile Y Policy Profile Y
l ! | WiEBTest Folicy4VLAN100 :I

1 |10v|'

RLAN-POLICY Maps: 0

ATY T4 )L—RNAPICRD S —2T%ZHERALET,

B dsth Cisco Catalyst 9800-CL Wireless Controller vecomesomin | % B B &4 W O Q S

" > Wirele o » Advanced S Mi How o

Number of APs- 2
Solacind Number of APs: 2

P T Serial

-
L}

" O apname T Model AP MAC T Humber T Tag Locstion T
o = 5] a Vot
] | ¢ | ® @ aee l 1 93dde80  FOWR 18 dat

1 - o]

| ; = -
L =
0 | % ¢ B
o =
3] # =
O Tog AP3 4

CLI :

WLC9800# configure term nal

WLC9800( confi g)# w an WGEBTest

WLC9800( confi g-W an)# security wpa akm psk

WLC9800( confi g-W an)# security wpa psk set-key ascii 0 ciscol23



WLC9800( confi g-wl an)# ccx aironet-iesupport

WLC9800( confi g-wl an) # exit

WLC9800( config)# wireless profile policy Policy4VLAN1OO

WLC9800( confi g-wi rel ess-policy)# description "test-wgb"

WLC9800( confi g-wi rel ess-policy)# vlan 100

WLC9800( config-wi rel ess-policy)# wgb vlan <-- Configures W3B VLAN client support.
WLC9800( confi g-wi rel ess-policy)# wgb broadcast-taggi ng <-- Configures WEB broadcast tagging on a
WLAN.

WL.C9800( confi g-wi rel ess-policy)# no shutdown

WLC9800( confi g-wi rel ess-policy)# exit

WLC9800(config)# wirel ess tag policy WGBt est Tag

WLC9800( confi g-policy-tag)# w an WEBTest policy Policy4VLANLOO

WLC9800( confi g-policy-tag)# end

WLC9800# configure term nal

WLC9800( confi g)# ap 7070. 8b53. 76fc

WLC9800( confi g-ap-tag)# policy-tag W3Bt est Tag
WLC9800( confi g)# ap 70db. 9897.f 946

WLC9800( confi g-ap-tag)# policy-tag W3Bt est Tag

WGB DOFEE

AT Y 7T1:APICE# L. AP%ZWorkgroup Bridge®T— RICEBEL 9,

WGEB# ap-type wor kgroup- bri dge
ATYT2:RIZ, WGBRARE, BEILFUI VI, BRVIPFT RL AE— RdhepE 1z &
staticZFRETE X T, cDPITIE. DHCPZFEAL TVLET,

WEB# configure ap address ipv4 dhcp
WEB# configure ap nanagenment add usernane Cisco password Cisco secret G sco
WEB# configure ap hostname WGEB

ATY73SSIDBREEFIVFARETSSIDVO77AIINERELE T, COHITIE, WLANI
WPA2-PSKZFERHL £,

WEB# configure ssid-profile WEB profile ssid WaBTest aut hentication psk cisco!123 key- managenent
wpa2
W< OHDIEAEDENTEET T, sintax AN RIFXRDES Y TY,

ssid-profile M §% X ssid-profile-namessid SSIDZCA1 %& BiE{Y [+ & 9 {open| pskFEFTHBEF—F —
E1E{dot11r| wpa2| dot11w|{7 7> 3 2| required}}| EAPZ°' 7 7 A )L eap-profile-name¥ — & &
{dot11r| wpa2| dot11w|{7 7"< 3 2| required}}

ATYTALEHAVR—TIAAICSSIDTO7 7 AN EEELET, TR, BF
0(2.4Ghz) AL E T,

WEB# configure dotllradio rO node wgb ssid-profile WEB profile

EBRASTO77ANZHKRTAICE. ROOAN RZFEALET,

WEB# configure ssid-profile WEB_profile delete

AT Y 7°5:Workgroup Bridge& L T M Cisco Wave 28 KT 11AXAPIE, RS 74 v oICT Uy
VIBRINBBDEEICORA—YRYNITSAT N EREBELET, OV RZEFEAHLT, 7V
VIUITRTEBMLET,



WEB# configure wgb broadcast taggi ng enable

A1 Y FOREE
Zhik, WGBIZEHEENEAMYFORETT,

ATY T1T.VLANZER L E T,

swi t ch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
swi tch(config)#vl an 101, 102, 103

swi t ch(confi g-vl an) #end

ATY T2 BENFTOINBDAE—TIARAERELET,

interface G gabitEthernet1/0/1
description WEB trunk |ink

swi tchport trunk allowed vlan 1,100-102
swi tchport trunk native vlan 100
swi tchport node trunk

1

interface G gabitEthernet1/0/2
description Wred Client 1

swi tchport access vlan 101

swi tchport node access

1

interface G gabitEthernet1/0/3
description Wred Cient 2

swi tchport access vlan 102

swi tchport node access
!

e

WGB D& FE
WGBRREZHFEL KT

WEB#show run

AP Name : WGB

AP Mode : WorkGroupBridge
CDP State : Enabled

Wat chdog nonitoring : Enabl ed
SSH State : Disabl ed

AP Usernane : G sco

Session Tinmeout : 300

Radi o and WLAN-Profil e mapping: -

Radi o I D Radi o Mbde SSID-Profile SSID Aut hentication

0 WGB WGB_profile WGBTest PSK



Radi o configurations: -

Radio Id : O
Adm n state : ENABLED
Mode : WEB

Dot 11 type : 1lax
Radio Id : NA
Adm n state : NA
Mode : NA

WEB speci fic configuration:-

WEB Radio Id : O

Mode State : Enable

SSID Profile : WGB_profile

UGB Radio Id : NA

Mode Enable : NA

SSID Profile : NA

MAC Address : NA

Rx Beacon M ssing Count : 30
Packet retries Value : 64

Packet retries Action : Drop

RSSI Threshold Value : -70 dBm
Threshol d tineout : 20 sec

HSR- Scan status : Disable

Aut h response tinmeout : 5000 Msec
Assoc response timeout : 5000 Msec
WEB channel scan tineout : 40 Msec
Dhcp response tinmeout : 60 Sec
EAP tinmeout : 3000 Msec

Bridge table aging-tine : 1000000 Sec
Probe pak data rate type : NA
Probe pak data rate : O

Ant enna Band Mbde : Dual

Broadcast tagging : Enable

Total configurations size on different structure:-

Total channels : 0

Total SSID-Profiles : 1

Total Root-AP SSID Profile : 0
Total EAP Profiles : O

Total QOS Profiles : O

Total dotilx credentials : O
Total PKI truspoints : O

Total bridge groups : O

Total SSID profiles configured are:

SSID-Profile : WGB_profile

SSID Name : WGBTest

SSID Profile path : /data/pl atform wbridge/ WEB_profile
Auth type : PSK

Key management : WPA2

DTIM Period : 1

QS profile :
[...]

*** End of WBridge configurations ***



WEB#show wgb ssid

Configured SSIDs details:
SSID-Profile SSID Aut hentication DTIM

WEB profile WeBTest PSK 1

Connected SSI Ds details:
Radio ID: O

Radi o Mbde : Root AP

BSSI D : 70: 7D: B9: E3: 2A: EO
SSI D : W3BTest

Aut hentication : PSK

WLCTOWGBD AT—X ADHER

WGBDAT—RAZMHRITAICE, ROOX RZEALET,

TOTATBRIZATRODDA VL ABEOREZRTTRICE., KONV REFALET

o

WL.C9800# show wirel ess client sunmary

XY RD)—ULOWGBZRRTDICKK, ROON REFEALET,

WLC9800# show wi rel ess wgb sunmary
BEOWGBILERENTVRERIZATNOFMERTTSICE. ROONY RZEFALE
EE

WLC9800# show wi rel ess wgb mac- address xx: xx: xx: xx: xx: xx det ai |

NZ7ILZa—b

WGBH' )L— MAPICERE N TVWAR L ZBFELE T,

WEB#show wgb dotll associations
Uplink Radio ID: O

Upl i nk Radio MAC : FO: 1D: 2D: 52: CB: 60
SSI D Name : WGBTest

Parent AP Nanme : AP500F. 80F6. 016
Parent AP MAC : 70: 7D: B9: E3: 2A: EO
Uplink State : CONNECTED

Auth Type : PSK

Key managenent Type : WPA2

Dot 11 type : 11n

Channel : 1

Bandwi dth : 20 Mz

Current Datarate : 144 Mops

Max Datarate : 286 Mops

RSSI : 18

IP : 192.168.100. 21/ 24

Default Gateway : 192.168.100.1



DNS Serverl : 192.168. 1. 254
IPV6 : ::/128

Assoc tinmeout : 5000 Msec
Auth tineout : 5000 Msec
Dhcp tineout : 60 Sec

EBE, flH, F—2NTY N &HKRUO—

WEB#show wgb statistic ?

packet Managenent, Control, Data packets
roam ng roani ng

WEB#show wgb statistic packet

Mul ti cast/ Uni cast Packet statistics
Mul ticast Tx : 3345

Uni cast Tx : 460

Mul ticast Rx : 2417

Uni cast Rx : 3838

Mul ticast Bridge : O

Uni cast Flood : 3377

Interface Packet Statistics
Wori dge0 Tx : 2515
Wred0 Tx : 14196
Woridgel Tx : O
Wredl Tx : 488
AppHostIntfl Tx : 435
Wori dge0 Rx : 5495
Wred0 Rx : 2519
Woridgel Rx : O
Wredl Rx : 127
AppHostIntfl Rx : 315

Managenent Packet Statistics
Myt tx ;16

Mgt scan tx : O

Mgnt assoc req tx : 8

Mgnt reassoc req tx : O

Mgmt deauth tx : O

Mgmt di sassoc tx : O

Mgmt action tx : O

Mgmt auth tx : 8

Mgnt rx : 52

Mgnt scan rx : O

Mgmt beacon rx : O

Mgnt assoc resp rx @ 7
Mgnt reassoc resp rx : O
Mgmt deauth rx : 3

Mgmt di sassoc rx : O
Mgmt action rx : 34

Mgmt auth rx : 8

Mgmt discard tx : O
Mgmt discard rx : O
Mgmt drop rx : O

Eapol rx : 14
Eapol tx : 14
Eapol drop rx : O

Rx Broadcast frommultiple vlans
port VLAN ID rx_bc2nt_cnt

~~

=/

THTERICE T2 WCBMREHERZHBL X7,



0 101 43
0 102 17

WGBZT/NY TIBICE, WS D2ADFENHYET,

WGEB#debug wgb ?

client Debug WEB and wired clients
configuration Enabl e configuration debugs
dot 11 | EEE 802. 11 debug command

dot 11v 802. 11v Processing

i app Debug WGB | APP

upl i nk Enabl e uplink debugs

WLCRIA SWGBZF/NY T FBIZId, WGBMACT RLADRANL—RAZIREL T, D14 VL
AOZATRERBRICOVZAT NS TN A—T 42 IT7OLAZERALET,

DAVLAIVZAT U RNERORNZ TN 1 —FT AT FEOFRICOVTRR, RO RFIXY
ReZRLTSIEEL,

Catalyst 98009 A Y LA hO—S D —MABITA VL RAVSA T > bEHOBE

Catalyst 980074 Y L ALANIY hO—FTOIA VL AFNY JEOTREICOWVT

WGBHIA SWGBIZEHENTWA IV TA T M 2BFELET. Al .

WGEB#show wgb bri dge

***Client ip table entries***

mac vap port vlan_id seen_ip confirmago fast_brg

F8: E4: 3B: EE: 53: AF 0 wiredl 0 192.168.100.23 6. 844000 true

3C:18: A0: 1C:B0: E2 O wired0 101 192.168.101.22 22.182000 true

F8: E4: 3B: EE: 4F: 7A 0 wired0 102 192.168.102.21 65. 144000 true

WGBH

LANR— N1 ( B#1) ICEHEEhEY9SA T MEvlanid=0TRREINET, Chik, 20D
FATRDPESDRT T4V OHFWEBRA T 1 7VLANICABD CEZERLET. COBITE,
VLAN 100T 9,

R—bwiredOICEHEENLEITATUONE, AMYFICEREENLEIDTATORTHY, AAY
FFWGBD/VY 7K — K (9105AXWDHR— K DPoE ) ICEHEEhTVWET, TR, R57
1Y IEVLANR Y TEEEh, WeBIRCNETA VYL AU VEH TRoOAPICEXEL £7,

WLCOGUITIE., 754 T7 > hERRL. WCBOERICHDWCBEERIZA T NEXEIT
EFXT,

Catalyst 9800-CL Wireless Controlier # & B & 0Wes Q
© » Clients
Clients
.
Selacted 0 out of 4 Clients
Clhont MAC Address T BPwd Address T IPvE Address AP Hame T 5SS Y WLANID T Cloent Type T Siaip T Profocol T UserMame T Dovice Type T P Y

(=] [



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213970-catalyst-9800-wireless-controllers-commo.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213970-catalyst-9800-wireless-controllers-commo.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
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