ASR5000 V=X YT RAOZA4)S LRILD B
STV a—-F142T
ZE

BE

AN R

monitor subscriber(mon sub)

logging monitor

OFf>JbhL—A

E-_270O03)
TPOTATERLEGS R4 LO0F Y
HYTROSANAIX R

show subscribers full

show subscribers ( hsgw® & ) | pgw-only | ggsn-only | mme-only | sgw® dx | sgsn-only)full
show active-charging sessions full
show active-charging firewall statistics
show subscribers data-rate [high/low]
show subscribers debug-info

show subscribers aaa-configuration
show subscribers activity

show active-charging flows ip-address
show subscribers policy

show [mipfa | mipha] full

show [mipfa |mipha] 17 > &

show ppp [full]

show rp full

show [2tp sessions full

show rsvp counters

show ims-authorization sessions full
FHTRIOSANBENIR > R
BEETRAAHYR—BNAII"FT A4 F1ARHYZ I

BE

CORETR. BEOHTRAIVZANOBEORNT TN 1—FT 14V JICBBRENBCLIZOVT
HRALET, BESrRELTVIBHAOT T RAITANOE—FEIILN—T, £LERHAD
(BAD)HTRIZANTIL=TOVThTH>TE, BEOKEICRIUDICLINZEHIET
o NZTNZ21—FT 42 T70EAT, (YTRIVZANEETRERY ) HEHBEHRCLICEAED
BETEALET, ChSOOANY ROFICFZORILBEEOEOEHNIE, IXTOMAELS
BATEAREAANBEDEHDNDT, INTORRICEATEZDITREHY XA, 11—
B7L—2 (MAZBERY ND—VBOF—20EEE ) CEAZhZE0EHNE, O—-)LF
W7L—>2 (A—LORERE) CHATh EOEHNE, MACERENZEDEHNET,



HOTILWAZRY NE, RAV N ZHBICTADLHICZ<OFRATRHEATVET, IXTOH
IP7 RLAEBBIFEBRAEEENRL I,

X2 R

monitor subscriber(mon sub)

chix, BEFSLKTIYRTA—ALATREISKHASNTVRION RO1DTHY), CZTRERF
AIXNMEEFDFERZEDOHBICKRERFEZERXLTVWET, BIRUAREICIKLT, 3XTOH
AR—TIAA, HY—FEAR, ZORJINBEICBEITAEEOMABZOHE/TFH) o ITBRY
RAO—RF—BRZINTCRRITHDUEMUI BV ET, IV ROERTEEHIOBRRICBETSE
BEEICIE., XOEOHNFHVY)ET,

CBEOBIAEFTOREBICESVT, AENMNZFODINTCEBBEZE ODOBEOY T RAVTANNE
ERPEBZBEEF. nextcaly THFY7Frzilid e, BENT9ICHEBICRETIES
ICIS—HFF+7FrEhnExrd, BENfNENTHIEE, COT7O—FREITTELZVTH
BREMANBYET,

- BEHIO J— )L & A 7°(Closed RP, Open RP, Evolution Data Optimized(EVDO), 1X-EVDO.
LAY2Rh2Z U277 8(L2TP), R—ALI—> T M(HA), Long Term
Evolution(LTE)% &), 424N K L El& peer Packet Control Function(PCF) % 7= l& peer
L2TP Access Concentrator(LAC) Tlk, FEN EH 3 ETICEEAFZEL . monitor
subscribermenuZA 7> 3 2 EATRE, COLSBEETROO-—INZRETET, BV
REARBEALELET, /—REOIXTOOA-LANEALRATDHE, COF7O—FT
AN RED CENBVED, BREMENELA (FIROET77ZRLAN= 32 %
BR< ) o

- verbosity ICIE KR B LRI H Y ET1 ~ 5HENFBZVESE. 5V LRI Dverbosityz 7>/
CLBEVTLKEEY, NL—RERABDOFHLLLABYET (FFE ). BEFverbosity
2(F7ANKR=1) TFTEXITEFTTHTT,

TFT7FIIRNTR, REFRREBZDZ7AONINLOKRHE D (TXTTRBEVW)ANFFTFILNT
FUCBE2TVET

CERBONTY NTF—20MIC, AN—DOTTEITEhTVWERTOa > zHBET5E5E %
CONTROLX Y = HARRENBDEEHVET, COBFEBBEERNTT, ChiZlk, O—
IOBRBICRREND I—IHRTBHBIEENET, HEHXYE—206ZRICRLET,

*** CONTROL*** 00: 25: 27: 054 Eventid: 11813
No LMA address avail abl e for APN <apn2> in subscriber profile, PDN connection failed

. "= KN I 4 /— RTEnhanced Charging Service(ECS)A'SREENTWVBHBE, 7> 3>
34(CSSData)Z2AIcFd &, ECSED1—I)ILENDETEZREFEENDINTONTY M &K
RCEEFET, chF. NTYRNEEERYND—=OF RLAZBNATONZ I a1—T41
VORI BEET, HEAE, TTA4X—NIP10.251.88.68H 5/N7 1) v UIP
209.165.201.1NMDECSIC &L 2 TNATENBIMAZED A Z—Z Y MNEHEX Yy +E—270O8]
JLICMP)NT Y R ZIRICRLET



<<<<QUTBOUND 23:57:08:943 Eventid: 77000(9)
CSS Uplink Qutput PDU to ACS- slot:2 cpu:17 inst: 4369
10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, |en 84)

**% CONTROL*** 23:57:08: 943 Eventid: 77202
Rul e matched : icnp-pkts for uplink packet of subscriber MSID :

I NBOUND>>>>> 23:57: 08: 943 Eventid: 77001(9)
CSS Uplink I nput PDU from ACS- slot:3 cpu:34 inst:8738
209.165.201.1 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, |len 84)

. RL—ADLSASRIBENEMEZRLTVREHNASHATREVREERE., YTRAIZA41\D
NBREBEZRRIDEENILELUD AU BN ET (REYD VEBEEZHBRIZDZOEE
BTN, IVSZTIITEITTEET ),

cRTIENBDEALAZVTRFEBICERTTYN, SETELRBNIVTILRALATHEHHICE
ZATLS, RRENBNTY NOIEFEFEBREONTY NLEBIEFTHD EFERBOSshEE
AR, BBV ET,

- Packet Data Switching Network(PDSN) ./ — R & 7z & High Rate Packet Data Serving
Gateway(HSGW)./ — RO ABAIT, AMMXYE—SHIRXRTERRLEFT (RS TN 21—F
A0 FI)ATEERFERF. I—FEHFTHEBZI-H. Mobile Station
Identification(MSID) T)EERRENTVELA)E - OBABEICRRLET, RRTEF
BAo. MSIDATHLKIEEF. TOMSIDZHSAHICTHHHANL —AZEBL. TOMSIDIC
LKBDEZZV T ZBELET,

ROPITIE, MSIDICKRBDEZRU TN, I—HRBICLKBDEZZVIRIC, ENAIL
IP(MIP)Z SR ERE /= IFRADIUSFRIED R A > M TR &<, JI—)LDOBHKBEIE(A11 Response) TF
YITFryEhET, I—HRBOFES, J—ILEFAY—EARA 2 NTHIRENETAH. MSIDE
—A2TE, O=J)EPDSNY—EARAS > NTHRICHTRENETT,

[l ocal ] PDSN> nmon sub nsid 111119782577072

MSI D/ | MSI © 111119782577072 Callid : 45482432

| MVEI  nla VBl SDN  nla

User nane  nla Sessi onType : unknown( 0x00000000)
St at us . Dor mant Servi ce Name: ORP-1x

Src Context : source

Wednesday June 17 2015
<<<<QUTBOUND 16: 47:57: 310 Eventi d: 29001( 3)
A1l Tx PDU, from 10.208.144.30:699 to 10.211.17.206: 699 (75)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x0708

[l ocal ] PDSN> nmon sub user 9782577072@i sco. com

MBI D/ | MBI : 111119782577072 Callid : 110b36ad
| VEI  nla MSI SDN  nla
User nane : 9782577072@i sco. com Sessi onType : unknown(0x00000010)

St at us . Dor mant Servi ce Nane: FA service-1



Src Context : destination

Wednesday June 17 2015

<<<<QUTBOUND 17:11:53:987 Eventid: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 10.208. 148. 133: 24912 to 198.51. 100. 1: 1645 (401) PDU
di ct =cust on®

Code: 1 (Access-Request)

Id: 81

Length: 401

Aut henticator: CB 94 F3 4B 04 77 9F 4A 7A 44 FA 13 C9 7A 60 3C

Calling-Station-1d = 111119782577072

BLDIFIATI—HLI19EAICTRE, FYTFrEN3BHREIYEZSL OEHRY
Bonhixz<iY, TOH/ER, ZEHONTY MEBEITHEICBEYET,
CBEOZTORNINEFICTDE, FEAFEENAIIPBEEODEE/NT Y RAREL,
MIPXT Y NERA 2 NY—RA > RZ7ORNIL(PPP)EMIPOEF E L T2EERTRENET

ARV IORSHERFI 72 RTHEARTKEI2TVET, GRS, hTLHNRE
2IICEILTVBRNSTY, NS, CORSBTAVRNEFE > THEFZITONS T,

BEDAEZ—TIA AZBBTIHIE, TS EX—TIAALONTY hF+TF+
E-—HITRHENBYET, BLE., IROFORNINORNZ TN 1—F 12 I TREYT
LEBRELEL, IPNXTYRDIXRTOT A —=)LRFRRENBVEHTT, TEXE., IPA
YR—DREEAEDT A=) RERRENELA, ChE5DT 1 —)L RIVBEZIFEE,
HEX/ASCIIA 7> a>aAICLET,

CHIDOZBKFBEELCH > THREND LD, EROBREZRTIZRDYIC, EOTFAR
RRBAMRBIENET, rawT—RXERRTSIIE. verbosity 3F i lkhex/asciX > 7' & 7>
ICLU&ET,

RIZ, AIINT Y M2 Dverbosity 3&E20 H HBlZRL, FDORICHEX/ASCIIZRLET,

Application Sub Type: 0x01 (Radi us)
Radi us Attr: Attribute Type: 26 (Vendor- Specific)
Length: 12
Vendor 1d: 5535 (ThreeGPP2)
Vendor Type: 40 (3GPP2-Airlink-Record-Type)
Vendor Length: 6
Val ue: 00 00 00 02
(Active-Start)

Application Sub Type: 0x01 (Radi us)
Radi us Attr: 3GPP2-Airlink-Record-Type = Active-Start

0x0000 010a 0708 0000 0000 OadO 90le OadO 9158  ............... X
0x0010 d92c 509a 0265 af 7e 2715 8881 ecba aed8 L Poiel~ oo
0x0020 0000 0001 0006 0811 1111 4290 4988 6126 .......... B.l.a&
0x0030 0000 d800 0015 9f01 01l1a 0cO0 0015 9f28 .. ............. (
0x0040 0600 0000 02l1a 0Oc0O0 0015 9f29 0O6ec baae @ ........... )
0x0050 d8la 0c00 0015 9f2a 0600 0000 Ol1ll1a 1600  ....... .
0x0060 0015 9f 74 1041 3030 3030 3034 4444 3045 ...t.A000004DD0OE
0x0070 4535 331a 1400 0015 9f 0Oa 0e30 3031 3230 E53........ 00120
0x0080 3030 3330 3131 341a 0c00 0015 9f Ob 0600 0030114.........

0x0090 0000 001a OcO0 0015 9f0c 0600 0000 00la  ............o...
0x00a0 0c00 0015 9f0d 0600 0000 00la 0cO0 0015 ................
0x00b0 9f 10 0600 0000 211a OcOO 0015 9f11 0600  ...... Lo
0x00c0 0000 001a OcO0 0015 9f12 0600 0000 00la  ................
0x00d0 0c00 0015 9f13 0600 0000 00la 0cO0 0015 ................



0x00e0 9f 14 0600 0000 00la 0c0O0 0015 9f 15 0600

0x00f 0 0000 001a OcO0 0015 9f 32 0600 0000 00la  ......... 2.
0x0100 0c00 0015 9f27 0600 0000 0020 1400 0001  .....'..........
0x0110 00b3 c5f0 257e 8e93 c719 1b79 3ef9 30be % y>. 0.
0x0120 07

- Network Processor Unit (NPU ; &Y RDO—207 Oty H 1"y ~) Ik, J-)IlZz0ETS
sessmgr7OtAE, ERENLEZZAMABEOELICETRIC, BEASZELLETSY
XRNEFEETRDED, IXTOTTIXMUNTY RFRREhELA, BEIC, RE
FETE, NPUICK 2> TITDhET7SI XD MURBRERREhFEE A,

CAVAABI— I MFAHASY ¥ —2 TR, 1—H Y2 3a>o1oAs50HDETFN R
TENET, LEAE, FAORADIUSERIEN R RENTWVWBRHEE, Jd—/ILOHATDIZIERR
ENFERA. FYTFYIBRIEBEEO7ORNINICHLT, BEICISUTEZXZ7ORNILE
FRALEY,

. /—REOEE (FALHABRE YD RT TN 1—F 120 2T5FE. BEN /—RIZEE
HF2TVBREHE, FEE/ —RNF/—REICHZDHERK., AN Y—TRL—AZITV
x£79,

A, FARSHAICEEEhDRERIUNTY NEXRICRLET,

PDSN FA:

<<<<QUTBOUND 23:57:08:941 Eventid: 27001( 0)

M P- TUNNEL (1 Pv4-1Pv4) Tx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 255, id 0, len 104)

HA:

I NBOUND>>>>> 23:57: 08: 943 Eventi d: 27000( 0)

M P- TUNNEL (1 Pv4-1Pv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 251, id 0, len 104)

NTYRTF—=BRXY RDTD—JPDN)DHEAAB—T IA AR SERBENLENTY N (12
EAEFE, HANFAHAIPRZILTHB 1, FADHORREEIhERA ) . ERRILA
PE=TIAATNTY RERRLBVWSATLADT —FTIOF ¥ TRRRENETRA NN
TYRHFABIBEREL, BENFANDSEFEIZDBE. NTY MNEEEICHEL TR I
CEERBRLET (RENF D Y- HEATHRHEREET ). LHAL. ADDSHENEE
ENTY, HIFETh3HEE. ASRZEREELBVESICHAA SEEET A ESH ZHE
TRIVENHBYNET, HODSREBELEZZELECERHYETH. ChilF, EBRICEEEE
ICHTREYET, FFUVAR—RRY ND—TADBANREREIAN D Z—TIAAH
KD RA D NEIRRA VN (A—FHRBRREERYNT—0/42 82—V h =V ) &
BURZVAR—BMNAOEEREEBZRANTOOFITBE)ONTY NAZT7 7, ES
EORRAZREITDDICKRIUEET,

FAEHATOICMPER ESEZRLET, FALHATWR, NTY NEHAO AL (FA-HAR > X)L
JAIICDHKERRENEIH, FADALEHDOEADAITRRENET, FACHAOBTEES

NBE-—DT7 1 —J)LRIE, XY RNT—D /—RZBBIZFHRAEFBTTLETHZ EICER
LTLEZL,

I NBOUND>>>>> 23:57:08: 941 Eventid: 25000( 0)



PPP Rx PDU (85)
I P 85: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 63, id 13840, |len 84)

<<<<QUTBOUND 23:57:08:941 Eventid: 27001( 0)

M P- TUNNEL (1 Pv4-1Pv4) Tx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnmp: echo request (ttl 62, id 13840, len
84) (ttl 255, id 0, len 104)

I NBOUND>>>>> 23:57: 08: 943 Eventi d: 27000( 0)

M P- TUNNEL (1 Pv4-1Pv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnmp: echo request (ttl 62, id 13840, len
84) (ttl 251, id 0, len 104)

<<<<QUTBOUND 23:57:09: 029 Eventi d: 27001( 0)

M P- TUNNEL (1 Pv4-1Pv4) Tx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 42, id 27830, |en 84)
(ttl 255, id 0, len 104)

Monday May 18 2015

I NBOUND>>>>> 23:57: 09: 030 Eventid: 27000( 0)

M P- TUNNEL (1 Pv4-1Pv4) Rx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 42, id 27830, |en 84)
(ttl 251, id 0, len 104)

Monday May 18 2015

<<<<QUTBOUND 23:57:09: 030 Eventi d: 25001( 0)

PPP Tx PDU (88)

IP 88: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 41, id 27830, |len 84)

*BEBRITIOEATEBASRAVE—TIARALLRENTY RAZT7 7HHEHIIAENTVREAL
TACRCOIVUZICZORNINCRULEBEZBATVEY (1Y TF—REFAEF Y TF v
TEEREA)

monY 7 H N E DM TRBRICKE. ROREEBLTSLEE L,

CRONBEFHRENBINTIYIN (V= ADSORE, V=D SOER, @D+
—IRSEEENLENTY M) FRELTVS A

KRS TND2A—F 140 %T2TVWD (DBLEEIDDAEHFBELTVWD L EZERTS
EH))RWERRABICNT Y RAFRNTWDZENHERETED

NTYRE, FRENDERTUVTILEZALILEEELRZEEND D, AHREBEEIhER
AN—EBICH>DTEFEENET

LZARINLZEDONTY NOREZENFRENBIIEFTITOLATVWEIALAES D (FIRDIERF
ICEITREEZESR)

CELWFHENDE (R—MES, pP RLABE ) Z8CNTYRMODBEET 1 —IJLR

- TCPIPDZE, BHERELSEY ATy TEh, YIidhEx I, monsubTEAZhD
TCP7 Z T MFEBIIZIE. S(SYN), .. Ack online(Acknowledgement), S. Ack later
online(SYN Ack), P(Push), R(Reset), F(FINA"EEhET

- BEENECERETVDD, FHRACEETVWSD D

MAZBEBID-ILFERA T, MAEd( I—FH&, msid. imsix& ). 774 R—RNELEFNAT
P7—I&EEGET7 RLAZEHE, UDP/TCPR—KES, XY RTD—OH =N (I RRL2 b
P RLA, 1—HRS5714990RAF (HTTP. SMS. FTP. UDP%Z & )., E7I—)
FfH/ —R7 RLA® : FA, HA, PCF. Policy & Charging Rules Function(PCRF), Serving
Gateway(SGW), Diameter server’x E)EZ T2 D 75,

CH—ERZ7ONAZ—HFL2RAFLEELABELTVEVAEENF 2L —IILEHAZALATORNT



IOEMEICEELTVWD CE - BRI

logging monitor

chid, ERCEITO-NILFREIOYN RE, BENI—HZERIZLDICEAETIhDFT R
ALRTANYRTY, COOANY RZFERATIFR/E20HY T,

CIXTOEANOTICRTFEND S, CLIEY 232V ZRAVEFTFRIITIHLEEH ) EEA

CEZBYTRVZANCBERTENDHENERD, FTRIZANOIRTOT 72 UT
1OTFNYTLRILOOTZEBNICRELET, FNYTRBEUNELECHKETTS., B
AEROND BB, OF VJFREREZRAZ7ORINZAVICTRDERSYBTITIIT
1ICEHTIBEHIBOND LD, DATLALREZEAZZ@FHY) LA

CEZROBYTROTANFERTDENGE, HANFFRKILKLKBRENBYET, BE
CTACRIVZZTI TR, HOZEBRIBDBENFHVET,
-monitor 7RV SA NN F A+ 7 FALETORNINXAYE—D0FHBEZF Y T F Y 35121
( logging monitork 77O R X Y E—2 ORAOBITO & ZRTE ) . logging monitort 1 %
AT B BRICAE(Z S L Tmonitor subscriber sessionZ [ ICETL, HHESBLET
( global config < > R Tlogging display event-verbosity full; ) o #EDHFZETIK, IXT
DHIFEHELTETLTVSD LS, BTEMOEXILEHY EE A,

OF>JbL—R

OF VIJEZREREARY, COT7O—FTlrkexecCE—RLARILODTIVEAZFERALETH,
BRICTFNAAFTTICERENATVBIXEEHYET, chld, -ty hT7Y 7 TREEL
IA—HF—R(BELWEEFEOAV Y REFTREOOD-LFHBARN)Y DN TN 21—FT 1>
JIRIEET, Chld, J—IINEETDILEHICEYRTYTENTVIMEN HDLEHTT
( TN DFEFE "No calls match the specified criteriay EHEE N, MEERESIhFELA

)o AFVIEZRERKIC, Tshowlogsy EITXTOF Y IFFreanktTFT—REZRRLET

o

EZ&27083L

COOAXVREE, BESAEZZONIL (O-LHE, F—2T7L—2)ICETRY—2 L0
IANTO7O0RNIINKBEERL ., HblEmonitor subscriber&E AHRDOFER T

LChE, Z7ORILEZTORILONT Y RRUI—-ALISUTERFI RETDAEEN S
1, EERA Y- LOBREOFERICBEEREA,
CETIRICRBEEECLIT IV EANRETY
CBEOHTRIVZANOEHZERETSICE. 1I—HFB/MSID, calidx ENFEHROEEZH
AMLTT7A4NRITTRRENHYET,

FOTATRIEGS R4 LOF>2T



ChICKY), BEENLELRIL(IZ—ASTFNYITELTOER ) DEEENLET7UT40
HAONF Y TFrENET

-chid, EZRAZ7ORNINERUBET, YATLAERBEGTRAIZANEIOT 1IILRD Y
JI_EY2BETY

—85¥5L, T72T4, FNYTLARIL, BROZALTL—LZRIZEICKLUT
syslog — N2 RTRERBRETIHBEN HVEXRT, T5LBVE, v —>THEZEA#D R
TILT— RN LEEENDARENBY XTI,

HTAO9S54/XIX R

RKDERTOYTAIVZANII RTR, BEOYTRAIVSANOBEBANIRATETHB T
THRL, BHREhTVWSI-I)LFHEY—E A(PDSN, FA, HA, LAC, L2TP Network
Server(LNS), ECS, LTEARE)EERFITA4T4 (ETFEL) CK>THTRIZANTIIL—
TICICRTEET, (PCF. FA, HA., LAC, LNS, SGWZ & ). Packet Switching
Card(PSC), EFFAELET A RILFEAERLEGEEY S 3 FEERY (KW /NsY) ), BET
BIPT—LE. KRERE/TOT 1T BE, TOMODEATINIXA—R, T4 OAILT %=
FEALTHEEEZEVARNTY L, TORETNSZRLTHD LR, BNEEFEHETT,

BRLERDIC, BHRITREEOHTARAISANEZEICHA>TVRHERFHYEBA. IIAED
PEITHDHTIAVEHDEYNE, TOATIAVOMAZEBD)ANERBTEET, COUARD
5, ESICKRYVIAKRIDHL, P ITHDHEEDIMAEZEZRIRTEET, show subscribersy (Z2
WT, CLIOF—=KRIOTU—RDODALTZSRL T EE L,

BEDMAEZBIRTBKRICIE, 1—HH. International Mobile Subscriber Identity(IMSI).
MSID, Mobile Station ISDN(MSISDN)ZENF—D— RZFEAL LRENFN BEICBEYET,

show subscribers full

Zhix, %5 <numberonesubscriber Y RAFEEL, YT RAIVSANOBBZ EIZF v+
FYIRIHENHYET, BEESNEMAZEOEROTONNEEN, MAZBORAEBEONTTILS
A—FTAVTICERBICRIEET, CCTINTOT A=) RIZODVWTHRBEITDZEFTAEET
IH, RSTND1—FAVTORBICE2TEFIVATEILERYETH, —FDT71—I)LR
FEERFMOT7 1 —IILREVEFIVIETN, SRENET, FEINERRFROESY)TT,

O T74=)LRE, O=-IIFTo/00—CISUTEENFM HY) EEA. 5l : DNSAH
PDSN/FAD SRREEhB 78, HALO RX A2 ZX—LRHG—/Y(DNS)7 RL AKBERHY) F
TAo

MRUEFTIVERA/ —RETOAEGRZFS, BILS—RNIIALTTIT4TILERESIE
¥

EBBOT7 14— )LREVARNTEET

=BT A= REFIDDEZRTENHYETH, ERICEBIOEBNIEFAE D EICKE
WET, EEAE., 74X URADIUSH—NANOEGICEABEN H D58, FHETND
RADIUSH —/N\A"EBEENDENHYET

CLTEBREDBEE., YT AIVTANT LI, BREhTVWBARTSZEIIDOHINERRE



NET, EERE, HTRIZANNIDOFT7IT—23 28R4 NEAPN)ICESiE N T
WT, 1DDAPNIC2DDART SN HDHE, 4 DOBEBOHANf X2 ICEELET,
CEFRTFERT AR, BEICHUTEREZECMHOCLIOE D EREN TR ENTEE
9,

PDSN/FA(7O12A/—R)BRUHA (HAE / —ROT—KNIDIAZAT ) /—REA4TOH
R7A4—=)IRT, FILIXNTOOA=NRATICHAEhET, ROT1—I)LREEENET,

. Status - Dormant& 7= [ Active,

TORARRAZITo /80— A=)ILoAAf0F7To /02—

XY RND—=0R47 . D-IoEAfloTo /00—

- A—4HH&, MSID, IP7 RL A, NATIPZRLR : YT RUZA4NEBRT B FHE,

A msidiEEICmsdTR®HY EBA, FEAIE., PGWTIEIMSITT,

ccallid : Y2 IVOIXNTOFTITAETAZEBHIBDEHICERAEND8HTD16HEKD
IDe NTY RF—RZXYRND—=D—KRDIA(PCW)ELERNILFXAFATERBITAT
4 (MME)D&APNICE B D Callid A FEL £ 9

. Sessmgr Instance : Y < 32 Z0E F Dsessmgr{f > AX > A ( show task resourcesid
sessgrs® ! JARNLET )

. 71— R/CPU:sessmgrA" &8t 9 2PSCE - ld F—Z BB H— R(DPC)

. PCF, HA. FA, DNS7 RL A% & - BC AW

CERRE O ERE e E

CBFEERE O LAERE hZEE,

ECMABNAO—I2YJUIEEE. FACHATRERZBENFHYET, chik. FHLL

FA/—RATOOD-IINOEHFERZFRLBEVLEHTT

- TARIVEE -1—9F—2 (FEBNTY MDA RENBEW) FRBE D 2 LEE

CEYIIVRERYVER Y AUNRTIBETORERB (/\—RI—RFEICKDFHIH, 7
ATOHORL, /J—RETOXRII—hN)

- MIP FAIMIP HAMIPEY 23> NDE X EHKE

- Input Pkts/Bytes : 2ERAIZRBBALTHTRISANISZELEI-YNTY MNINA MK

. Output Pkis/Bytes : AARIZN L THTROTANICEBENEI—YNTY MNINA NOB
Pz
—CNSOHAITVREADAICERAEAET T, HHAICHV > ZEHY)EHAN
- CNSOHAIVNEECSENETEZEFEENDNT Y NCEBESHEBERN YW ETHN
EEBEC—HBUBVAREMENHYYET

- input pkts dropped/output pkts dropped : /N7 Y N, EBRIZEIILFFYARNNT Y R E
DECSOAFTROY 7EnsH, IVTFANNOTIZ7EAO MA—ILJARMACL)ICK
DTRAYTEND AU HBDEICEBLTLKEEVW (LENF 2T, IXTONTY B
ROY Z7HECSHICHBD ERELELEA )

T—RNJITA4/—R:

- ip pool name:IP7 RL AN BB E NBIPT —)L, 1D /— R (PDSN&&E ) I 7—ILEZH
2HERBEL, PRLAEGFEHANZDFENF WS, IJ=IILIVRRA N (=MD T A
) TOHKBIELET,

. ECS Rulebase : tNAE/NT Y MZEA T %J)L—)L & & T Active Charging Service(ACS) D
rulebase



- Natipaddress : N7 UY DIZ)L—FT 1 VT AEERIPT RL Ao MABN T4 XK—KNIZEV)
HTEIPPRLA

-NATL A : ECSH—EARTHEAE B EENAT IP7—ILOTIL—71L

c (AVTFNVR)NATZ RLANKBGHIC, FLEE—BHICHTAITANICEYHETSH
TWBAESH (T—ILBMNDORERE)

. (NATIPZ—IL% ) :NATT =)L &

- Nexthop ip address : /NTY NOEEXEDIPT—ILOZRIARNKY 7T RLA

-NatR— R F¥ O8I YT . FATETEATADR—FOB, BLENATIPZFEAL I
NATRDR— N D EFH

B OCSSIERIT Y 7V UCSSIERR : ECSH—ERICK > TEBEAENTY AD
TYTVO(AB)BRCEFIVO (BH)FEROAT N

RIZ, PDSNEHAOEATRERLU YT RAIZA/NICKL TERKICEEBE NS Tshowsub fully %
MEA ( Tlessimportanty 7 4 —J)LRO—ZWEHIR ) ZRLET, cnllkY), NTYRNATY
NEEC2DOOEOHANOBEENSHFABRICEYET,

PDSN> show sub full usernanme 9782577072@i sco. com
Monday May 18 23:56:20 UTC 2015

User name: 9782577072@i sco. com St at us: Dor mant
Access Type: pdsn-nobile-ip Net work Type: Mbile-IP
Access Tech: CDMA 1xRTT Access Network Peer ID: n/a
callid: 3ee822d2 nmeid: 111119782577072
Card/ Cpu: 15/0 Sessngr | nstance: 212
state: Connected PCF address: 10.211.17.207

connect time: Mon May 18 23:45:54 2015 call duration: 00h10nB5s
idle tinme: 00h02nB0s idle tinme left: 02h02nB0s
session tine |eft: 23h44nR5s i p address: 10.251. 88. 68

Primary DNS Address: 209.165.200. 225
Secondary DNS Address: 209.165. 200. 226
horme-agent: 203.0.113.2

fa-service name: FA9 (context destination)

source context: source destination context: destination
AAA context: source AAA dommi n: cisco.com
AAA start count: 1 AAA stop count: O

AAA interimcount (RADI US+GTPP): 0 Acct-session-id: 69A9CDEB
AAA RADI US group: aaa-cisco.com

RADI US Auth Server |P: 198.51.100.1

RADI US Acct Server |P: 198.51.100.1
NAS | P Address: 10.208.148.133

M PFA Sessi on: Car e- of - Address: 203.0.113.1
Home- Addr ess: 10. 251. 88. 68 HA- Addr ess: 203.0.113.2
Lifetime: 02h00OnDOs Rerai ni ng Life: 01h49nR5s
Revocation Negotiated: yes Revocation | Bit Negotiated: Yes

i nput pkts: 254 out put pkts: 229
i nput bytes: 24088 out put bytes: 129012
i nput pkts dropped: O out put pkts dropped: O
dornancy total: 11 handof f total: O
Num Auxiliary AlOs:1
PCF Address SR ID
10. 211. 17. 207 1

[l ocal ] HA> show sub full username 9782577072@i sco. com

Monday May 18 23:56:14 UTC 2015

User name: 9782577072@i sco. com Status: Onlinel/Active
Access Type: ha-nobile-ip Net work Type: | P
Access Tech: O her Access Network Peer 1D n/a



callid: 4a6ae475 nsid: n/a

Card/ Cpu: 2/0 Sessngr | nstance: 329
state: Connected FA address: 66.174.112.72
connect tinme: Mon May 18 23:45:54 2015 call duration: 00h10nR8s
idle time: 00h02nR23s idle time left: n/a

session tine |eft: 23h49nB2s

ip address: 10.251. 88. 68

ip pool nanme: MP_Private

ha-servi ce name: HAL

source context: HA destination context: XGMut
Acct - session-id: A414F3F6

RADI US Auth Server |P: 198.51.100.1 RADI US Acct Server |IP: n/a

NAS | P Address: 10.208.148. 135 Next hop | P Address: 209.165. 200. 230
active input acl: ECS ACL active output acl: ECS _ACL
ECS Rul ebase: 201 Fi rewal | -and-Nat Policy: MP
Nat Real m M P_NAT_I nt Nat ip address: 170.200.132.0 (on-demand) (M P_NAT_I nt 04)

Next hop i p address: 209.165.200. 230
Nat port chunks allocated[start - end]: (1 chunk) [6464 - 6495]
Max NAT port chunks used: 1
HA bi ndi ng care-of -addr(s): 203.0.113.1
M PHA binding 1: Care-of-Address: 203.0.113.1
FA Address/Port: 203.0.113.1/434

Home- Address: 10. 251. 88. 68 HA- Address: 203.0.113.2
Lifetime: 02h00OnDOs Remai ni ng Life: 01h49nB2s
Revocation Negoti ated: Yes Revocation | Bit Negotiated: Yes
M\- HA- Key- Present : TRUE MN\- HA- SPI : 300

FA- HA- Key- Present : TRUE FA- HA- SPI : 8832

Proxy DNS Intercept List: ROAM NGDNS
Downl i nk CSS I nformation
Servi ce/ ACL Names: [ECS_ACL
downl i nk pkts to svc: 229 downl i nk pkts from svc: 229
Uplink CSS I nformation
Servi ce/ ACL Names: [ECS_ACL

uplink pkts to svc: 254 upl i nk pkts from svc: 252
i nput pkts: 254 out put pkts: 229
i nput bytes: 24088 out put bytes: 129012

FA/—REHA/ — REOROICMPER/ISE/NT v N ( EBIC 4D DICMPRBA &Y,
CI1DDHERENTVET ) ICETVT, Tshowsub fully TERIFE NBEED/NT Y NINA
RN RTRENETT,

[l ocal ] PDSN> show sub full username 9782577072@i sco. com
Monday May 18 23:56:20 UTC 2015

i nput pkts: 254 out put pkts: 229
i nput bytes: 24088 out put bytes: 129012
i nput pkts dropped: O out put pkts dropped: O

[l ocal ] PDSN> show sub full username 9782577072@i sco. com
Monday May 18 23:57:25 UTC 2015

i nput pkts: 258 out put pkts: 233
i nput bytes: 24424 out put bytes: 129348

I NBOUND>>>>> 23:57: 08: 943 Eventi d: 27000( 0)

M P- TUNNEL (| Pv4-1Pv4) Rx PDU

203.0.113.1 > 203.0.113.2: 10.251.88.68 > 192.0.2.1: icnp: echo request (ttl 62, id 13840, len
84) (ttl 251, id O, len 104)



<<<<QUTBOUND 23:57:09: 029 Eventi d: 27001( 0)

M P- TUNNEL (1 Pv4-1Pv4) Tx PDU

203.0.113.2 > 203.0.113.1: 192.0.2.1 > 10.251.88.68: icnp: echo reply (ttl 42, id 27830, |en 84)
(ttl 255, id 0, len 104)

[l ocal ] HA> show sub full username 9782577072@i sco. com
Monday May 18 23:56: 14 UTC 2015

Downl i nk CSS | nf or mati on

downl i nk pkts to svc: 229 downl i nk pkts from svc: 229
Uplink CSS I nformation

uplink pkts to svc: 254 upl i nk pkts from svc: 252

i nput pkts: 254 out put pkts: 229

i nput bytes: 24088 out put bytes: 129012

[l ocal ] HA> show sub full username 9782577072@i sco. com
Monday May 18 23:57:34 UTC 2015

Downl i nk CSS | nf or mati on

downl i nk pkts to svc: 233 downl i nk pkts from svc: 233
Upl i nk CSS I nformation

uplink pkts to svc: 258 uplink pkts fromsvc: 256

i nput pkts: 258 out put pkts: 233

i nput bytes: 24424 out put bytes: 129348

RIZ, Voice over LTE(VOLTE) =)L DOHlIEZRLET, 20OMABEBN VA RE N, MEOEOE
AL TEEVES, BREEL VEENHYET,

CDARENTVRHREAD1DET 7 7 )L N DOIP Multimedia System(IMS)X TP ST, 2EB I E
F(VOLTER T ST, £55EFUAPNO—HTY

. Acct-session-id: =Bt 2R V) £ T

CABIEHIRTY NINA NE2ODRTSETRREY, SARTSHAELO (BF ) N7 v ~
ZEEITREH. DV KNFBVMABNIERARTSTHBDERETEET, —FH. ECSE
DEONTY NADYRNEEA (F7FILIRTSTHERENDE ) TATTY

WA OEGREBRRICE., ETERAERN 1TONTE, F7 I NORT FEEREBNRT
ThET,

-PGWIO—)LICEIT B LY EATERT, QYFENMVEREFEREBDHEE. "show pgw-
only fully (&R ) ZFEATHETT

[l ocal ] PGA show sub full inmsi 300420060496012
Monday Septenber 16 21:50:07 UTC 2013

User nane: 0300420060496012@ai . epc. mc420. ntc300. 3gppnetwork. org Status: Online/Active

Access Type: gtp-pdn-type-ipv6 Net wor k Type: |Pv6

Access Tech: eUTRAN Access Network Peer 1D n/a
cal lid: 22075719 nsi d: 300420060496012

Card/ Cpu: 7/1 Sessnmgr | nstance: 115
state: Connected SGW Addr ess: 203.0.113.3
connect tinme: Mon Sep 16 21:44:28 2013 call duration: 00h05mi2s
idle time: 00hOONDOs idle time left: 02h05nD0s
session time left: 08759h54m

long duration tine left: n/a I ong duration action: n/a

al ways on: Disabled

ip address: 2001:db8::1

ip pool nanme: inms61-03

source context: XGWN n destination context: XGMAut



AAA context: XGWN n AAA domai n: XGW n
Acct -session-id: 42AE2B922619E10F

active input acl: n/a active output acl: n/a
active input ipve acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6
ECS Rul ebase: PGW

P- CSCF address :
Primary: 2001:db8::fd
Secondary: 2001:db8::fe
Tertiary: n/ a

Downl i nk CSS I nformation
Servi ce/ ACL Names: /ECS_ACL_V6
(Active Charging Optimzed Mde)
downl i nk pkts to svc: 658 downl i nk pkts from svc: 658
Upl i nk CSS I nformation
Servi ce/ ACL Names: /ECS_ACL_V6
(Active Charging Optimzed Mde)

uplink pkts to svc: 675 upl i nk pkts from svc: 675
Col | apsed cscf subscribers: none
i nput pkts: 29 out put pkts: 45
i nput bytes: 10578 out put bytes: 10763
i nput bytes dropped: O out put bytes dropped: 0
i nput pkts dropped: O out put pkts dropped: O
pk rate from user(bps): 1375 pk rate to user(bps): 1699
ave rate from user(bps): 458 ave rate to user(bps): 566
sust rate from user(bps): 456 sust rate to user(bps): 564
pk rate fromuser(pps): O pk rate to user(pps): 1

CAE Server Address:
User nane: 0300420060496012@ai . epc. mc420. ntc300. 3gppnetwork. org Status: Online/Active

Access Type: gtp-pdn-type-ipv6 Net wor k Type: |Pv6

Access Tech: eUTRAN Access Network Peer 1D n/a
cal lid: 22075719 nsi d: 300420060496012

Card/ Cpu: 7/1 Sessngr | nstance: 115
state: Connected SGW Addr ess: 203.0.113.3
connect tinme: Mon Sep 16 21:44:28 2013 call duration: 00h05mi2s
idle time: 00hOONDOs idle time left: 02h05nD0s
session time left: 08759h54m

long duration tine left: n/a | ong duration action: n/a

al ways on: Disabled
ip address: 2001:db8::1
ip pool nanme: ims61-03

source context: XGWn destination context: XGMut
AAA context: XGWN n AAA domai n: XGW n
AAA start count: O AAA stop count: O

AAA interim count (RADI US+GTPP): 0
Acct-session-id: 42AE2B922619E18D

active input ipve acl: ECS_ACL_V6 active output ipvé acl: ECS_ACL_V6

ECS Rul ebase: PGW
P- CSCF address : Primary: 2001:db8::fd Secondary: 2001:db8::fe Tertiary: n/a ... Downlink CSS

Informati on Service/ ACL Names: /ECS_ACL_V6 (Active Charging Optim zed Mbde) downlink pkts to
svc: 658 downlink pkts fromsvc: 658 Uplink CSS Information Service/ ACL Nanmes: /ECS_ACL_V6
(Active Charging Optimzed Mbde) uplink pkts to svc: 675 uplink pkts fromsvc: 675 Col | apsed
cscf subscribers: none input pkts: 643 output pkts: 617 input bytes: 58421 output bytes: 55925
pk rate fromuser(bps): 1375 pk rate to user(bps): 1699 ave rate from user(bps): 458 ave
rate to user(bps): 566 sust rate from user(bps): 456 sust rate to user(bps): 564 pk rate from



user(pps): O pk rate to user(pps): 1

show subscribers ( hsgw® & ) | pgw-only | ggsn-only | mme-only | sgw® & | sgsn-
only)full

s n—IpIClE, BEDshow subscriber ful AN REYEDA=ILZA 712483 EIEEICE
ABBEBIEENRTVET (ChiF, Z2LOT7 A=) RFIXRNTOODA-NEZATICBRAE D —
BB FETTLN, —FBO74—ILREFEOI-INEA/TICEAETT)

- hsgw-only® & Uggsn-onlyDiF4E., BE® "showsubfully EHEBEUTEHDICEVEGHY E
BA, EEL, BHFIZKY, EYRNUARNFBBNICEEENLZZAZ7O0O-)LIZHIRE
NBIRNEBYNET,

- MSISDNIE., N/ ANDERFESTZNRNVICVANLET

- 74— RBAIMSINARWHADIELKVARNENTVS

- BUAPNOAR T ZOCalidiERUTHD I FEL TS LEEW

- Bearer Type&Bearer-ID : E £ EBRTSZXBILET,

- QCl:Quality of Service Identifier (1 ~ OD&HE ), NI/ S. QCI1EEFEFAT. QCI5E
IMSHIHATT

. c-teid, u-teid : FIHB KT I—HTL—20HKRI RARA > MBI F(TEID)E, F—2/\
TY N ZzBENGAIRTZZ2HETDLEOICHKETT

. S5/S8/S2b-APN, SGi-APN : X7 Z OAPN

- input pkts/output pkts = /NTY R ATV KNE, RPZEEKICHTRZENDTT

- MBRIGBRT7 Y 7' U UIZ 72020  BAEORABITRIAEY NL—b, VOLTEDS
BE38000E Y MRITEEBELTLKEET VW, ik, VOLTEO—FYINOEY NL—KNICET
2EMDTT,

ROBIE, EFEED "show sub fully TRU K@ L Voice over LTE(VOLTE)A—)LADAZARY KT
T, AURE (RM1LARZ V725K ) TREEhD LS, BEICHUTHIZERICEHEKTE
BT, o, ARFICERENLEA2E—XY RAPNEEENET,

[l ocal ] PGN show sub pgwonly full insi 300420060496012
Monday Septenber 16 21:50:25 UTC 2013

User nanme: 0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g
Subscri ber Type : Hone

St at us : OnlinelActive

State : Connected

Connect Time : Mon Sep 16 21:44:28 2013

Idle tine : 00h0ONDO0s

M5 Ti meZone : +5:00 Dayl i ght Saving Tinme: +1 hour
Access Type: gtp-pdn-type-ipv6 Net wor k Type: |Pv6
Access Tech: eUTRAN pgw- servi ce- nane: PGM
Cal lid: 22075719 I MSI: 300420060496012
Prot ocol Usernane: MBI SDN: 19126757869

Interface Type: S5S8GIP

Emer gency Bearer Type: NA

S6b Auth Status: Enabled

Acct-session-id (Cl): 42AE2B922619E10F
ThreeGPP2-correlation-id (C2): 3939BA30 / hOWKcCZS

Card/ Cpu: 7/1 Sessngr I nstance: 115

Bearer Type: Default Bearer-1d: 5 Bearer State: Active IP allocation type: NNA IPv6 allocation



type: local pool |P address: 2001:db8::1 Franed Routes: N A Framed Routes Source: N A ULI: TAI-
ID: MCC. 300 MNC: 420 TAC. 0x8504 ECA -1D: MCC: 300 MNC: 420 ECI: 0x207b201 Accounting node:
None APN Sel ecti on Mode: Subscribed MEl: 9900015028325700 Serving Nw. MCC=300, MNC=420 Chargi ng
id: 639230223 Charging chars: normal Source context: XGAN n Destination context: XGAbut

S5/ S8/ S2b- APN: | MSAPN SG - APN: | MSAPN APN- O : mnc420. ncc300.gprs | M5 Auth Service : | M5 GX
active input ipv4 acl: active output ipv4 acl: active input ipv6é acl: ECS_ACL_V6 active out put
ipve acl: ECS_ACL_V6 ECS Rul ebase: PGW Bearer Q@S: QCl: 5 ARP: 0x069 PCl: 1 (Disabled) PL : 10
PVI: 1 (Disabled) MBR Uplink(bps): 0 MBR Downlink(bps): 0 GBR Uplink(bps): 0 GBR Downli nk(bps):
0 P-CSCF address : 1: 2001:db8::fd 2: 2001:db8::fe 3: NA Access Point MAC Address: N A pgw c-
teid: [0x8d11c073] 2366750835 pgw u-teid: [0xc20d0073] 3255631987 sgw c-teid: [0x00160880]
1443968 sgw u-teid: [0x00160885] 1443973 ePDG c-teid: N A ePDG u-teid: N A pgw c-addr:
203.0.113.4 pgw u-addr: 203.0.113.4

2001: db8: : 1f sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3 ePDG c-addr: N A ePDG u-addr: N A
Downl i nk APN AMBR: 600 Kbps Uplink APN AMBR: 600 Kbps input pkts: 29 output pkts: 45 input
bytes: 10578 out put bytes: 10763 input bytes dropped: 0 output bytes dropped: O input pkts
dropped: O output pkts dropped: O ... pk rate fromuser(bps): 27699 pk rate to user(bps): 24879
ave rate fromuser(bps): 9691 ave rate to user(bps): 8859 sust rate fromuser(bps): 9720 sust
rate to user(bps): 8885 pk rate fromuser(pps): 37 pk rate to user(pps): 34 ave rate from

user (pps): 12 ave rate to user(pps): 11 sust rate fromuser(pps): 12 sust rate to user(pps): 11
link onlinel/active percent: 100 ... CAE Server Address: Usernane:

0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. org Subscri ber Type : Home Status :
Online/Active State : Connected Connect Tine : Mon Sep 16 21:49:53 2013 Idle time : 00hOONDOs MS
Ti meZone : +5:00 Daylight Saving Time: +1 hour Access Type: gtp-pdn-type-ipv6 Network Type: |Pv6
Access Tech: eUTRAN pgw service-name: PGAL Callid: 22075719 | Msl: 300420060496012 Prot ocol
Usernanme: MSI SDN: 19126757869 | nterface Type: S5S8GTP Energency Bearer Type: N A S6b Auth
Status: Enabl ed Acct-session-id (Cl): 42AE2B922619E18D ThreeGPP2-correl ation-id (C2): 3939BA30 /
hOWKcCZS Card/ Cpu: 7/ 1 Sessngr Instance: 115 Bearer Type: Dedicated Bearer-1d: 7 Bearer State:
Active IP allocation type: NNA IPv6 allocation type: |local pool |IP address: 2001:db8::1 Framed
Routes: N A Franed Routes Source: N A ULI: TAI-I1D: MCC. 300 MNC: 420 TAC. 0x8504 ECA -1 D MCC
300 MNC: 420 ECI: 0x207b201 Accounting nmode: None APN Sel ection Mde: Subscribed MEl:
9900015028325700 Serving Nw. MCC=300, MNC=420 Charging id: 639230349 Charging chars: nornal
Source context: XGAN n Destination context: XGMut S5/ S8/ S2b- APN: | MSAPN SG - APN: | MSAPN APN- O :
mc420. ncc300.gprs | M5 Auth Service : | M5-GX active input ipv4 acl: active output ipv4 acl:
active input ipve acl: ECS ACL_V6 active output ipv6 acl: ECS ACL_V6 ECS Rul ebase: PGW Bear er
Q@S: QCl: 1 ARP: 0x06d PCl: 1 (Disabled) PL : 11 PVI: 1 (D sabled) MBR Uplink(bps): 38000 MBR
Downl i nk(bps): 38000 GBR Uplink(bps): 38000 GBR Downlink(bps): 38000 P-CSCF address : 1:

2001: db8::fd 2: 2001:db8::fe 3: NA Access Point MAC Address: N A pgw c-teid: [0x8d11c073]
2366750835 pgw u-teid: [Oxclf20073] 3253862515 sgw c-teid: [0x00160880] 1443968 sgw u-teid:

[ 0x00160887] 1443975 ePDG c-teid: N A ePDG u-teid: N A pgw c-addr: 203.0.113.4 pgw u-addr:
203.0.113. 4

2001: db8: : 1f sgw c-addr: 203.0.113.3 sgw u-addr: 203.0.113.3 ePDG c-addr: N A ePDG u-addr: N A
Downl i nk APN AMBR: 600 Kbps Uplink APN AMBR: 600 Kbps input pkts: 1640 output pkts: 1614 input
bytes: 149478 out put bytes: 146930 input bytes dropped: O output bytes dropped: O input pkts
dropped: O output pkts dropped: O ... pk rate fromuser(bps): 27699 pk rate to user(bps): 24879
ave rate fromuser(bps): 9691 ave rate to user(bps): 8859 sust rate from user(bps): 9720 sust
rate to user(bps): 8885 pk rate fromuser(pps): 37 pk rate to user(pps): 34 ave rate from

user (pps): 12 ave rate to user(pps): 11 sust rate fromuser(pps): 12 sust rate to user(pps): 11

CAE Server Address:
User nanme: 0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g
Subscri ber Type : Hone

St at us : OnlinelActive

State : Connect ed

Connect Ti me : Mon Sep 16 21:44:33 2013

Idle tine : 00h02nD4s

M5 Ti meZone : +5:00 Dayl i ght Saving Tinme: +1 hour

Access Type: gtp-pdn-type-ipv4-ipv6 Net wor k Type: | PV4+l Pv6

Access Tech: eUTRAN pgw- servi ce- nanme: PGA
Cal l'id: 2207571f I M5l : 300420060496012
Prot ocol Usernane: V5Bl SDN: 19126757869

Interface Type: S5S8GTP
Emer gency Bearer Type: NA
S6b Aut h Status: Enabl ed



Acct -session-id (Cl):
ThreeGPP2-correlation-id (C2):
Card/ Cpu: 7/1

Bearer Type: Default
Bearer State: Active
I P allocation type: |ocal pool
| Pv6 al l ocation type: |ocal pool
| P address: 2001: db8:: 2,
Framed Routes: N A
ULl :
TAl -1 D
MCC:. 300 MNC: 420
TAC:. 0x8504
ECG - I D
MCC:. 300 MNC: 420
ECl: 0x207b201
Accounting node: None
MEl : 9900015028325700
Charging id: 639230229
Source context: XGWn
S5/ S8/ S2b- APN: | NTERNET
SG - APN: | NTERNET
APN- O : mc420. ncc300. gprs
IM5 Auth Service : | Ms-GX
active input ipv4d acl: ECS_ACL_V4
active input ipvé acl: ECS_ACL_V6
ECS Rul ebase: OCS

Bearer QS:
. 9
ARP: 0x069
PCl: 1 (Disabled)
PL : 10
PVI: 1 (D sabled)
MBR Upl i nk(bps): O
GBR Uplink(bps): O

P- CSCF address :
1: NA

2: NA

3: NA
Access Point MAC Address: NA

pgw c-teid: [0x8c298073] 2351530099
sgw c-teid: [0x31580880] 827852928
ePDG c-teid: NA

pgw c-addr: 203.0.113.4 pgw u-addr:
2001: db8: : 1f

sgw c-addr: 203.0.113.3

ePDG c-addr: N A

Downl i nk APN AMBR: 75000 Kbps

i nput pkts: 21

i nput bytes: 2687

i nput bytes dropped: O
i nput pkts dropped: O

CAE Server Address:
Total subscribers matching specified

42AE2B922619E115
3939BA36 / hOWKf BYt

Sessngr I nstance: 115

Bearer-1d: 6

10. 174. 230. 156

Franmed Routes Source: N A

APN Sel ecti on Mde: Subscri bed
Serving Nw. MCC=300, MNC=420
Chargi ng chars: normal
Destination context: XGAut

active output
active output

ipvd acl:
i pvé acl:

ECS ACL_V4
ECS ACL_V6

MBR Downl i nk(bps): O
GBR Downl i nk(bps): 0

pgw u-teid:

sgw u-teid:

ePDG u-teid:
203.0.113.4

[ 0xc20b8073] 3255533683
[ 0x31580886] 827852934
N A

sgw u-addr: 203.0.113.3
ePDG u-addr: N A

Upl i nk APN AMBR:
out put

75000 Kbps
pkts: 23
out put bytes: 6457
out put bytes dropped: 0
out put pkts dropped: O

criteria: 3



show active-charging sessions full

_hiE, Tshowsubfully DERT2HBICEEAYTAISANINVRTT, N7y b RO
VT, ATAUHE, IMS(PCRF)RIA L DECSEENEEZ NS TN 1—F120T993%5
Bk, Y—NIJIALTELKYEETT,

CTYTVIOBROAIDOONTY NENA K&, Tshow sub pgw-onlys TECS&E D
BTHEZEENBINTY NE—RTHIHBENHYET

- ROYTENENTY RZEBH TR EETETEL T A= RICEELTLSEEY

. Dynamic-Rule-Name L MUk, ¥ K OCMENRPCRFA > X502 a VBICGxA R
Z023AVICK2TPCRFICE 2> TRENDIL—ILTT, L=IIC—HTBDINTY NDHD>
R, TOEREEEICUARNEIET

CREL-ILOER ( COPITRHEERADOVOLTERT T ), 774—Z, HHRR. BLTEZE
KRTRENET

—EBEMZERDOLEHIC, £EEE® "show sub fully & &T "show sub pgw-only fully TRENEZREL
Voice over LTE(VOLTE)—JLICK TR RDAZARY N, BAIUEBE (B4 LARZ 7258 ) IC
MBEhd-d, HOIOERBERETSCENTEEXRT,

CESIL, AVTAURET—BREXFYTTFYITBRARZ—FKY NAPNERLET

- )L—JL0_0l&F 7 (Realtime Transport Protocol(RTP)7—2 i T. 0_1(&Realtime Control
Protocol(RCP)ATY., RCPREUVVNDmELBFZREORBEEEICERFEIDLHICER
EhET, COCLIORTRIZ, RCPRT7ZZBBITZ/NTY NEHYELR A

[l ocal ] PGNW show active-chargi ng sessions full inmsi 300420060496012
Monday Septenber 16 21:50:18 UTC 2013

Session- | D: 115: 12023212 User nane:
0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g

Cal lid: 22075719 | MBI/ NMSI D 300420060496012
MBI SDN: 19126757869
ACSMyr | nst ance: 115 ACSMgr Card/ Cpu: 711
SessMgr | nst ance: 115
Cient-1P: 2001: db8::
NAS- | P: 0.0.0.0
Access- NAS- | P(FA) :

NAS- PORT: 0 NSAPI : 5
Acct - Sessi on- 1 D 393A43B1
NAS- | D n/ a
Access- NAS- | D FA) : n/ a
3GPP2- BSI D: n/ a
Access-Correl ation-1D(FA): n/ a
3GPP2-Correl ation-1D: n/ a
MEI D n/ a
Carrier-1D: n/a ESN n/ a
Upl i nk Byt es: 10778 Downl i nk Bytes: 10411
Upl i nk Packet s: 32 Downlink Packets: 41
I njected Uplink Bytes: 0 Injected Downlink Bytes: 0

I njected Uplink Packets:
Buf f ered Uplink Packets:
Buf f ered Uplink Bytes:

Upl i nk Packets in Buffer:
Downl i nk Packets in Buffer:

I njected Downl i nk Packets:
Buf f ered Downl i nk Packet s:
Buf f ered Downl i nk Bytes:
Uplink Bytes in Buffer:
Downl i nk Bytes in Buffer:

O O o oo
O O o oo



Buf f Over-limt Uplink Pkts:

Buff Over-limt Downlink Pkts:

Processed Uplink Packets:

Dr opped Upl i nk Packets:

Upl i nk Qut of Order Packets:

Dyn FU Redirected Fl ows:

| TC Termi nated Fl ows:

| TC Dropped Packet s:

I TC Dropped Upl Pkts:

| TC Dropped Upl Bytes:

Fl ow action Term nated Fl ows:

PP Fl ow action Termni nated Fl ows:

CC Dropped Uplink Packets:

CC Dropped Downl i nk Packets:

NRUPC Req Made:

NRUPC Req Fail ed:

Dynamic Rule Limting:

Bear er Bandwi dth Limting:

Upl i nk MBR (bps):

Upl i nk GBR (bps):

Upl i nk Burst (bytes):

Dr opped Uplink Pkts:

Dr opped Uplink Bytes:

Current Readdressed Sessions:

Total Readdressed Uplink Pkts:

Total Readdressed Uplink Bytes:

Total Readdressed Downlink Pkts:

Total Readdressed Downlink Bytes:

Tot al
Non Syn Fl ow
Dr opped Pkt s:

Enabl ed

Creation Tinme:
Last Pkt Time:
Dur ati on:
Active Chargi ng Service nane:
Rul e Base nane:

URL- Redi r First-Request-Only:
Bandwi dt h Pol i cy:

FW and- NAT Pol i cy:

NAT Pol i cy NAT44:

NAT Pol i cy NAT64:

TPO Pol i cy:

CF Policy ID:

ad CF Policy ID:

Dynani ¢ Char gi ng:

Dynanmi ¢ Chrg Msg Recei ved:
Instal | s Received:

Instal | s Succeeded:

Renoves Succeeded:

Upl i nk Dynani ¢ Rul e Packets:
Downl i nk Dynami ¢ Rul e Packets:
Dynani ¢ Char gi ng Packet

PCC Rule BWLinmt Upl Pkts:
PCC Rule BWLimt Upl Bytes:
PCC Rule Gating Upl Pkts:
PCC Rul e Gating Upl Bytes:
Rul eMat ch Fail Upl Pkts:

Rul eMat ch Fail Upl Bytes:

Credit-Control :

Event - Tri ggers:

QS Renegotiate Up:

TCP Proxy Fl ows Requests:

Di sabl e TCP Proxy Fl ows Requests:

Enabl ed

Readdr essi ng Fai |l ure Packets:

O OO0 00000 OoOo

o OO

O O O oo

32
41

Monday Sept enber
Monday Sept enber

Buf f Over-limt
Buf f Over-limt
Processed Downl i nk Packet s:
Dr opped Downl i nk Packet s:
Downl i nk Qut of Order
Dyn FU Discarded Pkts:

| TC Redirected Fl ows:

| TC ToS Renar ked Packet s:
| TC Dropped Dnl Pkts:

| TC Dropped Dnl Bytes:

Upl i nk Byt es:

CC Dropped Uplink Bytes:
CC Dropped Downl i nk Bytes:
NRUPC Req Success:

NRUPC Req Tinme Qut:

Downl i nk MBR ( bps):
Downl i nk GBR (bps):
Downl i nk Burst (bytes):
Dr opped Downl i nk Pkts:
Dr opped Downl i nk Byt es:

Duplicate Key:

Downl i nk Byt es:

Packet s:

OFRP OO0 0000000000 OoOOo

eNeNolNelNolNeolNeolNolNolNolNolNol

16 21:44:28 GV 2013
16 21:50: 20 GMI 2013

00h: 05m 52s

LTE
PGW
n/a
n/a
n/a

Not - r equi r ed
Not - r equi r ed

Drop statistics:

n/ a

n/ a

n/ a

Enabl ed

3 Rule Definitions Received: 3
3 Renoves Received: 0
3 Installs Failed: 0
0 Renoves Fail ed: 0
Upl i nk Dynami ¢ Rul e Bytes: 10778
Downl i nk Dynamic Rule Bytes: 10411

0 PCC Rule BWLimt Dnl Pkts: 0
0 PCC Rule BWLimt Dnl Bytes: 0
0 PCC Rule Gating Dnl Pkts: 0
0 PCC Rule Gating Dnl Bytes: 0
0 RuleMatch Fail Dnl Pkts: 0
0 RuleMatch Fail Dnl Bytes: 0
Of

0 QS Renegotiate Dn: 0
0 TCP Proxy Flows Request Success: O
0 Disable TCP Proxy Flows Success: 0



Current TCP Proxy Fl ows: 0 Total TCP Proxy Flows: 0
TCP- proxy reset for non-SYN fl ows: 0
Current |P Flows: 0 Current |CWVP Fl ows: 0
Current |Pv6 Fl ows: 2 Current |CWPv6 Fl ows: 0
Current TCP Fl ows: 1 Current UDP Fl ows: 1
Current HTTP Fl ows: 0 Current HITPS Fl ows: 0
Current FTP Fl ows: 0 Current POP3 Fl ows: 0
Current SMIP Fl ows: 0 Current SIP Fl ows: 1
Current RTSP Fl ows: 0 Current RTP Fl ows: 0
Current RTCP Fl ows: 0 Current | MAP Fl ows: 0
Current WSP- CO Fl ows: 0 Current WSP-CL Fl ows: 0
Current MVS Fl ows: 0 Current DNS Fl ows: 0
Current PPTP-GRE Fl ows: 0 Current PPTP Fl ows: 0
Current P2P Fl ows: 0 Current H323 Fl ows: 0
Current TFTP Fl ows: 0

Current UNKNOMN Fl ows: 1

Max (L3) Flows: 6

Max Fl ows Ti mest anp: Monday Septenber 16 21:44:39 GV 2013
CAE- Readdr essi ng:

GET Requests redirected: 0
POST Requests redirected: 0
O her Requests redirected: 0
HTTP Responses redirected: 0
Request s havi ng xheader inserted: 0
Total Uplink Bytes: 0
Total Uplink Packets: 0
Total Downlink Bytes: 0
Total Downlink Packets: 0
Total request charging action hit: 0
Total response charging action hit: 0
Total Charging action hit - Req. Readdr.: 0
Total Charging action hit - Resp. Readdr.: 0
CAE Readdressing Err. Conditions:

Total connection failed to video server: 0
Ski pped Req. Readdr. - pipelined req: 0
Ski pped Req. Readdr. - persistent case: 0
Ski pped Req. Readdr. - zero copied buf: 0
Ski pped Req. Readdr. - buf linmt exceed: 0
Req. Readdr. - Socket Mg. failed: 0
Ski pped Flow. - pipelined req.: 0
Ski pped Resp. Readdr. - pipelined req: 0
Ski pped Resp. Readdr. - persistent case: 0
Ski pped Resp. Readdr. - partial resp hdr: 0
Ski pped Resp. Readdr. - zero copied buf: 0
Ski pped Resp. Readdr. - buf limt exceed: 0
Resp. Readdr. - Socket Mg. failed: 0
Total |oad bal ancer failed: 0
Total MG xheader insertion fail ed: 0
Rul ebase configuration mnissing: 0
Transrating:

Total Transrated Video Connections: 0
Total &ZI P d Video Connections: 0
Total MP4 Vi deo Connecti ons: 0
Total FLV Video Connecti ons: 0
Transrated Sorenson H263 Connecti ons: 0
Transrated H264 Connecti ons: 0
Fai | ed Sorenson H263 Connecti ons: 0
Fai | ed H264 Connecti ons: 0
Fai | ed Vi deo Codec not supported 0
Total I|nput Video Data Bytes: 0
SH263 I nput Video Data Bytes: 0



H264 | nput Vi deo Data Bytes: 0
&I P I nput Video Data Bytes: 0
Total Qutput Video Data Bytes: 0
SH263 Qut put Vi deo Data Bytes: 0
H264 CQut put Vi deo Data Bytes: 0
&I P Cut put Video Data Bytes: 0
Average Input Video Bit Rate: 0
SH263 Input Video Bit Rate: 0
H264 | nput Video Bit Rate: 0
Average Qutput Video Bit Rate: 0
SH263 CQutput Video Bit Rate: 0
H264 CQutput Video Bit Rate: 0
Average Bit Rate Reducti on: 0
SH263 Bit Rate Reduction: 0
H264 Bit Rate Reduction: 0
TCP- Proxy Session Stats: n/ a
W MAX Hot li ni ng Status: n/ a
Li nk Monitoring Average Throughput: 0 kbps
Li nk Monitoring Average RTT: 0 ns
Char gi ng Updat es: n/ a
Dynami ¢ Charging Rule Definition Statistics:
Dynani c- Rul e- Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
| MsDef aul t 41 10411 32 10778 73
Total Dynami c Rul es: 1
Total Predefined Rul es: 0
Total Firewall Predefined Rules: O
Char gi ng- Updates Statistics: n/ a
Dynami ¢ Charging Rule Definition(s) Configured:
Narre Prior Content-Id Chrg-Type Rule Paraneters
| MsDef aul t 950 100 Ofline Gate Status: Al l ow All
QS Cass ldentifier: 5
ARP Priority Level: 10
Reporting Level: Rating Gp
Met eri ng Met hod: Dur ati on
Upl i nk MBR: 75000000
Downl i nk MBR: 75000000
Filter 1:
Direction: Upl i nk
Dst Addr ::/0
Filter 2:
Di rection: Downl i nk
Src Addr ::/0
Predefined Rul es Enabled List: n/a
Predefined Firewal | Rules Enabled List: n/a
Session- | D: 115: 12023218 User nane:
0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g
Cal lid: 2207571f | MSI/ MSI D 300420060496012
VS| SDN: 19126757869
ACSMgr | nst ance: 115 ACSMyr Car d/ Cpu: 711
SessMyr | nst ance: 115
Cient-1P: 2001: db8: :, 10. 174. 230. 156
NAS- | P: 0.0.0.0
Access- NAS- | P(FA):
NAS- PORT: 0 NSAPI : 6
Acct - Session- | D 393A43B7
NAS- | D n/ a
Access- NAS- | D FA) : n/ a



3CPP2-

BSI D:

Access-Correl ation-1D(FA):

3GPP2-Correl ation-1D:

MEI D

Carrier-1D: n/a ESN

Upl i nk Byt es: 2887 Downl i nk Bytes:

Upl i nk Packet s: 24 Downl i nk Packets:

Injected Uplink Bytes: 0 Injected Downlink Bytes:

I njected Uplink Packets: 0 Injected Downlink Packets:
Buf f ered Uplink Packets: 0 Buffered Downlink Packets:
Buf f ered Uplink Bytes: 0 Buffered Downlink Bytes:
Upl i nk Packets in Buffer: 0 Uplink Bytes in Buffer:
Downl i nk Packets in Buffer: 0 Downlink Bytes in Buffer:
Buf f Over-limt Uplink Pkts: 0 Buff Over-limt Uplink Bytes:
Buf f Over-limt Downlink Pkts: 0 Buff Over-limt Downlink Bytes:
Processed Uplink Packets: 0 Processed Downlink Packets:
Dr opped Upl i nk Packets: 0 Dropped Downlink Packets:
Upl i nk Qut of Order Packets: 0 Downlink Qut of Order Packets:
Dyn FU Redirected Fl ows: 0 Dyn FU Discarded Pkts:

| TC Termi nated Fl ows: 0 |ITC Redirected Fl ows:

| TC Dropped Packets: 0 |ITC ToS Renmar ked Packets:

I TC Dropped Upl Pkts: 0 |ITC Dropped Dnl Pkts:

| TC Dropped Upl Bytes: 0 |ITC Dropped Dnl Bytes:

Fl ow action Term nated Fl ows:

PP Fl ow action Termni nated Fl ows:

CC Dropped Uplink Packets: 0 CC Dropped Uplink Bytes:
CC Dropped Downl i nk Packets: 0 CC Dropped Downlink Bytes:
NRUPC Req Made: 1 NRUPC Req Success:

NRUPC Req Fail ed: 0 NRUPC Req Tinme CQut:

Dynamic Rule Limting: Enabled

Bearer Bandwi dth Limting: Enabled

Upl i nk MBR (bps): 0 Downlink MBR (bps):

Upl i nk GBR (bps): 0 Downlink GBR (bps):

Upl i nk Burst (bytes): 0 Downlink Burst (bytes):

Dr opped Uplink Pkts: 0 Dropped Downlink Pkts:

Dr opped Uplink Bytes: 0 Dropped Downlink Bytes:

Current

Tot al
Tot al
Tot al
Tot al
Tot al

Non

Readdr essed Sessi ons:
Readdr essed Uplink Pkts:
Readdr essed Uplink Bytes:
Readdr essed Downlink Pkts:
Readdr essed Downl i nk Byt es:

Readdr essi ng Fai |l ure Packets:

Syn Fl ow.

Dr opped Pkt s:

Creati

on Tine:

Last Pkt Tine:

Dur at i

on:

Active Chargi ng Service nane:
Rul e Base nane:

URL- Redi r

Bandwi

Fi rst-Request-Only:
dth Policy:

FW and- NAT Pol i cy:
NAT Pol i cy NAT44:
NAT Pol i cy NAT64:
TPO Pol i cy:

CF Pol

icy ID:

ad CF Policy ID:

Dynami
Dynami
I nst al
I nst al

¢ Charging:

¢ Chrg Msg Received:
I's Received:

I's Succeeded:

Renoves Succeeded:
Upl i nk Dynani ¢ Rul e Packets:

0 Duplicate Key:

Monday Sept enber
Monday Sept enber

n/ a
n/ a
n/ a
n/ a
n/ a
6105

[EEY
(o]

OPFRP O0OO0OO00000D0D0O0O0D00OO0O0OO0ODO0OO0OOoOOo

eNeNolNelNolNeolNeolNolNolNolNolNol

16 21:44:33 GV 2013
16 21:48:33 GV 2013

00h: 05m 47s

LTE
CCs
n/a
n/a

NATPOLI CY
Requi r ed

Not - r equi r ed

Rul e Definitions Received:
Renbves Recei ved:

Installs Fail ed:

Renoves Fail ed:

22 Uplink Dynam c Rul e Bytes:

O W wkF

n/ a
n/ a
n/ a

Enabl ed

1



Downl i nk Dynami ¢ Rul e Packets:
Drop statistics:

Dynani ¢ Char gi ng Packet

PCC Rule BWLinmt Upl Pkts:
PCC Rule BWLimt Upl Bytes:
PCC Rule Gating Upl Pkts:
PCC Rul e Gating Upl Bytes:
Rul evat ch Fail Upl Pkts:

Rul evat ch Fail Upl Bytes:

Credit-Control:

CC Peer:

CC G oup:

CC Mbde:

CC Fai l ure Handl i ng:
CC Session Fail over:

0

O O O oo

CCR-1 Server Unreachabl e Handling:
CCR-U Server Unreachabl e Handl i ng:
Total CCR-U

Current Server Unreachabl e

St at e:

InterimVolume in Bytes (used / allotted):
InterimTine in Seconds (used / allotted):

Server
QS Renegotiate Up:
TCP Proxy Fl ows Requests:

Di sabl e TCP Proxy Fl ows Requests:

Current TCP Proxy Fl ows:
TCP- proxy reset for
Current | P Flows:
Current |Pv6 Fl ows:
Current TCP Fl ows:
Current HTTP Fl ows:
Current FTP Fl ows:
Current SMIP Fl ows:
Current RTSP Fl ows:
Current RTCP Fl ows:
Current WSP- CO Fl ows:
Current MVS Fl ows:
Current PPTP-GRE Fl ows:
Current P2P Fl ows:
Current TFTP Fl ows:
Current UNKNOMWN Fl ows:
Max (L3) Flows:

Max Fl ows Ti mest anp:

Char gi ng Updat es:

Rat i ng- Gr oup:
Service-ldentifier:
State:

Checkpoi nt State:
Pendi ng Updat e:
Last Answer:
Validity-Tine:
Vol ume Threshol d:

CC-Ti ne:

CC-Total - Cct et s:
CC- I nput-Cctets:
CC- Qut put - Cct et s:
CC- Servi ce- Speci fi c- Uni
Quot a- Consunpt i on- Ti ne:
Quot a- Hol d- Ti ne:

Quot a- Val i di ty-Ti ne:

0

o O o

non- SYN f | ows:

OFRP OO0 00000000 rFr kO

3300

0

Char gi ng
Current
No
0h05n47s
42853
255852544

524288000

ts:

Retries (attenpted / configured):

Monday Sept enber

17 Downlink Dynamic Rul e Bytes: 5879
PCC Rule BWLimt Dnl Pkts: 0
PCC Rule BWLinmt Dnl Bytes: 0
PCC Rule Gating Dnl Pkts: 0
PCC Rul e Gating Dnl Bytes: 0
Rul eMatch Fail Dnl Pkts: 0
Rul evat ch Fail Dnl Bytes: 0

On
PHLARTRVASO03
DCCA- GY
DI AMETER
Retry & Term nate
Enabl ed
Conti nue
Conti nue
0
n/ a

na/ na

na/ na

na/ na
QS Renegoti ate Dn: 0
TCP Proxy Flows Request Success: O
Di sabl e TCP Proxy Flows Success: O
Total TCP Proxy Fl ows: 0
0
Current | CVP Fl ows: 0
Current | CWMPv6 Fl ows: 0
Current UDP Fl ows: 0
Current HTTPS Fl ows: 0
Current POP3 Fl ows: 0
Current SIP Fl ows: 0
Current RTP Fl ows: 0
Current | MAP Fl ows: 0
Current WSP-CL Fl ows: 0
Current DNS Fl ows: 0
Current PPTP Fl ows: 0
Current H323 Fl ows: 0

16 21:44:40 GV 2013

n/ a

Usage Total Usage

347 347

8992 8992

2887 2887

6105 6105

36 36
347



Rul edef Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
Handl eDNS3300 2 226 2 124 4
Fi rewal | - Rul edef Name Pkts-Down Byt es- Down Pkt s- Up Byt es- Up Hts
int_apn_src 2 226 2 124 4
Dynami ¢ Charging Rule Definition Statistics:
Dynani c- Rul e- Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts
RTRRul 3300 17 5879 22 2763 36
Total Dynami c Rul es: 1
Total Predefined Rul es: 2
Total Firewall Predefined Rules: O
Char gi ng- Updates Statistics: n/ a
Dynami ¢ Charging Rule Definition(s) Configured:
Nare Prior Content-Id Chrg-Type Rule Paraneters
RTRRul e3300 950 3300 Both Gate Status: Allow All
QS Cass ldentifier: 9
ARP Priority Level: 10
Reporting Level: Rating Gp
Met eri ng Met hod: Durn + Vol
Upl i nk MBR: 75000000
Downl i nk MBR: 75000000
Filter 1:
Direction: Upl i nk
Dst Addr 0.0.0.0/0
Filter 2:
Direction: Downl i nk
Src Addr 0.0.0.0/0
Filter 3:
Direction: Upl i nk
Dst Addr ::/0
Filter 4:
Direction: Downl i nk
Src Addr ::/0
Predefi ned Rul es Enabl ed List:
Handl eTCP3300
Handl eDNS3300
Predefined Firewall Rules Enabled List: n/a
Sessi on- | D: 115: 12023409 User nane:
0300420060496012@nai . epc. mc420. ncc300. 3gppnet wor k. or g
Cal li d: 22075719 | M/ MSI D 300420060496012
VS| SDN: 19126757869
ACSMgr | nst ance: 115 ACSMyr Car d/ Cpu: 711
SessMyr | nst ance: 115
Cient-1P: 2001: dbs8: :
NAS- | P: 0.0.0.0
Access- NAS- | P(FA):
NAS- PORT: 0 NSAPI : 7
Acct - Sessi on- | D 393A43B1
NAS- | D: n/ a
Access- NAS- | D FA) : n/ a
3GPP2- BSI D: n/ a
Access-Correl ation-1D(FA): n/ a
3CGPP2- Correl ation-1D: n/ a
VEl D: n/ a
Carrier-1D: n/a ESN n/ a



Upl i nk Byt es: 94041
Upl i nk Packet s: 1033
Dynamic Rule Limting: Enabled
Bearer Bandwi dth Limting: Enabled
Upl i nk MBR (bps): 38000
Upl i nk GBR (bps): 38000
Upl i nk Burst (bytes): 9500
Dropped Uplink Pkts: 0
Dr opped Uplink Bytes: 0
Current Readdressed Sessions:
Total Readdressed Uplink Pkts:
Total Readdressed Uplink Bytes:
Total Readdressed Downlink Pkts:
Total Readdressed Downlink Bytes:
Total Readdressing Fail ure Packets:
Non Syn Fl ow 0
Dr opped Pkt s: 0

Creation Tinme:

Last Pkt Time:

Dur ati on:

Active Chargi ng Service nane:
Rul e Base nane:

URL- Redir First-Request-Only:
Bandwi dt h Pol i cy:

FW and- NAT Pol i cy:

NAT Pol i cy NAT44:

NAT Pol i cy NAT64:

TPO Pol i cy:

CF Policy ID:

ad CF Policy ID:

Dynani ¢ Char gi ng:

Dynanmi ¢ Chrg Msg Recei ved: 0
Installs Received: 0
Installs Succeeded: 0
Rermoves Succeeded: 0
Upl i nk Dynanmi ¢ Rul e Packets: 1033
Downl i nk Dynami ¢ Rul e Packets: 922

Dynani ¢ Char gi ng Packet
PCC Rule BWLinmt Upl Pkts: 0
PCC Rule BWLimt Upl Bytes:

PCC Rule Gating Upl Pkts:

PCC Rul e Gating Upl Bytes:

Rul evat ch Fail Upl Pkts:

Rul evat ch Fail Upl Bytes:
Credit-Control:

Event - Tri ggers:

QS Renegoti ate Up:

TCP Proxy Fl ows Requests:

Di sabl e TCP Proxy Fl ows Requests:
Current TCP Proxy Fl ows:

TCP- proxy reset for non-SYN fl ows:
Current |P Flows:

Current |Pv6 Fl ows:

Current TCP Fl ows:

Current HTTP Fl ows:

Current FTP Fl ows:

Current SMIP Fl ows:

Current RTSP Fl ows:

Current RTCP Fl ows:

Current WSP- CO Fl ows:

Current MVS Fl ows:

Current PPTP-GRE Fl ows:

O O O oo

O O O o

OO O0OO0OO0OO0OO0O0OOoOr o

Monday Sept enber
Monday Sept enber

Downl i nk Byt es: 83406
Downl i nk Packets: 922
Downl i nk MBR ( bps): 38000
Downl i nk GBR (bps): 38000
Downl i nk Burst (bytes): 9500
Dr opped Downl i nk Pkts: 0
Dr opped Downl i nk Bytes: 0
0
0
0
0
0
0
Duplicate Key: 0

Drop statistics:

16 21:44:28 GV 2013
16 21:50: 20 GVI 2013

00h: 05m 52s

LTE

PGW

n/a

n/a

n/a

Not - r equi r ed

Not - r equi r ed

n/a

n/a

n/a

Enabl ed

Rul e Definitions Received: 0
Renoves Recei ved: 0
Installs Fail ed: 0
Renoves Fail ed: 0
Upl i nk Dynami ¢ Rul e Bytes: 94041
Downl i nk Dynami ¢ Rul e Bytes: 83406
PCC Rule BWLimt Dnl Pkts: 0
PCC Rule BWLimt Dnl Bytes: 0
PCC Rule Gating Dnl Pkts: 0
PCC Rul e Gating Dnl Bytes: 0
Rul eMatch Fail Dnl Pkts: 0
Rul evat ch Fail Dnl Bytes: 0
O f

QS Renegoti ate Dn: 0
TCP Proxy Flows Request Success: O
Di sabl e TCP Proxy Flows Success: O
Total TCP Proxy Fl ows: 0
0

Current | CVP Fl ows: 0
Current | CVMPv6 Fl ows: 0
Current UDP Fl ows: 1
Current HTTPS Fl ows: 0
Current POP3 Fl ows: 0
Current SIP Fl ows: 0
Current RTP Fl ows: 0
Current | MAP Fl ows: 0
Current WSP-CL Fl ows: 0
Current DNS Fl ows: 0
Current PPTP Fl ows: 0



Current P2P Fl ows: 0 Current
Current TFTP Fl ows: 0
Current UNKNOMWN Fl ows: 1
Max (L3) Flows: 0

Max Fl ows Ti mest anp:

Char gi ng Updat es:

H323 Fl ows: 0

No Charging rul edef(s) match the specified criteria

No Firewal |

Dynami ¢ Charging Rule Definition Statistics:

rul edef (s) match the specified criteria

Dynani c- Rul e- Nane Pkt s- Down Byt es- Down Pkt s- Up Byt es- Up Hts

0.0 922 83406 1033 94041 1955

Total Dynami c Rul es: 2

Total Predefined Rules: 0

Total Firewall Predefined Rules: O

Char gi ng- Updates Statistics: n/ a

Dynami ¢ Charging Rule Definition(s) Configured:

Nare Prior Content-Id Chrg-Type Rule Paraneters

0.0 400 102 Ofline Gate Status: Allow All
QS C ass ldentifier: 1
ARP Priority Level: 11
Reporting Level: Rating Gp
Met eri ng Met hod: Dur ati on
Upl i nk MBR: 38000
Downl i nk MBR: 38000
Upl i nk GBR: 38000
Downl i nk GBR: 38000
Filter 1:
Direction: Upl i nk
Prot ocol : ubP
Src Addr 2001:db8::12/128
Dst Addr 2001:db8::13/128
Dst Port 59536
Filter 2:
Di rection: Downl i nk
Prot ocol : ubP
Src Addr 2001:db8::13/128
Dst Addr 2001:db8::12/128
Dst Port 53626
0.1 401 102 Ofline Gate Status: Al ow All

QS Cass ldentifier: 1
ARP Priority Level: 11
Reporting Level: Rating Gp
Met eri ng Met hod: Dur ati on
Upl i nk MBR: 0
Downl i nk MBR: 0
Upl i nk GBR: 0
Downl i nk GBR: 0
Filter 1:
Direction: Upl i nk
Prot ocol : ubP
Src Addr 2001:db8::12/128

Dst Addr 2001:db8::13/128
Dst Port 59537

Filter 2:

Direction: Downl i nk
Prot ocol : UbP

Src Addr 2001:db8::13/128



Dst Addr 2001:db8::12/128
Dst Port 53627

Predefined Rul es Enabled List: n/a

Predefined Firewall Rules Enabled List: n/a

Total acs sessions matching specified criteria: 3

show active-charging firewall statistics

Znid Tshow active-charging sessions fully O#HKT, N7y NROYZ7OEHICETEHFHMEER
HTEET,

[ XGnwut ] PGA» show active-charging firewall statistics callid 0000513a
Thur sday June 18 17:01: 20 UTC 2015
Firewal | Statistics for Callid 0000513a in Context: XGMut.

Data Stats:

Total Packets Received: 8745
Total Bytes Received: 5296353
Total Packets Sent: 8704
Total Bytes Sent: 5291193
Total Packets (NAT64 Transl ation): 0
Total Bytes Reduced (NAT64 Transl ation): 0
Total Packets |njected: 0
Total Bytes Injected: 0
Upl i nk Packets Dropped: 37
Upl i nk Bytes Dropped: 5000
Downl i nk Packet s Dropped: 4
Downl i nk Byt es Dr opped: 160
Total Mal forned Packets: 0
Total DOS Attacks: 0
Total Flows Processed by Firewall: 0
Total NAT Flows Processed by Firewall: 171
Total NAT44 Fl ows Processed by Firewall: 171
Total NAT64 Fl ows Processed by Firewall: 0
Total Bypass-NAT Fl ows Processed by Firewall: 0
Total Bypass-NAT44 Fl ows Processed by Firewall: 0
Total Bypass-NAT64 Fl ows Processed by Firewall: 0
Current Flows Processed by Firewall: 0
Current NAT Fl ows Processed by Firewal |l : 1
Current NAT44 Fl ows Processed by Firewall: 1
Current NAT64 Fl ows Processed by Firewall: 0
Current Bypass-NAT Fl ows Processed by Firewall: 0
Current Bypass-NAT44 Fl ows Processed by Firewall: 0
Current Bypass-NAT64 Fl ows Processed by Firewall: 0

show subscribers data-rate [high/low]

MAERLERMAEIIN-TOTF—RZL—NAL—TYREF¥TF¥*LET,
cChik, BEOIIN—TRERHOITIL -7 (BENHZBEDIPT—ILOMAE ) & L&
LT, MEMELZERFAICT—XOBENRDONDMAETIL—TICERATREEICHRE
ERTY

ROEDE, IOV REABICRBLEBLUVOLTEY 7 A4 NEATY,



[l ocal ] PGN show sub data-rate high callid 22075719
Monday Septenber 16 21:51:07 UTC 2013

Total Subscribers 1

Active 1 Dor mant 0
peak rate from user(bps): 27699 peak rate to user(bps) : 24879
ave rate fromuser(bps) : 16663 ave rate to user(bps) : 16433
sust rate from user(bps): 16692 sust rate to user(bps) : 16459
peak rate from user(pps): 37 peak rate to user(pps) : 34
ave rate fromuser(pps) : 22 ave rate to user(pps) 122
sust rate from user(pps): 22 sust rate to user(pps) : 22

show subscribers debug-info

COOAXRVRICKE, ECTACERER IV ZT7 I INBERZYR—NTHBRICKRILDEBERY
EFENTVET, L, CCTEHKRRVBEEN BOZF >TLVSUREMHOHZEEN VY E
9,

CCTlk, RUVOLTEDHIZERAL T,

[l ocal ] PGN show sub debug-info nsid 300420060496012
Monday Septenber 16 21:50:51 UTC 2013

user nane: 0300420060496012@ai . epc. mc420. ntc300. 3gppnet wor k. org

cal lid: 22075719 msid: 300420060496012 Card/Cpu: 7/1 Sessngr Instance: 115 Prinary callline:
Redundancy Status: Oiginal Session Checkpoints Attenpts Success Last-Attenpt Last-Success Full:
8 6 63300nms 63300ms M cro: 661 661 Ons Oms GR Checkpoints Sent 2 Full Checkpoints, |ast 63
seconds before 56 Mcro Checkpoints, last 3 seconds before Invalidate-CRRs: 0 Call Statistics: 1
Current number of NAT flows checkpointed: O Current state: SMGR_STATE_CONNECTED FSM Event trace:
State Event Num Occurances Tinme SMGR_STATE_OPEN SMGR EVT_NEWCALL (1) 2013-09-16: 21: 44: 28
SMGR_STATE_NEWCALL_ARRI VED SMGR_EVT_| PV6ADDR_ALLOC SUCCESS (1) 2013-09-16: 21: 44: 29
SMGR_STATE_NEWCALL_ARRI VED SMGR_EVT_ANSWER CALL (1) 2013-09-16:21: 44: 29
SMGR_STATE_NEWCALL_ANSWERED SMGR_EVT_LI NE_CONNECTED (1) 2013-09-16: 21: 44: 29

SMGR_STATE_LI NE_CONNECTED SMGR_EVT_LOWER _LAYER UP (1) 2013-09-16:21:44:29 CLP State Trace: State

EBl's Associated Time CLI_MAPPED SGX _EVT POLICY STATUS IND - - - - - - - - - - - 2013-009-
16: 21: 49: 53 CLI _MAPPED SGX_EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 53
CLI _MAPPED SEF_EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 53
CLI _MAPPED SEF_EVT POLICY CHANGE RSP - - - - - - - - - - - 2013-09-16: 21: 49: 53
CLI _MAPPED SGX _EVT_POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16: 21: 49: 53

CLI _MAPPED SGX_EVT_POLI CY_STATUS | ND
CLI _MAPPED SEF_EVT SESS SETUP RSP - - - - - - - - - -

2013-09-16: 21: 49: 53
2013-09-16: 21: 44: 29

CLI _MAPPED SGX _EVT_POLICY STATUS IND - - - - - - - - - - - 2013-09-16:21: 44: 29
SMER_CLP_EVT_PGW UPDATE_BEARER REQ - - - - - - - - - - - 2013-09-16:21:44:29

CLlI _MAPPED_SEF EVT_BEARER BINDING RSP - - - - - - - - - - - 2013-09-16:21:44:29
SMGR_CLP_EVT_PGW CREATE SESSION RSP 5 - - - - - - - - - - 2013-09-16:21: 44: 29

CLI _MAPPED SGX _EVT _POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16:21:49: 52

CLI _MAPPED SEF EVT POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16:21:49: 52

CLI _MAPPED SEF EVT POLICY CHANGE RSP - - - - - - - - - - - 2013-09-16:21:49: 52

CLI _MAPPED SGX _EVT _POLICY CHANGE REQ - - - - - - - - - - - 2013-09-16:21:49: 52

CLI _MAPPED SGX_EVT_POLICY STATUS IND - - - - - - - - - - - 2013-09-16:21:49: 52

SMER_CLP_EVT_PGW CREATE_BEARER REQ - - - - - - - - - - - 2013-09-16:21:49:52

CLI _MAPPED_SEF EVT_BEARER BINDING RSP - - - - - - - - - - - 2013-09-16:21:49:53
SMGR_CLP_EVT_PGW CREATE BEARER RSP - - 7 - - - - - - - - 2013-09-16:21:49: 53

CLI _MAPPED_SEF_EVT_POLI CY_STATUS_IND - - - - - - - - - - - 2013-09-16:21:49:53 Sub Session State

Trace: EBlI ID State TinmeStanp 5 SMGR_STATE _NEWCALL_ARRI VED 2013-09- 16: 21: 44: 28 5



SMGR_STATE_CONNECTED 2013- 09- 16: 21: 44: 29 7 SMGR_STATE_CONNECTED 2013- 09- 16: 21: 49: 53 NAT Pol i cy
NAT44: Not-required NAT Policy NAT64: Not-required Data Reorder statistics Total timer expiry: 0
Total flush (tnr expiry): O Total no buffers: 0 Total flush (no buffers): 0 Total flush (queue
full): 0 Total flush (out of range):0 Total flush (svc change): O Total out-of-seq pkt drop: O
Total out-of-seq arrived: O | Pv4 Reassenbly Statistics: Success: 0 In Progress: 0 Failure
(timeout): O Failure (no buffers): 0O Failure (other reasons): 0O Re-addressed Session Entries:

Al'l owed: 2000 Current: O Added: O Deleted: O Revoked for use by different subscriber: 0 TCP
Proxy DNS Info entries 0 I Pv4 ACL applied: active input acl: nunber of rules: 0 active output
acl: number of rules: 0 ACL caching statistics: input packets: 2206 input cache hits: 0 output
packets: 2183 output cache hits: 0 I Pv6 ACL applied: active input ipv6 acl: ECS ACL_V6 nunber of
rules: 8 active output ipv6 acl: ECS ACL_V6 nunber of rules: 8 IPv6 ACL caching statistics:
input cache hits: 1787 output cache hits: 739 Total nunmber of ACL reload: O Total nunber of ACS
session del eted on ACL rel oad: 0 NEMO Mode: N A ; Peer bond: NO; Peer Callid: 00000000 sessngr
NPU Fl ow Details: Flow Id Flow Type Nat Real m VPN Id 8079786 | PV6_FLONN/a 5 Private | P NPU fl ow
timeout (Seconds) : n/a ACS PCP Service: n/a

show subscribers aaa-configuration

chiE, AAANEREhIZA, TORRAENELACAADLST, MAEDITNTOAAAS LUK
E (AAADADOTEBREET ) BEBROERBZVANTT ., XFTAAATRIENT Y R, 7R
9ZANT7A7T7ANEZDHLIEEY, F7AILNOI Y —REICEIDERFEZERL 12V
TRIMVELBL, YTRAIVTANCENETSNTVWBRD v—2 2RI B ERTT,

show subscribers activity

SOIZ7@. YTRIVZANOTITAETALRILERLET

show active-charging flows ip-address

chlF, BEENIEHAIP7 RLALERENEZEINTOEYZ I O7O-IDICKDINTO
7O0-OUARNTHY, MABIICEBENENANRERLET, YTRIZANHFTIOEAL
KS5ELTWBRT7RLAZEFEL., TOT RLAASNTY RFZETATVWRI DL ES H Z2HHER
TR, FTEZEHTRITANZERTIHBEF HYVET,

- RO T7O—IDICEET 2 EM1EHIE. show active-charging flows full flow-idZ £/ L TEEB T

E, MSIP74—J)LR ( ZOBESTmon suboutput? SYBBL TWBHTRAIZ A4 /NNDIPT R
LA)IC&>THEYE7A—ZHELET,

show subscribers policy

ChIZRY, BIWETSNTVWARHTRAIVTAINOREORI S —HFIAREIET



show [mipfa | mipha] full

BTROTANICETHMPREEBROFHESI RTENET

[l ocal ] PDSN- FA> show m pfa full usernanme 9786045176@i sco.com
Tuesday May 12 16:08: 05 UTC 2015

User name: 9786045176@i sco. com Cal lid: 1120ff97
MSI D 311289786045176
Num Agent Advt Sent: 1 Num Agent Solicit Rcvd: 0
Honme Address #1: 10.235.121.62 NAIl : 9786045176@i sco. com
FA Address: 203.0.113.1 HA Address: 203.0.113.2
Lifetime: 02h00nD0s Rermai ni ng Lifetinme: 01h56n04s
Reverse Tunneling: On Encapsul ati on Type: IP-IP
GRE Key: n/a | PSec Required: No
IPSec Ctrl Tunnel Estab.: No | PSec Data Tunnel Estab.: No
WMN- AAA Rernoval : No Proxy M P: Disabl ed
DMJ Auth Failures: 0 Send Term nal Verification: Disabled
Revocati on Negoti ated: YES Revocation | Bit Negotiated: YES
WN- HA- Key- Present: FALSE M\- HA- SPI: n/a
FA- HA- Key- Present : TRUE FA- HA- SPI : 8832
M\- FA- Key- Present : FALSE M\- FA-SPI: n/a
HA- RK- KEY- Present: FALSE HA-RK-SPI: n/a
HA- RK- Li feti ne: n/ a HA- RK- Remai ni ng-Lifetine: n/a

Send Host Config: Disabled

show [mipfa |mipha]h~J > &

ROLAR—KNE, YT AIOSANODEEETEBMPEEATRICOVTHRELE T,

[l ocal ] PFDN> show ni pfa counters usernane 9786045176@i sco. com
Tuesday May 12 16:08:12 UTC 2015
MSI D: 311289786045176
User nane: 9786045176@i sco. com
Cal lid: 1120ff97
Num Agent Advt Sent: 1 Num Agent Solicit Rcvd: 0
Home Address: 10.235.121.62 NAlI : 9786045176@i sco. com
FA Address: 203.0.113.1 HA Address: 203.0.113.2
Regi strati on Request Recei ved:

Total Received Reg: 1 Accept ed Reg: 1
Rej ect ed Reg: 0

Deni ed Reg: 0 Di scarded Reg: 0
Rel ayed Reg: 1 Aut h Fail ed Reg: 0
FA Deni ed Reg: 0 HA Deni ed Reg: 0
Rcvd with M P Key Dat a&col on; 0
Init RRQ Received: 1 Init RRQ Accepted: 1
Init RRQ Rejected: 0

Init RRQ Denied: 0 Init RRQ Di scarded: 0
Init RRQ Rel ayed: 1 Init RRQ Auth Fail ed: 0
Init PMP RRQ Xmit: 0 Init PMP RRQ Re-Xmit: O
Init RRQ Denied by FA 0 Init RRQ Denied by HA: 0



Tunnel

Renew RRQ Recei ved:
Renew RRQ Rej ect ed:
Renew RRQ Deni ed:
Renew RRQ Rel ayed:
Renew PM P RRQ Xnmit:
Renew RRQ Deni ed by FA:

Dereg RRQ Recei ved:
Dereg RRQ Rej ect ed:
Dereg RRQ Deni ed:
Dereg RRQ Rel ayed:
Dereg PM P RRQ Xmit:
Dereg RRQ Deni ed by FA:

Deni ed by FA:

Unspecified error:
Admi n Prohi bited:

MN Aut h Failure:
Lifetinme too |ong:
Poorly fornmed Reply:
Invalid COA:

M ssi ng Hone Agent:
Unknown Chal | enge:
St al e Chal | enge:
Encap Unavai |l abl e:
Rev Tunnel Mandatory:

Delivery Style Unavail abl e:

HA Port Unreachabl e:
Unknown CVSE Rcvd:
AAA Aut henti cator:

i scarded by FA:
Invalid Extn:

Deni ed by HA:

FA Auth Failure:

M smat ched | D:
Unknown HA:

MN Auth Fail ure:
Adm n Prohi bited:
Encap Unavai |l abl e:
Unknown CVSE Rcvd:

Regi stration Reply Rcvd:

Tot al :
Errors:

Init RRP Rcvd:
Renew RRP Rcvd:
Dereg RRP Rcvd:
RRP with Dyn HA Rcvd:

Regi stration Reply Sent:

Tot al :
Accept ed DeReg:
Send Error:

Dat a Recei ved:
Total Packets :
I Pl P:
Total Bytes :
I Pl P:
Errors:

O OO ooo

O OO ooo

[eNeNeoNelNolNeolNolNolNolNolNolNolNolNolNol

o OO OO ooo

O O O P

o

3383
3383
3850296
3850296

Renew RRQ Accept ed:

Renew RRQ Di scar ded:
Renew RRQ Aut h Fail ed:
Renew PM P RRQ Re- Xmi t:
Renew RRQ Deni ed by HA:

Dereg RRQ Accept ed:

Der eg RRQ Di scar ded:
Dereg RRQ Auth Fail ed:
Dereg PM P RRQ Re-Xnit:
Dereg RRQ Deni ed by HA:

Reg Ti meout :

No Resources:

HA Auth Failure:
Poorly formed Request:
MN Too Distant:

M ssing NAI:

M ssi ng Hone Addr:

M ssi ng Chal | enge:

Rev Tunnel Unavail abl e:
HA Net wor k Unreachabl e:
HA Host Unreachabl e:

HA Unr eachabl e:

M P Key Request:

Public Key Invalid:

I nvalid UDP Checksum

Poorly formed Request:
Si mul

Rev Tunnel Unavail abl e:
No Resources:
Rev Tunnel Mandatory:

Unspeci fi ed Reason:

Rel ayed:

Init RRP Rel ayed:
Renew RRP Rel ayed:
Dereg RRP Rel ayed:
RRP with Dyn HA Deni ed:

Accept ed Reg:
Deni ed:

GRE:

Bi ndi ngs Exceeded:

O O O o o O O O o

O OO O0OO0OO0oOOoOOo

O OO o OoOOo

O OO o OoOOo



Protocol Type Error: 0 GRE Key Absent: 0

GRE Checksum Error 0 Invalid Pkt Length: 0
No Session Found : 0
Tunnel Data Sent:
Total Packets : 2905
| Pl P 2905 GRE: 0
Total Bytes : 346228
| Pl P 346228 GRE: 0

show ppp [full]

chiZky), YT RISANICETHHMAEPPPEERBI REENET,
-7IN—=>23a ik, BEN—2a3a0A—-/N—tY " NTREBHYEFEA,

[l ocal ] PDSN- HSGWN show ppp username 9786045176@i sco. com
Tuesday May 12 16:08:18 UTC 2015
PPP Sunmmary:

1 PPP Sessions In Progress

Layer Info:
1 LCP Up 1 1PCP Up 0 I Pv6CP Up 0 CCP Up

Conpr essi on:
0 VJ Conpressed Sessions (loc to remn

0 VJ Conpressed Sessions (remto |oc)
0 ROHC Conpressed Sessions (loc to rem
0 ROHC Conpressed Sessions (remto |oc)
0 Nornmal PPP Conpressed Sessions
0 Statel ess PPP Conpressed Sessions
1 NONE 0 STAC 0 MPPC 0 DEFLATE (loc to rem
1 NONE 0 STAC 0 MPPC 0 DEFLATE (remto | oc)
Errors:
O In errors 0 In discards 0 In unknown proto
0 Qut errors 0 Qut discards 0 Pkt too I|ong
0 Bad address 0 Bad control 0 Bad FCS
0 Bad Length
0 Echo req rcvd 0 Echo rsp rcvd 0 Echo Req sent
0 Echo rsp sent 0 Invalid magi c- nunber rcvd
0 LCP Vend Ext req sent 0 LCP Vend Ext req resent
0 LCP Vend Ext rsp rcvd 0 LCP Vend Ext protocol rejected
0 LCP Vend Ext req nmax-retried
0 Decomp errors 0 Conmp Reset sent
0 Comp errors 0 Conp expansi on 0 Comp Reset rcvd
Data Stats:
294366 | n octs(unfraned) 2059 In pkts
307 In ctrl octs 8 In ctrl pkts
O In conp octs 0 In conp pkts
O I'n unconp octs
307522 In franed octs
3798297 CQut oct s(unframed) 3400 CQut pkts
139 Qut ctrl octs 6 Qut ctrl pkts
0 Qut conp octs 0 Qut conp pkts

0 Qut unconp octs
3840820 CQut franed octs



[l ocal ] PDSN- HSGWN show ppp full
Tuesday May 12 16:08:23 UTC 2015

user nane 9786045176@i sco. com

User nane: 9786045176@i sco.com Callid:1120ff97 Msid: 311289786045176

LCP State: Opened

ntu (Negoti at ed/ Enforced): 1500/ 1500 nru: 1500
auth algorithm(loc to rem: none (remto loc): none
PFC (loc to rem: enabled [ignore] (remto loc): enabled
ACFC (loc to ren): enabled [ignore] (remto loc): enabled
async map (loc to ren): 0x00000000 (remto loc): 0x00000000
| PCP State: Opened
| P Header conmp. (loc to rem: none
(remto loc): none
Local Address: 203.0.113.1 Renot e Addr ess: 0.0.0.0
Primary DNS: 209. 165. 200. 225 Secondary DNS: 209. 165. 200. 226
Primary NBNS: 0.0.0.0 Secondary NBNS: 0.0.0.0
| PV6CP State: Not Opened
CCP State: Not Opened
294701 I n octs(unfraned) 2063 I n pkts
3798574 CQut oct s(unframed) 3404 CQut pkts
307 In ctrl octs 8 In ctrl pkts
139 Qut ctrl octs 6 Qut ctrl pkts
307883 In franed octs 3841113 Cut franmed octs
291333 In data (unfr/data-cnp) octs 3784675 CQut data (unfr/data-cnp) octs
291471 In data (iphdr-cnp) octs 3784843 CQut data (iphdr-cnp) octs
0 In data (iphdr-cnp-fail) octs 0 In data (iphdr-cnp-fail) pkts
0 In data (iphdr-rohc) octs 0 Qut data (iphdr-rohc) octs
0 In data (iphdr-rohc-fail) octs 0 In data(iphdr-rohc-fail) pkts
0 I'n discards O Inerrors
0 CQut discards 0 Qut errors
0 Bad address 0 Bad control
0 Pkt too long 0 Bad FCS
0 Bad pkt |ength
0 Echo req rcvd 0 Echo rsp rcvd
0 Echo req sent 0 Echo rsp sent
0 LCP Vend Ext req sent 0 LCP Vend Ext req resent
0 LCP Vend Ext rsp rcvd 0 LCP Vend Ext protocol rejected
0 LCP Vend Ext req nax-retried
0 Invalid magic-nunmber rcvd
Total PPP sessions matching specified criteria: 1

show ppp counters

[l ocal ] PDSN- HSGWNs show ppp counters usernane 9786045176@i sco. com

Tuesday May 12 16:08:52 UTC 2015

User nane: 9786045176@i sco.com Callid: 1120ff97 Msid: 311289786045176

296894 | n oct s(unfraned)
3800156 CQut oct s(unframed)

307 In ctrl octs
139 Qut ctrl octs
310124 In franed octs
293517 In data (unfr/data-cnp) octs
293655 I n data (iphdr-cnp) octs
0 In data (iphdr-cnp-fail) octs
0 In data (iphdr-rohc) octs
0 In data (iphdr-rohc-fail) octs
0 I'n discards

0 Qut discards
0 Bad address

2083
3412

8

6
3842736
3786225
3786393

O OO o oo

In pkts
Qut pkts
In ctrl pkts
Qut ctrl pkts

Qut framed octs

Qut data (unfr/data-cnp) octs
Qut data (iphdr-cnp) octs

In data (iphdr-cnp-fail) pkts
Qut data (iphdr-rohc) octs
In data(iphdr-rohc-fail) pkts
In errors

Qut errors

Bad control



0 Pkt too | ong
0 Bad pkt |ength
0 Echo req rcvd
0 Echo req sent
0 LCP Vend Ext
0 LCP Vend Ext rsp rcvd

0 LCP Vend Ext req nmax-retried
0 Invalid magic-nunmber rcvd

req sent

Tot al

show rp full

ChiZkY), YTRIVTANICETHHMBEANT (RPAVE—TI(R) BEBHBANLAR—IE

hE9

0 Bad FCS

0 Echo rsp rcvd

0 Echo rsp sent

0 LCP Vend Ext req resent

0 LCP Vend Ext protocol rejected

PPP sessions matching specified criteria: 1

- Tshowrp counters] &, CHOAN ROBTEY RNTT

[l ocal ] PDSN- HSGW show rp full username
Tuesday May 12 16:07:52 UTC 2015
User nane: 9786045176@i sco.com Callid:
A10 Connection #1:(Main)
PCF Address: 10.207.6.67
WMN Sess Ref ID 1
Service Option: 59
Fl ow Control State :
Lifetime: 00h30nD0s

XON

CRE Recei ve:

Total Packets Rcvd: 2017
CRE Send:

Total Packets Sent: 4722

Data Over Signaling Packets: O
| P Header conpression:
Forward: ROHC not negoti at ed
Reverse: ROHC not negoti ated
GRE Fl ow Control:
Total Packets Received with XCOFF:
Total Packets Received with XON:
Total XON->XOFF Transitions:
Total Qutput Packets Dropped on XOFF:
Total Qutput Bytes Dropped on XOFF:

SPI: 257

Prev Systemld: O
Prev Network Id: O
Prev Packet Zone Id: O
BSI D. 001C00030015

Regi strati on Request/Reply:
Renew RRQ Accepted: O
Intra PDSN Active H O RRQ Accept: O
Inter PDSN Handoff RRQ Accepted: 1
Reply Send Error: O

Regi strati on Updat e/ Ack:
Initial Update Transmitted: O

9786045176@i sco. com

1120ff97 Msid: 311289786045176
PDSN Address: 10.211.28.132
CGRE Key: 1864769
Remai ni ng Lifetinme: 00h28nb9s
Tot al

Bytes Rcvd: 367426

Total Bytes Sent: 3988706
Data Over Signaling Bytes: 0

O O o oo

Current
Current
Current
GRE Segnmentation :

Systemld: 0O
Network Id: O
Packet Zone 1d: O
Di sabl ed

Di scarded: O
Intra PDSN Dormant H O RRQ Accept: O

Update Retransnmitted: O



Denied: O Not Acknow edged: O
Reg Ack Received: O Reg Ack Discarded: O
Update Send Error: O

Regi strati on Update Send Reason:
Lifetime Expiry: O Upper Layer Initiated: O
O her Reasons: 0 Handof f Rel ease: 0
Sessi on Manager Exited: O

Regi stration Update Deni ed:
Reason Unspecified: 0 Admi n Prohibited: O
PDSN Fai | ed Aut hentication: 0 Identification Msmatch: 0O
Poorly Forned Update: O

Sessi on Updat e/ Ack:

Initial Update Transmitted: 1 Update Retransnitted: O
Denied: O Not Acknow edged: O
Sess Update Ack Received: 1 Sess Update Ack Discarded: O

Update Send Error: O

Sessi on Update Send Reason:

Al ways On: 0 QS I nfo: 1
TFT viol ation: 0 Traffic Violation: O
Traffic Policing: O Qperator Triggered: O

Sessi on Updat e Deni ed:
Reason Unspecified: 0 Insufficient Resources: 0O
Admi n Prohibited: O Par amet er not updated: 0
PDSN Fai | ed Aut hentication: 0O
Identification Msmatch: 0O
Poorly Forned Update: O

Profile Id Not Supported: O Handoff In Progress : 0
GRE Recei ve:
Total Packets Received: 2017 Protocol Type Error: 0
Total Bytes Received: 367426 GRE Key Absent: 0
GRE Checksum Error: 0
Invalid Packet Length: 0
GRE Send:
Total Packets Sent: 4722
Total Bytes Sent: 3988706

Total Packets Sent in SDB:0
Total Bytes Sent in SDB: O

GRE Segnent ati on:
Total Packets Received with Segmentation Indication:
Total Packets Sent with Segnentation Indication:
Total Successful Reassenbly:
Total packets processed w thout proper reassenbly:

O O O o

GRE Fl ow Control :
Total Packets Received with XOFF:
Total Packets Received with XON:
Total XON->XOFF Transitions:
Total Qutput Packets Dropped on XOFF:
Total Qutput Bytes Dropped on XOFF:

O OO oo

Total RP sessions matching specified criteria: 1

show 12tp sessions full
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[l ocal ] PDSN- LAC> show | 2t p sessions full user 0020000648@i sco.com
Wednesday June 17 23:34:13 UTC 2015

User name: 0020000648@i sco. com Cal lid: 161df 87f Msi d: 311280020000648
Peer | P Address: 203.0.113.11 Servi ce Nane: LAC- Servi cel
Cont ext Nane: destination Servi ce Type: LAC

Session State: LAC ESTABLI SHED

Local Tunnel ID:. 7 Local Session ID. 2471

Peer Tunnel |D: 88 Peer Session ID: 2471

Call Type: LAC-INCOM NG Call Serial Num 371062911
Rx Connect Speed: 57600 Tx Connect Speed: 64000
PPP Pr oxy- Aut h: CHAP_NMD5 Tunnel Key: n/ a
Bearer Type: DI G TAL Fram ng Type: ASYNC
System | D 0 Net work | D: 0

Cel |l Nunber: 0 Service Option: 0

Dat a Rx Sequence Num Enabl ed: DI SABLED
Data Tx Sequence Num Enabl ed: DI SABLED

Dat a Rx Sequence Num 0

Data Tx Sequence Num 0

Rx Data Pkts: 0 Tx Data Pkts: O
Rx Data Ccts: 0 Tx Data Ccts: O
Rx Discard Data Pkts: O

Handof f s: 0

[l ocal ] HA-LNS> show | 2t p sessions full usernanme 0020009112@i sco. com
Wednesday June 17 23:33:01 UTC 2015

User name: 0020000648@i sco. com Cal li d: 0a30f 2ac Msi d: 311280020000648
Peer | P Address: 203.0.113.10 Servi ce Nane: SI P- LNS
Cont ext Nane: LNSI NGRESS Service Type: LNS

Session State: LNS _ESTABLI SHED

Local Tunnel ID: 88 Local Session ID 2471

Peer Tunnel |D: 7 Peer Session ID: 2471

Call Type: LNS-INCOM NG Call Serial Num 371062911
Rx Connect Speed: 57600 Tx Connect Speed: 64000
PPP Pr oxy- Aut h: CHAP_NMD5 Tunnel Key: n/ a
Bearer Type: DI G TAL Fram ng Type: ASYNC

Dat a Rx Sequence Num Enabl ed: ENABLED
Data Tx Sequence Num Enabl ed: DI SABLED

Dat a Rx Sequence Num 15

Data Tx Sequence Num 6

Rx Data Pkts: 15 Tx Data Pkts: 6
Rx Data Ccts: 953 Tx Data Ccts: 424

Rx Discard Data Pkts: O



show rsvp counters

YT ROTANDEMErsvp IV ENVARENET

show ims-authorization sessions full

PCRFtY < 3> nFEFMERZXRICRLET
Pk, 22DAPN., APN1E KTAPN2OPCRFIESHRZRL TVWET

. SGSN IP-AddressiE EBRICIESGWT7 RLATHD CEITEFELTLSEEW

[1 ocal ] PGNW show i ns-aut horization sessions full insi 300420160377232
Wednesday June 17 23:47:00 UTC 2015

Cal I 1d: 4d9of 33ch Servi ce Name: | M- GX
I MSI: 300420160377232
Session I D: 0007-di anproxy. PHLA. Gx. i ns. com 1302279115; 926061183; 55810c¢5d- 17f 02
Bearer Type: GIP
SGSN | P- Addr: 203.0.113.3
APN:  APN1
Bearer Control Mode: UE/ NW
State: Connected

Negoti at ed Supported Features:
3gpp-r 10
Bound PCRF Server: ohcis04nra0Ol. ci sco.com
Primary PCRF Server: ohci s04nra0Ol. ci sco.com
Secondary PCRF Server: njbbs04nra0l. ci sco.com
Primary P-CSCF: NA
Secondary P-CSCF: NA
Qutstanding CCR-U. 0
UE | P Address:
UE | P Session Type: |Pv6
| Pv4 Address: NA
| Pv6 Prefix: 5555:1000: 8010: a9a4: :
Aut h Deci si on:
Event Triggers:
QoS- Change
PLMN- Change
RAT- Change
| P_CAN- Change
Usage- Report
Successful - Resource- Al |l oc
UE- Ti nezone- Change
Resour ce- Modi fi cati on- Request
UE- | P- Addr ess- Al | ocat e
UE- | P- Addr ess- Rel ease
Def aul t - EPS- Bear er - QOS- Change
APN- AMBR- Mbdi fi cation-Failure
Def aul t - EPS- Bear er - QOS- Modi fi cation-Fail ure
Event Report Indication: None



Negoti at ed QoS:

Def aul t - Bear er - Qo0S:
. 5
ARP:
PL: 10 PCl: 1
PVI: 1
APN AMBR Uplink(in bps): 600000 APN AMBR Downl i nk(in bps): 600000

Callld: 4d9f5163 Service Nane: | M5 GX
I MSI: 300420160377232
Session | D: 0007-di anproxy. PHLA. Gx. i ms. com 1302286691; 929479551; 55814953- 17f 02
Bearer Type: GIP
SGSN | P- Addr: 203.0.113.3
APN:  APN2
Bearer Control Mbde: UE/ NW
State: Connected

Negoti at ed Supported Features:
3gpp-r 10
Bound PCRF Server: ohcis04nra0Ol. ci sco.com
Primary PCRF Server: ohci s04nra0Ol. ci sco.com
Secondary PCRF Server: njbbs04nra0l. ci sco.com
Primary P-CSCF: NA
Secondary P-CSCF: NA
Qut standing CCR-U. 0
UE | P Address:
UE | P Session Type: |Pv4_IPv6
| Pv4 Address: 100.107.226. 26
I Pv6 Prefix: 5555:1000: b029: a82d: :
Aut h Deci si on:
Event Triggers:
QoS- Change
PLMN\- Change
RAT- Change
| P_CAN- Change
Qut-OF-Credit
Real | ocation-Of -Credit
Usage- Report
Resour ce- Modi fi cati on- Request
UE- | P- Addr ess- Al | ocat e
UE- | P- Addr ess- Rel ease
Def aul t - EPS- Bear er - QOS- Change
APN- AMBR- Modi fi cati on-Fail ure
Def aul t - EPS- Bear er - QOS- Modi fi cati on-Fail ure
Event Report Indication: None

Negoti at ed QoS:

Def aul t - Bear er - Q0S:

Q. 8

ARP:
PL: 10 PCl: 1
PvIi: 1

APN AVBR Upl i nk(in bps): 150000000  APN AMBR Downl i nk(in bps): 150000000

Y TRAOSANEENOIT> R

N> R Tshow port npu counterss & "show port datalink countersy &4 > X —7 T 4 A£AKIC
HRAEhEITH, DATLANEIAM 2V ER—T IA AN SKHEEOMAZEOTF—ZZ20ELTWVWDH
ESHEHTEL (EZEZMAZEOFIROHAZSR ), MAZFZFHTEZFERE. XY NT—
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