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Cisco IOS® XE 16.12.2s A€ HR—KNLE T,
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BiFpcapld 4/ —H XY MU (RXETXDOMEE ) DIXNTZEZF Y TFr L. NTY M ERERES©
DEHICAPROZY TRAREEIhET,

EEL, FY7FYENDOBRAPOCPUTL—2 RS 714V 0EFTT, chldk, APEDORET
REEEENBNTT714Y %9 (APDHCP, APcapwapd RO—=ILRZRILBE ) THY, 954
TOoORNZ 749 OR@KRRLERA,

HAAXRGIEICHBREATVET (RAT A XFRIEFSMB ). TS, ROKNZTTA4YID
HREXFYTFYITDEDILTAINRERETIVLEN HRIEENHYET,

NZ74v 92 0E—9%HIIC. "no debug traffic wired ip captures &7 (& & (Z Tundebug all
BETLTRS 749 0F Yy T7F vy EEFELLET (TS5LEBEVE, NTYRNFEEEZIAENT
WB7®H, JBE—RBFKTLEEA )
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<ffroot>

AP70DB.98E1.3DEC#debug traffic wired ip capture
% Writing packets to "/tmp/pcap/

AP70DB. 98E1. 3DEC_capt ur e. pcap0”

AP70DB.98E1.3DEC#reading from file /dev/click_wired_log, 1link-type EN1OMB (Ethernet)

ATYVT2: RZ T4V INFRNBDOZEF>THA S, X R Tno debug traffic wired ip
captures FiFHEIZ "undebugally ZFERALTF ¥ 7FyE2EFLELET,

AP70DB.98E1.3DEC#no debug traffic wired ip capture

ATY T 3: 77 A ) &tftp/lscpH—NIZIE—L&E T,

<#root>
AP70DB.98E1.3DEC#copy pcap
AP70DB. 98E1. 3DEC capt ur e. pcap0

tftp 192.168.1.100
HARRRARRRRRRRHR R R R R R R H A AA AR AR AR AR AR R R R R R R R R R R H R R HAF A AR
AP70DB.98E1.3DEC#

ATY 7 4. ZNT, WireshartkT7 7 AR ZENTEET, 774 )NIEpcap0TT,
pcaplC ZE L T, Wireshark& BEIVICEIEN TS NhBRSICLET,

AR RoAT>3>
debug traffic wired AN > RIZIE, HEDKRZ 74V IOF ¥ 7 F v ICRUDEBEHOAT> 32N
HVET,

APC4F7.D54C.E77C#debug traffic wired
<0-3> wired debug interface number
filter filter packets with tcpdump filter string

ip Enable wired ip traffic dump
tcp Enable wired tcp traffic dump
udp Enable wired udp traffic dum

debugd~Y > RMOEEIC Tverboses ZEBMTDE, NTY ND16ERSA > T2 BBTEET, 7
1L EZDENF T2 THEVEESR., CLIEY S a3V ICERBTEAZARIMADZEICEELTL
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71N R%EERL IBHRPCAP

71N ZOERE, tepdumpF ¥ 7’F ¥ 74 ILROERICKHIELET,

7 1)L ZDH

111}
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T

Thost 192.168.2.5

chlZkV), RABN192.168.25ZTERTD/NT Y M2
FERETRRSIINTYRFYTFYAH T 1)L
ENhET,

ChiZ&KY), 192168250 SEEFTH/NT Y MZFEI

MEE TR— 1055

RAN | TEETAANI92.16825, | ETHDEDIICNTYRNFYTFYINFTAINR)TEN
9,
ChiZ&kV), 192168 25(CEAASNT Y RETZINET
Cdst host 192.168.2.5 BESIZNTYRFYTFANTAINEBI I TENET
ChiCkY), RETEERFEBEN R—BN4430/)NT Y &
“port 443" FONrPREENDESICNTY RFYTFINFT1ILAR
MEBENET,
R—b ChiZkt), R—RN1055ZFETETRIRNT T4V 0N

FYTFrENET,

Mdst port 443 4

ChICRY, R—NABETORZ T A Y INFYTF
YERKRT,

ROBITE, HAROAY—IILICRRENEKITH . CAPWAPTF—ZNT Y ROAZAERTTD LD
C74NBVTEhTVERY,

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"

APC4AF7.D54C.E77C#reading from file /dev/click_wired_log, Tink-type EN1OMB (Ethernet)
12:20:50.483125 IP APC4F7-D54C-E77C.7an.5264 > 192.168.1.15.5246: UDP, length 81
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.Tlan.5264: UDP, length 97

APC4AF7.D54C.E77C#no debug traffic wired filter "port 5246"
APC4F7.D54C.E77C#KiT1Ted
APC4F7.D54C.E77C#




TJ77ANDOEAH

APC4F7.D54C.E77C#debug traffic wired filter "port 5246" capture

% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap0"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, 1link-type EN1OMB (Ethernet)
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture

APC4F7.D54C.E77C#copy pcap APC4F7.D54C.E77C_capture.pcap0 tftp 192.168.1.100

HHARHHHRHHBHBHRHRHHR AR HRHRH AR RR AR HRH R HR AR AR AR RR AR AR AR H R AR AR AR AR AR AR AR HRH R AR ARARHRHRH AR AR AR H R AR AR HH
APC4F7.D54C.E77C#

Wireshark TF¥ ¥ 77F ¥ Z#B< (CIE. XOFIEEZEITLET,

| Ml APCAFT.DS4CETTC capture peapd - o ®
| File Edit View Go Capture Anshze Statistics Telephony Wareless Took  Help
|amo@ pEces=TiEEaaam
= |
I[.] - + 1 = | Expresson +
Na. Dalts Source Destnaton Lengl Irify Paylosd Type  Differe]
1 9.900000 192.168.1.82 193.168.1.15 €51 Application Data Clas:
2 9.801525 192.168.1.15 192.168.1.82 123 Applicaticn Dats Clasy
3 8.601152 192.168.1.4 255,255, 155,255 305 CAPWAR.Control - Primary Discovery Request[Malformed Packet] Clas:
4 9.638243 192.168.1.82 192,168.1.15 b Clasy
£ 0.801527 192.168.1.1% 152.168.1.82 Clas:
& @.919403 192.168.1.82 192.168.1.15 Cle
7 0.901887 192.168.1.1% 192.168.1.82 Clasy
8 9.889287 192.168.1.82 192.168.1.15 Clas:
5 9.000818 192.168.1.1% 152.168.1.83 Clasy
16 28.384341 192.168,1.82 192.158.1.15 Clas
11 9.801214 192.168.1.15 152,168.1.82 Clasy
12 21.865522 192.168.1.82 192.168.1.15 Clas:
13 9.00115 192.168.1.15 192.168.1.82 Claszy
L 3
Frame 1: 651 bytes on wire (5208 bits), 651 bytes captursd (5208 bits)
Ethernet II, Src: Clsco_Sc:e7:7c {cd:f7:05:4c:e7:7c), Dst: Cisco lc:o2:ff (00:le:bo:lc:od:ff)
Internet Protocol Wersion 4, Src: 192.168.1.82, Dst: 192.168.1.15
User Datagram Protocol, Src Port: 5264, Dst Port: 5246
Control And Provisioning of Wireless Access Podnts - Centrol
Datagram Transport Layer Security

BEFYTTY

EMEOIDNO—=ILTL—TNTYRNODFEYTFYEBMCTEES, NTA—XANDOE
B, BET—RXTL—TRFYTFrTELTEA,

D2FEVY, VSATOMNOTYII—>3ar70—(70—7, REE. 7Y>I—>3>, eap.
arp. dhep/NT Y N, ipv6#Elf/NT Y K, icmp, ndp ) ERTRENFETH, BFHEREANOBITEIC
DZAT M ETTF—RERTENEE A,

F &
ATYT 1 RIYVFVIRRIZTAT NOMACT RLAZEMLET, EHOMACT RL A

ZEMTERT. IXTOIZATRMIHUTOAN RZRITIBDZEETERIN, ZhiF
EREhEFLEA,

config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs.
config ap client-trace all-clients <enable | disable> -- Al1l clients debugging. Not recommended.



27v7 2 HEOZORILOK, EERIR—REATVHIRNTOTONILEOY R
BIBELOCT A LRERELET,

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp|probe> <enable|disable>

ATYZ7 3 AVY—)LNICHAZRTRIDCEZBRLET (KR ) -

configure ap client-trace output console-log enable

ATY74: NL—RAZRBLET,

config ap client-trace start

LTCHZETRT,

<{froot>

APOCDO.F894.46E4#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

A8: DB: 03: 08: 4C: 4A

0 1 1 testewlcwlan -41 MCS92SS No

APOCDO.F894.46E4#config ap client-trace address add

A8: DB: 03: 08: 4C: 4A

APOCDO.F894.46E4#config ap client-trace filter

all Trace ALL filters

arp Trace arp Packets

assoc Trace assoc Packets

auth  Trace auth Packets

dhcp  Trace dhcp Packets

eap Trace eap Packets

icmp  Trace icmp Packets

ipv6  Trace IPv6 Packets

ndp Trace ndp Packets

probe Trace probe Packets
APOCDO.F894.46E4#config ap client-trace filter all enable
APOCDO.F894.46E4#configure ap client-trace output console-log enable
APOCDO.F894.46E4#configure ap client-trace start
APOCDO.F894.46E4#term mon



FYTFvEELETRICRE. ROFIEZRITLET,

configure ap client-trace stop
configure ap client-trace clear
configure ap client-trace address clear

oH

53
94T > NNL—ADORER -
<#root>

AP70DB.98E1.3DEC#

show ap client-trace status

Client Trace Status : Started

Client Trace ALL Clients : disable

Client Trace Address : a8:db:03:08:4c:4a
Remote/Dump Client Trace Address : a8:db:03:08:4c:4a
Client Trace Filter : probe

Client Trace Filter : auth

Client Trace Filter : assoc

Client Trace Filter : eap

Client Trace Filter : dhcp

Client Trace Filter : dhcpv6

Client Trace Filter : icmp

Client Trace Filter : icmpv6

Client Trace Filter : ndp

Client Trace Filter Doarp

Client Trace Output : eventbuf

Client Trace Output : console-Tog
Client Trace Output : dump

Client Trace Output : remote

Remote trace IP : 192.168.1.100
Remote trace dest port : 5688

NOTE - Only VIP packets are seen on remote if VIP is enabled
Dump packet length : 10

Client Trace InTline Monitor : disable
Client Trace Inline Monitor pkt-attach : disable

EBBIZAT > NEROH
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10:45:31 kernel:

kernel:
kernel:
kezael:
kernel:
kernel;
kerael:
kezael:
kernel:
kernel:
kernel:
kernel;
kernel;

"
B i

i [*04/06/2020 10:

“04/06/2020 10:45:21.5351] [15861609921:535000] [APOCDO.FADd.46E4]
:21.3352] [15B6169921:535224) [APOCDO.FG94.46E4)
:81.5361] [1566165921:536156) [APOCDO,.FE54.46E4)
:21.8416] [1366165521: 541556 [APOCDO.FPO54.46B4)
121.5441] [1586169921:544114) [APOCDO.PIS4 . 46E4)

55 [15861655921:550152) [APOCDO.FBS4.46E4])
[1566165921:577836) [APOCDD.Fd 94 .46E4])
[1586168521:572478) [APOCDO.FS04. 4624)
[1586165521:595552) [APOCDO.FBG4.4684)
[1586165921:€00341) [APOCDO.FBE4.46E4]
i 1 [1586169921:602617] [APOCDO.FE%4.46E4]
$21.9475] [1586165921:647516) [APQCDO,FE94.46E4)
[*04/06/2020 10:45:21.6475] [15E6165921:8475564] [APOCDO.FEG4.46B4]

*04/06/2020 10:
+04/06/2020 10:
“04/06/2020 101
“04/06/2020 101
04/ 06/ 2020
“04/06/2020
“04/06/2020
04/06/2020
“04/ 06/ 2020
*04/06/ 2020

[*04/06/2020 3 BE3E] [1586165521: } [APOCDO.F

“04/06/2020 1 B636] [15B6162921:
“04/06/ 2020 :21.8637) [1586163521:
*04,/06/2020 H B637] [15B6160021:

[*04/06/2020 H 86371 [1586165921:

04/ 06/ 2020 H B637] [1566165921:
040672020 3 cad1.8476] [15E6165921:

[*04/08/ 2020 & BETE] [1588165521:847664)
“04/06/2020 E BE77] [15861£5521:8£7705)
“04,/06/2020 [} B&77] [158616£9921:B6774

04,/ 06/ 2020 H B6B4] [1586162921:

[*04/06/ 2020 H B685] [1566165921s

[1566169922:160177) [APOCDO.PEH4 . 4684
[1586168522: )} [APOCTO.PS54.4624)
{1586165922: [APOCDD . FEG4 . 46E4)
[1586169922 [APOCDD . FRGE . 46E4]

i [AROCDO . F8 5 Ed]
[15B6168022: I [ABOCDO.FE54.4684]

<aprlvis
caprivis
caprivis

<nascapwapl> [U:E] DHCE|
<nascapwapl> [U:E] DHCP_|
<naacepwapl> [D:E] DHCF

<apele

<aprlvl> [U:C] ARP_QUERY

capeivi> [[B EAFOL_REY.M1

DOT11_ACTION :

<aprdvl> [U:W] DHCP_DISCOVER @
<apr{v0l> [U:C] DHCP_DISCOVER :
<apelvi> [UaC] DMCP_DISCOVER =
<apriv0> [0:C] DHCP BISCOVER -

<nascapwapll> [D:C] DECP OFFER :
<nascapwapl> [D:C] DHCF_OFFER =
<apriv0> [D:W] DHCP_OFFER
<nsscapwapl> [D:E] DHCF_OFFER :
<nsscapwapl> [D:C] DHCE_OFFER =
<nascapwapl> [D:C] DHCE OFFER :
<ape0v0s [DiW] DHCP_OFFER
<ape(vl> [U:W] DHCP_REQUEST :
<apriv0> [U:C] DHCP_REQUEST :
<aprivi> [UzC] DHCP REQUEST 1
capedvis (U:C] DHCP_REQUEST :
<nascapwapl> [U:E] DHCP_REQUEST : TransId Oxa3BcOldé
<nascapwaply [UrE] DHCF_REQUEST
<nagcapwapl> [D:E] DHCP_ACK
<nascapwapls [D:C] DHCE ACE
<asscapwapl> [D:C] DHCP_ACK
0> [D:W] DHCP_ACK ¢
cnascopwapl> [D:E] DHCP_ACK :

<apriv0> [UsW] ARE_GUERY :
] <ape0¥0> [UsC] ARP_QUERY :

cnascapwapl> [D:E] ARF_REPLY :
<nsscapwapl> [DrC] ARF_REPLY
<nascapwapl> [D:iC] ARP_REPLY 1
<apelvl> [B:W] ARP REPLY :

DOTLL_AUTHENTICATION : (.}

DOTLL_AUTHENTICATION : (.}

DOTLLI_AUTHEWTICATION : (.}

COTLL_ASS0C REQUEST : (.}

DOT11_ASSOC RESPONSE : (.}

: DescType Ox0
o yepe Oxd

EeyInfe Ox008h
FayInfc Ox0l0L
EeyInfo Oxlich
ReyInfo Ox010h

Oxa3Bedlds
OxadBedlds
Oxadfbcdldé
Oxa3Bclldé
+ Tramsld OxadBc0lds
+ Transld OxaiBcllde

= Teanald OxadBclldé

Tranald dxaldfchldé
Tranald Oxa38chlidé

1 TransId Oxalddc0ldé

Transld Oxa38clldé
Transld Oxa3dclldé
Teanald Oxadfclldé

: Tranald Oxa3feDidé

: Semdex 192.16
<nascapwapl> [U:E] ARP_QUERY : Sender 1
192.
182,
192,
«168,

Zen

101.
101.
£101.
-168.1
leg.1
lea.
lgd,

Teanald Oxa3fellds
TransId OxaldBcdlds
TransId OxalBclldé
TransId Oxsdfecllde

1 Transid OxadBcOlde
ansId DMxadBcllde
ansld DxadBcdlde
Transld DxaldBellds
amald Oxaifedlds
Tronsld Oxa3dfcllde

t TranaIld OxaldBcdldé

¢ TransId OxalBcdldE

i TramsId OxalBcOldé

Sender 192.168.
Sendex 132,163,

13 Targlp 192.168.101.1
13 Targlp 192.168.101.1
13 Terglp 1§2.18%.101.1
01.13 Taeglp 152

01.1 Bunddr 54
101.1 Huaddr 54
101.1 #waddr 54
101.1 Hwhddr 54:7c:69:

lgg 101

Ay IADOXFE., 7L—LNBREENEER (A1 —HXY NOBERE, D41 VLADEERE
W, APIZKL TR H 2B RCIkES 1—ILOBARC) E7L—LDAEHE (FYy7O—K
AT UO0—K ) 2BBRTDOICR/IEET,

CNSDXFORKERIPEBRERICALET,

U:TYTVIONTYN(DOFATURDS)
D:AIVUIONTY RN (VY TICHLT)
W:EZ1—)LDAVYLARTAN

E:Module Ethernet driver ( EZ 21—/ —9 XY NRZA/Y)
C-F>a-)ILoUvo

rTooF7Tar

OV ZERPTRRTS :

.

PRI, X > R Tshow ap client-trace events mac xx:xx:xx:xx:xx:xxx:xxs AL T ( Fk&
macZ Tally ICBEZEWAT)OJTZFARNDENTEEXT,

<#froot>

APOCDO.F894.46E4#

show ap client-trace events nmac a8: db: 03:08: 4c: 4a

[*04/06/2020
[*04/06/2020
[*04/06/2020
[*04/06/2020
[*04/06/2020
[*04/06/2020

10:11:54.287675]
10:11:54.288144]
10:11:54.289870]
10:11:54.317341]
10:11:54.341370]
10:11:54.374500]

[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]
[APOCDO.F894.46E4]

[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]
[a8:db:03:08:4c:4a]

<aprlvl>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>

[U:W]
[D:w]
[U:W]
[D:w]
[D:w]
[U:W]

DOT11_AUTHENTICATIO
DOT11_AUTHENTICATIO
DOT11_ASSOC_REQUEST
DOT11_ASSOC_RESPONS
EAPOL_KEY.M1 : Desc
EAPOL_KEY.M2 : Desc



*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020

Lo T s T s T s T o N s N T s Y s T s N s Y s T s Y T s Y sy T s N sy Y TN s Y T s N s Y s N s Y s Y sy B |

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

11:
11:
11:
11:

11

11:
11:

11

15:
15:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
19:
19:
19:

54.
54.
54.
54.
:54.
54.
57.
157
36.
36.
.128751]
24.
24.
.133026]
24.
24.

24

24

24

24

24

08

377237]
390255]
396855]
416650]
469089]
469157]
921877]

.921942]

123119]
127731]

128870]
129303]

136095]
138732]

.257295]
24,
24,

258105]
278937]

.287459]
24,
24,

301344]
327482]

.327517]
24,
24,
08.
08.
.075437]

430136]
430202]
075326]
075392]

[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.

NTY NE16ERRTHE T T3

F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
F894.
.46E4]

F894

46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]
46E4]

CLIT16HEFERDO/NT Y N&2A T TEET,

[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
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JE—RNF+7Fr#EEZEMICL T, WiresharkZERA L TART/NA RICNT Y hEEEFELE
EE
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ZT77E—ROAPEREE ) CEEEKRLET,

1D0HIRIEF, F—7YRNSYTRYTH, COOAN REEFTIBDAPERLYTZRY NLEICH
DUENHDETT, XRYRNT—IORAODEFIVTAR)—IZEDLETR—KNESEZLET
EFXT,

WiresharkZER{TLTWASY T KNY FTINTONT Y hEZEL LS, udp 5000AY X —%
H£01v LT, decode asZiEIRL, XROKICRT KD ICPEEKREMOTEZZIRL £ T,



Ml “Ethemet yetlowCable - b X
File Edit View Go Capture Analyze Statetics Telephony Wireless Tools Help
dn i@ IOBBe=E2TL5
(LI 5
o Delta Source Destinaton Lengt Info -
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$0 ©.000001 Semsungf _BB:dc:da o A
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» AfraPeek/OmniPeek encapsulated IEEE 892.11
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DZ4T> M- NL—ASEQESHN —HLFEA

9800 WLCA' S MDAPY Z AT > M NL—ADHIH

BHROAPZREL T, EBRIZATRORML—RAZEITL,
ATYVT1 F¥TFYITBRNTTAVIZERTBAPRNL—ATOT7 7ML ERELET

config term
wireless profile ap trace



filter all no filter probe output console-Tog

ATYT2APRL—RZ7O7 74\, IROAPTHEAENBAPMAZTOZ7 7 AI)LIZEMLE
ERD

ap profile < ap join profile name>
trace

COapMAZOT77AILH, 2—7Y NAPTEREhZD T A MR TICERAEThTVWSD C & 2R
LXY

ATYT4NIH—ORKAFL

ap trace client start ap

client all/

ap trace client stop ap

client all/

ap trace client start site



client all/

ap trace client stop site

client all/

show wireless profile ap trace summary

show wireless profile ap trace detailed PROF_NAME detail
sh ap trace client summary

show ap trace unsupported-ap summary

APEDOZATRTFINY TN RIL



BEDIDUREDIVZATURNETNYTIBEE. BROTNYTIFYTF v ZRETDLV)
., VAT RTNY TN RIVKEZERATZHIBEZEENIH) XTI,

ATYT1: NI TND1—F 42 TFB0FATRNERBELET,

9164#show dotll clients

Total dotll clients: 6
Client MAC  Slot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_
mld_sta

52:1E:34:C9:D6:F3 1 2 35 MySSID -62 M7 No

80:A9Tg7:2C:DC:6E 1 2 34 MySSID -47 MCS112SS No

E8:D8T81:1F:71:F3 0 2 35 MySSID -62 M7 No

6A:E4T86:E7:AB:E1 1 2 33 MySSID -44 MCS112SS No

00:1DT23:70:AC:23 0 2 33 MySSID -56 M7 No

68:72?23:FD:17:F5 0 2 34 MySSID -53 M15 No
No

ATYT2:120EDOZAFT> MMACT RLADTFNY JZRBELET

9164#debug client-bundle start debug 80:A9:97:2C:DC:6E
WORD

F7AI)NTE, BEEICEAERRENELA. WREZZZEMCTRDE, FNVYIHIZES
AT TRRTEETTHN, COBERBRAFEECHEVICKLSABZZEICEELTLSEEZV, VY
RIZRETREHIC. wRICTFNYVITE2EIDTHAIUERFEHYYEFEA,

ATYT 3 TFNY TN RILOENETY7TO—-RIBENC, TNYITNY RILZELET DM
BENFHUET,

debug client-bundle start debug 80:A9:97:2C:DC:6E



ATYT 4 N RILVEFTPY—NELBESCPY—NIZT7Y 70— RLET (WLCHSCPH—/
ELTEETEREZMABLTLSEEZY ),

9164#debug client-bundle upload tftp 192.168.129.29 80:a9:97:2c:dc:6e
2024-09-04 11:58:48 Creating client bundle, please wait...

2024-09-04 11:59:01 Client bundle file 9164-_client_bundle.17.15.1.6.20240904.115848.tgz created.
2024-09-04 11:59:01 TFTP uploading...

Successful file transfer:

9164_client_bundle.17.15.1.6.20240904.115848.tgz

9164+#
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1 v
o
M ~ThinkpadEthemetBlue
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Am 6 IBREBes ' aaamn
[ Juo.port == 5000
Mo Deita Source Destination Lengtl Info Channel B55 Color
s 9.932866 SamsungE_08:4c:4a Cisco_97:03:sf 187 Authentication, SN=37, FNe®, Flagss=.... 1ee
- ©.000001 132.168.1.15 192.168.1.180 76 Acknowledgement [Malformed Packet] 18@
i 2.881720 Cisco_57:03:ef SamsungE_88:4c:4a 187 Authentication, SN=@, FMs9, Flagss........ C 188
2= 9.9e@3e1 192.168.1.15 192.168.1.16@ 76 Acknowledgement[Malformed Packet] 18e
- 9.808791 SamsungE_B8:4c:4a Cisco_97:03:¢f 38@ Association Request, SN=38, FN=8, Flags=........C, SSID=testewlcwlan 188
2 9.000230 192.168.1.15 192,168.1.16@ 76 Acknowledgement(Malformed Packet] 8@
f 8 8.904269 Cisco 97:03:ef SemsungE_BE:4c:d4a 398 Association Respense, SM=1l, FN=@, Flags=........C 180 BxBl
whe 8.080750 192.168.1.15 192.165.1.188 76 Acknowledgement[Malformed Packet] 1ee
= ©.910966 Cisco 97:03:ef SamsungE_BE:4c:da 100
2 @.000001 152.168.1.15 152.168.1. 180 76 Acknowledgement[Malformed Packet] 18e
2 8.021911 SanmsungE_08:4c:4a Cisco_97:03:ef 342 Key (Message 2 of 4) 188
e 9.009882 192.158.1.15 192.168.1.180 76 Acknowledgement[Malformed Packet] loe
. B.002186 Cisco_97:03:ef SamsungE_@8:4c:4a 391 Mey (Message 3 of 4) iee
. .8080935 132.168.1.15 132.168.1. 10 76 Acknowledgement[Malformed Packet] 188
s 2.013825 SamsungE_88:4c:4a Cisco_97:83:ef 199 Key (Message &4 of &) 180
2 2.980174 192.168.1.15 192.168.1.10@ 76 Acknowledgemant[Malformed Packet] 1ee
~Teg: Supported Rates 6(B), 9, 12(B), 18, 24(8), 36, 48, 54, [Hbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Elesent
Tag: Vendsr Specific: Cizeo Systems, Inc.: Alronet Unknown (44)
Tag: HT Capabilities (882.1ln D1.10)
Tag: HT Information (882.11n D1.18)
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: VHT Cperation
» Tag: Mobility Domain
» Tag: Fast BSS Transition
Tag: RM Enabled Capabilities (5 octets)

» Tag: B55 Max Idle Period
v Ext Tag: HE Capabilities (IEEE Std 802.11ax/D3.8)
Tag Wumber: Element ID Extension (255)
Ext Tag length: 45
Ext Tag Musber: HE Capabilities (IEEE 5td 882.11ax/D3.0) (35)
HE MAC Capabilities Information: Bx5@Pe92loeses
HE Phy Capabilities Information
» Supported HE-MCS and NSS St

~ Rx and Tx MCS Maps <= B8 MH:

v Rx HEX-MCS Map <= 80 MHI: Bxaasa

sess saes =218 = Hax HE-MCS for 1 S5: Support for HE-MCS 8-11 (@8x2)

19.. = Max HE-MCS for 2 55: Support for HE-MCS 8-11 (@x2)

= Max HE-HCS for 3 55: Support for HE-MCS ©-11 (8x2)

.+ 18.. .... = Hox HE-MCS for & 55: Support for HE-MCS 9-11 (@x2)

..18 -an. ® Max HE=MCS for 5 55: Support for HE-MCS @-11 (8x2)

18.. ... -... = Max HE-MCS far 6 SS: Suppert for HE-MCS 8-11 (9x2)

«od@ suen wsee wass = Max HE-MCS for 7 55: Support for HE-MCS @-11 (8x2)
1Bu: suas sass ssxs = Hax HE-MCS for 8 S5: Support for HE-MCS ©-11 (@x2)

Tx HEX-MCS Map <=
» PPE Thresholds
~ Ext Tag: HE Operation (IEEE Std 882.1lax/D3.8)
Tag Wumber: Element ID Extension (255)
Ext Tag length: @
Ext Tag Mumber: HE Operation (IEEE Std 802.11ax/D3.8) (35)
HE Operation Parameters: @x@03ff4
B5S Color Information: @x@l
Basic HE-MCS and MSS Set: @xfffc

B@ MMz: Bxassa

N EWIFI 67— 8L — R TREENEF—R T L—ARF v TFvEhETH.



~ peekremoteld Wireshark THREFT Tk E Wiz 8, HMEERTIX802.11ax phyR M4 7 & L TRRE
NET, BEEWireshark 3.2.47T., Wireshark(Z Bt wifie 1L — RARRENET,

0 7*:Cisco AP, CORRTIEMU-OFDMAT7 L —LAZF ¥ 7F ¥ TEEHAN . MU-
OFDMAT 1 > RUZBHTS (BEBT—ZL— TREEETID ) NUH—-TL—LZEF~Y
T7Fr¥TEET, MUOFDMANREL TWS (KERFRRELTVWEV)E, EDUVTAT
PRTHRELTVAARITICHATERT.

NZTINa1—F142T70DE> N
JXAMTU

INAMTUTF 1 AANU TRAPICREZMTUANBREENETY, COREZFHTLEETESE
EE

AireO0S 8.10.130 WLCTI&. Y > Rconfig ap pmtu disable <ap/all>l_& V), FA4F+ IV U7«
AANVAXAZXALICKETEIRDYIC, 1DFLERFIXNTOAPOARRT 1Y IMTUNBREET 1
79,

TJT—RNEBICFENY T 2GBTS ICIE

config boot debug capwapZE{Tgd &, OSHREL T7OV 7T MRAKRTRENBHTE, XED
7 — NE(Zcapwap., DTLS, 8 KUDHCPOFNY J 2 EBEMICTEET,

T, EHOXEVF/NY JAIC Tconfig boot debug memory xxxxi A& V) £,

REIND) 7 —REIZ Tshowbooty XY RERITTRE, T—RFNYITHFERCE>TVWSH
ESHEMHRTEEXT,

chslEk, Tconfig boot debug capwap disables & & Mdisable¥—7— RZHRICEMTD &
TEMCTEERT,

BENANZXL

BEDIZATVRNOBENRE, ROOXV REEFTLINZ TN 1 —FT142ITEET,
debug client trace <mac7” KL A>

224 7F > hQoS

QoSA TN EAENTVWD L Z2HFETSBHICIE. Tdebug capwap client qosy ZRTLET,
DAVYLARAOZATRONTY NOUPEZRTT %,

88NEATIEMac7 I LRV T TEE A, HEILEERCisco Bug IDCSCvm08899 &



https://tools.cisco.com/bugsearch/bug/CSCvm08899

)o

TabAP#debug capwap client qos

[*08/20/2018 09:43:36.3171] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8
[*08/20/2018 09:43:45.0051] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8
[*08/20/2018 09:43:45.5463] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8
[*08/20/2018 09:43:46.5687] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:3
[*08/20/2018 09:43:47.0982] chatter: set_qgos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:3

D:

iz, APEDQoSH SDSCPETNT—7 I, BRTFQoSICL>TY—F2 Y, Y1—EVY,
REENIZNTY NOKRELEFITEXT,

LabAP#show dotll qos
Qos Policy Maps (UPSTREAM)

no policymap
Qos Stats (UPSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

O OO O OO

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Qos Policy Maps (DOWNSTREAM)

no policymap
Qos Stats (DOWNSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

O OO O OO

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1



[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
LabAP#

Qos’ RS —HAWLCTEZEE N, Flexconnect APICA D O—R&EhdE, XOOAXY REFEH
LTEIhSEBRETEET,

AP780C-F085-49E6#show policy-map
2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAAClients_AVC_UI_CLASS
drop

Class BWLimitAAAClients_ADV_UI_CLASS
set dscp af41l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af41l (34)

Class cm-dscp-set2-for-up-4
set dscp af41l (34)

Class cm-dscp-for-up-5
set dscp af41l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions



QosL — hHIRDEZE :

AP780C-F085-49E6#show rate-1imit client
Config:

mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:

name up down

Unshaped 0 0

Client RT pass 0 0

Client NRT pass 0 0

Client RT drops 0 0

Client NRT drops 0 38621

9 54922 0
FT7F¥RILAEY >

APDATFYZILAF Y OFNY T, FERBORNS TN 21—F 12T (APHAF ¥
TRAREDFYRICT IV EATEINESHZRIATS ) ICRIUDBENHYERIHN., TFT7F
YRILAFYOOER ) BEEFEALBEVSSICBBRVTILEZALARN)—LANEZ T RIS
BEFAORNS TN 1—F 14 TJICERAUBET,

debug rrm off-channel defer

debug rrm off-chanel dbg (starting 17.8.1)

debug rrm off-channel schedule

debug rrm off-channel voice (starting 17.8.1)

debug rrm schedule (starting 17.8.1, debug NDP packet tx)
show trace dot_11 channel enable

[*06/11/2020 09:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_
[*06/11/2020 09:45:39.0550] noise measurement channel 5 noise 89

[*06/11/2020 09:45:43.5490] wcp/rrm_userspace_l/rrm_schedule :: RRMSchedule process_int_duration_timer_
[*06/11/2020 09:45:43.6570] noise measurement channel 140 noise 97

4T MR

TORCARADNCR D TRABRENLITAT RN E, BEODARYNDRALARZVTE
EEIL—ERRTERY,

LabAP#show dotll clients deauth

timestamp mac vap reason_code
Mon Aug 20 09:50:59 2018 AC:BC:32:A4:2C:D3 9 4
Mon Aug 20 09:52:14 2018 00:AE:FA:78:36:89 9 4

Mon Aug 20 10:31:54 2018 O0:AE:FA:78:36:89 9 4



LREROHENT, BRHI—RIRXOVVICEET N TVWRFEEAHEBRERI—RTY (FRREER
) o

https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-
802-11-deauth-reason-codes/ta-p/3148055

vapld. APRHOWLANDIDZZ R L £F(WLC MOWLAN IDERFEZVY ET),

ZTORICHAIDMOEDEHELCEEFTAZENTEERT, HAOLKR., FCEENTSIE
DZAT > MDOvaph' RENFET,

F'show controllers Dot11Radio 0/1 wlany TVAP IDD ') A NEHETEE T,

VAT MNFERERERTSNATVRBEERE. ROIVZAT NOEGICETZIFHFMAZIMET
EFXT,

LabAP#show dotll clients
Total dotll clients: 1

Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB
00:AE:FA:78:36:89 1 10 1 TestSSID -25 MCS82SS No

DZAT72RIVRNDICETRFHME. RORFIX R EZSRLUTSEEL,

LabAP#show client summ

Radio Driver client Summary:

wifio

[*08/20/2018 11:54:59.5340]

[*08/20/2018 11:54:59.5340] Total STA List Count O
[*08/20/2018 11:54:59.5340] | NO| MAC|STATE|
[*08/20/2018 11:54:59.5340] ---—————————————— -
wifil

[*08/20/2018 11:54:59.5357]

[*08/20/2018 11:54:59.5357] Total STA List Count 1

[*08/20/2018 11:54:59.5357] | NO| MAC| STATE |
[#08/20/2018 11:54:59.5357] —==---====-m===mmmmmmmmmo o
[%08/20/2018 11:54:59.5357] | 1| O:ffffffae:fffffffa:78:36:FFFfffeo| 8

Radio Driver Client AID List:

wifio0

[*08/20/2018 11:54:59.5415]

[*08/20/2018 11:54:59.5415] Total STA-ID List Count O
[*08/20/2018 11:54:59.5415] | NO| MAC|STA-ID|
[*08/20/2018 11:54:59.5415] ----------——————mmmm -
wifil

[*08/20/2018 11:54:59.5431]

[*08/20/2018 11:54:59.5431] Total STA-ID List Count 1
[*08/20/2018 11:54:59.5431] | NO| MAC|STA-ID|
[*08/20/2018 11:54:59.5432] ---—-------————mmmm -


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

[¥08/20/2018 11:54:59.5432] | 1| 0:ffffffae:fffffffa:78:36:FFFFFfao] 6l

WCP cTient Summary:

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
00:AE:FA:78:36:89 1 9 1 FwD AES_CCM128 MCS82SS false 00:00:00:00:00:00

NSS client Summary:

Current Count: 3

| MAC | OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID|MYMAC|
|F8:0B:CB:E4:7F:41]00000000]| 3] ol 1| 1|1 o] 2] 3] 1]
|F8:0B:CB:E4:7F:40]|00000000 | 3] ol 1|1 1] o 2| 3] 1|
|00:AE:FA:78:36:89|00000003 | 1] ol 1| 1|1 o] 9] 1] 0]

Datapath IPv4 client Summary:

id vap  port node tunnel mac seen_ip hashed_ip sniff_a
00:AE:FA:78:36:89 9 aprlv9 192.0.2.13 - 00:AE:FA:78:36:89 192.168.68.209 10.228.153.45 5.990000

Datapath IPv6 client Summary:

client mac seen_ip6 age scope port
1 00:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689 61 Tink-Tocal aprilv9

Wired client Summary:

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes

BEDIZAT NRENICIZICE, XROONY RZEALERT,

test dotll client deauthenticate

NZT7A4Y ORI EE, KOOI REERLTIZAT U RIEILBBTERT,

LabAP#show client statistics wireless 00:AE:FA:78:36:89
Client MAC address: 00:AE:FA:78:36:89

Tx Packets : 621
Tx Management Packets 16

Tx Control Packets : 153

Tx Data Packets 1 462

Tx Data Bytes : 145899
Tx Unicast Data Packets : 600

Rx Packets 1 2910
Rx Management Packets ;13

Rx Control Packets 1 943

Rx Data Packets : 1954
Rx Data Bytes : 145699

LabAP#



BIRL NI OFMICDOVWTIE., Tshowcontrollersy TEL DIEHREAFTEET, 954T7 N
OMACT RLAZEMTSE, HR—KREAhTVWEF—RL—bN, BEOF—XL—b, PHY#
ge. BIUBRTEHE XIS RTIENET,

<#root>
LabAP#show controllers dotllRadio O client O0:AE:FA:78:36:89

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
00:AE:FA:78:36:89 0 9 1 FwD AES_CCM128 M15 false 00:00:00:00:00:00

Configured rates for client 00:AE:FA:78:36:89

Legacy Rates(Mbps): 11

HT Rates(MCS):M0O M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M1l M12 M13 M14 M15
VHT Rates: 1SS:M0O-7 2SS:MO-7

HT:yes VHT:yes HE:no 40MHz:no 80MHz: no 80+80MHz: no 160MHz: no

11lw:no MFP:no 11lh:no encrypt_polocy: 4

_wmm_enabled:yes gos_capable:yes WME(11le):no WMM_MIXED_MODE: no

short_preamble:yes short_slot_time:no short_hdr:yes SM_dyn:yes

short_GI_20M:yes short_GI_40M:no short_GI_80M:yes LDPC:yes AMSDU:yes AMSDU_Tong:no
su_mimo_capable:yes mu_mimo_capable:no is_wgb_wired:no is_wgb:no

Additional info for client 00:AE:FA:78:36:89
RSSI: -90

PS : Legacy (Sleeping)

Tx Rate: 0 Kbps

Rx Rate: 117000 Kbps

VHT_TXMAP: 0

CCX Ver: 4

Statistics for client 00:AE:FA:78:36:89
mac intf TxData TxMgmt TxUC TxBytes

TxFai |

TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt RxRt idle_counter stats_ago expiration
00:AE:FA:78:36:89 aproOv9 8 1 6 1038 1 0 0 31 1 1599

Per TID packet statistics for client 00:AE:FA:78:36:89
Priority Rx Pkts Tx Pkts Rx(last 5 s) Tx (last 5 s) QID Tx Drops Tx Cur Qlimit

0 899 460 1 1 144 0 0 1024
1 0 0 0 0 145 0 0 1024
2 0 0 0 0 146 0 0 1024
3 59 0 0 0 147 0 0 1024
4 0 0 0 0 148 0 0 1024
5 0 0 0 0 149 0 0 1024
6 0 0 0 0 150 0 0 1024
7 0 0 0 0 151 0 0 1024

Legacy Rate Statistics:

(Mbps : Rx, Tx, Tx-Retries)

11 Mbps : 2, 0, 0

6 Mbps : 0, 9, 0

HT/VHT Rate Statistics:

(Rate/SS/Width : Rx, Rx-Ampdu, Tx, Tx-Ampdu, Tx-Retries)
0/1/20 : 4, 4, 0, 0, 0
6/2/20 : 4, 4, 0, 0, 0
7/2/20 : 5, 5, 0, 0, 0

webauth done:



false

VAT NTF—2L—NPRSSHEZ BN ICIEHT B (Z .,
<mac>; Z2E{TIBE. COBRBAIBROTICEREEINET,

LabAP#debug dotll client rate address 00:AE:FA:78:36:89

[ T s T s Y s Y I s Y s I s N s Y s TN s Y s I s Y sy I s N s Y s T s Y s IO s Y sy I s TN s Y s N s Y s T s Y sy I s s B s B s |

COHATR, TXERXDINT Y RATV ZRBBEOENHE2EB DA > 2—/NILTERFE LN
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2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s

RSST

-45
-45
-45
-45
-45
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-45
-45
-45
-45

Tdebug dot11 client rate address

SNR Tx-R
53
53
53
53
53
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
53
53
53
53

TYRT, XURZADBEERUTT, L. RSSI, SNR, BRTFTF—RL—KEF., TDOA

PE=NILOBERERONTY NOETT (ZDAZEZ—NILOIXTONTY NOFEHETRESH )

FEA),

Flexconnect® <+ 1)

EHlsoALl (CWAR Y ) RERERFBAS T IVATREIZAT >

TEEXT,

AP#show client access-1lists pre-auth all f48c.507a.b9ad

NCEREhTWBHACLZ TR



Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD
IPv4 ACL: IPv6 ACL:
ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

REDIRECT

rule 0: allow true and 1ip proto 17 and src port 53

rule 1: allow true and 1ip proto 17 and dst port 53

rule 2: allow true and src 10.48.39.161mask 255.255.255.255
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255
rule 4: deny true

No IPv6 ACL found

AP#show client access-1lists post-auth all f48c.507a.b9%ad
Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

post-auth

rule 0: deny true and dst 192.0.0.0mask 25
rule 1: deny true and src 192.0.0.0mask 25
rule 2: allow true

No IPv6 ACL found

5.0.0.0
5.0.0.0

Flexconnect ACLOEY KA X &EHFT B ICIE. debug flexconnect access-list counter client
<client MAC>

Z M1 M show client access-list pre-auth/post-auth all <MAC> MRE{T Tk, FACLI> MU DE Y
RADANFBIMENET, ik, CiscolOS® XE 17. 13D ITXTDH XA 7 NDFlex ACLT
BeELET, UBION—23 0 TREUON RAFELETY, EYRAITUENEFHFENT
WA DIEEVLAN ACLEFTT,

clear counters access-list client <mac>Z AL T, ACLEY N HD > 2%&ZUEY NTEET,
AP7 7AW AT A

COSAPTIE, UNIXZZY N7 A —ALERKIC, 77AINATLOINTORBE)ARNT S
cCEFETEFXFEAS

OX > R Tshow filesystems. &, BEO/N—T 1> 3 OEBOFEARRETHOFHZERTRL
E S

2802#show filesystems

FiTesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 364.0K 54.1M 1% /storage
2802#



ONX R Tshowflashy &, AP7ZY21DXA 27742 ) ANLET, syslogE izl
core¥F—TJ—RZEMLT, ChSOBEDT7AINRXZ)VARNTBEETEERT,

ap_2802#show flash
Directory of /storage/

total 84

-rw-r--r-- 1 root root 0 May 21 2018 1111

-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT
-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT.reserve
-rw-r--r-- 1 root root 29 Apr 15 11:09 RELOADED_AT_UTC
drwxr-xr-x 2 root root 160 Mar 27 13:53 ap-images
drwxr-xr-x 45 root 2016 Apr 15 11:10 application
-rw-r--r-- 1 root root 6383 Apr 26 09:32 base_capwap_cfg_info
-rw-r--r-- 1 root root 20 Apr 26 10:31 bigacl

-rw-r--r-- 1 root root 1230 Mar 27 13:53 bootloader.log
-rw-r--r-- 1 root root 5 Apr 26 09:29 bootloader_verify.shadow
-rw-r--r-- 1 root root 18 Jun 30 2017 config

-rw-r--r-- 1 root root 8116 Apr 26 09:32 config.flex
-rw-r--r-- 1 root root 21 Apr 26 09:32 config.flex.mgroup
-rw-r--r-- 1 root root 0 Apr 15 11:09 config.Tocal
-rw-r--r-- 1 root root 0 Jul 26 2018 config.mesh.dhcp
-rw-r--r-- 1 root root 180 Apr 15 11:10 config.mobexp
-rw-r--r-- 1 root root 0 Jun 5 2018 config.oeap
-rw-r--r-- 1 root root 2253 Apr 26 09:43 config.wireless
drwxr-xr-x 2 root root 160 Jun 30 2017 cores

drwxr-xr-x 2 root root 320 Jun 30 2017 dropbear
drwxr-xr-x 2 root root 160 Jun 30 2017 images

-rw-r--r-- 1 root root 222 Jan 2 2000 last_good_uplink_config
drwxr-xr-x 2 root root 160 Jun 30 2017 Tists

-rw-r--r-- 1 root root 215 Apr 16 11:01 partl_info.ver
-rw-r--r-- 1 root root 215 Apr 26 09:29 part2_info.ver
-rw-r--r-- 1 root root 4096 Apr 26 09:36 random_seed
-rw-r--r-- 1 root root 3 Jun 30 2017 rxtx_mode
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNGO
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG1
drwxr-xr-x 3 support root 224 Jun 30 2017 support

drwxr-xr-x 2 root root 2176 Apr 15 11:10 syslogs

Filesystem Size Used Available Use% Mounted on

flash 57.5M 372.0K 54.1M 1% /storage

syslogD R 17 & E(E

syslog7 # LAk, UBIDU T — KA S DsyslogE IAREERE T, IY> R Tshow log.
k. REDU T —RNUEDsyslogh&ERRLET,

)T — KA BVIBREND T, syslogkZD 77 A IIICEZIAENET,

artaki# show flash syslogs

Directory of /storage/syslogs/

total 128

-rw-r--r-- 1 root root 11963 Jul 6 15:23 1
-rw-r--r-- 1 root root 20406 Jan 1 2000 1.0



-rw-r--r-- 1 root root 313 Jul 6 15:23 1.last_write
-rw-r--r-- 1 root root 20364 Jan 1 2000 1l.start
-rw-r--r-- 1 root root 33 Jul 6 15:23 1l.watchdog_status
-rw-r--r-- 1 root root 19788 Jul 6 16:46 2

-rw-r--r-- 1 root root 20481 Jul 6 15:23 2.0
-rw-r--r-- 1 root root 313 Jul 6 16:46 2.last_write
-rw-r--r-- 1 root root 20422 Jul 6 15:23 2.start
Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage
artaki# show flash cores

Directory of /storage/cores/

total 0O

Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage

VET7T—RNEOBYOEAHF T 7AI1.0T, 1.0OFESABNTELBERE 7741 15ERE N
£9., BEBEIC. ILLW I Z7AII20ERENET,

AP#syslogX Y £—S ZHBENDH—NICIZF Y ARNTEETED LD, WLCH Ssyslogl st %
HMETEFET,

F7 ) NTE, APlEsyslogZ 70— RFYARFPRLAICEELET, 7O0—RF¥ARAR
—LDRREBDIUREEN BB, syslogh—NZFREL TLEEV,

APEF7 AL RT, IVY—LEHCETRE B EDE TN TsyslogRHTHEEL T,

98001~ NO—7 Tl&. Configuration -> AP Join profile®Management® R TS ND/\NT X —
2EBETEERT,



Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface
TFTP Downgrade Telnet/SSH Configuration
IPv4/IPv6 Address | 0000 | Telnet
Image File Name | Enter File Name | SSH v
System Log AP Core Dump
Facility Value | KERN - | Enable Core Dump
Host IPv4/IPv6 Address | 192.168.1.12 |
Lag Trap Value | Infarmation v |
Secured (i)

Log Trap ValueZZE L T, syslog@HTTF/NY I ERETDELEETEET., TOHE, AP
CLITF/NY SRR THE, F/NY JOWANsyslogX ¥ £—J &L TREESF—/
(WLO)ICHEfEEnE T,

i, CiscoBug ID CSCvu75017


https://tools.cisco.com/bugsearch/bug/CSCvu75017

syslog7 7> U F 41 ZKERN ( 7 )L MNME ) ICRREL EBAED &K, APlEsyslogX v — %%
ELET,

APH Y N~ O BEE XS THEAN SBMEG RS TS 1—F 1 S IEF>TVBEE (&
EEWGBLICHBIHEERE ). APHT YTV VERKERS &, syslogk XY =T A EEEh
BTVWEEGHMNIES<HYEXHA,

LiADT, 75V 1ICREENzsyslog7 PAINICETD oLk, FNY T &2{T>THD
ZAPEB®FICRTFEL, TOHHZRTERNICTY7O—RIBENLAETT,

APHR— K/ RJL

ERERBEATO—BRNICNEET N BDZMBERO—BE, PIOEARSIMASTYTO—R
TERDE-—ONVRITHEATEXT,

NRIIZEDDZENTERIDHBERERDESY) T,

+ AP®Mshow tech

* AP syslog

« AP Capwapd7 L />0
APOERBIE XY E—20OY
« APATE>TT774)

APHR—KNNV RILZEAFITSICIE,. APCLICBEIL. <X R Tcopy support-bundle tftp:
XXXX1 ZAALET,

D%, RIZRT&KDIZ, support.apversion.date.time.tgzZ L =ZAPE TREIN TS hi-7
TANERRETERT (7 7M1ILBDERDICAPENFEXT ),

APC4F7.D54C.E77C#copy support-bundle tftp: 192.168.1.1688
<Cr»
APCAF7.DS4C.E77C#copy support-bundie tftp: 152.168.1.186

Creating support bundle, please wait...ifconfig: wiredl: error fetching interface information: Device not found
Unit systemd-journald.socket could not be found.
tar: ./*.tgz: No such file or directory

tar: error exit delayed from previous errors
tar: ®.tgz: Ne such file or directory
tar: error exit delaved from previous errors
+=== Support le APCAF7.D5S4C.E77C_support.17.2.1.11.20280408.145526.tgz created ===+
R R R R R R R A R S N A A R R R R R R R R AR A R N A R A A R A R R R A R S R A R R SRR AR AR SRR AR RR SRR R ERRRR AR SRR ES8RS 8242 120 .58%
Successfi e transfer:
APC4F7.D54C. E77C_support.17.2.1.11.20200408.145526.tgz
APCAFT.DS4C.E77CH]|

774)% Tuntary $2&, RESNIEERETFTBTITAILERRTERT,



rimages » ARCAFTDSCETIC support 1T.L111. 20000404, 145526

i
O Heme Diate mepdised Type Size

[ | APCAFT.DS4CETTC support, 17.2,1,11,20200408. 145526, brain.errardog.ge A0 455 P GEFile 1KB
| APCAFT.DSSC ETTC support.17.2.1,11.20200408. 145526, brain.log.gz A8/ 2020 &:55 P GE File KB
| APCAFT.DSACETTC support.17.2.1,11.20200408. 145526.info 4852000 £:55 PM INF File 1B
| APCAFT.DSCETTC suppert.17.2.1,11,20200408. 145526 messages.gr 4782020 &:55 P GI File 11KB
| APCAFT.DSAC ETTC support.17.2.1,11.20200408. 145526 startlog.gz 4782000 £:55 PM G File SKB
; APCAFTDEACETTC support. 112,111, 20200408, 1455 26 syslogs.gz 455/ 2020 £:55 PIA GZ File 2 KRB
| APCAFT.DSACETTC support.17.2.1.11.20200408. 145526.tech_support.ge ASEI 2000 &55 PRA GZ File KB
| APCAFTDSEC ETTC support. 172,111, 20200908, 145526 wia_infojron.gz 482020 &:55 P GF File 1KE

| APCAFTDS4C ETTC support.17.2.1,11. 20200408, 145526.wsa_status.json.gz ABPOM0 &SSP G File 1KE

k]

APIF7774ILDVE—NRE

APOT777ANEZ)E—RTRETZICE, AT7HTZEBMCLTHR—RNVRILICEDHS
ESICL, APRPSHR—INVRILEZTYT7O—-RTDH, ElBtitpY—/NICEREELET
o BBOBITIE, titptF—/¥192.168.1.100Z2FAL TVET,

AireOSOCLI
(c354-81) >config ap core-dump enable 192.168.1.16@ aplores uncompress ?
¢Cisco AP» Enter the name of the Cisco AP.

all Applies the configuration to all connected APs.

AireOSDOGUI

Saye Configuration g Logout  Refresh

MONITOR  WLANS CONTROULER WIRELESS SECURITY MANAGEMENT COMMANDS MELP  FEEDBACK User:admin{Readwiite) # Home

All APs > Details for AP70DB.98E1.3DEC mE el o
| General. | 1 | High 1 i Advanced [

Feguiatory Domains S0Z1tbgrE  BOZ.1lard Fower Over Lthernet Settings

Country Cade 0 {tarael) " e T

(e NSy Pt @ Pre-standard 802.3af switches

AP Greup Hame defmingros T

Powes Inpector State

Fatatics Timer 180 AP Tore, Camp
Data Encryption
AF Cone Dump # Erabled
b AP Growp NTP Reogus Detaction o =
Serar 1P 192.168.1.100
ATF 2 Telnet Ghatal Config ¥
¥ z File Name apores
iobal Config 7| F
RF Profiles et Sietal Lorfn File Compression %) Enable
] ig * | ¥
FlaxConnact Groups. Lot Sl oy
TCP Adjust MSS (IPvd: 536 - 1363, P62 1220+ 1338) 1330
» FlexConmect ACLS JCPMES i Chotiaky Enatied 4P Retransmit Count 5
FlexConnect VLAN LB State Erabie ¥ 4P Retrasgenit Intencsl 3
Templates
" o WLAN Tagging
Hatwork Uiste. LED Brightiovel L] (1-8)
b 002 A1B afasfan LED Fash State B (1-3600}seconds VLAN Tagging Erabied
S RO Indetmte NTP Server Status
¥ Media Stream Ouatie e
USS Hadule 1D USB Madule
4 Avplication Visibiliny ST Cmiparation
And Contral Ovemide mONS Snooping Ensbied
Hisdul
Lync Server WEE Madule Status R
Country USB Hodule Operational State bk Detected
Trustsec
Timers Hyparkocation Configuration
TrustSes Config
s M T T Erable Hyperdocation Giztal Config ¥ e

LR o Hyperiocation BLE Module Present

Services Sub-Services OMX Server Ip

Cisco IOS®®DCLI



<#root>
eWLC-9800-01(
config

d#ap profile TiagoOffice
eWLC-9800-01(

confi g-
ap
-profile

D#core-dump tftp-server 192.168.1.100 file apCores uncompress

Cisco I0S®®M GUI

B Uil Cisco Catalyst 9800-CL Wireless Controller # B 40O Q &

<= > AP Join Edit AP Join Profile x
AP Join Profiie Mame

TFTP Downgrade Telnet/35H Configuration

Tisgeice

0.000

AP Core Dun
System Log o

192.168.1.100
265,255.295.255

detault

Cisco IOS® XE 17.3.15AF&(Z I Support BundleZ 7 A& ), WLC GUIA SAP SBZA > O—R
TEET,

EITTBDIE. APT Tcopy support-bundles X > REEITL T, ThZESCPERTWLCIZE
ETBCERITT (WLCHSCPH—/NIC A2 THMA BB EHTT ) .

R, TZ2OYHSAIVO-RTEET,

.
PrE0C- AR- gt ]
‘0B5-49E6  AP2802I- 2 [} 81.244.9.50 502(.a83¢
& A-KS General Interfaces High Availability Inventory ICap Advanced Support Bundle
1 10 »
Destination © This Device Last Export Status
External Server
i State
5 GHz Radios e 172.31.46.79
S — Transfer Mode
2.4 GHz Radios Destination File Path* @ I Server IP
Fila Path
Usermame™
Dual-Band Radios Time of Export
Password*

LSC Provision



2FV, 173AKYEIOV ) —ZANDeWLCTERELUBEZFEHTITAET,

APIZEEZEFREATFTPY -/ VWEEIE. SCPEHTAPA SeWLC IPICHR—K/N> R)L&ET
E_bij—o

eWLCIEEBE. APASSSHZN L THETRTHD -, 173&WERTRHREMTT,

ATV 1:9800v17.2.1TCSSHZEMICT S

AT Y7 2: Cisco IOS® XE v17.2.1 CSCPZERICT S

ROBIE, SCPOY—/NAIDOHEZRETDHFEZRLTVERT, cOPITRE, O—NILICER
TNLEIA—HYEBENAD—RZHEALET,

P AMA authentication and autherization sust be contigured propérly im order for SCP to work
Device: @anabla
Devices configure terminal

Device(: ig)s aaa new-model
efconfig)s aaa authentication login default local
Device({config)® aaa authorization exec default local
evice(config)s username userl privilege 15 password € lab
m be configured and functioning properly.
evice(config)s ip scp server enabl
ayica ig)® end

ATY 7 3: OAX > R Tcopy support-bundles ZEAL T, SCPH—NIZEK TR 77 M1ILE%E
EETAHLENHYVET,

EXR: COONY RZIAERTIDE, EROBHZT7AIILBZEETEXRT, RIC, TOT7
ANEZ2ARYRICOAE—-LTHYNTERT,

AP7@DB.98E1.3DEC#copy support-bundle scp: admingl92.168.1.15:/

Creating support bundle, please wait...!tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors

tar: =.tgz: No such file or directory

tar: error exit delayved frop gcevigus scrcore

+===.Support file] AP7GDB.98E1.3DEC_support.17.2.1.11.208200586.118086.tgz ]:reateu ===+

Warning: Permanently added "192.165.1.15° TRSA] IO INE 115T OF Known nostos
Password:

Connection closed by 192.168.1.15 port 22

lost connection

AP78DE.98E1.3DECEcopy support-bundle scp: admin@192.168.1.15:/AP7008.98E1.3DEC_support.17.2.1.11.20200566.110606.tgz
—

Creating support bundle, please wait...!tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors

tar: *.tgz: No such file or directory

tar: error exit delayed from previous errors

+=mm Support file AP78DB.98E1.30EC_support.17.2.1.11.20200506.110406.tgz created ===

Password:

AP7@DB.98E1.3DEC_support.17.2.1.11.20280586.118400.tgz 188% 5O0KB 3.3MB/s ©0:00
Connection to 192.168.1.15 closed by remote host.

Ap7eps.o8e1. 3pecz]

ATY T 4: FTD#%E, eWLC GUIIZBE L, Administration > Management > File ManagerT 7 7
1IN ERMEBTEEXT,



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
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APE®@gRPCH—NOJ W, ROOIXV RTFIVITEEYT,

AP# show grpc server log

time="2020-04-01T01:36:522"
time="2020-04-01T01:36:522"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:36:52Z2"
time="2020-04-01T01:37:02Z2"
time="2020-04-01T01:37:02Z2"
time="2020-04-01T01:37:02Z2"
time="2020-04-01T01:37:02Z2"

Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info

msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]

CalTling startDNASpacesConn routine

spaces conn url 10.22.243.33:8000"
entering stopDNAspacesTmpTokenRoutine"
exiting stopDNAspacesTmpTokenRoutine"

entering startDNAspacesTmpTokenRoutine"

Taunching token request cycle"
exiting startDNAspacesTmpTokenRoutine"

spaces token expiration time 2020-04-02 01:36

Receive Success status"

:52 +00

Connection not in ready state sleeping for 10 second

Setup Stream for the gRPC connection”
Connect RPC Succeeded."

RX routine got enabled "

TX routine got enabled "

Cisco DNA Spaces xR I XA D #EHE, XOONX > RTHEERTEET,

AP# show cloud connector key access

Token Valid : Yes

Token Stats :
Number of Attempts
Number of Failures
Last Failure on
Last Failure reason
Last Success on

Expiration time

1 44
1 27

: 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576

: curl:

SSL connect error
: 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625

: 2020-04-02 00:48:37 +0000 UTC



Connection Retry Interval : 30

AP# show cloud connector connection detail

Connection State : READY

Connection Url : 10.22.243.33:8000
Certificate Available :  true

Controller Ip 0 10.22.243.31
Stream Setup Interval : 30

Keepalive Interval : 30

Last Keepalive Rcvd On : 2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246
Number of Dials 2

Number of Tx Pkts ;2788175

Number of Rx Pkts ¢ 11341

Number of Dropped Pkts : 0

Number of Rx Keepalive ¢ 11341

Number of Tx Keepalive ¢ 11341

Number of Rx Cfg Request : 0

Number of Tx AP Cfg Resp : 0

Number of Tx APP Cfg Resp : 0

Number of Tx APP state pkts i 5

Number of Tx APP data pkts 1 2776829

APDBREMBLE/ O—RF ¥ ARNREZRTTRICE. XKOFIEZRITLET,

AP# show controllers ioTRadio ble 0 broadcast

BLE Profile Config

Active profile : v-iBeacon

Profile 0 (iBeacon)

uuib : 00001000000000000000000000000000
Interval (ms) : 100

Power (dBm) =21

Advertised Power (dBm) : -65

Minor : 0

Major : 0

TxPower byte : bfbfbfbfbfbfbfbfbfbfbfbfbf
Profile 1 (Eddystone UID)

Namespace (hex) : 0000000000005446089c
Instance-ID (hex) : 7f0000001f00

Profile 2 (Eddystone URL)
URL : http://www.

AF VY UORBRERTIBDICE, AOFIEZETLET,

AP# show controllers jioTRadio ble 0 scan brief
Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard



Unknown 3C:1D:AF:62:EC:EC 88 0 0000D:00H:00M:01S

iBeacon 18:04:ED:04:1C:5F 86 65 0000D:00H:00M:01S
Unknown 18:04:ED:04:1C:5F 78 65 0000D:00H:00M:01S
Unknown 04:45:E5:28:8E:E7 85 65 0000D:00H:00M:01S
Unknown 2D:97:FA:0F:92:9A 91 65 0000D:00H:00M:01S
iBeacon EQ:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EO:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

Unknown 04:EE:03:53:6A:3A 72 65 0000D:00H:00M:01S
iBeacon EQ:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EO:7D:EA:16:35:35 67 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Eddystone URL 04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S
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AP#show iox applications
Total Number of Apps : 1

App Name : cisco_dnas_ble_iox_app
App Ip : 192.168.11.2
App State : RUNNING
App Token : 02fb3e98-ac02-4356-95ba-c43e8al1f4217
App Protocol : ble
App Grpc Connection : Up
Rx Pkts From App : 3878345
Tx Pkts To App : 6460
Tx Pkts To Wlc : 0

Tx Data Pkts To DNASpaces : 3866864

Tx Cfg Resp To DNASpaces : 1

Rx KeepAlive from App : 11480

Dropped Pkts : 0

App keepAlive Received On : Mar 24 05:56:49
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AP#connect iox application

/ #

/# tail -F /tmp/dnas_ble.Tlog

Tue Mar 24 06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application

Tue Mar 24 06:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-al128-80683eal7bl?2
Tue Mar 24 06:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777

Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-al28-80683eal7bl?2

Tue Mar 24 06:55:21 2020 [INFO]: Attempt to connect to DNAS Channel

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run metrics

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run Channel Keepalive

Tue Mar 24 06:55:21 2020 [INFO]: Initialize DNAS Reader Channel



Tue Mar 24 06:55:21 2020 [INFO]: Start listener for messages
Tue Mar 24 06:55:21 2020 [INFO]: Running BLE scan thread
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