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COREETSHIC. ROBHFBLEATVWASZEERBLET,
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CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—2aVICEITVTVET,

. Cisco I0S /%@ 9 % Cisco Aironet AP &,
- &Y ND—FMIC Virtual LAN (VLAN; B8 LAN ) B 1 SUABFELBVEDELET,
LAY F—EIR—-AICEEICHEET NS RADIUS R —/V® M. Cisco LEAP 8 KT
EAP-FAST THR— RN EhBFREEY—/NZRIZRLE T, Cisco Secure Access Control
Server ( ACS ) Cisco Access Registrar ( CAR ) Funk Software Steel-Belted RADIUSInterlink
MeritMicrosoft PEAP-MS-CHAP /N\—2 3> 2 $ & U PEAP-GTC THR—NE h 35T —
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NCDOVWTOFHE, 947N BT UA NOREEEICHEBVEDELEZ L,
CORFIXNDEHRIE, BEOSRARREICHDTNAAICESIVTHEREhELE, COR
FAIXRNTEATIIXNTOTNARG, FIA(F7 2D ) REORELSEBLTVET
o NRODRY RD—UNEBBHRTHBIHEICE. EORXSBOATYRIZDOVTE, TOEEWN
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E: 20tV aAVTEATATVWAIOVY ROFEMBZERAXSICEK, Command Lookup Tool ( &
BI—YER)EZSBLTILKFEEL, —BY—LICO2VTE., YARBRROBEHEICETIEA
TERVBANBYET LRI TELSIEEL,

FEAEDNAD—R AR—ADOFEIATI O XL EREH, Cisco LEAP FFHFEHE(ICK L THESS
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AP @ IP 7 KL A& 10.0.0.106 TF,
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XYBND—YVEAPEEG EAP AL EF—F8B5E

EAP/802 X R— AN HF XTIk, XY NT—T EAP & EAP 2R L A —7"2 R NEV
COVWTEBICEDIhIHIPELhFEEA, CchsOEBIE, BEBNTYRNRBLVTTYII—>3
> INTY ROAY X —RIZH B Authentication Algorithm 7 4 —)L ROEZEL TVWET, EF
DSATURDBEAEDRELEL, CO7A—JLROEE O (A—TVRE) CRELTH
W, BOT7VYII—232 JOCATEAPRIAZTVWVEVEVSEEAZBALET, AR
TV TI—2a 0RONS, XY RNTD—DUEAP 750 % FE>TZDEZBNDFETHRELE
3-0

ZXYND—=VRADIZATRNOBEICKDT, ROKSICERELET,
. CiscoDIZATN: ZYRNT—Y EAP Z2ERT 5,
cH—RN—FAROVZATN(CCXERRRZEL ) EAPICKBDF—T R Z2FEH
I,
- Cisco 9TAT U NEY—RN—TFTARIOSATNOEAEEDYE . XY ND—T EAP &
EAP IC&k B A —7RIEOMA ERIRT S,
it —/N\DEH

EAP REDKADFIETI, BT —NEZERL., TOH—NEOBEREBULET,

1. 7O tA RS> ND Server Manager X7 ( [Security] > [Server Manager] ® JETHI L = X
—_1—HEBEW) T, ROFIEEETLET, [Server] 7 1 —JL RICFREEH—/ND IP 7 RL
AZADLET, REMFER—MNEBELEF T, EEEEHRL, ROV AT UAN
CTF—RZANTBICE, [Applyl 20 )Y U LET, [Default Server Priorities] D FIC&H B
[EAP Authentication] & 4 7°® [Priority 11 7 41 =)L RIZH—=/NIP 7 RLAZRELE T,
[Apply] 2O VY O LET,
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SERVERMANAGER || GLOBAL PROPERTES |

12 1846 Mon Sep 20 2004

Security: Server Manager

Backup RADIUS Server
SECURITY
Aderin Access Backup RADIUS Sarver: {Hostnarme or IP Address)
C s MR Shared Secret:
5510 Manapger
Server Manager | Apply || Delete | | Cancel |
Local RADIUE Server

Advanced Security | Corporate Seners |

Current Server List
RADILIE =

Server (Hostname or IP Address)

10.0.03 Shared Secret:

eniatlon (164 {0-65536)

Ryt (aptianal):

ErEn L nling

Rgrt (optional): Lo 10-65536)
[Concel ]
Default Server Priorities |
EAP Authentication MAL Authenfication Accounting
Priomy 1: | 10.003 Priodty 1. | €MNONE > & Priority 1: | €MHONE > =
Prioniy T Prioiity 2. | ¢ NONE » % Prigeity 2: | € NONE > »
Priomty 3: [« NONE > Pricity 3 | € MONE > & Prigsity 3 | €MOME > =

Bdmin Authentication (RADIUS)  Admin fathentication (TACACS+)  Proxy Mobile |P Authentication

Puiority 1: |t NONE ¥ Prigity 1; | 10003 % Priogity 1; | €NOMNE ¥ %
Prorty 2. ¢NONE>» |+ Prioiity 2. | < NONE > > Prioeity 2, | €MOMNE » »
Puigrly 3. | € NOMNE » [» Prigrty 3, | € MOME » » Prigsity 3, | € MOMNE »

(Fesi) (Gonce]

- .

Choze Window Copright {c) 1992-2004 by Cisco Syslems, inc.

CLINASROIOAN >V RERKITITDEETEET,

AP#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
AP (config) #aaa group server radius rad_eap

AP (config-sg-radius) #server 10.0.0.3 auth-port 1645 acct-port 1646



AP (config-sg-radius) #fexit
AP (config) #aaa new-model
AP (config) #aaa authentication login eap_methods group rad_eap

AP (config) #radius-server host 10.0.0.3 auth-port 1645
acct-port 1646 key labapl1200ip102

AP (config) #end

AP#write memory

TIOEARAVNE, BEEF—NICAAA VTA T RNELTRETIHENHYET, &
& A&, Cisco Secure ACS Tlk., Z DE&EIF [Network Configuration] R— T1TVWE T,
COR=D TR, TVERARANORRL, IPT7RLA, HEREX—, BRERIEFR
( RADIUS Cisco Aironet & /= l& RADIUS Cisco IOS/PIX ) AERENTWVWET, ACS UL
OHEOFBIEY —/NC DV Tl, X—H—OIZ2FLESBLTILEEL,

. . %
W Network Configuration x|
v =
z T » AAA Clent Hostmame
E |E:!':F AAM Client TP |19-0.0.106 « AAA Client IP Address
- : Address = Koy
% fum?rﬂir + Metwork Device Group
Key shargdsecrat + Authenticate Using
"%' N + Single Connect TACACS+ AAA Client
= || Athenticate — — + Log Update/Watchdog Packets from this
E. m:’m o T_Tslng FADIS A5 C0 :l-:l.'F'l.Kt :'f)l MA CHEII.'
— + Log RADIUS Tunneling Packets from this
ol intartace 0 Single Cornect TACACS+ AAA Chent AAA Clhent
S (Record stop in accounting on fadure) + Replace RADIUS Fort info with Usemame
Eﬂ dudmaitanicn — Log UpdateWanchdsg Packets from this from this AfA Client
) = AAA Chent
Elwt:.'j | Exctrnul Ugwr )
Dalibider — Log BADITSE Tusneling Packets frorm this
% | E-rnr;: amd | = AAM Client AAA Client Hostname
gl
: — Eeplace BADITE Port info with Usemame
Ejl Ellwr:i.:;nuh-m L o this AAA Client The AAS Chent Hustnlaune 1z the name
J azsigned to the AAL chent
_ Submit | | Submit + Restat | [ Cancel | [Eack to Top) s
w | £ *

BH®OEAPFRRIIARERITIT D RS IR —/NNREE N TVWAR L ZBRARLET, £
&EZIE. LEAP %175 Cisco Secure ACS M4, System Configuration - Global
Authentication Setup RX—= T LEAP FZREZEL £ T, [System Configuration] 27 1) v
. JRIZ [Global Authentication Setup] #21UY 2 L& ¥, ACS A DMDOFRIE Y —/VE £
FD EAP ARIZOVWTR, BREFEEON_Z1TILZSRBLTLEZ,

c
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EAFP Configuration ? |

PEAP
F Allow EAP-MSCHAPV2
W Allow EAP-GTC
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Enable Fast Reconnect =)
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ME-CHAP Configuration k4
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W Allow MS-CTHAF Verzion 2 Authenbcation

? Back tio Helgs I

-

L]

PFEAP
EAP-FANT

« EAP-TLS

LEAP
EAP-MDS

« AP EAP requoest timeout
o ME-CHAP Configuration

=

Submit | Submit+ Festan | Cancel |

This page cpecifies setmngs for
vanous authenbcahon
protocols

[Back to Top
FEAP

Novar PEAP iz a cortificale-
based authentication
protocol. PEAP
authentication can ooy
by aftar wis bave

DFAF> DORBLTRADER




TFORARAVRNDOZAT Y NBAERDEFRZRBIDLSILE 2125, TOFRAARIC
WNHETBRSICTIVEARAINERELET,

E:hSOFIEIE, WEPR—ADA 2V ARN—ILATYT, WPA(WEP LIZELSHES{LEER
YJICDWTIE, TWPAREDHME, #83BL T EEL,

1. 7O 1A R4 > KD [Encryption Manager] & 7 ( [Security] > [Encryption Manager] D JIET
BMWEXZ1—1EEBRW ) T, XOFIEZETLET, WEP encryption ZFEA T3 & &35
ELET, WEP Z [Mandatory] ICIEELE T, F¥— H A XN [128-bits] ICEREETN TV
CEERBIBLUED, [Apply] 2V YO LET,

Lizen SvaTEmg ﬁ
] Cisco 1200 Access Point \a

RADICDBOZATE [} RADIO-BOZ1IA | kg

Hosiname AP AZAZ22 Mon Sep 20 2004

Security: Encryplion Manager - Radio0 802,116

_ Encryption Modes |

SECLURITY
Adrrin AL eSS 2 Mone
Encryjrion Marager
8210 Manager
Server Manager @rﬂlllnn HMGMD
Local RADIE Sareer Crsco Compliant TKIP Features: [] Ensble MIC ] Enable Per Packet Keying
Advanced Security

2 Cipher WEF 128 bil w
Enceyption Keys
Transmit Kay Encryption Key (Hexadecimal) Key Size
Enerygption Ky 1: O 128 i »
Encryption Key 2: ® 128 kil
Encrgption Key 32 O 128 b0
Encryption Key 4: O 126 bit

Global Prapenies

Broadcast Key Rotation Interval: & Dizabls Rotation

) Enabla Rotatian with Interal. |DISABLED | (10-10000000 sec)

WPA Group Key Update: [ Enabbe Growp Key Update On Membership Termination

[ Enable Groug Key Update On Members Capabilily Change

hpph-Racio) ] Apph-Al
Cancal

Choze Window Coparight {c) 1992-2004 by Cizsco Systems, inc.

CLINMNSROIAN >V RERITIDEETEEXT,

AP#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

AP (config) #interface dotllradio 0

AP (config-if) #encryption mode wep mandatory

AP (config-if) #end

AP#write memory

. FOtA RS> O [SSID Manager] X 7 ( [Security] > [SSID Manager] ®JETR W =X Z
1—1EBA )T, XOFIEEZERTLET. BEMD SSID ZiBIRL £, [Methods Accepted:]
T, Open] DF TV IRV DRAIZFIVI X—V%ZFFF., ROAVTEI VARNDS
[With EAP] Zi#IRUL &9, Cisco V54T N h—RZFEAL TVWBHESIZIE. Network-

EAP FIVIORYIOREFAVIZLET, "ZFYRND—YJEAPELIFEAP ZFRALEF—
TR, O AV OBBPESBLTLSESV, [Applyl 2V Y I LET,
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A2:47:46 Mon Sep 20 2004

i® Uge Defaulis Define Defaults
) Custoemiza
Friarily 1 |HONE » v
Priarity 2 | $ HONE > =

Priorily 3= | ¢MNONE > =

551D Properties
SECURITY
;‘4 Admin ACCESS Cumrent 5510 List
EncrypSan Manager | € MEW » _SSID: labap1200 )
| 5SID Managor EETET
Server Manager WLAN: LHOME > % |  [igdfing Vi ANS
B
|| Local RADUS Senver Hetwork 1D: 4055
Advanced Security s
| Delste-Riadiol || Delete-all |
Authenticalion Seftings
Methods Accepled:
Open Authentication mm@ v
O Shared
Aughentication: SNO ADDITICN _
MNetwark E&F: < MO ADDITION w
Server Priosites:
EAP Authentication Servers MAC Authentication Senvers

(&} Use Defavliz Define Defaulls

) Custlornize
Prioity 1: | < NONE> +
Friomy 2 % NOME > »
Prionly 3; <MONE> =

Portions of thiz image not relevant to the discussion have been edited for clarity

Glohal Radied 802.118 5510 Propaerties

St Guest Mode S5I10: | cHOME »

Cloge Window

Set Infrastructure S510: | <NOME > % [[] Force Infrastructee Devices to sssociate only 1o this SSI0

Capright (e) 19022004 by Cisco Syflems, nc

CLINSRODIOXV RERITIBDEETERT,




AP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
AP (config) #interface dotllradio 0

AP (config-if) #ssid labapl200

AP (config-if-ssid) #authentication open eap eap_ methods

AP (config-if-ssid) #authentication network-eap eap_methods

AP (config-if-ssid) #end

AP#write memory

EARDEAP BETOEAN S BAEEREL LS, RTHOBESKCF—EBEZEMTEET,
MREICRSTILYI-FAUITERLSTHICE, EROBED LDk EETREEER
TRELTVEET,

2

COET, RENFNEBICHELTVWRAESH EERTHIRICKRI>BEREENLTVET,

—#0 show IXY RBFIRTY D AV B—TURY—JLILE>THR—PENTUETY (&
BI1—HEM ), COY_LEFEMIBoELE>T, show IXY RN DS HERERST
%7,

- show radius server-group all : AP EDFXEEZ K RADIUS H—/N I —TZINT—ERTR
LET,

| 2 Rl
bSTN21—F 4>V OFIE

ROFIBICRST, BREONZ TN 1—FT 12T 2TVET,

1. 94T MNOBRETHEBL RN BV EZHRITZDEHIC, V9F(4T7 2 MNMIOI—F
AVTAFELERYIRNIITT, AUNTX—SFTLERELONTX—2ZFERAL THRIC
TA77ANEEREREERLET,

2. EERERZY TS RF OBRBENfr £ UBEVWKRDICTE L, ROFIEZFERL TRIEZ —B
BICEMICLET, CLI A Sk, no authentication open eap eap_methods. no
authentication network-eap eap_methods, authentication open & IN > RZFEALET
o GUI »* 5 (&, SSID Manager R—< T, [Network-EAP] FIT Y ORY DRAZFTICL,
[Open] DF IV IRY JRAIZFIVIO I—V%FH, ROVYFTHAI UARNE [No
Addition] ICRULET. 9547 M BEENSFICKITRIEEICE, RFEFPYII—2 3
COBMEICERLEREA.

B.T7IVEARAVNERMY—/NEBTHERZRBNAD—RFIFHLTVWA L ZBREBLE
9, AHLTVEVEERE, ROIS— XvtE—IHREIhET,

Invalid message authenticator in EAP request
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CLI »* 5%, radius-server host x.x.x.x auth-port x acct-port x key <shared_secret> D17 Z &
ZTLUET, GUI iS5 &, [Server Manager] X—< T, [Shared Secret] DR Y V7 AICKHRE
BARAG—NOLEWERZBANLET, RADIUSH—NEOTIOEA RANIXRTS
HEMEFRTI O NJICKEK, LREBUXERERBNAD—RIRBHEATVIRENF HVE
EP

.RADIUS H—N\ASIXTOI—H JI—TZHIBRLE T, BEICK2 Tk, RADIUS #
—NHFERLEI-F TI—T&, BERRXADOI—HF JI—7THET. RENRETS
CENFBYVET, RADIUS H—/NXoOJ T, XMUERTAFBVAESHEREL., H35
BICRTOEBEERALET,

NSTIN1—F4200EHOIOIVR

—#D show ANV RETZIRTY RN ABZ=—TVEZY—=)LICL2THR—REIATLVET (X
BI1—HYEH), COYV—I)ILEFRATREILL?2T, show AN REBEIDOMERERTT

XY,

EAP CEA9 2T /NNY T OHHZREL, TOEREZIREITDHECOVWTIE, TRIHFOFNY YT

1 CHULSBHBPATINTLERT,

y:

debug N> RZRTIAEIC. TdebugdNY ROEELEHR. Z2ZRBL T EEV,

- debug dot11 aaa authenticator state-machine : 754 7> MR —/NBOXI> I —>

SVOEBDE(FEFRE) ZRTLET, ERCRTUERAOE L ZRIZRLET,
*Mar 1 02:37:46.846: dotll_auth dotlx_send_id_reqg to_client: Sending
identity request to 0040.96ac.dd05

*Mar 1 02:37:46.846: dotll_auth_dotlx_send_id req to_client:
0040.96ac.dd05 timer started for 30 seconds

*Mar 1 02:37:46.930: dotll_auth dotlx_run_rfsm: Executing

Action (CLIENT_WAIT,EAP_START) for 0040.96ac.dd05

*Mar 1 02:37:46.931: dotll_auth_dotlx_send_id req to_client:
Sending identity request to 0040.96ac.dd05 (client)

*Mar 1 02:37:46.931: dotll_auth dotlx_send_id reqg to_client: Client
0040.96ac.dd05 timer started for 30 seconds

*Mar 1 02:37:46.938: dotll_auth dotlx_run_rfsm: Executing

Action (CLIENT_WAIT,CLIENT_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:46.938: dotll_auth_dotlx_send_response_to_server:
Sending client 0040.96ac.dd05 data (User Name) to server

*Mar 1 02:37:46.938: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

*Mar 1 02:37:47.017: dotll_auth_dotlx_run_rfsm: Executing

Action (SERVER_WAIT, SERVER_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:47.017: dotll_auth dotlx_send_response_to_client:
Forwarding server message(Challenge) to client 0040.96ac.dd05

*Mar 1 02:37:47.018: dotll_auth dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.025: dotll_auth_dotlx_run_rfsm: Executing

Action (CLIENT_WAIT,CL IENT_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:47.025: dotll_auth_dotlx_send_response_to_server:
Sending client 0040.96ac.dd05 data(User Credentials) to server

*Mar 1 02:37:47.030: dotll_auth dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.041: dotll_auth dotlx_run_rfsm: Executing Action
(SERVER_WAIT, SE RVER_PASS) for 0040.96ac.dd05

*Mar 1 02:37:47.041: dotll_auth dotlx_send_response_to_client:
Forwarding server message(Pass Message) to client

0040.96ac.ddo5
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*Mar 1 02:37:47.042: dotll_auth_dotlx_send_response_to_client:

Started timer client_timeout 30 seconds

*Mar 1 02:37:47.043: %$DOT11-6-ASSOC: Interface DotllRadioO,

Station TACWEB 0040 .96ac.dd05 Associated KEY_ MGMT[NONE] (Client stays
associated to the access point)

=X 1 12.2(15)JAK V) BIDCisco IOSY 7 R DT TV —ATIE, CNDdebugdN > RO

debug dot11 aaa dot1x state-machine T ¥,

debug dot11 aaa authenticator process : 754 7> MRV —NBOXII—>3>0n
B2OXAFOY IRUBERRLET, 3E: 12.2(15)JAK V) BT DCisco IOSY 7RI T 7Y
) —ATlk. ZDdebugd~N > RMEX(Fdebug dot11 aaa dot1x process T,

debug radius authentication : H—/N& 054 7> NE® RADIUS XJ2 T —> 3> ZERRL
F9. U—NEISZATURE, APTTVYDENTVET, KBUERIEOE D ZRICTR
LET,

*Mar 1 02:34:55.086: RADIUS/ENCODE(00000031) :0rig. component type = DOT11

*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: ssid [264] 5

*Mar 1 02:34:55.086: RADIUS: 73 73 69 [ssi]

*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: interface [157] 3
*Mar 1 02:34:55.087: RADIUS: 32 [2]

*Mar 1 02:34:55.087: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADIUS/ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.087: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADIUS(00000031): sending

*Mar 1 02:34:55.087: RADIUS(00000031): Send Access-Request

to 10.0.0.3 :164 5 id 1645/61, len 130

*Mar 1 02:34:55.088: RADIUS: authenticator OF 6D B9 57 4B A3 F2 0E -
56 77 A4 7E D3 C2 26 EB

*Mar 1 02:34:55.088: RADIUS: User-Name [1l] 8 "wirels"

*Mar 1 02:34:55.088: RADIUS: Framed-MTU [12] 6 1400

*Mar 1 02:34:55.088: RADIUS: Called-Station-Id [30] 16 "0019.a956.55c0"
*Mar 1 02:34:55.088: RADIUS: Calling-Station-Id [31] 16 "0040.96ac.ddo5"
*Mar 1 02:34:55.088: RADIUS: Service-Type [6] 6 Login [1]

*Mar 1 02:34:55.088: RADIUS: Message-Authenticato[80] 18

*Mar 1 02:34:55.089: RADIUS: 73 8C 59 C4 98 51 53 9F 58 4D 1D EB A5

4A AB 88 [s?Y??QS?XM???J?°?]

*Mar 1 02:34:55.089: RADIUS: EAP-Message [79] 13

*Mar 1 02:34:55.089: RADIUS: NAS-Port-Id [87] 5 "299"

*Mar 1 02:34:55.090: RADIUS: NAS-IP-Address [4] 6 10.0.0.106
*Mar 1 02:34:55.090: RADIUS: Nas-Identifier [32] 4 "ap"

*Mar 1 02:34:55.093: RADIUS: Received from id 1645/61

10.0.0.3 :1645, Access-Challenge, len 79

*Mar 1 02:34:55.093: RADIUS: authenticator 72 FD C6 9F Al 53 8F D2 -
84 87 49 9B B4 77 B8 973

*Mar 1 02:34:55.117: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.118: RADIUS/ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.118: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.118: RADIUS(00000031): sending

*Mar 1 02:34:55.118: RADIUS(00000031): Send Access-Request to
10.0.0.3 :164 5 id 1645/62, len 168

*Mar 1 02:34:55.118: RADIUS: authenticator 49 AE 42 83 CO0 E9 9A A7 -
07 OF 4E 7C F4 C7 1F 24

*Mar 1 02:34:55.118: RADIUS: User-Name [1] 8 "wirelg"

*Mar 1 02:34:55.119: RADIUS: Framed-MTU [12] 6 1400

*Mar 1 02:34:55.124: RADIUS: Received from id 1645/62

10.0.0.3 :1645, Access-Reject, len 56

*Mar 1 02:34:55.124: RADIUS: authenticator A6 13 99 32 2A 9D A6 25 -
AD 01 26 11 9A F6 01 37

*Mar 1 02:34:55.125: RADIUS: EAP-Message [79] 6

*Mar 1 02:34:55.125: RADIUS: 04 15 00 04 [????]



*Mar 1 02:34:55.125: RADIUS: Reply-Message [18] 12

*Mar 1 02:34:55.125: RADIUS: 52 65 6A 65 63 74 65 64 0A 0D

[Rejected??]

*Mar 1 02:34:55.125: RADIUS: Message-Authenticato[80] 18

*Mar 1 02:34:55.126: RADIUS(00000031): Received from id 1645/62

*Mar 1 02:34:55.126: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
*Mar 1 02:34:55.126: RADIUS/DECODE: Reply-Message fragments, 10, total 10 bytes
*Mar 1 02:34:55.127: %$DOT11-7-AUTH_FAILED: Station

0040.96ac.dd05 Authentication failed

. debug aaa authentication : 7514 7> N /N4 ALY —/NEOREED AAA X I IT—
>aVERRLET,

B 18 #§

- BEOTNNY T

- REEZA1 7T DOERTE

- O—7AJL RADIUS #—/YT® LEAP BBEE

- RADIUS #—/\Y& TACACS+ H—/\DERIE

- PEAP-MS-CHAPV2 Y2 U REREN RRTEE T /= Cisco Secure ACS for Windows v3.2
. EAP-TLS Y/ BRREN B E & h )= Cisco Secure ACS for Windows v3.2

- Configuring PEAP/EAP on Microsoft IAS

- Troubleshooting Microsoft IAS as a RADIUS server

. Microsoft 802 1XBREEI2ZA T > b

cTOZHhIL HR—bE RF I XD - Cisco Systems
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