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- Lightweight EAP ( LEAP )
- Protected EAP ( PEAP )
- EAP-Transport Layer Security ( EAP-TLS )
- EAP-Flexible Authentication through Secure Tunneling ( EAP-FAST )

MAC 7 RL AMRILE ., AR —NELRFEWDS PRLARAbOO—AIL VARNDE
ESMCRIRVITTEET, WLSMIE MAC 7 RLADRIAZ Y R—KRLTVERE A,
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AN XY E—2B3INL—TFT142T0TEBRVOT, WDS EEFNICBENITFSNEATTANT D
F¥ FUOEARANEIEUIPHTZY NABRTRELU LAN EI X NRICEETDHEN S
V)&EJ, WDS & WLSE OREITIlE, WLCCP A" TCP & User Datagram Protocol ( UDP ) &Z7R— ~
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TORCBARANEWDS ELTEETZLEHIC, ROFIEZRITLET,

1.WDS PO A RA 2 NTRIAT—/NZRET B ICIE. [Security] > [Server Manager] D JEIC
i#IR L T, [Server Manager] X7 (& £, [Corporate Servers] D KT, [Server] 7 1 —
IRICERFAH—NDIP PRLAZANLE T, HERFER—NZEBELE T, BULRE
AR A 7T #FERAL T, [Default Server Priorities] ® T T [Priority 1] 7 4 —)L RZZ O H—/\
P7RLAICEKELET,



Citea Srgrims ﬁ‘
-- Cisco 1200 Access Point

SERVER MANAGER |3 OLOBALPROPERTIES |
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Security: Server Manager
Backup RADIUS Server

Backup RADIUS Server: | {Hostname or P Address)

Shared Seciet: |

Server Managos Apply | Delete | Cancel |

:ms-nn

Current Server List

| HADILIS "'I

Al_mu [10.0.0.3 (Hostname o 1B Addr;;"

e Shared Secret:

Awith i il cation

_Delete | Port optionan: 5% 065536
.ﬁmunﬂm Part I_

l\pﬂlnl L. pessE) 4
Default Server Priorities -

EAP Authentication MAL Authentication Aecouniing
Prionty 1: I'”W'” "I Prionty 1: |€MNONE > = Prioety 1: |<MNONE » "I
Pty 2 [« NONE » "l Pronly 2 [« ONE » "'I Fronty 2; | € NONE 3 'i

Prierty 3. [<NONE > =] Priorty 3. [<NONE > =] Priosty 3: [<NONE > =]

fAdmin Authentication (RADIUS)  Admin Authentication [TRCACS+)  Proxy Mobile IP Authentication

p‘“-n-.rﬂ'!- | CMNOME)» = p‘uqr.-,- | ItrﬂNE ¥ ""I Pﬂﬂfﬂf 1 £ MOME 3 ""I
Prignty 2: [enONE > =] Prignty 2: [«noNE > =] Prosty 2; |€NONE 2 -|

Pranty 3 |”¥DHE* "l Prianty 3 |“‘4'IIN'E!h "I Priosty 3. | € NUNE » 'I
_Avply | _Cancel |

it(.di CLITROOANY RZERITLET,

RXDOFEE, WS FTOEARAY NERFY—/NTRHRIE. BE, BROTHI>T1420
(AAA) VAT RELTERETSDCETT, «.0)72_&3(.._(.1 WDS 7OtA RS NZE
AAAUVTATVRNELTEMTRDRENf HYVET, ROATYTERTLET, E: 20
REIXDNTIEE, REEY—/V& L TCisco Secure ACSH—/N&ERAL £9 . Cisco Secure
Access Control Server ( ACS ) Tlk., Z O [Network Configuration] R—2 TITWE
T, WOSPIVEA RS NAILROBEHZEZELE T, [BEI(Name)|IP 7 RL AREMER
F27EA T RADIUS Cisco AironetRADIUS Internet Engineering Task Force ( IETF ) [Submit]
Z0UYOLET, ACS BADMORRIY —NICO2VWTRE, X—H—DOXZ1T7IIL%ZESR
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Cond g ot bon

Admmtetion
Cantrad

B0 | o™
o |

gjl Online

Network Configuration

it

Add AAA Client

[/a,euw:;em

5_AF
Hostname IWDS.
AAA Chent [P |10-0-0-102 =]
Address |
Eey [sharedsecrat
Authenicate
@m | RADIUS [Cisco Awanet) j/

r Smgle Connect TACACS+ AAA Chent
(Becord stop in accounting on fashure)

Lag UpdateWatchdog Fackets from thas
AR A Chent

Log RADIUS Tunnebng Packets from ths
ARA Chent

Eeplace EADIUS Port mfo with Username
from thizs AA&A Chent

r
r

r

Submit |  Submite Restan | Cancal |

« AAA Chent Hostname

« AAA Client TP Address

» Koy

o Network Deviee Group

« Authenticate Using

+ Single Connect TACACS+ AAA Client

+ Log UpdateWatchdog Packets from this
AAA Client

« Log RADIUS Tunneling Packets [rom this
AAA Client

« Hoplace RADIUS Part info with Usemame
From this AAA Client

AAA Chent Hostname

The AAA Chent Hostname 15 the name
assigned to the AAA chent

[Back to Top
AAA Chient TP Address

The AAA Chent [P Address iz the [P
address assigned to the AAA chent

FE /=. Cisco Secure ACS Tlt. ACS A" LEAP MFREEZ 1TD &SI, [System Configuration]
- [Global Authentication Setup] R—Z THFREL T EE VW, £, [System

Configuration] 22 ') v 2 L T, XIC [Global Authentication Setup] 22 ') Y 2 L& ¥,

Cisen SvsTems
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System Configuration
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E= Local Password Management

LEQ CiscoSecure Database Bephcation
(A ACS Bacloy

fé; ACS Bestore

[# ACE Service Management

m}' IP Paols Server

[» ® Pools Address Recovery

¥ AcsC

Reports und
Activity

o

D B

Serviee Contral

Logging

Date Format Control

Local Password Management
CiscoSecure Database Replication

RIDEMS Synchronization

ACS Backup

ACS Restore

ACSK Service Management

IF Pools Address Hecovery

IP Pools Server

VoIP Accounting Configuration
ADCE Certificate Setup

Gzlobal Anthentication Configuration

- O B O & O B & & & N O & ®

Service Contral

Select to open the page from which you
cam stop or restart Cisco Secure ACS
SETVICES

[Barl ta Tanl
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K, LEAP ORREFTR—DZTICAO0-ILLET, RYTAIZFTY
%&. ACS T LEAP OFEENf1TThNET,

IX—=D %[0T

Cisco Seprems

EAP-TLS
F Allow EAP-TLE

W Certficats Bmary

Alloar antomatic PAC prowzsioning:. [
EAP-FAST master serves =2
Actual EAP-FAST server status

Select one or more of the f2lowmg ophons
W Certficate SAN companson
W Ceetficars CH companson

EAP-TLS sesnan henecut (rrurmnstes) |1 i

System Configuration

Liger
T Global Awthentication Setup « FEAP
| g:::; » EAP-FAST
« EAP-TLS
Iy e P EAP Configuration 9 « LEAP
[ I ' - B
o mﬂ-m FEAF « AP EAP request timeout
- F Allow EAP-MSCHAPVZ » ME-CHAP Configuration
|E S::}I;“..m F Allow EAP-GTC
= Cizco chent imbial message: ffror 10.0.0.3
Coniligusatisn . .
PEAF session tmeout (minutes): |I 20 Thes page specties setungs for
Ad kst ratien Equable Fast B - vancus authenbcabon
Control nable agt et onnect w ]:lr“:ltl:ll:l:llj
ai:’ | Ewfernal User
i Databases EAP-FAST [Back ts Top
5@ | Pporis and F Allow EAP-FAST
Ativi _ FEAP
— Active master key TIL |l Nt s -|
N
gj | e Eewred master key TTL: |3 e "| Nove: PEAP iz a certificate-
based authentication
|] k5 "'|
PACTIL e protocol. PEAP
Chent mutial message | auiRERiicalion can oocur
Authority ID Tnfes |Ellﬂil P ke aftar var bave

Master

torn]:-:_h'lsmt

LEAF
F Allow LEAP (For Amronet ondy)

EAP-MDS
W Allow EAP-MDS

AF BEAF request imeout (seconds) |E[I

ME-CHAP Configuration

W Allow ME-CHAP Version 1 Authenhcabion
W Allowe BME-CHAP Version 2 Authenbcation

? Back tio Helgs I

s

=

Submit |

Submit+ Festart | Cancel |

| ®

3.WDS 77U +A RA> NT WDS

BEZITOICIE, WDS PO tA RA4 > NT [Wireless



Services] > [WDS] %Zi#IRL . [General Set-Up] R 720U Y I LET, ROATY T ERT
L &9, [WDS - Wireless Domain Services - Global Properties] T, [Use this AP as
Wireless Domain Services] ZF 2 ICLE T, Ch A RKRVIDHREZ DT, [Wireless Domain
Services Priority] DfE%Z 254 BEDEICRELET. 1 DUEOTIEA RAIVMNELERGA
A4V F%ZWDS ZRREITZRBELTRERETEET, REBEEOSVWFT/N1 AN WDS %
BEHELET,

Cigen Svetems %’
mwn Cisco 1200 Access Point a =

WD'S STATUS g SERVERGROUPS |  GEMERALSETUR |

Husiname WIS _AF VEZE 14 Fri Apr 23 A0

Wireless Services: WDSWHNHM . General Setlp

WDS - Wireless Domain Services - Global Properties

' Uaa this AP as Wireless Domain Services

WARELESS SERVICES A
» @ Services Priority: [254 E

™ Use Local MAC List for Clignt Authentication

?H.mmhn.mmm

[ Configure Wireless Hetwork Manager

Wireless Network Manager IP Address: [DSABLED (P Address)

FEFE, CLLITROON > REEITLED,

. [Wireless Services] > [WDS] Z3i&3R L. [Server Groups] 2 7 ICHEHKE T, DT IR R
AN AVIZARNTZOFY JN—TZ2RBFATDT—NTIN—TEZ2EELET, Al
FRIE U 1=FREEY —/N(C [Priority 1] Z5%E L £ 9, [Use Group For: Infrastructure
Authentication] 77 RE2Z# 0V Y UV LET, RE%ZBEIE Service Set Identifier ( SSID;
H—E2&yhID) CBALET,
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WDE STATUS | SERVERGROUPS | OENERALSET-UP |

Hostname WOS P 16:26:44 Fri Apr 23 2004

Wireless Services: WDS . Server Groups

Server Growp List

T HEVW Server Group Name: [niastucture

Group Server Priorities: [Defne Sopmeg

Priorty 1: [10003 =]

FFIDI'I'I!' o L MNOME » =

Prionty 3 [ NONE > =]

Use Group Far:
# Infrastructure Authentication

T Client Authentication
Authentication Settings 5510 Semings
T EAP Authentication & Apply to all 5510s

™ LEAP Authantication " Restrict S510s (Apply only 10 listed SS10%)
[T MALC Aathentacation =210 ID]E#-.BLED .ﬂuﬁl
T Defadt (Any) Authenticaton Fuarmine |

FhE, CLITXROON RZEITLET,

5. WDS O I1—HBENAT—REEBZORIAEF—/NOI1—HELTEREL FT, Cisco
Secure ACS MiFE Ik, WDS D1 —HEE/NAT—RZEET S [User Setup] R— T
NDEEEZTVET, ACS BUADMOERIEY—/NICOWTIE, X—H—OIXZ1T7IN%238R
LTLEEW, F :WDSI1—HE, ZLNEREERIELH TSN ETIL—TICEDE
WTLEEW, WDSTREShERIEULIBESY FH A,
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Cives Sravims UEE[ SE'[II
e :

User
EL @mwm (New User)

« Aceount Disabled
_ﬁiﬂL » Deleting a Username
= T & Supplementary User Info
& |Mm L] Juccount Lissbied » Password Authentication
- & Group to which the user is assigned
|E Moot work Supplementary User Infa 4 +» Callback
St o - ' # Chient [P Address Assignment
[ Sa) sgrtem | Real Hame | s Advanced Settings
%—L"““ Description | + Network Access Restrictions
Int ey aoe w « Max Sessions
e » Usage Quatas
ﬂl emristration s Account Disable
— + Downlaadable ACLs
g | S e User Setup b d + Advanced TACACS+ Settings
Daszer + TACACS+ Enable Contrel
\; | Fegarts and Password Authentication ) « TACACS+ Enable Password
Activity ||:ri\'.1:|5E':urE Databaze :_I » TACACS+ Outhound Password
Y| CiscoSecure PAP (Also used for CHAPMS- » TACACS+ Shell Command Authorization
e L]

CHAP/ARAP, if the Separate field is not Command Authorization for Network Devicy
checked ) Manssemient A atinng

o TACACS+ Unkniwn Services

« IETF RADIUS Avtvilotes

Confirm | = RADIUSE Vendor-Specific Atiributes

Passward _ﬂ/ =
a| | 3|

Submt | Cancel |

Password |

il | &

6. [Wireless Services] > [AP] ®JEIZ#EIRL . [Participate in SWAN infrastructure] 7'~ 3> T
[Enable] 27U Y2 LET, RICWDS DI1—HEE/NAT—REAHLET, WDS DX
NIZEELEIRNTOF/NAAILDOVT, WDS O1—HBE/NAT—REZFRIY—/NIC
BELTBBENfr&VET,
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Hosiname WOSs_AP 62D Fri Apr 23 2004

L3
Wireless Services: AP .

Participate in SWAN

P — _w=™ Enable T Dwsabla

WARELESS SEFVICES
A

WS " Specfied Discovery: [HSABLED (P Address)

WD5 Discovery: & Auto Discovery

Usaimame:

Confirm
P asswenrd:

pwdsap
P asswond: [
r--un

L3 Mohility Service via IP/GRE

e @
Tunnel: Enable Drsabla

T, CLITROON Y RZETLET,

7. [Wireless Services] > [WDS] Z3&RL E T, WDS 7t A RA > N® [WDS Status] X7
T. WDS 72U tRA R4 > A" [WDS Information]| TV ZICT7 U F 14 TIREERRTEATV
BZABELET, F7UHEA KA N [AP Information] T 7 | [REGISTERED] & &R&E
NBRENSHVET, 7O EA KA N [REGISTERED] £ /=i [ACTIVE] £ RiR&E hs
WiEE ., RET—NTIT—RIAOLKBN BVOLIERLTLKEEV, FOEARAY
RAELSEBERENLZS, WDS DU —ERZFERATRIEOICAVTZANTIOFY 7o+
ARANEBMULET,
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WOS STATUS |i__ SERVEROROUPE |  OENERALSET-UP |

Hosiname WDS_RP V608 Fri A 23 2004

Wireless Servicess WD'S - Wireless Domain Services - Status
IS Information
MAC Address 1P Address Prinrity State

0005.9a38 4291 10.0.0 102 264 multnﬂj Stand&lane -
|

AP | Mabile Nodes: 0

AP Informatian | ) |
MAL Address IF Address State
D005 5238 4297 10,000 102 REGISTERED
Mabile Node Information |
MAC Adddiess I IP Adidress I State S50 . WLAN ID BSSID

Wireless Henwork Manager Information

IP Address Authantlcation Status

R, CLITROONY RZRFTLET. F: VFAFURRALCRER7TOED 3 Z2 TN
TOhTVEBEVWED, V94T RNOBEERFTZTARNTEREA,

WLSM % WDS & L THERE

cDEV>a>TRE, WLSM Z WDS ELTRRET D HEZFHBLET, R —/NEXVEY)
IT35F/NA AlEWDS £ Td,

X :2hsnT Rk, Supervisor Engine 720 Tl & < WLSM®enab1edo WLSMAO AT > R
OV 7 NCTF7 YA T BTk, Supervisor Engine 720Menable XY R7O 7 KN TARMOIN
VRERITLET,

c6506#session slot x proc 1

!-—— In this command, x 1is the slot number where the
WLSM resides. The default escape character is Ctrl-",
then x. You can also type 'exit' at the remote prompt to

end the session Trying 127.0.0.51 ... Open User Access
Verification Username: <username> Password: <password>
wlan>enable

Password: <enable password>
wlan#
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