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radi us server M crosoft NPS

address ipv4 10.104.208.96 auth-port 1645 acct-port 1646
timeout 10

retransmt 10

key Ciscol23

wlan Microsoft NPS 8 Microsoft_ NPS
client vlan VLANOO20
no excl usionli st
security dotlx authentication-list Mcrosoft_NPS
sessi on-timeout 1800
no shut down

GUI T Converged Access WLC ZE&EL £,

GUI ZfEH L T Converged Access WLC ZEXET DIk, XOFIEZRITLET,

1. dot1x system-auth-control ZBMIZL EF,



Wireless Controller

{3t Home  Monitor | ¥ Configuration | ¥

Security General
v AsA
»  Method Lists Dat1x System Auth Contral
L Generdl Local Authentication More | =

& Authentication Local Authorization _Nore |

B Accounting

2. [Configuration] > [Security] > [AAA] ICBEL, RADIUS H—/SZEBMLET,

NIl
CISCO  Wireless Controller

™ Home  Monitor | v SEeElileIE el m

security wizard 2neral
v pman Cantroller
Wireless -
* Method Lists | | ocal Authenti
SECLrity | ocal Authoriz:
U General
Cormmancs
U Authentication

U Accounting
U Authorization

¥ Server Groups

3. [RADIUS] > [Servers] ICBEIL. [NEW] Z2 U Y 2L T, HERBEE &2 RADIUS 4 —
NDIPT7RLAZEFHFLET, HEMWEE., RADIUS H—NICEREET N TVWHHERRL
—RITEIMBENHYET,



Radius Servers

Securit
& Radius Servers > Edit
v = ARR
. )
: Methed Lsts Server Name Microsaft_MPS
L
_; sarver Groups Server 1P Address | 10,104,205, 56 |
i RADIUS Shared Secrat | MTTIII ] |
—_ Sexvars Confim Shared Secret | sasasann |
_ Falback Auth Port [0-55333) 1843
R ST fect Port (0-65535) 1646
_ LD Server Timeout (0-1000) secs | 10
RS Retry Courtt (0-100) 10
ML Fitering
o |Enab|a -
P Polcy Support for RFC 35768

L3 I mesl CAR

RADIUS H—/\ZEREL =%, [Server] R 7R RXD&LSICRRENET,

0¥ Home  Maritor | v

Configuration | v

Administration | v Help

Radius Servers

Security
B ann Mew  Remows
» 1 Method Lists Sarver Mame Adckass Auth Port Arct Port
v [ Server Groups O acs 10.106.102.50 1645 1646
~ 55 RADIUS O 1= 10.106.965.21 1645 1646
~~Eais) O Microsoft_MPs 10.104.208.06 1845 1646

(IS [

H=NITIN—=TEHREL, JI—T 2L 7| [RADIUS] Z8IRL & T, RIC, BIOFIET

ERX L = RADIUS H—/NZEBMML £,

Radius Server Groups

Security
Radiue Serwer Groups = Edik
TS A
* & Method Lists Gro Narme Miosoft HOS
[ Sarver Groups
s MaC-delimiter nong
" Tacacs+ KMaC-Flterng nong T
Ldzp Diead-Hne (0-1440) ki rminutes I:'
* S RADILES
G Type Radus
_ TRCACS+ Sarvars
Avallable Servers Assigned Servers
LR Senvars ACS - Mrosaft_hes -
Lisars . 15E
! Servers In This Groug |I Il
MaC Flterng
AP Policy _ -

REE, =N ITIL—TRBROELSICRTENET,



Radius Server Groups

Security
w5 AAS Mew  Remove
F [ Method Lists flarme
== Sarvar Groups O acs
e L
Tacacs+ L) Mcrosaft_es
I rdan

Sarvarl
A5

ISE

MicrosafT_NPS

Server?
[l
T,
MfA,

REEARVARND R AT [dot1x], TIL—7 B4 7 IZ [Group] Z:BIRL FT,

FETRELEY—NITIL—TZ#IVELTLET,

Serverd

T8
gTES
M A,

RIZ, BIO

Serurity Authentication
AubnEnkesaon 5 Edit
bl Sl )
~ 5 Mathod Lists
- Mettod LSt damne Wicosatt_MPS
__ 13Enarg it
T okly
ALthertication s
ACCoLTing Group TEpe (= {110 ]
b L] Flback o kocd Disbled

v BErEr SHous

Availahle Server Groups

ENEY

[ RADMNIS ACS
TACACS+ Servsrs Groups [ This Method EEE__U
LOLAF Seryvers
Lkgrs
BRER, WAARVARNRIROELSICRRENET,

Accigned Server Groups
Kicrosoft_WPS

Security Authentication
TES ALA Mew  Remove
* & Method Lists N2 Type
Ganeral O Local_webauth  logn
H—' t hglh_ﬁm_n, O default cotlx
Byt dotl
Aorounting O acs otlx
[ 1= ot Lx
Bthiorization .
[ canfast dotly
* I Server Groups O webauth cotlx
* B RADIUS O Microsoft_NPS — dotln

Tiv™ TS Saraare

Group Type
local

local

group
group

local

groug
QroLp

GroLpl
MR
M2
A0S
152
SIS
ACS

Microsoft_MNPS

Growpa

M/
HfA
Hf&
Mg
M
M
(T

ARV ARND R A TIZ [Network], TI—7" &4 7\C [Group] ZiBIRL £F, KU,

DFIBETHRELIEY—NTIN—-T2IvECILET,



Authorization

Security
Aukborizatian = Edik
T ES AL
" Method Lst Marme Micnosoft_HES
Generd -
nel¥ar
_ Ruthenficaton fane
Accounting Group Typs group
_ Butharization Available Server Groups Assigned Server Groups
A5 . [Merosoft_rps

[ Sarvar Groums 15E
» B RADILS G'a.,l::su'uThsf-le‘thn:l - T”T

TACLCS: SErvers

ER, FAAFARAVANIROISICRFIENETT,

kg

Authorization

Security
TES AAL Meiw  Remdva
* =0 Mathod Lists Mame Type Group Tyoe  Groupl Group
Gereral O cefault iatwork locd M Hf&
Luthentication [0 webhauth natwork arop A5 LIS
i S BwOrk MiC PS /
 accourting O Moosaf_fPs  network oroLp icrosoft _M HiA,
O cefault crecentizl-dowrioad locd Ml M

.lluthnnzahun
""""""""" [ eapfast crecentizl-dowafoad [t | M Hf&

v Server Groups

. [Configure] > [Wireless ] (CBBL, [WLAN] 27 Z VUV OLET, 1—HHFELHL. EAP
Foal (- & 2 T Microsoft NPS H—/NTEREIEND OO FH L L WLAN ZEREL £ 9,

Whirehoss WLAN
WL = Edik
T ES WLAN GEreral Serrity [wesd AT Policy Mapping Awanced
WL

* 0 Acress Points Frofile eme e

» 0 E02.113/n/ac Typ= WLAH

b 80 11b/gin =510 rcrosoft_MPS

. Medz Straam Stabus Disablad
F .:_’:.:E

. . [wpaz [ auth(oa0z 1]
Secunby Poides
{Modfications done undst sscurty tab will appear atter aophing the chanoes. )

Fracio Policy [ =]
Interfacetedface Grogp(G) | WLAMDOED [
Eroadcast S50 [+

Multicast YLAN Feature O

RIE®. [Security L2] R 7 RIAD LS ICRRENET,



Wireless wLAN
WiLAN = Edit
T WLAN Gerera Security | Qs AT Palicy Mapping pilvarced
WWLAMS
. 3E Layers SRS Sarer
b | Bocess Points
¥ ] B02.11afnfac Layes 2 GEELIriT.'.-'l WEA 4 WRAD |
» ] 802.11bfgm M Flteting | |
* ] Ml Stream Fast Transiion [
Q05 Cwer the DS
Reassaciation ﬂl‘l‘lBIlut
WPA+WPAZ Parameters
WPL Policy [
wraz palicy [+
WRAZ Encryption ees U 1ee
St Key Momit | B02.13 |~ |
N — o —_ "
B.AINFETHRELEARXIVANZIYYETILET, chiZkY, 94T RNFELVY
_/\(n.wu\nIEé hﬁjo
Wirehess WLAN
WLAN = Edit
"V WLAN cenerdl  [EENGEl  Q0S FAT Paillcy Manping advarced
WLAMN:
. Layerz Layar3
| Acoess Points
¥ 802, 11a/nfac Ligthentication Method |MEI'DSDI°LI'~PS E.‘
v O] 202.11hjgin hccourting Mathod | Diszhied bl
| Media Stream Local EAP Authentication O
v [ QoS

Microsoft Windows /S—2> 3> 2008 ¥ — /SO RXE

¢_0)‘|Z7/3/'CLI Microsoft Windows /Y\—> 3> 2008 4 —/N\O £ BEREICODOVWTHHAL F

a-o EH6DW¥JII¢E~TET L/*j-o
1.9—NERXA2 A MNO—-ZELTERETS

2.CAH—NELTH—NEAZAN—ILTERETS

B.NPSZA2AR=ITSB

4 FIEAEZ A ARN—ILTD

5. PEAP FRRED 1= IZ NPS ZFET B
6. 1—%'7%& AD ICIEEINT S

RX4> a2 hO—5 & L T Microsoft Windows 2008 Server D5 E



Microsoft Windows /N\—>3> 2008 4 —/NZ2 RXA>2 A NO—ZE L TERETSICE. XD
FIEZETLET,

IA

1. [Start] > [Server Manager] > [Roles] > [Add Roles] [C#BE&L £ 7,

by Sorver Fanegsr (I
ey il Rl

£ ﬁ Fomtures

+ _- agrosns

* i’: Cohprslion

T A shorace

E;.. Server Manages

Fi=  Action  Vew  Helo

L)

Serwer Manager (WINZ KD

“! Saryer SUmmary

#I Compater Information
Ful Compoker Lame
[amain
Lecdl Area Connecton:
Pamioks Deskbop:
Serwar Faneger Refmase Mensgemnsnt:

Froduct I

[T Donok shows me ths corsole ot bgon

*| Sepurby Irformnation
teindous Aeenal:
Ueindows Lpdebes
st cheached For opdstes:

List iz bed Lpdetes:

[E Srhareed Sy Corfigorabor [E20)

a Gt an cwer o of the sk abis of Bis seranr, peefonm bop nanacg nant bardes, and cdd or rerios saren pokes anee feabuees,

win2hE e es5.0am
wirsbess com

LD I+, 20 0
Enched

Cis=kled

MO D01-000 107604 L1 T (Godeazed]

Cezrradn: O

Trekall updskes aobsrnaticaly us no A mensced uncating s
(LG TR At i

Toclay &t 300 A

©n For udvinistrahors
onFor Lsers

B E

| H

X ﬂ_] Faburis

+ _’ Disgnostics
+ of! Configurstion
+ 2 Storage

ul|

| M

e o

- Rales Summary

= Roless Oof 17 retalad

£% Last Refrosh: 29912003 9:30:05 84 Confguen nefrash

f Wie the heskh of e rodes installed on pour sereer and add o removs roles and Features,
#

E Rodes Sumimery Help

s Add Roles
5:.' Remove Aokes

2.next)] 2Oy OLET,



Add Roles Wizard

=
ﬁ Before You Begin

Eefore You Begin
Server Roles

Confirmation

Progress

Resuks

This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Befare you continue, verify that:

« The Administrabor account has a strong password

« Metwork settings, such as stabic IP addresses, are configured
+ Thie latest seourity updates from Windows Update are installed

IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.

To continue, chck Mext,

[ skip this page by default

% Previous ” Mk = | Inistall I Cancel |

3. [Active Directory Domain Services] FI Y VRY VAZFICL, [Next] 22 UYILET

o




add Roles Wizard E3

Select Server Roles

EBiefore You Begin Selack ore oF Mo roles ba install an this sesver,
Server Rolkes Roles: Descripbion:
Active Directory Domain Services [] Active Cirectory Certificsbe Services Eiﬁuﬁ&m m‘ﬂlgmrﬁﬂgf
Confirmation EY ctive Directory Domain Servic an the network snd makes this
o : [ ] Active Cirectory Federabion Services ifarmation svalable bo users and
Fogress [ Active Dirsctory Lightwelght Directory Services network administrators. AD DS uses
Resuits [ ] #eckive Cirectore Rights Management Services domain mnhﬂam m.xﬁ =ik
- . users access bo permitted resources
L] Apphcation Server anywhere on the network through 2
|: DHCF Sepver single logon process,
| | DMS Server
[] Fax Server

|| File Services

[ ] Metwork Policy and Access Services
[T Print Servdces

[ Terrmingl Servces

[] UDDL Services

[ weeb Server (1153

|| windows Deployment Services

[] wWindows Server Update Services

< Previous | Next = | Tristal | Carnicel |

4. TIntroduction to Active Directory Domain Servicesy [CEZ&L, [Nexq) Z2UYJULEY



Add Roles Wizard

I
i%;L Active Directory Domain Services
)

<l
Befare You Begin Introduction bo Active Directory Domain Services
Eervar Roles Active Directary Domain Services (A0 DS) stores information abouk users, computers, and other devices on Hhe
nebwork. AD DS helps administrstars securehy mansge this information and Faciltates resource sharing and
Directaory Domain 5 collaboration between users, AD 05 i< aleo reguired for directory-enabled applications such as Microsoft
L Exchangs Server and For other Windows Server technologles such &5 Group Polcy,
Confirmation
prugrg—;; Thiw! to Mote
i i Tabelp ensure that users can still lag an ko the netvark in the case of & server oukage, install & minimum of

two domain cortrollers For a dormain.

i AD DS requires & DWS server bo be installed on the network, IF you do not have a DNS server installed, wou
will be prompted ko inskal the DNS Server role on this server,

i ¢ After vou irstall the AD DS roke, use the Active Directary Domain Services Installation Wizard
{deprano, exe) to make the server 2 Fully functional domain controller,

i+ Instaling AD D5 wvall also instal the DFS Mamespaces, DFS Replication, and Flle Replcation serdces which
are required by Direckory Service.
Additional Information
Orverview of AD DS
Installing AD DS
Common Configurations For AD DS

< Previous || [k = I [ristal Cancel

5 [Install] 20y OLTAAN=I) 7O AZBEBLET,



Add Roles Wizard

5
i%ka Confirm Installation Selections

Befare You Begn
To Instal the Folowing roles, role services, or features, cick Install.
Server Roles
- . ) (i) 2 informational messages below
Active Direcbory Daomain Services :

Confirmation lE This server might need ko be reskarted after the installation complebes.

Pragress ! Active Direcbory Domain Services

Resukts d_, After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(deprafmo, exe) to make the server & Fully functional domain contraler,

Print, e-mail, or sawe this information

< Previous Nexk = | Iriskall I Cancel

A2AR—LHFEATETLEY,

6. [Close this wizard and launch the Active Directory Domain Services Installation Wizard
(dcpromo.exe)] 20 Y O LTAVARN—IIEREZKEITET,



Add Roles Wizard Ed

Installation Results

Before You Begin
The Follewing roles, role services, or Features wers installed successfuly:
Server Roles

1 warning, 1 informationsl messages below
Active Directory Domain Services A Lt

Confirmation ] Windows automatic updabing & not enabled. Toinstal the latest updates, use Windows Update in
: Cortrol Pansl to check For updates.
rogress

*| Active Directory Domaln Services i Installation succeeded

Results

The Folloving role services were installed:
Active Directory Domaln Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo. exe) to make the server a
flly Functional domain cortraller.,

Closa this wizard and launch the fctive Directory Domain Services Inskalation \Wizard (dopramo, exe).

Prink, e-mail, or save the instalation report

= Previows | Hlext = | | Chose I Cancel |

7.[Next] 22 1) v U9 % &, [Active Directory Domain Services Installation Wizard] A"£17& 1
9,



@! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation

Wizard
i This wizard helps you install Active Directon Daomain
[==" =N Services [A0 DS] on thiz zerver, making the server an

Active Directory domain contraller. Tao continue, click Mest.

[T Usze advanced mode installation

Learn more about the additional options that are
avallable in advanced mode installation.

Mare about Active Directory Domain Services

< Back I MHest » Cancel

8. "Operating System Compatibility s OEICH Z&EL . [Next] €OUY UL ET,



@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securnity zettings in Windows Server 2008 affect older versions of
Windows

=

v Windows Server 2008 domain controllers have a new more secure default for the
security zetting named “allow cryptography algorthms compatible with wWindows MT
4 0" Thig zetting prevents Microzaft YWindows and non-Microzaft SME "clients' from
uzing weaker MT 4.0 style cryptography algonthms when eztablizhing securnity channel
geggion: againgt Windows Server 2008 domain controllers. Az a result of this new
default, operations or applications that require a zecunty channel zerviced by
Windows Server 2008 domain contrallers might Fail.

Platformsz impacted by this change include Windows NT 4.0, az well az non-Microzoft
SMB “clients'" and nebwark-attached storage [MAS] devices that do not support
gtraniger cryptography algorithims. Some operations on clients running wersiong of
Windows earler than YWizta with Service Pack 1 are alzo impacted, including domain
[oin operations performed by the Active Directon Migration T oal or Windows
Deployment Services.

For more infarmation about thiz zetting, see Knowledge Baze article 942564
[Http: £ g0 microzoft comdbwlink PLinkld=104751].

< Back MHest = Cancel

9. [Create a new domain in a new forest] 7 7°> 3> REAZ D21V OL., [Next| ZOUY D
LTHLORXSZERLET,



@ ! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration ==
Y'ou can create a domain controller far an existing farest ar far a new forest, '

" Ewxisting forest

" Add a domain contraller to an existing domain

" Create a new domain it an existing forest
Tikiz zemwern will becane the first damain contraller i the mew deamain.

{* Create a new domain in a new forest

kare about poszible deployment configurations

< Back Mest » I Cancel
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@ /! Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain = B

The firzt domain in the forest iz the forest root domain. Ite name iz alzo the name of _
the forest. —ih

Type the fully qualified domain name [FUDM) of the new farest roat domair.

FQOM af the farest roat dormair;

Iwireless.cnn{

Ewxample: corp.contozo. com

< Back MHest » Cancel
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@ /! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the farest functional level.

=" ="]
Forest functional level:
Dretailz:
The Windows 2000 farest funchional level provides all &ctive Directory Domain "
Services features that are available in ‘wWindows 2000 Server. |f you have domain
controllers running later vergsions of \Windows Server, some advanced features will
not be available on thoze domain contrallers while this farest i at the Windows
2000 functional lewel.
=
Pare about domain and forest functional levels
< Back Mest » Cancel
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@ ! Active Directory Domain Services Installation Wizard

Set Domain Functional Level - -
Select the domain funchional level.

Dromain functional level:

D etail=:

The following features are available at the Windows 2000 M ative domain functional
lewvel: —

univerzal groups

group niesting

group type converzion

SID hiztary
[f yau have domain controllers running later verzionz of Windows Server, some s
advanced features will not be availlable on thoge domain controllers while the lI

M ore about domain and forest functional levels

< Back Mewt = Cancel
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@ ! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options - =

Select additional options for thiz domain controller.
IV DMS zerver

¥ Globalzatalog

I”  Bead-only damain contraller [RODE]

Additional infarmation:

The first domain contraller in a forest must be a global catalog server and :I
cannot be an RODC.

We recommend that you inztall the DMS Server zervice on the firgt domain
controller.

bare about additional damain controller options

< Back Mewt = Cancel

14. [Active Directory Domain Services Installation Wizard] RY 7’7 Y 7" D 4 > RN RRE O
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i_fl Active Directory Domain Services Installation Wizard |

& delegation for this DMS server cannok be created because the
! authoritative parent zone cannot be Found ar it does not Fun
Windows DMS server, I wou are inteqgrating with an exisking DMS
infrastruckure, wou should manually create a delegation ko this
DM5 server in the parent zone to ensure reliable name resolution
From outside the domain wireless,com, Otherwise, no ackion is

required.

Do wou wank to conkinue?

Yes 1 [u]
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@ ! Active Directory Domain Services Installation Wizard

Location for Database, Log Files, and SYSVOL =%
Specify the folders that will contain the Active Directory domain contraller == |
databaze, log files, and 55V 0OL. b

For better performance and recoverability, store the databaze and log files on separate
wolurnes.

Databaze folder:

I-E:"»Windnws"»NTDS Browsze. .
Loqg files folder:
C\Wwindows\WTDS Browse...
SYSWOL folder:
C:AWindowsh S W 0L Browse. ..

kore about placing &ctive Directony Domain Services files

< Back MHest > Cancel

16. EBENAT—RZADL., [Next) 20UV OLET,



@ /! Active Directory Domain Services Installation Wizard

Directory Services Reszstore Mode Admimistrator Pazsword e =
= i—l
The Directary Services Aestore Mode Administrator account iz different from the domain
Adrminiztrator account.
Azzign a pazsword far the Adminiztrator account that will be uzed when this domain
contraller iz started in Directory Services Restore Mode. 'We recommend that pou
chooge a strong pazsward.
Pazzwiord: TTIIIIIIIL
Confirm passward: sssssssssesl
More about Directory Services Restore Mode password
< Back Mest » Cancel
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@ ! Active Directory Domain Services Installation Wizard

Summary =i

R eview pour zelections:
Configure thiz server az the first Active Directorny domain contraller in a new forest,.  «

The new domain name is wirelezs.com. Thiz iz alzo the name of the new farest.

The NetBIOS name of the domain iz WIBELESS

Farezt Functional Level: Windows 2000
Diomain Functional Level: Windows 2000 M ative

Site: Default-First-Site-MH ame

Additional Options: _I

To change an ophion, click Back. Tao begin the operation, click Mest.

Theze zethings can be exported to an angwer file for uge with Export settings... |
ather unattended operations.
tMore about uzing an answer file

< Back Mewt = Cancel
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@! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Aotive Directory Damain Services i now installed on this:l
cormputer far the domain wireless. com.

Thiz Active Directary domain contraller iz aszigned to the
zite Default-First-Site-M ame. You can manage sibes with
the Active Directory Sites and Services administrative
bonl,

Ta cloze this wizard, click Finish.

< Bach I Finizh I Canicel

19. B ZRMRIZDEHICH—NZEBEBLXT,

i_'l Active Directory Domain Services Installation Wizard [ES

ou gt restart your computer before the changes: made by the
Active Directory Domain Services [nztallation wizard take effect.

Restart Now I Do naot Restart Mo
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1. [Start] > [Server Manager] > [Roles] > [Add Roles] [C#BE&L £ 7,

[y Srrorer Maneger CVINRHD Serrer Manager (WINZKD)
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Lopcal Area Conrecton: LD I+, 20 0

Pamioks Deskbop: Ensbed

Sarwar Kaneger Rt Mensgenent: Dis=akled

Produck 20: MO D01-000 107604 L1 T (Godeazed]

[T Donok shows me ths corsole ot bgon

*| Sepurby Irformnation

Ueindous Aeeusl: Cxrraln: 0
Ueindows Lpdebes Trekall updskes aobsrnaticaly us no A mensced uncating s
st cheached For opdstes: Vesterde o 5035 AN
List iz bed Lpdetes: Todsy &8 200 50
[E Srhareed Sy Corfigorabor [E20) o For oudni nistrakors
onFor Lsers
r.,. Server Manager HE=E
Fia  Action Vs  Help
s 2m
e e |
+ [ Foles -
* gl Festres
& FD*NI'-H’JH iy the healt of the roles iretaled on pour ssrver and sdd or removs roles and Features,
F il configuration e
E B2 2ovage -
= Rodes Sumemary E Rk Sumimeary Help I
~I Rales: = of 17 instaled B ndd Rokes
i Resrinovn Fuodiss
1 Ackve Directory Domsn Saves
DHCP Sepver
I, DS Server
= Rctive Direckory onmnain Services E A0 GF Help
Stones dirnchory dakn and anagEs CoRiNICaEnn Bateieen usens and domaing, induding user logon processes, aukhenbication, and directory searchis.
[ o bo Active Dirsckory Domsin
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! Role Services: 1 instaled 53 Add ke Sarvices
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Add Roles Wizard

=
ﬁ Before You Begin

Eefore You Begin
Server Roles

Confirmation

Progress

Resuks

This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Befare you continue, verify that:

« The Administrabor account has a strong password

« Metwork settings, such as stabic IP addresses, are configured
+ Thie latest seourity updates from Windows Update are installed

IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.

To continue, chck Mext,

[ skip this page by default
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Add Roles Wizard E

ﬁ:; Select Server Poles

Before You Begin

Select one or more roles bo install on this server.

Server Roles Foles: Description:
A0 CS 7 [ETI— . fictive Directory Certificate Services
S "'”: " T ——— (A0 €5 Is weed o creske certification
Role Services fictive Directory Domain Services {Instaled) autharities and related role services
ST [T Active Directory Federation Services that allow vou b issus and manage
p [ ] Active Direckary Lightweight D ectory Services certficates used in & variety of
CA Type [ ] Active Directory Rights Management Services applications,
Private ey J :El.!:ulp_i_v:a:m Server )
IHCP Server (Instaled)
Cryptography DNS Server {Instalied)
4 Mame |: Fax Server
|| File Services
alidiy Perod o
o [_] Metwork Pobeyv and Access Services
Certificabes Database [ Print Services
Confirrmation ] Terminal Services
. || UDDI Services
Sl [ Web Server (IS}
Results [] wandows Deployment Servicss
|| Windaws Server Updske Services

More abouk server roles

< Pravious ” Mext = | Instal | Camncel I
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Add Roles Wizard

is} Introduction to Active Directory Certificate Services

Eefore You Begin
Server Roles

AnCs

Role Serdces
Setup Type
Ch Type
Frivate Key
Cryptography
A Name
Wialidity Period
Certificate Database
Confirmation
Frogress
Resulks

Active Directory Certificate Services (AD CS)

Active Direckory Certificate Services (A C5) provides the cestificate infrastructure ko ensble scenarios such &=
secure wireless netwarks, virtual private nebworks, Inbernet Probocol Security (1PSec), Metwork Access
Probection (MAPY, encrypting fla system (EFS) and smart card logon.

Things to Note

i The name and domain settings of this computer cannct be changed after & certificate authority (CA) has
b= installed, IF you want to change the computer name, join 2 doman, or promote this ssrver to a
domain conkraller, complete Hhese changes before installing the A, For more information, see certification
authority naming.

Additional Information

Active D Certificate Services Overyi
Manasing & Cestfication Authori
ertication Authority Nari

< Preniols " Menct = I Inistar | Cancel
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Add Roles Wizard [ x]

Select Role Services

Eefore You Bagin Select the role services to install for Active Directory Certificate Services:
Zerver Roles Rale ssrvices: Description:
[] Certiication Authorky Fertific:gun HAuthority ?Fm is used ko
[ Certification Authority Web Enralment - 5 Corthicates.
: Certiication ¥ rultiple CAs can be linked to Farm &
Setup Type [ online Responder pulblic key infrastructure,
P [ metwiork Device Ervoliment Service
A Type
Privabe Key
Cryptographn
CA Mame:
walidity Period
Certificate Databace
Confirmation
Prograss
Resulbs

Mare about role services

< Previous " Mext = I Inista Cancel

6. [Enterprise] 7> 3> KA EZ V)Y IL, [Next] ZVVYILET,



Add Roles Wizard

ﬂ Specify Setup Type
~

Certification Authorities can use data in Active Direckary to simpliy the isswance and management: of

Before ¥You Beagin

certificabes. Specify whether vou want bo s2k up an Enkerprise or Standalone CA.
Server Roles
HALES ¥ Enterprise

Seleck this aption if this CA & & member of & damain and can use Direckary Service bo issue and manage

Role Services

= = certificates,
Sebup Type

T " Standslone

Seleck this option if this CA dogs nok use Directory Service daks ko issue or manage certificabes. &

Privabe Key
standalons CA can be 2 member of a domain,

Cryptographny
A hame
Valdity Period
Cerbificate Databasze
Confirmation
Progress

Fesults

. he diff bet ) :
< Pravious |I Mt = I Iristzll Cancel
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Add Roles Wizard

ig:" Specify CA Type

Before You Begin & comiination of root and subordinste CAs can be confiqured bo create a hisrarchical public ke infrastructure
(PEI), A root Ca ks 3 CA that Issues ks own self-signed certificate. & subordinake C& recetves ks certificabe
Server Roles from anather CA. Specify whether yow want Eo s=t up a root or subordinate CA.
ADCs
Role Servces ¥ Rook CA
Satup Typs Select this aption F wou are nstaling the first or only cerbfication autharity in 2 public key infrastruchore.
i Type
SRS  subordinate CA
Private Key Select this option ¢ vour CA wil obtain its A certiFicate from ancther CA higher in a public ke
Cryptogr infrastrucbure,
A Wanme:
Wialidity Period
Certificate Database
Confirmation
Frogress
Resulks
More about public key infrastructure (PET)

< Previous ” HNext = I Insta | Cancel I
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Add Roles Wizard

:.%FE Set Up Private Key
|

Before You Begin Ta generske and issue certificabes bo clients, a CA must have a private key, Spedly whether you wenk ko
create a new private key or use an Exisking one.

Server Roles
ADCS ¥ Create a new private key
Role Services Lz this aption if you don't have s private key or wish bo create & new privete key bo enhance security,
e T “ious will be asked ko select & cryptographic service provider and specify a key length For the private key.
etup Type T l=sue mee cerbificates, you must also ssbect 3 hash algonthm,
A Type " Use existing private key

LUse this option bo ensure continuiby with previously issued certificates when reinstaling a CA,

Cryptograpin (%) Select & certificate and use 5 assoriated private key
CA Marme Select this option IF you have an existing :'r-ui'F cate on this computer or if you wank o Import 3
cettificate and wse its associabed private key.
ialidity Period = _— .
¥ £ Select o existing prineste ey an Ehis computer
Certficate Database Salect this option if you have retained private keys From a presvious installation or wank bo use a private
" ) lasy From an albernate source.,
Confirmation :
Frogress
Resuts

« Prawious || Mlext > | Inskall I Cancel
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Add Roles Wizard

.%FE Configure Cryptography for CA
.

Before You Begin
Servar Roles
ADCS
Raole Serices
Setup Type
A Type
Privabe Key
| Cptegsty
A hare
ialidity Period
Cerbficate Database
Confirmation
Frogress

Resuts

To creste & new privabe key, vou must first select a oryptographic service provider, hash algorthm, and
key length that are appropriake fior the intended use of the certificakes that vou issue, Selecting a higher

wahse for key length will result in stronger security, but increase the tme needed to complebe signing
operakions,

Select 3 cryphographic sesvice provider (CSP): ki character lemgth:
IREnrMcmsnfr Softweare Key Storage Provider - -

Select the hash algoeithm fior signing cestificabes Issued by ths Ch:

shal ﬂ
mdz

n-m -

i | rl_l

I Use strong private key protection Feabures provided by the CSP (His may requirs administrator Interaction
ewery time the private key is accessed by the CA)

« Prawious || Mlext > | Inskall I Cancel |
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ig} Configure CA Name

Biefore You Begin
Server Roles
ADCS
Role Services
Setup Type
Ch Type
Prisake Key
Cryptagraphy
| Catame |
Validity Period
Certificate Database
Confinmation
Frogress
Resuls

Twpe in a comman name o identify this CA, This name is added to &l certificates issued by the Ca.

Distinguished name suffix valees are automaticalky generated but can be modFied.

Comiredn name Fioe this Ch:

[wlrEIESS-W[N-N'I'Z'BZELIWNMS-CA

Distinguished name suffis:

DC=wireless, DiC=com

Preview of distinguished name:

CH=wireless-WIN-MYZOZZUMNME-CA, DC=wireless, DC=com

Mare about configuring a C& name

{P\“m-'i:lusl J‘-bxtbl

Inst Cancel
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T — -
ig:ﬂ Set Validity Period

Before You Begin A cestificate will be izsued bo this CA to sacure cammunications vith other CAs and with clisnts requesting
certFicates, The validicy period of a CA certificate can be based on a number of Factors, including the inkended
Server Roles purposs af the CA and sscurity messures that wou have taken o seoure the CA.
ADNCS
Role Services Select validity period For the certificate generated For this Ca:
5 v -
ST gars I
Ch Type Ch expirabion Date:  2/902018 11:49 AM
Note that Cé will issue certificates valid only untl its expiration date.
Private Key
Cryptography
CA Name
alldicy Period
Certificake Database
Carfimat
Progress
Resubs

Mors about setting i ity pexi

< Pravious | Maxk = | Irstal | Cancel I
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Add Roles Wizard

igﬂi Configure Certificate Database
',

The certificate database records &l certificate requests, issued certificates, and revoked or expired

Before You Begin
certFicates, The dstabase log can be used ko monitor managenment activity For a CA.
Server Roles
ADCS Certificate database location:
Role Services |C:'I,Wi‘dwws‘l,srsbm132'ufcrﬂug Erowse. .,
Setup Type
l_ U 5e eneest i | CRTLNICETE GataaS e HIGT | eV installztizn at this locsticn
Ch Type

Certificate database log location;

Private Key
|c=\windonsstsystem32iCertLog Erowse. .,

Cryptographn
CA Name
Wity Period

Certificake Databass
Confirmation
Frogress
Resulks

c:P'reuiuus| Mexk = | Irstal | Cancel I
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Add Roles Wizard E

ig:‘? Installation Results

Befare You Begin
Server Roles

The Folloesing roles, role services, or festures were instaled successfuly:

1 1 warning message below
ADCS T — .
Role Services i windowes automatic updating is not enabled, Toinstal the latest updates, use Windows Update in
Corirol Panel to check For updates,
Sebun Type
o T ~| Active Directory Certificate Services ¥ Installation succeeded
Private Ky The Following role services were instalied:
e hE Certification Authority
Cryphograptny:
A Name
Yaldity Period

Certficate Database
Confirmation

Progress

14. A2ARN=IHFTTLIZS, [Close] 27 Y O LET,
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Add Roles Wizard

=
ﬁ Before You Begin

Eefore You Begin
Server Roles

Confirmation

Progress

Resuks

This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Befare you continue, verify that:

« The Administrabor account has a strong password

« Metwork settings, such as stabic IP addresses, are configured
+ Thie latest seourity updates from Windows Update are installed

IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.

To continue, chck Mext,
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Add Roles Wizard

ig} Select Server Roles

Before: You Begin Seleck one of more roles ko install on this server,
Roles:
Mebwork. Policy and Access Serdces Ackive Dieckary Certficate Services (Tretalled
Role Services Ackive Direckory Doman Services (Instaled
: . |: Acthe Drectory Federation Serdces
Contmation [ ] Ackive Directory Lightweight Dirsctary Services
Brogre=s [ Active Direckory Rights Managemenk Services
Results [ application Serwer
DHCP Server (Tnskalled
OMS Server (Instaled
|: Fae Server
[ File services
[ evirk Setvices
[ Terminal Services
[ ] UDDI Services

[ web Server (115)
[ windows Deployment Services
[ ] wWindows Server Update Services

More about server roles

Descriptian:

: Pl A Servi
provides Nebwoark Policy Server (MPS),
Fowting and Remote Access, Health
Regstration Authority (HRA), and
Hast Credential Authorization Probocol
{HCAR, wehich help safeguard the
health and securiby of your network,

< Prenvious " et = I Iristal | Carce] I
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Add Roles Wizard

ﬁ;% MNetwork Policy and Access Services
~

Before You Begin
Server Roles

Mebvoork Policy and Access Services

Role Services
Confirmakion
Progress
Results

Introduction to Network Policy and Access Services

Metwork Policy and Access Services allows you ko provide local and remaobe nebwark, sccess and to define and
enforce polices For nebwork. access suthentication, authorization, and chenk health using Netwark Policy Server
(NP3}, Routing and Remote Access Service, Health Regitration Authority (HRA], and Host Credentisl
Authorization Protoool (HCAR].

Things to Note

i You can deplay NPS a5 & Remake Authentication Cial-In User Service [RADILS) server and proxy and as &
Mebvwork Access Pratection (NAP) policy server, After instaling MPS using this wizard, wou can configure NPS
From the NPAS home page using Ehe MPS console.

i . MAP helps you ensure that computers connecting to the network are compliant with organization retwerk
and clierk health policies, After instaling NPS wsing this wizard, you can configure BMAP From the MPAS home
page using bhe NPS console.

Additional Information

Cyerview of Nebwork Pobioy and &coess Services
&P enforcement methods

Mebwaork fccess Profection {NAP) in BES
Mebwork Policy Server

< Previous ” Next = I Insta | Cancel I
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Add Roles Wizard

ﬁ;% Select Role Services
|

Before You Begin
Server Roles
Mebwork Policy and Sccess Services

Confiernakion
Progress
Resuks

Seleck the role setvices bo install For Mebwark Palicy and Access Services:

Role services:

i ticbeork P J

L Roubing and Remote Access Services

. Remate Access Service
|| Routing

: Health Regestration futhority
| | Host Credential Authorization Protocol

Description:

Metweork Policy Server (NP5} alows

wou ba creste and enfaorce

ofganization-wide netwark access
polcles For chent health, connection
request authenbication, and
conneckion request autharization,
With MFS, you can also deploy
Metwark Access Protection (MAP), a
chent health policy creation,
enforcemant, and remediation

technology.

< Previols ” Ment > I Insta

6. BREBEEZREBEL, [Install 22U YO LET,




Add Roles Wizard

.ﬁ% Confirm Installation Selections
|

it Ta install the Following roles, roke services, or features, dick Instal.
Server Roles —
Hetwork Py and Aozess Services i} 1 informational message below

Role Services (i) This server mright need to be restarted after the instalation complebes.
Confirmation ~ Metwork Policy and Access Services
Profress Metwork Policy Server
Resuts

Prink, e-ma ve this irf .

< Pravious | et = | Inskall | Cancel

AVAN—IHFETITRE, ROLSBBEERFIRRIENETT,



Add Roles Wizard E

igﬂz Installation Pesults
|

Before You Begin

Server Rokes

The Following roles, role services, or Features were instaled successfulky:

v 1 warning, 1 informational messages below
Metwork Policy and A ccess Services e

Role Services ] Windows automabic updating is nok enabled, To install the latest updates, use Windows Update in
Cornitrol Panel to check For updates,

Confirmation )
* Mebwork Policy and Access Services & Installation succeeded

Frogress

The Following role sstrvioes weare installed:
Metwork Policy Server
(i) You can use a wizard in the NP5 consale ba configure Nebwork Access Protection (MARY. To open
~ the NP5 console after installabion, go to Server Manager or click Start, Administrabive Tools,
Mebwork Palicy Server,

Pri r sawe the installation repor

= Frayious M=k 2 | Close | Cancel

7.[Close] 20 JUY O LET,
AEOA VAN
OB 1—ZFAEZ NPSICA VAR =ILTBICE. XOFIEZETLET,

1. [Start] 22 1) Y U L T Microsoft EEJ>YV—J)L (MMC ) ZB#B L. Enter ¥—Z#HL &7

o

2. [File] > [Add/Remove Snap-in] ICBEIL £T,

3. [Certificates] ZBIRL T, [Add] ZIVYILET,



Add or Remove Snap-ins

‘fou can select snap-ins For Ehis console from those avallable on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

fyvailable snap-ins: Selected snap-ins:
Snap-in | Yendor - .| Console Root Edit Extensions... |
_:;_:'_.,ﬂ.n:tihre Direckary Do...  Microsoft Cor...
[ Active Directory Site.., Micrasoft Cor, ., Hemave |
; fctive Directory Use...  Microsoft Cor...
£ Ackives Control Micrasoft Cor... Movelk |
o ADSIEdit Microsoft Cor,.,
tﬁ.ﬁ.utl-mrization Manager Microsoft Cor.., Mo DEsET |
5 certificate Templates  Microsoft Cor... Add >
5 Certificates Microsaft Cor,,.
";.p,.'!:ertﬁcatiun Authority  Microsoft Cor,..
B Component Services Microsoft Cor.,.
'_'r_-l;.camps.utm Manager... Mcrosoft Cor,,,
..E_-JDeviI:e Manager Microsoft Cor...
Ponce Micrasaft Cor...
=8 Disk Manasasrnent Microsoft and,,, ﬂ Advanced...
Descripklon:
The Certf¥ficates snap-in allows you to browse the contents of the cartificate stares For yourself, a sarvica, or a computer,

QF, I Cancel

4. [Computer account] 723> RE&EIVY UL, [Next1 ZOUYILET,

Certificates snap-in Eq

Thiz znap-in will always manage certificates for:
" My user account
™ Service account

* Computer account

< Baclk Mext = Cancel




5. [A—ANIVEI-RIZDHAREEZI VY IL., [ET1Z2VVYILET,

Select Computer E4 |

Select the computer you want this gnap-in to manage.

— Thiz shap-in will always manage:

% Local computer [the computer this console iz running on)

™ Another computer: I Brawse. ..

[ allow the selected computer to be changed when launching from the command line. Thiz
only applies if you zave the conzole.

< Back Firizh Cancel

6.[OK|Z2J Y2 LT MMC CRYE T,

P Consalel - [Console Rook]

& Fe Adon Wew Fuoiter  Window  Help 1) x|
|4 = [ = | E [
Conrrisks Foct o Actions
+ ‘G Certficates iLocsl Computer) | e titicabes [Local Computer) Comnsebe Rioot -
More achions ¥

7. [Certificates (Local Computer)] & [Personal] 7 # )LX ZR&BI L. [Certificates] 22 'JY UL
£9,



ansolel

[Consmle Root) Certfficates (Local Computer) Personah Certificates]

& Fie Aoy Wew Fasorbes  Window  Hep ] _18] x|
&= | 2m0lle = Hm
] Cormcla Broct Tssued Ta_ = [ Essed By [ Expiration Dabe [ inbended Furposes Frierdy Narie_ [ Actions
= ol centfcates Local Conputer) | 7 lorsbass WIN-MYZATIUMAME-CA. wirshiss WIN-MVTITALIME A ETTEaIE] =il hona Cartificatas -
F ] Personal
Hosadors b
[ ] Trusted Rook Certification &
# | Erberprss Tnust
B Inberradiabe Coartdication A,
) Trusted Pubchers
B Untrosted Certicstes
[ ] Thind-aity oot Cistilication
) Trusted Peaple
& | Bemchs Deskiop
W Smart Card Trusted Roots
o | O »

[Pizrsonal stone containg 1 certlfizabe.

SFAENZEAMEEE AT ) Y UL, [Al Tasks] > [Request New Certificate] ZiZIRL £

Ll Comnpister ) Personalh Certilic

g Fl=  Action  Wiew  Favorbes  ‘Window  Help ]-!|3]
ey | w0 ols [Hm
| Corsnis oot Leoed To = [ Tasued By | Exparation Date | Intended Purposes Frierdly Mo [ Actians
(1 [ Certificsbes (Local Computer) | Fplvirodens WIN-HVEREZUMNMG.CA i WIN-HYZREZUMRMG -CA 2F0LA T o> e .
= [ Persanal
| Chetificabes N A .
A ] Trusbed oot Certfication v,
= | Enterprise Tresk
Y Intermadista Cerlifation S
F [ Trusbed Pubkshers
# ] Urkrusted Cerbficsbes
e Thisd-Farty ook et faation
F | Trushed Peopk
3 (] Feomotn Dieshiop I oo b Certiicata
A [ Sneart Card Trurbed Rooks = Import...
Eaport Lk, - Advanosd Operalions. ..
Ve *
Arrange Joons B
Line up Joons
Help

[

1

Conkaires ACtions Chat can be pafonmsed on the e

9.[next] 20 )YOLET,




B Certificate Enrollment M=l E

_| Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used to connect to wireless netwarks,
protect content, establish identity, and do other security-related tasks,

Before reguesting a certificate, werify the following:

Your computer is connected ko the netwaork
Y¥ou are logged ontao the domain For wour organization

Learn more about digital certificates

Mk I Zancel

10. [Domain Controller] FX Y VRY D RAZF/ICL, [Enroll 20 UY VL&Y,

X EAPFIBENIS—NRERTISA T NREECKBL =S, [Enrol] 2OV Y D993
BIlC. Z @ [Certificate Enrollment] R—J T, FIVIRY DANFFTXRTAICBZE2>TVS
CLERRBLET, AIHERBEE. 3 2EREhET,



11.

B Certificate Enrollment =] E3

| Certificate Enrollment

Request Certificates

‘fou can request the Following Evpes of certificates, Seleck the certificates you wank to request, and then click Enrall.,

|w Directory Email Replication 1) STATUS: fvailable Details 5!
[v Damain Cantraller 1) STATUS: Available Details )
[ Domain Cantraller Authentication 1) STATUS: Available Details (%)

[ show all templates

Learn more about certificate byvpes

Enrall I Zancel

ARAEN AV AR—IIEhiz5, [Finish 20Uy ILET,

B Certificate Enrollment =]

) Certificate Enrollment

Certificate Installation Results

The Following certificates hawve been enrolled and installed on this computer.

[ Diomain Contraller J STATUS: Succeeded Details

Finish |

ChT, NPSEEAEN A AR—ILEhFL I,




12. AEBAE O [Intended Purposes] %l/(C [Client Authentication, Server Authentication] A /RR &
NTVWBCELZRBLET,

F= Consolel - [Console Root' Certificates (Local Computer) Personal’,Certificates]

G4 Fl=  Action  Wew  Favorkes  Window  Help

5 |2F 45 XE = HIE

Congake Root [ssued To = Intended Purpasas
= H Cettificates (Local Compukar) =1 5wl ss _cam e 4192015 i=rk Authenticstion, S=rver dut...

= [ Personal -f,-,lmrzl-ﬁ.l.l.lfcbsxs anm wirefess W INZKA-CA qj19/2015 izrk sutentcation, Sarae dub.., <ho
] Certdicaas T lwingksmirakss oo wireless-WINEKS-CA 4/1afz0is ient Authentication, Saree A, <ho

H L Trusted Rooi: Cartficamon AUharkes | 5 uinonm wineless com widless WINZKE-CA  4/19[2015 Directory Service Emai Replication. <M

[ [l Erberprise Trust ] ¥ hedraless- vz B o wirelnss W INEKA- A j19/2019 <l <

H [ntermed.abe Certification Authorides

# [ Trusted Pubbshers

+ Untrusted Cerkificates

| Thirg-Party Root Certification Auth ol

H | Trusted People

+ Aemole Desklop

# | Certficata Enrclmenc Requests

5 _ Smeart Card Trusted Roats

4

Trusted Devicas

PEAP-MS-CHAP V2 BBBED XY RD—9 RUS— H—)N\ H—EADRE

FALAIC NPS ZERETBICIE. ROFIEZERITLET,
1. [Start] > [Administrative Tools] > [Network Policy Server] IZ#8L £7,

2. [NPS (Local)] 252U Y ¥ L, [Register server in Active Directory] ZiBIR L £ 7,

#& Network Policy Server

File Action View Help

o= Hm |
[+ P Import Configuration
@ ='m  Expot Canfiguration twork, Policy Server [NPS] alows you to creste and enforce organization-wide nelwork sccess policies for
SR Y P— it heakh, connecton request authentication, and connechion request authonization
L WES Seryine
I
.E| Stop NP5 Service
Reglster server in Acthee Directory .
rd Configuration o
Properties
— , zorfiguration scenana from the bist and then chick the link below to open the scenano wzard.
Help Access Protection [MAF] j

Metwork Acceszs Protection (MAF)

Wb pou configure MPS as & NaP policy server, pou create health polbcies that allow MPS 1o vaidate the
conbguration of M&P capable cient computers before they connect to your nebwork. Chents that are not comphant
with health policy can be placed on & resticled netweork and sutomatically updsted ta biing them into complisnce.

E} Corfigure NAP B Learnmors

Advanced Configuration -




3.[OK]| 20 VUY VL&Y,

Metwork Policy Server

To enable NP3 to authenticate users in the Active Direckory, the computers
running MPS musk be authorized to read users' dial-in properties from the

dormain,

Do wou wish bo authorize this computer to read users' dial-in properties From

the wireless,com domain?

4. [OK|ZOUYHILET,

Metwork Policy Server

This computer is now authorized to read users' dial-in properties From domain

wireless,com.

To authorize this cormputer to read users' dial-in properties From other
dornains, wou must register this computer ko be a member of the RASMPS

Servers Group in that domain,

ik,

iZancel

ik,

5.NPS OREE, Hd, FHIVTFAUY (AMA) USA T RELTWLC BEBMUET,

6. [RADIUS Clients and Servers] Z BB L £3 ., [RADIUS Clients] 252U Y UL, [New

RADIUS Client] Z#RL £7,



"-"n Metwork Policy Server

File Adion View Help

ek AEI ol 7 Ho:

b WPS (Lacal
% : HFA':II;IT.I:IS Clisrts and Servers ;‘ RaDIUS clents allove you bo zpeciy the nebwork. access sarvers, that provide acoess o your network.
SR FACILS Cliants '
5 Remot  MewRADILS Clent |
B = Paliies Export List I & IF Address | Devies Manufactuer | NAP: ble | Status
& B Metwork A )
B Accounting o .
Refresh
Help
4 | I¥]

7. 88 (ZOBHITEWLC), WLC DEEIP P KL A ( ZOHITI 10.105.135.178 ) , 34
BEBEEADLETY,

x:WLC OREICKRIUABEMRZERALEXY,




File Action ‘“iew Help

&= 2= Hi=

=N Server Manager (WINZKE)
El 5 Roles
Active Directory Cerbificabe Services
a_- fctive Direcbory Domain Services
= OME Servar
3 Metwork Policy and Access Services
= @ NPS (Local)
= | RADIUS Clienks and Servers
5 RADIUS Clients
37 Remote RADIUS Server Groups
B = Policies
0] 5 Mebwaork Access Protection
'EI Accounking
[ ol Templates Managemertt
ﬁ:.. Faatures
] ? Diagnostics
= ff:; Configuration
[# = Storsge

OEBBE

RADIUS Clients

T

S760-WLC Properties E3

Sathirgs ]Mvancadl

¥ Enable thiz RADILS client

I Select an esting template;

~ Mame and Address

Friendy name;
[s7E0wLE

Addiess (IF or DHSE
[10105.135.178

~Shared Secret
Select an exizting Shared Secrets lemplate:

|Nure j

To manually lype a shaied secrel, click Manual To automaticall generate a shared
zecret, chck Generate. You must configure the RADIUS clent vith the zame shared
zecriet entered here, Shated secrels are caze-sensitie.

& Manual
Shared secret;

[eovesess

Confirm shared sacrat

i Genetate

| 0k I Cancel Aoply

8.[OK| 22 UYL TRINOEEICREY XTI,

b Server Manager

Fil= Action View Help

&= #EHE

i!, Server Manager (WINZES)
=1 5 Roles
[+ = fictive Directory CertFicate Servcss
‘% Active Directory Domain Servces
B = DWS Server
= @ Metwark Policy and Access Services
= & MRS (Local)
= [ RADIUS Chents and Servers
ﬂ RADILS Clients
j'_‘a Remotse RAGIUS Server Groups
=[ Polides
= 5 Metwork Access Prokeckion
B Accourting
= il Templates Management
i+ g1 Features
[+ g Diagrostics
] jﬂ; Corfiguration
{54 Storage

RADILS Clients

§. RADIUS clientz allow pou bo speciy the network acoass servers, that provide acce:
L

Friendly Name | IPAddress | Dievics Marufachurer | MAP-Capable | Status

| S7E0MWALC 10105135178 RADIUS Standad - Mo E nabled




9. FLVWERY RD—U RVI—%DA VLA I—HRHICERL ET, [Policies] ZERAL T
[Network Policies] 25271 Y 7 L. [New] Z&#IRLET,

& Network Policy Server I (O] =]
File Action View Help

e HE

&5 NS (Local)

= [ RADIUS Clents and Servers
§ RADIUS Clierks
3 Remote RADIUS Server G

5 =/ Polides Policy Mame | States | Processng Order | Access Type | 5. |
| Correckion Requesk Polici _E;Em'mdw to Miczozolt Fouting and A emcte Access serves Enabled 933399 Denydccess: Ul
Bl 1t vk Correchions to other access servers Erabled 933999 Deny fizcess U

© Metwok polices alow vou bo designate who is authorized o conmect bo he netweek, and the circumstances
urder which they can or cannot conmect.

[+ 5 Nétwnrk Tz
.'g ficcounting

Conditionz - IF the folowing conditions are met:

Candilion | Walue

Setlings - Then the following setlings are appled:

Setling | Walue

a |l |ﬂl|

|Expark List |

10. ZOIL—ILDORIZ—F ( ZOBITIE PEAP) ZADL, [Next] ZVUYILET,



Mew Metwork Policy k)

Specify Network Policy Name and Connection Type
L]
J You can specify & name For vour nebwork policy and the bype of connections to whach the palicy is appbed.

— |

Paolicy name:
] PEAA

— Mebwork connection method

Select the bppe of network. access server that sends the connechon request to MPS. You can select ether the network access server
twpe or Wendor specific.

* Tepe of network access server

I |Unspecified _ll

" Mendor specific:

Previous || Nest | Fmish | Cancel |

M. CORIV—FZDAVLA RXAY I—HOKCHFATEILDICERETDICE. XD 3D
DEGEZEBIML, [Next) ZVUY I LET,



Mew Network Policy

I Specify Conditions

Specify the conditions that determing whether this network policy is evaluated for a conreckion request, & manimuem

= S of one condion is required.

Conditions:
| Condition Vaiue
B Windows Groups WIRELESS\Domain Users
= MAS Port Typs Wwireless - [EEE 80211
& Authentication Type EAP

Condition dezcnption:
The Authentication Type condition zpecifies the authentication methods required to match this policy.

Add.. Edi. | Remove |

Previous | I et | FirEk I Carical |

12. [Access granted] 723> REAVEOVDVYIL, CORVI—IC—BIT2ERBETER
TLT. [Next] E2UYILET,



I Specify Access Permission
L]

Configure whethar you want to grant network, access or deny network, access iF the connection request makchas this

= ooy,

* Access granted

Grant access if clisnt connachon attempts mateh the conditions of this palicy.

i~ Access denied
Dieny access if chent connection attempts match the condibons of this policy.

[T Zccess iz determined by User Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the conditions af this policy.

Praviousz | M e Firish Cancal

13. [Less secure authentication methods] (& TN TEIMICLE T,




Mew Network Policy

I Configure Authentication Methods

. Configure one or more authentication methads required For the connection reguest to match this policy. For EAP
e authentication, wou must configure an EAP tvpe, IF vou deploy MAP with 302, 1% or YPN, wou must configure
Protected EAP in connection request policy, which overrides network, policy authentication setbings.

EAP types are neqotiated between MPS and the client in the order in which they are lizted.

EAP Types:
Move g |
Fove [ e
Add... Edit, Hemonwe

Less secure authentication methods:
[~ Microsoft Encrypted Authentication version 2 [MS-CHAP-v2)
r | zer can change password aften it as exnired
™ Microsoft Enciypted Authentication [M5-CHAP)
I= | User can change pessword aftenit has expired
[™ Enciypted authentication [CHAP)
[T Unenciypted authenticaiion [FAP, SPAF)
[T allow chierts to connect without negotiating an authentication method,
[™ Perform machine health check only

Frevious | It Tl | Cancal |

14.[Add] 22 1) Y L. [EAP Type] | [Microsoft:Protected EAP (PEAP)] Z:#IRL /=5,
[OK| 22Uy OLTPEAP ZEMICLET,



Mew Network Policy

Configure Authentication Methods
|
J Configure one or more authentication methods required For the connection request bo match this policy, For EAP

e - authentication, you must configure an EAP tvpe. IF vou deploy MAP with 802, 1% or ¥PM, you must configure
Praotected EAP in connection request palicy, which overrides network policy authentication setkings.

EAR types ate neqotiated between MPS and the client in the arder in which they are lizted.

EAP Types:
Microsoft: Protected EAR [FEAF]

Add.. Edit... Remove

Lesz secure authentication methods:

[ Microzoft Encropted Authentication version 2 [MS-CHAP-+2)

™ Uszercanchange pazswaord after it has expired
[~ Miciozolt Encrypted Authentication [MS-CHAP)
™| Uszer ean change passwond after it bas expired

[T Encrypted suthentication [CHAP)

[T Unencrypted authentication [PAF, SPAF)

[T Allow clients to connect without negotiating an authentication method.
[ Perform machine health check anly

Previous | [ Firazh | Cancal I

15. [Microsoft:EAP (PEAP)] ZiBiRL ., [Edit] 20V Y I L &ET. UEERLIZRX4> OV~
O—Z i E A" [Certificate issued] ROY 7A2 DARNTEBIRENTVNS & ZHER
V[OK|ZOUYOLET,



E Server Manager

File Action View Halp

o= 7m|HE

T JErver Manager (WINZKS)
= 5 Roles
[# Active Directory Certificabe Services
g Active Direckory Domain Services
o, DG Server
" Metwork Policy and Access Services
€8 1Ps (Local)
F ] RADIUS Cients and Servers
= = Polickes

—

[ Hee

&
L]}
=

(= Metwork Palicies
| Heakh Policies
i+ ™ Network Access Protection
lﬁ fAiecounking
My Templates Management
i Features
H = Diagnostics
] jﬂ Configuration
[#] J&" Skorage

16. [next] 20 )Y O LET,

| Connection Request Policies

Select the certi¥icate the sarver should uss bo prove ks identity bo the chent.
& certificate that is configured For Protectad EAP in Connection Request
Policy will cverride this certificate,

Certificate ssued

winzks wireless, com
Friendly name:
Issuer: wiraless-\WIN2EE-Ch

Expiration date: 4/19/2015 2:03:21 PM

¥ Enable Fast Reconnect
I~ Disconmeck Clienks withouk Cryphobinding
Eap Types

155 swond (EAP-MSCHAR w2 Mfawe Lg

e (et |

Add Edi

Remove || Ok I

=T




Mew Metwork Policy E3

I Configure Authentication Methods

Configure one or more authentication methods required For the connection request to match this policy, For EAP
= authentication, you must configure an EAP tvpe. IF vou deploy MAP with 802, 1% or ¥PM, you must configure
Praotected EAP in connection request palicy, which overrides network policy authentication setkings.

EAR types ate neqotiated between MPS and the client in the arder in which they are lizted.

EAP Types:

Microsoft: Protected EAR [FEAF]

Fd e Do |

Add.. Edit... Remove

Less secure authenbicabion methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-+2)
™| Uzer canchange passwond after it has expired
[ Miciozolt Encrypted Authentication [MS-CHAR)
T Uzeneanchanae pazsward after it hag expired
™ Enciypted suthenticatian [CHAP)
[T Unencrypted authentication [PAF, SPAF)
[T illow clients to connect without negotiating an authentication method,
[ Perform machine health check anly

Previous | M@t Firnzh Cancal

17. next) 20 Y O LET,



New Network Policy

M

-

Configure Constraints

Constraints are additional parameters of the network, policy that sre required bo match the connection request. IF a
constraint is nokt matched by the connection request, NP3 automatically rejects the request. Constraints are
optional; if vou do not wank ko configure constraints, click, Mesxt.

Configure the consiraings for this network policy.
If all constrairits are not matched by the connection request, netwark access i denisd.

Constraints:

Lonstraints Specily the masirmum time in minutes that the server can remain idle before the connection
ie disconnected

' Day and time
iezlnctions

I N&S Port Type

), Session Timeout [T Disconnect after the masimunm idle e

T Called Station D

[

Fresiois [ Mt I Firiet Cancal

18. [next] 20 )Y OLET,




MNew Network Policy

L]
’ “1 MPS appliss settings to the connection request if all of the network, policy corditions and constraints For the policy
are matched,

I Configure Settings
-

Configure the settings for this network policy,
IF conditions amd conztraints match the connection request and the policy grants access, setings are apphed.

Settings:
HADIUS Attributes | To send additional stributes to RADIUS cherts, sslect a RADIUS standard attribute, and
then click Edit, If you da not conligure an attribute, it iz not sent o RADIUS clients. See
- wour RADIUS chent documentation for required attibutes,
[Z7] Wendor Specific
Hetwork Access
Protection
B, NAP Enforcement Altrbutes:
Marme ] Walie |
o
B Extended State Framed Protocl =
ED“H"Q and Remote Service-Type Framed
CCESE
3 Fultdink and
Bandwidth Allocation
Protocol [BAF)
4 IP Fiters
sty Encryption i Add... Edit Remoue
7] IP Settings =

Fieviouz | et I Firier Cancal

19. [Finish) 22U Y L&Y,



l Completing New Network Policy

—- |

You have succassiully craated the following netwarl: palicy;
Wirelezs PEAP

Policy conditions:

Mfindows Groups WIRELES 5D amain Users
MAS Part Tups Wirgless - [EEE 80211
Authertication Tupe EAP

Policy settings:

Canditicn | Walue =
Authentication Method E&F

Access Permission Grant Access

|Update Moncompiant Clients Tue

MAF Enloicemert Allow full netwotk, access T
Framed-Frotacol FFF

Sarvice-Type Framed -

To close thiz vazard, click Finizh

Previous | pl= | Firizh | Canca| ]

X BEILK2TE, PEAP7O77AINELERBRIS—ZFTITHEHIC, NPS T
[Connection Request Policies] ZRETDBEN BV ET,

Active Directory A M 1 —H Mi& N

¥:20flTR, I—9 F—EZXR—AN AD THEFEE L TLVET,
AD F—EZR—RIZI—HYZEMITBICE., ROFIEZERTLET,
1. [Start] > [Administrative Tools] > [Active Directory Users and Computers] ICBE L £7,

2. [Active Directory Users and Computers] D>V —J)L YU —TRXA > ZREHL . [Users] >
[New] DIEIZEZ U Y UL, [User] ZBIRLET,

3. [New Object - Userl XA FOATRY VAT, DAVLAI—FORHMZEAILET, <D
Ik, [First Name] 7 1 — )L R(Z [Client1], [User logon name] 7 € —JL K{C [Client1] &
WSEBBZEALTVWET, next] 209UV YILET,



Mew Object - User Ed I

J Create in;  wirelesz.com/

Wi
Firzt narme: Iitials: IN
Last name:
Full name: uzerl M.

Ilzer logon name:

uzer] @ireless. com - I

Izer logon name [pre-wWindows 2000];
WIRELESS Lzer]

< Back I Mt » Canicel

4. [New Object - User] F4 7AJRY U AT, [Password] 7 1 —JL R & [Confirm password)]
714—=I)LRIZEZED/NAT—RZANDLET, [User must change password at next logon]
FIVORYDRZFTICLT, [Next] ZOUY O LET,



Mew Object - User

_1 ) Create in:  wireless. com/
Fazzword: Im
Confirm pazswiord: I-"u sene

[ User must change pazsword at next logon
[ Uszer cannot change pazsword

[ Pazzword never expires

[T Account iz dizabled

< Back I Mt » I Cancel

5. [New Object - User] F4A4 7 OJRY VAT [Finish 27y I L&ET,



Mew Object - User

Jm Create in.  wireless. com
I |

When pou click Finigh, the following object will be created:

Full name: userl M. ;I

Uzer logon harme: ugerl Ewireless, com

[

< Back I Finizh I Cancel |

6. BEMOI—Y FHOYNEEKTSBICE, FIHE2 ~ 4 ZFVIRLET,

REZHEEITDICE, ROFIEZEITLET,

1. 94T IO —EAEYNID(SSID) Z2ELEXT.



Currently connected to: s =
Network 3

" Internet access 3
Wireless Metwork Connection A
Microsoft_NPS A
MotoTest !ﬂﬂ
Dotlx !ﬂﬂ
WPA2-PSK M
dwlhhcatalog !ﬂﬂ
tac-test !ﬂﬂ
IPhone _.,l“ i

Open Metwork and Shanng Center

22 0ZAT M ERBICEREENATVD L Z2H#ALET,



Currently connected to: *4

F=2 Network 3
Internet access

m

== Microsoft_NPS
Mo Internet access

Wireless Network Connection ~
Microsoft NPS Connected _, 1'11
MotoTest - 1'11
Dotlx - 1'11
WPA2-PSK M
lab-test - 1'11
dwlhhcatalog - 1'11

Open Metwork and Shaning Center

NZ7L>1—b

X EROBEONS TN 1—FT 1V TET5BRB N —RAEFEATR 2 HELET
o NL—ARBRNY 77 CRITFEATVR L, 7OV HICERELAUEE A,

L2 authlogs ZEXB T2 Ik, XORNL—AZBMICLET,

- set trace group-wireless-secure level debug
- set trace group-wireless-secure filter mac 0017.7C2F.B69A
dot1X AAA events ZERB T BICIE. XKOKL—RAZBMILET,

- set trace wem-dot1x aaa level debug
. set trace wem-dot1x aaa filter mac 0017.7C2F.B69A
DHCP events 22532 (Clk. XORNL—AZEBMICLET,

- set trace dhcp events level debug
- set trace dhcp events filter mac 0017.7C2F.B69A
NL—RAZ@MICLT, NvT77Z20VUTF7FBICE. KONL—RAZBHMIILET,

- set trace control sys-filtered-traces clear
. set trace wem-dot1x aaa level default
. set trace wem-dot1x aaa filter none



- set trace group-wireless-secure level default
- set trace group-wireless-secure filter none
NL—AZRTTBICIE. show trace sys-filtered-traces I RZADLE T,

[04/23/ 14 21:27:51.963 | ST 1 8151] 0017.7c2f.b69a Adding mobile on LWAPP AP
lcaa.076£.9e10 (0)

[04/23/ 14 21:27:51.963 | ST 2 8151] 0017.7c2f.b69a Local Policy: Created MSCB
Just AccessVLAN = 0 and SessionTineout is O and apfMsTinmeout is O

[04/23/ 14 21:27:51.963 | ST 8 8151] 0017. 7c2f.b69a Local Policy: Setting |oca
bridging VLAN nane VLANO0O20 and VLAN ID 20

[04/23/ 14 21:27:51.963 I ST 9 8151] 0017. 7c2f.b69a Applying W.AN ACL policies
to client

[04/23/ 14 21:27:51.963 | ST a 8151] 0017.7c2f.b69a No Interface ACL used for
Wreless client in WM NGAC)

[04/23/ 14 21:27:51.963 I ST b 8151] 0017.7c2f.b69a Applying site-specific |IPv6
override for station 0017.7c2f.b69a - vapld 8, site 'test',

interface ' VLANOO20

[04/23/ 14 21:27:51.963 | ST ¢ 8151] 0017.7c2f.b69a Applying local bridging
Interface Policy for station 0017.7c2f.b69a - vlan 20,

interface ' VLANOO20

[04/23/ 14 21:27:51.963 I ST d 8151] 0017. 7c2f. b69a

**** | nside appl yLocal ProfilingPolicyAction ****

04/ 23/ 14 21:27:51.963 | ST f 8151] 0017. 7c2f. b69a Local Profiling Val ues
isvValidVWlan = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0,
sessi onTi neout =0, isSessi onTORecdl nDel ete = 0 Protocol Map = 0 ,
appl yPol i cyAt Run= 0

[04/23/ 14 21:27:51.963 | ST 10 8151] 0017. 7c2f. b69a i pv4ACL =[],

i pv6ACL = [], inQS = [unknown], out QS = [unknown]

[04/23/14 21:27:51.963 IST 11 8151] 0017.7c2f.b69%9a STA - rates (4):
130 132 139 150 0 0 0 0 0 0 0O OO 0OOO
[04/23/14 21:27:51.963 IST 12 8151] 0017.7c2f.b69a STA - rates (12):
130 132 139 150 12 18 24 36 48 72 96 108 0 0 0 O

[04/23/14 21:27:51.963 IST 13 8151] 0017.7c2f.b69a Processing RSN IE type 48,
length 20 for mobile 0017.7c2f.b69a
[04/23/14 21:27:51.963 IST 14 8151] 0017.7c2f.b69a Received RSN IE with 0
PMKIDsfrom mobile 0017.7c2f.b69%a

[04/ 23/ 14 21:27:51.964 | ST 1b 8151] 0017. 7c2f. b69a Change state to AUTHCHECK
(2) last state START (0)

[04/23/ 14 21:27:51.964 | ST 1c 8151] 0017. 7c2f.b69a Change state to 8021X REQD
(3) last state AUTHCHECK (2)

[04/23/ 14 21:27:51.964 | ST 25 8151] 0017. 7c2f. b69a apfProcessAssocReq
(apf _80211. c: 6272) Changing state for mobile 0017.7c2f.b69a on AP
lcaa.076f£.9el1l0 from Associated to Associated

[04/23/ 14 21:27:51.971 | ST 26 8151] 0017.7c2f.b69a 1XA: Initiating

aut hentication

[04/23/ 14 21:27:51.971 | ST 27 8151] 0017.7c2f.b69a 1XA: Setting reauth

ti meout to 1800 seconds

[04/23/ 14 21:27:51.971 | ST 28 8151] 0017. 7c2f.b69a 1XK: Set Link Secure: 0

[04/23/ 14 21:27:51.971 | ST 29 8151] 0017.7c2f.b69a 1XA: Allocated uid 40
[04/23/ 14 21:27:51.971 | ST 2a 8151] 0017. 7c2f.b69a 1XA: cCalling Auth Mgr
to authenticate client 4975000000003e uid 40



[04/23/ 14 21:27:51.971
wireless client

[04/23/ 14 21:27:51.971

I ST 2b 8151] 0017.7c2f.b69a 1XA: Session Start from

| ST 2c¢ 8151] 0017.7c2f.b69a Session Manager Call dient

4975000000003e, uid 40, capwap id 7ae8c000000013, Fl ag 0, Audit-Session ID
0a6987b25357e2f f 00000028, method list Microsoft NPS, policy nane (null)

[ 04/ 23/ 14 21:27:51.971
[0017. 7c2f . b69a, Ca3]

I ST 2d 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
Session start request fromdient[1l] for 0017.7c2f.b69a

(et hod: Dot1X, method list: Mcrosoft_NPS, aaa id: 0x00000028), policy

[ 04/ 23/ 14 21:27:51.971
[0017. 7c2f . b69a, Ca3]

| ST 2e 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
- client iif_id: 4975000000003E, session |ID:

0a6987b25357e2f f 00000028 for 0017. 7c2f. b69a

[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f. b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f. b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]

[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.112
Microsoft_NPS
[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.113
[0017. 7c2f . b69a, Ca3]
[04/ 23/ 14 21:27:52.113
[0017. 7c2f. b69a, Ca3]
[04/23/14 21:27:52.278

| ST 43 284] ACCESS- METHOD- DOT1X- DEB:
Posting ! EAP_RESTART on Cient 0x22000025
| ST 44 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: enter connecting state

| ST 45 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: restart connecting

| ST 46 284] ACCESS- METHOD- DOT1X- DEB:
Posting RX_REQ on Cient 0x22000025

| ST 47 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: authenticating state entered
| ST 48 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: connecting aut henticating action
| ST 49 291] ACCESS- METHOD- DOT1X- DEB:
Posting AUTH_START for 0x22000025

| ST 4a 291] ACCESS- METHOD- DOT1X- DEB:
0x22000025: enteri ng request state

| ST 4b 291] ACCESS- METHOD- DOT1X- NOTF:
Sending EAPOL packet

| ST 4c 291] ACCESS- METHOD- DOT1X- | NFO.

Pl at form changed src mac of EAPOL packet
| ST 4d 291] ACCESS- METHOD- DOT1X- NOTF:
Sending out EAPOL packet

| ST 4e 291] ACCESS- METHOD- DOT1X- | NFO.
EAPOL packet sent to client 0x22000025

I ST 7d 211] Parsed CLID MAC Address = 0:23: 124: 47: 182: 154
| ST 7e 211] AAA SRV(00000000): process authen req
I ST 7f 211] AAA SRV(00000000): Authen method=SERVER_GROUP

I ST 80 211] AAA SRV(00000000): Selecting SG = DI AMETER
I ST 81 186] ACCESS- METHOD- DOT1X- | NFO.

Queuing an EAPOL pkt on Authenticator Q

| ST 82 291] ACCESS- METHOD- DOT1X- DEB:

Posting EAPOL_EAP for 0x22000025

IST 83 220] AAA SRV(00000000): protocol reply

GET_CHALLENGE_RESPONSE for Authentication

[04/23/14 21:27:52.278

IST 84 220] AAA SRV(00000000): Return Authentication

status=GET_CHALLENGE_RESPONSE

[04/23/14 21:27:52.278

IST 85 291] ACCESS-METHOD-DOT1X-DEB:[0017.7c2f.b69a,Ca3]

Posting EAP_REQ for 0x22000025

RIZ. EAP B D%RY) OFERZERLET,

[04/ 23/ 14 21:27:54.690
[04/ 23/ 14 21:27:54.690

I ST 12b 211] AAA SRV(00000000): process authen req
I ST 12c 211] AAA SRV(00000000): Authen

met hod=SERVER_GROUP M crosoft_NPS

[04/ 23/ 14 21:27:54.690

I ST 12d 211] AAA SRV(00000000): Sel ecting SG =



DI AVMETER

[04/ 23/ 14 21:27:54.694 |1 ST 12e 220] AAA SRV(00000000) :

for Authentica

[04/ 23/ 14 21:27:54.694 | ST 12f 220] AAA SRV(00000000) :

status=PASS

tion

protocol reply PASS

Return Authentication

[04/23/ 14 21:27:54.694 |1 ST 130 189] ACCESS- METHOD- DOT1X- | NFO

[0017. 7c2f. b69

[04/23/ 14 21:27:54.695 | ST 186 8151] 0017. 7c2f.

a

Ca3] Received an EAP SucceSsS

mobile - data forwarding is disabled

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

message (len 121)

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

PTK_START state (msg 2) fromnobile

[04/ 23/ 14 21:27
timer

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

WLAN=8

: 54,695 | ST 187
AP WLAN=8

706 | ST 188
fromnobile

706 | ST 189

: 54.
: 54.
:54.706 | ST 18a
:54.706 | ST 18b

:54.706 | ST 18c

WLAN=8 AP WLAN=8

:54.717 |1 ST 18d

nmessage (len 99) from nobile

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

:54.717 1 ST 18e

154,717 | ST 18f

PTKINITNEGOTIATING state (msg

[04/ 23/ 14 21:27

[04/ 23/ 14 21:27

:54.717 1 ST 190

:54.717 1ST 191

- updating PEM

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:

L2AUTHCOMPLETE

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:
[04/ 23/ 14 21:28:
[04/ 23/ 14 21:28:

20.20.20.5 mask

[04/ 23/ 14 21:28

54. 717 1 ST 192
54. 717 1 ST 193
(4) last state

58. 277 | ST 1df
58.277 1 ST 1e0
05.279 | ST 1lel
05.279 | ST 1e2
255.255.255.0

:05.306 IST 1f4

last state DHCP_REQD (7)

8151]
8151]
8151]
8151]
8151]
8151]
8151]
8151]

8151]

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017. 7c2f.

4) from mobile

8151]
8151]

8151]
8151]

0017. 7c2f.

0017. 7c2f.

0017. 7c2f.
0017. 7c2f.

8021X_REQD (3)

269]
269]
269]
269]

DHCPD:
DHCPD:
DHCPD:
DHCPD:

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a
b69a

Starting key exchange with

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key

1XK: Received EAPOL-key in

1XK: Stopping retransm ssion

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key
1XK: Received EAPOL-key in
1XK: Set Link Secure: 1

1XK: Key exchange conpl ete

apf Ms1xSt at el nc
Change state to

Sendi ng notification of DI SCOVER:
Sendi ng notification of DI SCOVER:
Addi ng binding to hash tree
DHCPOFFER notify setup address

8151] 0017. 7c2f. b69a Change state to RUN (20)
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