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ip access-1list extended acl-wireless-downstream
permit ip any 192.168.30.0 0.0.0.255

ip access-1list extended acl-wireless-upstream
permit ip 192.168.30.0 0.0.0.255 any

2. L8O ACLE—HTIBRITANY TZERLET,

class-map match-all class-wireless-downstream
match access-group name acl-wireless-downstream
class-map match-all class-wireless-upstream
match access-group name acl-wireless-upstream
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policy-map police-wireless-upstream
class class-wireless-upstream
police flow mask src-only 1Im 187500 conform-action transmit exceed-action drop
policy-map police-wireless-downstream

class class-wireless-downstream
police flow mask dest-only 1m 187500 conform-action transmit exceed-action drop
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police flow mask dest-only 1m 187500 conform-action transmit exceed-action drop
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police flow mask dest-only 5mc 937500 conform-action transmit exceed-action drop
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ip access-list extended acl-wireless-downstream
deny ip host 192.168.20.22 192.168.30.0 0.0.0.255
permit ip any 192.168.30.0 0.0.0.255

ip access-list extended acl-wireless-upstream
deny ip 192.168.30.0 0.0.0.255 host 192.168.20.22
permit ip 192.168.30.0 0.0.0.255 any
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ipv6 access-1list aclv6-wireless-downstream
permit ipvé6 any 2001:DB8:0:30::/64
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ipv6 access-list aclv6-wireless-upstream
permit ipv6é 2001:DB8:0:30::/64 any
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class-map match-any class-wireless-downstream
match access-group name aclvé6-wireless-downstream
match access-group name acl-wireless-downstream
class-map match-any class-wireless-upstream
match access-group name aclvé6-wireless-upstream
match access-group name acl-wireless-upstream
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interface GigabitEthernet4/13

description WLC

switchport

switchport trunk allowed vlan 30

switchport mode trunk

service-policy input police-wireless-upstream
end

2. 7 v 7° U )7 LAN/WAN 71_:_ |\ ‘::. policy-wireless-downstream
interface GigabitEthernet4/20
description WAN
switchport
switchport access vlan 20
switchport mode access
service-policy input police-wireless-downstream
end
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wism service-vlan 800
wism module 1 controller 1 allowed-vlan 30
wism module 1 controller 1 gos vlan-based

2. 73’(7) I\ VLAN SVI ‘n.__ policy-wireless-upstream

interface V1an30
description Client-Limited
ip address 192.168.30.1 255.255.255.0
ipv6 address 2001:DB8:0:30::1/64
ipv6 enable
service-policy input police-wireless-upstream
end
3. 7 v 7° U \/7 LAN/WAN 7j_\o_ I\ (r: policy-wireless-downstream
interface GigabitEthernet4/20
description WAN
switchport
switchport access vlan 20
switchport mode access
service-policy input police-wireless-downstream
end
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