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NCS TD IPv6 V747> hD&RR

NCSVv11 DUU—ATR, ERSLVERRXY ND—TJOWBICHD IPV6 VZA T2 RDORY
RD—VZERBIVOCEERTZLHIC, HSZ<0 IPv6 BEOHENEBMENEL I,

IPv6 & v < 17;R— RIERH
EDRDIBRATDIZAT Y RNFRY ND—DICFHETDIHNZHEETHICE. NCSD T

Dashlet; ZEATEE T, Chix, IPv6 BB OMIERZREBL. IPVv6 V74T hERUIL
FUVIHMREERBMLET,



IP Address Type Dashlet : XY RD—DJ LD IP 9ZA T RO RALTHERRLET,

IP Address Type Distribution (10)

Dual-Seack: 7 IPwiE: 1

IPweds 3

X
il

Client Count by IP Address Type : BRREIOZBEEEICIP VTA T RNORALTHERRLET,

Client Count By IP Address Type
Bk | 2d| Iw | 2w h::m &m | iy | Custom  View Mistory

Chient Count
25

i

10:00 13:00 12:00 13:00 14:00 15:00
Ll
Prrva count JJirve count [ Oual-Stack Count ] Mot Detected Count

==

Client Traffic by IP Address Type : XA T DIFAT U RASORST T4V UV ERRLET,
FATINAZRYOOATIAVDOISATNE, IPVAEIPV6E DEFDRNS T4V IEEATL
79,



Chient Traffic By Address Type
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138 B0
20 bps
23K bos
10 0 11:0:Q 1300 13000 1400
:|p,,4, Upstremm 1P wd Dowislfeam 1Pwh Upatream 1Pl Downdtream Dual-Stachk Upstremnm
Dual-Stack Downstrearm

¥ =
IPv6 Address Assignment : VAT ROFT RLABWETHZEZZRAD 4 BEOATIVOV
ThATRRLETD,

* DHCPV6 : FRY—NICK2>TF7 RLAFNEN HTENDIVTZAT U he CDIZA4T2 B
IZl&E. SLAACT7 RLAEHDHZENHYET,

« SLAACorStatic: A7— LA 7 RLABBEIV HETEFERITZDISAT N, ik
HICREETETRLAZERTDIVSA4T N,

« Unknown : BEICEK 2Tk IPv6 FRLADEN) HTEBRHETEBRVCENHYET,

C COREEF, —BORSYFHNIPE DT RLAEN) HTHEREAX—TLEBEVWED,
NCS BMRIZATRTOHAFEELET,

- Self-Assigned : T2ICEBEIV) HTEhD U I90—HAIL FRLAOKODIZA TN,

C COATAVOVZATYNEIO-—NUB—EBEOT7 RLAFLEO-—AILE—ED
T RLAZFLEBZEWVLESD, IPv6 BEEOEEARLETZIHENFHIET,

MIZ70&E0>3>@IOVY VAT, EBEZITZATVROUARNERYILAIC TS
CENTERY,



[Pv6 Assignment Distribution (5)

Self Assigned: 1

SLAMC or Stati: 1

DHCPvE: £

|

IPVv6 2547 > NDER

IPV6 VAT MNEBREERBLUVEE TS -HIZ, [Clients and Users] R—Z 2RO B A E BN
XL L,

« IPType : VAT NN SHERBEND IPTRLACESVWEISATORNDODRAT, 18
ETEDNE, IPv4, IPV6, EERETITILAZY Y (IPva 7 RLAEIPV6 7 RLADM
FEN®HBUVTATNERT ) T,

« IPv6 Assignment Type : 7 RL A&V HTHEE NCS (Z & 2 T SLAAC or Static,
DHCPV6, Self-Assigned, F£7=lt Unknown O WFhAh &L TRHEEhET,

* Global Unique : 7547 MFERATBIEFHD IPv6 JO—/NIL PRLAR, IOARICH
—VilEEhbtEdE, VAT MNERTZEMD IPv6 T O—NILBE—EOF RLA
NHRRENET,

« Local Unique : V54T "RAIERTHEFHD IPv6 DO—HIILBE—EDOT RL A, JIOA
BICH—=VIzEdbEedE, VAT NNFERATZEMNMD IPv6e OJO—-NILE—EDT
RLAANRRENET,



 Link Local : 5@ IPv6 7 RL AAEV) ¥ TESNBHIZ, EILTTHA Eh, BEICFERE
hd054F7>RDIPV6 7 RL A,

+ Router Advertisements Dropped : 754 7> M EFEL, AP TRAOY 7ENnBIIL—X 7
RNZRALAX RO, CcOFEFEAL, ELKREENTVEWISATURN, TEE
IPV6 L—ZDESICHETRDESICEREECNLEEZDHDVTA T NEEBHFTEERT,
HIZINERAT, BMBEOHD VAT N EHEICBETDENTEERT,

el v N - e |
L TF 5.5 B P Rairjawss
L= o SO e, gl vty vl

L 3

IPv6 BB DFIORRICIMA T, [IP Address] FIICIE IPv4a FRLA (TFATINAZY D 954A4TF
ROBE)FELERFIPVe OJO-NILBE—ZBEOT7RLA(IPV6ERIZATRNDEE) 2R
NIRRT DTZAFIVTANRETNLITFATRNOBREDIP 7 RLANFRTENET,

DAYLAIPV6 9ZA4T7> N YR—BNDKRE

AP ADIILFF ¥ ARNBEE—R

Cisco Unified Wireless Network Tld, > NO—ZICEAEMRITSNTWVWS APADOITILFF ¥ A
REEEELT 2 D20AFENR—FENTVET, EOE—RIZSEVT, ERFYNDT—IH
SOTDODINFEFYANNTY NE, CAPWAP IZF ¥ AREERIILFFFAROVWT A
ZNUTAPICREEENEL AV 3ICAPWAP NT Y NATAHT I btENET, RZT71v Y

& CAPWAP W7 ltEhd e, APRITZATUN RFT74Y2ERU VLAN LICH B &
BEEHYVFEEA, RICILFEFYANBED 2 DOFEZLERLET,

“Multicast-Unicast” Mode

“Multicast-Multicast™ Mode

KD @ G caPwaP | muiticast |

o
&

The Network Replicates
Fackeis as Neadad

— S S SN e s S

NILFF+ A
NYILF*+
AN E—R

NILFF+ANIZF+ A
NE—R




O RO—SIc&2TTI Ei:g;i
¢ W N\ 1 =
BEXN= 2T TANNATY MFER £ Lo
- ENTI-FTAN AT
CAPWAP k> XJLO%&E AP o e
CEEENET, DJE—Ae
= EEhxd,
Kg;;i FlexConnect 8 & 0'O—A |O—AHJ) £—
s )L K0 &
— K
BEXRY N
J—5+T
» L3I N
AR
Fx 42N (AIWY- 4 Yes
L—F 1>
SHRE
JrhO—| o
= \
Soan |® L
BEXY M
D—O0N&a |5 {iqW
=

Multicast-Multicast B2 E— R DERE

RS FCERFFHRBOMNREOLEDHIC, ILFFYARNIILFEYANE-—ROAT> 3>
FHEREIhTVWET,

X COFIEEF25002) —AXDAVYLAOARO—FTOKMEBETITH., &VHERHNEIILFF
YARNREENAETHY ., IXTOOANO—FTTYRNT A —LIZHEHEEIhET,

[General] R—<> 0 [Controller] X 7 IZ#& L T, [AP Multicast Mode] = [Multicast] E— R EF

FREEATVT, BUBILN—T TRLAFBREENTVWER L Z2BRALET, JIL—T TR
LA IPVARILFFYANTIN—TTF, £, T7TFAR—=—KMNIINFFYANTTIIT—>13
COEBETH D 239.X.X.X ~ 239.255.255.255 NEHANTH D ENHRBENET,

CISCOD MONITOR WLANs CONTROLULER WIRELESS SECURITY HMAMAGEMENT COMMANDS  HELP

Controller General

General Marms WiSM-4,

Inventory 802 3x Flew Contrad Mods Cusabled =

Interfaces LAG Mode on next reboct Enabled = (LAG Mode m currently enabled)

Interface Groups Broadcast Forwarding Disabied =

Multicast AP Multicast Mode 1 Multicast = 239.20.226.197 Multicast Group Address

Metwork Routes EF Falback Enabled =~

k Internal DHCP Server Fast SSID change Enabled =



FEILFFYARNTIL—TT RLAIZIE, 224 X.X.X, 239.0.0.X, E£7/1£239.128.0XDT RL
AEHZFEALBVTLKEEZY, ChsOERAOT7 RLARK, V> O—HI MAC 7 RLAL
F—=N—Z9 7L, IGMP AX—EVINEMOBETEIRNTODASYF R—KNIZTSY T4
VIOLET,

Multicast-Unicast Bt E— R D& E

O RO—Z & AP £72(& FlexConnect E— REIC CAPWAP JILFF Y ARZBETDLSIC
BEZXY ND—ONBYICHKREENTEL, IPV6 ZHR—RNTBHHRTAS Y F&En3 WLAN
I AP A" EAEThZBEERF, IZFF Y AN E—RAIBETT,

1. [General] R—<> M [Controller] 2 7 IZ# 8L T. [AP Multicast Mode] T [Unicast] E— R®
FANREThTVR L E2BRELET,

COMNTROLLER WIRELESS

Controller General __appty |
e " Mama BSE-A
1 §
Sipssasl ] 023 Flow Controd Mode Cotatled =
Isteriaces.
LAY Ficl i Pl ol Erabled (LA Modde = curantly snabied)
Interface Growps
Brosdcast Formardeg Cagabind -
Mt ask
Network Reules I AP Mylcast Hode . I
b Intornal DHCP Serwer 0 roiack Erabied =
v Mohility Masagement Fant S50 shangs Erabied =

2.IPV6 RISV TZA T RED A4 YL ALAN IZ##L E£9, [Monitor] 27, [Clients] XZ 21—
DIEICBEBLT, 94T M IPV6 PRLAZZELTWSZEBRBLET,

CISCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Monitor Clients > Detail

Summary
b Accecc Paints Client Properties
P Cisco CleanAir MAC Address f8:1e:df:e3:0a:76
b Statistics 1Pv4 Address 192.168.20.30

IPv6 Address 2001:db8:0:20:518:e245:bbfa:1535,

> COP 2001 :db8:0:20:fale: dfff:fee3:a7§,
} Rogues feg0::fale:diff:fee3:a75,

Clients

Multicast

IPv6 EE) T 1 DERE

BUEEVUT A JIL—T7FEERAUEEUT A RXAVRAICONO—ZZBET D & ZRE
. IPV6 EEUT A DIEHOOREDREEHV ERA. chiE, Gt THEAT2EOI> NO—F



AEEUTADORXAVIZBMTESLSICL, REABEEF Y NALES—LALABZEE
DT 1 ZRHLET,

[Controller] & 7" > [Mobility Groups] ®JEICBE L., MACT7 RLABXTIP 7 RLATIIL—T
C&EIIMO—ZZ2EBMNMLET. chk, TEVT A FJIL—T7RHOIXNTOIY NO—F TET
FTRIRENFHVET,

Rave Cosfiguration Py Logetait  Bafraik

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Mombers Wew.. | Bkl |
Genaral
I Awenbory Lo-ral Mobility Growp Lab
Interfaces MAL Addmes P Address Growp Mame Multicsst 1P ol
Interface Groups PR 66 T2 2008 B0 172.20.326.197 Lab o000 ™
My Eicast
IS ST TAR-A1 B0 17030336108 Lab T ™ o

F Imternal DHCP Server

IPv6 YILFF ¥ ANDKRE

O MO—ZRBI7ZAT2RIERTDINILFFYAN 7042 TV T NMIEHL TE
ETEDLRSICTS. IPVBNILFFYARNAD MLDV1 AX—EVJZHR—KLTVWET,

EHUEION=23> o)) —RAERFERY ., IPGIZFYANNT 74V O R—rTE, O
hO=27T "JO—NIIXLFFYARNE—R, Z2BMCT2HBEEH Y EBA, IPV6 1-F
YAN NS 7499 HR—KNE, BBNICERICEYET,

1.YILFEYARNIPV6 RS T7 1Y V&Y R—KNTBICIE, [Controller] X7 > [Multicast] R—
2. & &K [Enable MLD Snooping] DIEICBELET, IPV6 XILFFYARNZEMZCTS
IZI&. O> MO—3 o [Global Multicast Mode] £ BXIIC T2 HENHVE T,

CISCO MONITOR 'WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller Multicast

General

Inventory Enable Global Multicast Mode £

Interfaces Enable IGMP Snooping E!

Interface Groups IGMP Timeout (seconds) &0

Multicast IGMP Query Interval (seconds) 20
Network Routes Enable MLD Snooping T4
F Internal DHCP Server MLD Timeout (seconds) &0

¥ Mobility Management

Paorts

MLD Query Interval (seconds) 20




7 AppleDBonjours EQET7Y —ETHRIET U= a3 AR ERBEE. JO-N)L
NILFEYANE—R, IGMP, B8LUOMLDAX—EV T ZEBMICTILENHYET,

2.IPV6 XILFFYAN RTFTAVINARX—ETENhTVWBREZHERTHICIE,
[Monitor] %7 & [Multicast] X— ICBELET. IPv4 (IGMP ) & IPv6 ( MLD ) ILF*
YANITIL—=—TTOmEN )V ARENTVWBR %2R LET, MGIDEIZUY UL, D
IIN—T"FTRLACMALTWR DAV LAISAT7 > RERRLET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Monitor Multicast Groups
Summary
b Accass Points Layer3 MGID( Multicast Group ID) Mapping
b Cisco Cleandir Group address  Vian MGID IGHMP/MLD
b Statistics 224.0.0.251 20 1106 IGMP
224.0.0.252 20 11091 IGMP
¢ CDP
239.255.255.250 20 1103 IGMP
¥ Rogues mo2:ze 20 1102 MLD
Clients Mo2: M 20 1105 MLD
Multicast f02::1:3 20 L1040 MLD
02::2:MbS:a199 20 a MLD

IPv6 RA 7 — RMDERTE

[Controller] 27 ICEEL T, ZRIOX_1—A 5 [IPv6] > [RA Guard] e BEILE T, AP LT
IPv6 RA #— K% [Enable] - LET, I RO—SORA H— REEMICT B ENTEELA
o RAH—ROFBEICMZT, COR—DJICERADEETELTERBENEITAT RS
XNTRRENET,



stfuen]s

CISCDOD MONITOR WLANs CONTROLLER WIRELESS SECURITY HANAGEMENT COMMANDS HELP
Controller
IPvE > RA Guard
General
Inwentory
Interd TPl RA Guard on WLE Erabled
Interfoce Groups IPwE RA Guard on AP Enable
Multicast A Dropped per chient:
Network Routes
F Internal DHCP Server
MALC Address AP Mame WILAN Numbser of RA Dropped
¢ Mobility Managemant
Ports
F NTP
F CDP
= IPwG

Mesghibor Bindeng Timers
BA Throtthe Padoy
A Guard

IPv6e 72tAX 1> bO—)L VANDERE

1. [Security] 2 7 IZ#E L. [Access Control Lists] ZB#&, [New] 22U Y UL &Y,

Save Configuration Ping  Logout Refresh
sljbal)jbe

CISCO HONITOR WLANs CONTROLLER WIRELESS SECURITY HANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists New.. ||| Aty |

- AAA
Gergral Enable Counters
w RADIUS
Aigthentecation
Agcaunkng
Falback
¥ TACACS+
LDAR
Local Het Users
AL Filbeneg
Diisabded Clients.
Uder Logen Policees
AF Polines
Paigward Polioes

k Local EAP
¢ Priority Order

Mame Type

b Certilicate

* Access Control Lists
fgoess Control Lists
CPU Access Control Lists
Flenloninec] AL

2.ACLOD—ENRAEZANL, [ACL Type] % [IPv6] ICZEEL., [Apply]2 2 VY U LET,



ol I i .! i Saye Confguration Pensg Logout Refresh
MONITOR WLANS CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > New < Back | Apply |
* AAA
Caners Access Control List TR —
v RADIUS Namea
Authentication ACL Type IPwd | @ IPvE
= CC0un B
Fallback

3. LREDFIETHERLIEHLVWACLZ IV Y ILET,

Saye Configuration P Logout Refresh

wl I sl I L
CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists Mew.. |  aApply |
* AAA
Genera Enable Counters

» RADIUS
Authenticatn
Accounting | E.'f-_'p'-ll' TPy~ Seryer I Pl u

Faltback

M aavee Type

4. [AddNewRule] 22U Y OUL, L=IIREBBINTX—RZAHL, [Apply] Z0UY UL
F9, VAMNORBILIL—INZEETZD LD, >—TVABSEZEAOEFRICLET,
[Inbound] @ [Direction] 7’23V A VLA XY ND—IOHASDORZT T4V D,
[Outbound] DA VLA VSATNCANMSNT 74V DICFERALET, ACL DRED
L=, TIXRTEREERNICIEST) THAZEIEFBELTLKEEV, IPVBHTZY he
BERETSHICE64DOTL71YvOARZEAL., BROTRLAICTVEAZ—&WIC
FIRTBICE 12807 L 71 v OARZFEALET,



Saye Configuration  Ping  Logout Refresh

afuan]ee

CISCO HMONITOR WiLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Rules > New <Back | apply |
¥ AAA Sequerce 1
H F6 Address Prefix Length
- P
Asthantication CHurce 1P Address - 2001 :4B8:0:20:: T
Apcauribing
Fallack n — 1Pv6 Address Prefix Length
— esfinabion fess  w
b TACACS4 2001 :db8:0:113:: 200 128
LDAP
Lecal Net Users Protocol TCP -
MAL Filtering
Dizabled Clients Source Port By -
User Logsn Polioes
AF Polices Destination Pedt HTTP -
Passwiord Poboes
F Local EAP DSCP by -
* Pri rider
Hority O Chrection linBcund =
¢ Certificate
Astson Dty -

= Access Control Lists
Acceis Control Ligts
CPU Acoess Control Lists
FlewConnect ACLs

5. 1Pv6 ACL (& WLAN/SSID B TERAEh, O WLAN L TCEKBICERATEET,
[WLANs] 2 7 \-BE L. FEIE® [SSID] @ WLANID] % Uy L. IPV6ACL ZEAL &
9, [Advanced] £ )Y 2 L. IPv6 @ [Override Interface ACL] % ACL DEZRICZEEL £
ED

Sawe Confsgarabon  Peg  Lsgowt  Eefresh

MOMITOR WLANS: CONTROLLER WIRELESS  SEOURITY MANAGEMENT COMMANDS HELPF FEEDRACK

WLANsS » Edit "Lab’ < Back | Apply |

General | Security | QoS | Advanced

ARA

;::-d. Erabled Lo

DHOP Server Crerrade
Coverage Hele 5
Drabact Erabied

DHIOP dddr, Appgrement Reguired c
Eruibies Segpn 1BO0 .
> r——— . = (sacs) Mansgement Frame Protection (MEP)
avnrat 1L I Erabled

4

Dlagmuetis . HEFE Chenl Protectar Cogabled =
Channal DTIM Period (im bescon imtervals )
Ereerrade [Psd Fore = —
Interince ACL Bleck-HTTPVE-Server = | gog. diwis (1 - 255) i
PP Blacking - Bod.1ibiale (1 - 258} |
. Dl gd @ [ )

N5 Web ZREEA D IPV6 AR T VO ADERE

1. Web H—/NAIZ IPv4 B KT IPv6 BRIFRIEACL ZRRELE T, ChiF, 9F4FT KR
2ICEAENBEICABT—NEDBAORZ 71V VDEZEZAREICLET,



CONTRCLLEN EELESS SROURITY  MANAGESENT COSSUUNDS — HELF

Sacwrity Mooeas Contrel Lists > Edi @ Mk | el e Mds |
AR
il Genersl
= WAL
i Lol M il g Bep T
— [ P
Bes ditan Beais Dol Bgdly | aagm Bagr agilps [@ed Bogfle paagin L Mgziva Pgin Dagi Baow BRLE Eopities Besmss sl Hiy
Lo S gpes FoCL R T 110 F2OD
[o— ] " o Tor ey Ay devp  Gebeerd 180 a
e P il o TN
v i g Py, I [rr— - 1oF A ket FE P - S ) [ =]
d

P —— i

S\EB Web ) 7t7\0)§§111’|50)ﬁ¥%ﬂﬂ.:'3b\‘((i FOALYLALANONO—S&FHLE
91‘i5 Web m.n ;QEQIJJI E*Eﬂbf < TL_é kl\

2. EEBD [WLANs] 27 ICBEL., AN WLAN Z25RELET. AN SSID #EKL., LA
Y3Web RS —%FALET. ATY 7 1 TEEL BRI ACL A IPv4 8 & T IPV6
IDBIRENTWVWET, [Override Global Configl o3 ICF TV II—T %+, [Web
Auth type] ROY 720> RY U AN S [External] ZiBIRL £F, Web 4 —/YD URL & A
HUET, ALY —NOKRARNBE, IPv4 BKUV IPv6 DNS THRUEETHHDLEN H )
¥,

Saye Configuration  Ping Logout Hefresh
CISCO  MONITOR WLANs CONTROLLER WIRELFSS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

|III|III¢

WLANSs WLANSs > Edit 'Guestvé’ < Back | Apply |

L Advanced i :|l-lr-r3|

Layer 3 Security | Nona 2

o Web Poicy
(=) mythenticaton
Pasathrough
Conditional Web Redirect
Splash Page Web Redirect
On MAC Fiiter failused?
Proauthenticatson ACL :IM IPvi-Gisast-Pre-Auth ¢ Pk | [Pvh-Guest-Pre-Auth

Over-ride Global Config @ Enable
Web Auth type Extennal{Re-direct to external server)  +
URL  natp:j/guest-server.lab. kocalf

IPv6 RA AOY KU T DERE

1. Y 7L XRJL®D [Controller] X _1—ICBEL T, /D [IPv6] > [RA Throttle Policy] 77


/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html
/c/ja_jp/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html

>3aveEIVIYILES, FIYIRYIRZIUY UL, RARAOY KU TZEBMICL

9,
' I| I II L oy
CISCO MONITOR  WiLANS CUNTROLLER WIRELESS SECURITY MANAGEMENT (DMMSANDS HELPF FEEDBALX
Lontrolar RA Throttle Policy = Edit Apply
Ganeral
Inventory I Enabile A Throftle Policy o I
Interfaces Throtthe Pericd (1086400 secondd) &DO
Interface Groups Max Theough (0-258) 10 P Lt
Fultcast Trtiery ] Ciyprtisgan Faasthrowsgh

Mabtwork Roubes
Alow At-least (0-32) 1
¢ Internal DHCP Server
Ao Al-modt (0-256) 1 Pasi Lirmit
b Haobility Management

Ports
F NTP
¢ COP

= IPwE

b Advanced

ZE RAROY NUZINRETDE, BRYIIDIPVERBIL—ZOH N BBZFATENET,
RBBDIN—BTH—EREhBDEBOIPV6 7L 71 Y VAN HB2ZY NTJ—U Tk, RA
CAOY N T Z2EBMITDIBENBYET,

2. 20Y MLBEB RTZ0OMOF TS 32, TACHST RNAAENEHBEICDOHKFE
LET, £EL, BEAEDBATRT 7 MENHERENET, RAAROY MUY R
VS —DEXRETERBREATSI VR, REEBELTRETILENHYVET,

« [Allow At-least] ®#fE ik, [Max Through] & t) £/M& LY [Allow At-most] LA T O & (-
TRIUENFHYET,

c RAROY ML RV =R, BEAEDRADT7AILNDZATRALTHS 1800
MUEOAOY NILBBEZERINETREHY T A

RAZOY NUZTORFATZ a2, ROEHBYTY,

« Throttle Period : AOY R INRTENZHE, RAAOY K> JE. VLAN ® [Max
Through] FIRRICEEL 2 RICOKBRICEY FT,

« Max Through : chilk, AOY MU ITHNFETENBEO VLAN ZED RA DRRBTT,
[NoLimit) 773>k, AOY NUVJZERAETIC, BHEEOED RAZFILET,

« Interval Option : BfEA7'>3 &, IPv6 RA ® RFC 3775ty NCEJVWTOY hO—
THEBDEHEZTDEIIICLET,

- Passthrough : COfEld RFC3775 BRA 7> a3 %% RANFAOY NUV T = ER
BFICBEBTEDERSICLET,

- Ignore : COMEICKY), RAAOY NLERERBEAZ723aoA»®3d/NT7TY NZ2BED RA



ELTREL, BUBBERREAOY NV TORRELET,

- Throttle : CDEICK V), BRA 7> a3 FH2 RARMSTL—NEIROT[RER )
9,

« Allow At-least : NILFF Y ARNELTEEFEETNBZIL—2HEV) O RADERNMNRTT,

« Allow At-most : AAY RUZVIARTENBHICVILFF Y ANELTEFENBIL—2
HZVDORADERETT, [NoLimit] 77232, TOIL—RIZEHROKD RA Z5F
ALERT,

IPv6 ZAN—NATF120 F—TIILDOERE

1. Ny ZLARIL® [Controller] XZ21—I(ZBEL T, Z£fINOXZ1—T [IPv6] > [Neighbor
Binding Timers] #7°>3a> &0 Yy OL&ET,

]
CISCO MONITOR WLANS CONTROLLER WIRELESS
Controller Neighbor Binding Timers

General
Inventory Down Lifetime (0-86400) 30
Interfaces Reachable Lifetime {0-86400) 300
Interface Groups Stale Lifetime (0-86400) 86400
Multicast

Network Routes
* Internal DHCP Server
*# Mobility Management
Ports
#* NTP
* CDP

v 1PvO
Meighbor Binding Timers
RA Throttle Policy

RA Guard

W

Advanced



2. XE(ZHU T, [Down Lifetime], [Reachable Lifetime], @ & T [Stale Lifetime] ZFEL &
T ENAMILEDOTVWITAT N EFERATHZEATE, V7 RLARAIY—DZAX
—ZRBIDIMLENBYVET, RIZ, EREThDEZRLET,

« Down Lifetime : 30 #
- Reachable Lifetime : 300 #
- State Lifetime : 86400 #
BIATEALDEAI—, IPv6 7 RL ADREZRLET,

« Down Lifetime : #0> 24X —&k. A NOA—Z0OF7Y TV D A2 —TIA(4A
RO UEBEIC. IPv6eFvYvS1 I NUEREETHHRBZEIEELE T,

« Reachable Lifetime : COXAX—Ik. IPV6 PRLANTOT147ELTI—F2Y
ThBHEZEEELET, chlx, COTRLANSTKRIENT 71V INFZEENL
CEEEBERLET, CcORAMN—OHRIYINDE, PRLAK THW, REICET
LET,

« Stale Lifetime : M X A Y —I&. [Reachable Lifetime] /* 5 ®RRE N <% 2 /= IPv6
TRLAZF YYD I1ICRBFIDHEZEELET. COTZAT7EALHNKRTIDE
TRLABNAVTFAT T=TIUNSHIRENET,

IPv6 VideoStream N E&E

1. > bO—Z7TJ'0O—/V)L VideoStream BEEN BEMICHE > TVWA L ZHRELE T,
802.11a/gink Y N —2 & KT'WLAN SSIDTVideoStreamZ BMIC T2 HFEIC DWW T,
FCisco Unified Wireless Network¥Y ') 2 —=<,3 > : VideoStreamEBE A A Ry 2 8HBL TL
EEW,

2. 1> RO—Z® [Wireless] X 7 ICBE L, [Media Stream] > [Streams] D JEIZEIRL £,
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<ttroot>

config network i p-mac-binding di sable
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<ffroot>

debug client

<tfroot>

debug nobility handoff enable

<ffroot>

debug nobility packet enable

F>h— A2 NO—ZT®O debug DFER :

<#root>

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Complete to
Mobility-Incomplete

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Setting handles to 0x00000000

00:21:6a:a7:4f:ee pemApfDeleteMobileStation2: APF_MS_PEM_WAIT_L2_AUTH_COMPLETE =
0.

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Deleted mobile LWAPP rule on AP
[04:fe:7f:49:03:30]

00:21:6a:a7:4f:ee Updated Tocation for station old AP 04:fe:7f:49:03:30-1, new
AP 00:00:00:00:00:00-0

00:21:6a:a7:4f:ee Stopping deletion of Mobile Station: (callerId: 42)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Incomplete to
Mobility-Complete, mobility role=Anchor, client state=APF_MS_STATE_ASSOCIATED

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 4968

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Adding Fast Path rule type = Airespace AP
Client on AP 00:00:00:00:00:00, slot 0, interface = 13, Q0S =0
IPv4 ACL ID = 255, IPv6e ACL ID = 255,

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP =
0, TokenID = 7006 Local Bridging Vlan = 20, Local Bridging intf id = 13

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Successfully plumbed mobile rule (IPv4 ACL ID
255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee 0.0.0.0 Removed NPU entry.

00: 21: 6a: a7: 4f: ee Set symretric nmobility tunnel for 00:21: 6a:a7:4f:ee as in
Anchor role

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 1, dtlFlags Ox1

00: 21: 6a: a7: 4f: ee Pushing | Pv6: fe80: 0000: 0000: 0000: 3057:534d: 587d: 73ae , and
MAC: 00: 21: 6A: A7: 4F: EE , Binding to Data Pl ane. SUCCESS !

00: 21: 6a: a7: 4f: ee Pushing | Pv6: 2001: 0db8: 0000: 0020: 3057: 534d: 587d: 73ae , and
MAC: 00: 21: 6A: A7: 4F: EE , Binding to Data Pl ane. SUCCESS !



00:21:6a:a7:4f:ee 0.0.0.0, VLAN Id 20 Not sending gratuitous ARP

00:21:6a:a7:4f:ee Copy AP LOCP - mode:0 slotId:0, apMac 0x0:0:0:0:0:0

00:21:6a:a7:4f:ee Copy WLAN LOCP EssIndex:3 aid:0 ssid: Roam

00:21:6a:a7:4f:ee Copy Security LOCP ecypher:0x0 ptype:0x2, p:0x0, eaptype:0x6
w:0x1 aalg:0x0, PMState: RUN

00:21:6a:a7:4f:ee Copy 802.11 LOCP a:0x0 b:0x0 c:0x0 d:0x0 e:0x0 protocol2:0x5
statuscode 0, reasoncode 99, status 3

00:21:6a:a7:4f:ee Copy CCX LOCP 4

00:21:6a:a7:4f:ee Copy e2e LOCP 0Ox1

00:21:6a:a7:4f:ee Copy MobilityData LOCP status:2, anchorip:0xacl4e2c6

00:21:6a:a7:4f:ee Copy IPv6 LOCP: fe80::3057:534d:587d:73ae

A FO—FTO debug DFER :

<{froot>

00:21:6a:a7:4f:ee Adding mobile on LWAPP AP f0:25:72:3c:0f:20(1)
00:21:6a:a7:4f:ee Reassociation received from mobile on AP f0:25:72:3c:0f:20
00:21:6a:a7:4f:ee 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL ID 255) ===>

'none' (ACL ID 255) --- (caller apf_policy.c:1697)
00:21:6a:a7:4f:ee 0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL ID 255) ===>
'none' (ACL ID 255) --- (caller apf_policy.c:1864)

00:21:6a:a7:4f:ee Applying site-specific Local Bridging override for station
00:21:6a:a7:4f:ee - vapId 3, site 'default-group', interface 'client-bl'

00:21:6a:a7:4f:ee Applying Local Bridging Interface Policy for station
00:21:6a:a7:4f:ee - vlan 25, interface id 12, interface 'client-bl'

00:21:6a:a7:4f:ee processSsidIE statusCode is 0 and status is 0

00:21:6a:a7:4f:ee processSsidIE ssid_done_flag is 0 finish_flag is 0

00:21:6a:a7:4f:ee STA - rates (8): 140 18 152 36 176 72 96 108 000 0000 O

*apfMsConnTask_4: Jan 22 20:37:45.370: 00:21:6a:a7:4f:ee suppRates statusCode
is 0 and gotSuppRatesElement is 1

00:21:6a:a7:4f:ee Processing RSN IE type 48, length 22 for mobile
00:21:6a:a7:4f:ee

00:21:6a:a7:4f:ee 0.0.

00:21:6a:a7:4f:ee 0.0.
AUTHCHECK (2)

00:21:6a:a7:4f:ee 0.0.0.0 AUTHCHECK (2) Change state to 8021X_REQD (3) Tast
state 8021X_REQD (3)

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) DHCP Not required on AP
f0:25:72:3c:0f:20 vapId 3 apVapId 3for this client

00:21:6a:a7:4f:ee Not Using WMM Compliance code gosCap 00

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP rule on AP
f0:25:72:3c:0f:20 vapId 3 apVapId 3

00:21:6a:a7:4f:ee apfMsAssoStatelnc

00:21:6a:a7:4f:ee apfPemAddUser2 (apf_policy.c:268) Changing state for mobile
00:21:6a:a7:4f:ee on AP f0:25:72:3c:0f:20 from Idle to Associated

00:21:6a:a7:4f:ee Scheduling deletion of Mobile Station: (callerId: 49) in 1800
seconds

00:21:6a:a7:4f:ee Sending Assoc Response to station on BSSID f0:25:72:3c:0f:20
(status 0) ApVapId 3 Slot 1

00:21:6a:a7:4f:ee apfProcessAssocReq (apf_80211.c:6290) Changing state for
mobile 00:21:6a:a7:4f:ee on AP f0:25:72:3c:0f:20 from Associated to Associated

<..SNIP..>

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) Change state to L2AUTHCOMPLETE (4) Tast
state L2AUTHCOMPLETE (4)

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) DHCP Not required on AP
f0:25:72:3c:0f:20 vapId 3 apVapId 3for this client

00:21:6a:a7:4f:ee Not Using WMM Compliance code gosCap 00

TART (0) Initializing policy
TART (0) Change state to AUTHCHECK (2) Tast state

wnv n

0.0
0.0



00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP
f0:25:72:3c:0f:20 vapId 3 apVapId 3

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7) Tast
state DHCP_REQD (7)

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 5253, Adding TMP rule

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Adding Fast Path rule
type = Airespace AP - Learn IP address
on AP f0:25:72:3c:0f:20, slot 1, interface = 13, Q0S = 0
IPv4 ACL ID = 255, IP

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...) 802.1P = 0,
DSCP = 0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id =
12

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (IPv4
ACL ID 255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee Stopping retransmission timer for mobile 00:21:6a:a7:4f:ee

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0

00:21:6a:a7:4f:ee Sent an XID frame

00:21:6a:a7:4f:ee Username entry () already exists in name table, length = 253

00:21:6a:a7:4f:ee Username entry () created in mscb for mobile, length = 253

00:21:6a:a7:4f:ee Applying post-handoff policy for station 00:21:6a:a7:4f:ee -
valid mask 0x1000

00:21:6a:a7:4f:ee QOS Level: -1, DSCP: -1, dotlp: -1, Data Avg: -1, realtime
Avg: -1, Data Burst -1, Realtime Burst -1

00:21:6a:a7:4f:ee Session: -1, User session: -1, User elapsed -1 Interface:
N/A, IPv4 ACL: N/A, IPv6 ACL:

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Change state to DHCP_REQD (7) Tast state
DHCP_REQD (7)

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) pemCreateMobilityState 6370, Adding TMP
rule

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule type =
Airespace AP - Learn IP address on AP f0:25:72:3c:0f:20, slot 1, interface =
13, Q0S = 0 IPv4 ACL ID = 255,

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...) 802.1P = 0,
DSCP = 0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id =
12

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (IPv4
ACL ID 255, IPv6 ACL ID 255)

00:21:6a:a7:4f:ee Scheduling deletion of Mobile Station: (callerId: 55) in 1800
seconds

00:21:6a:a7:4f:ee Pushing IPv6: fe80:0000:0000:0000: 3057:534d:587d:73ae , and
MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee apfMsRunStatelnc

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Change state to RUN (20) Tast state RUN
(20)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from 1line 5776

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20)

00:21:6a:a7:4f:ee Pushing IPv6: 2001:0db8:0000:0020: 3057:534d:587d:73ae , and
MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS !!

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Inconplete to
Mobi | ity-Conplete, nobility rol e=Foreign, client state=APF_MS_STATE_ASSOCI ATED

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20)
00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 4968
00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Replacing Fast Path rule
type = Airespace AP Client
on AP f0:25:72:3c:0f:20, slot 1, interface = 13, Q0S = 0
IPv4 ACL ID = 255, IPv6 ACL ID = 25
00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP =
0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id = 12
00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Successfully plumbed mobile rule (IPv4 ACL ID
255, IPv6 ACL ID 255)
00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0



00: 21: 6a: a7: 4f: ee Set symmetric nobility tunnel for 00:21:6a:a7:4f:ee as in
Foreign role

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 1, dtlFlags Ox1

00: 21: 6a: a7: 4f: ee Pushing | Pv6: fe80:0000: 0000: 0000: 3057:534d: 587d: 73ae , and
MAC:. 00: 21: 6A: A7:4F:EE , Binding to Data Pl ane. SUCCESS !

00: 21: 6a: a7: 4f: ee Pushing |1 Pv6: 2001: 0db8: 0000: 0020: 3057: 534d: 587d: 73ae , and
MAC:. 00: 21: 6A: A7:4F:EE , Binding to Data Pl ane. SUCCESS !

00:21:6a:a7:4f:ee Copy AP LOCP - mode:0 slotId:1, apMac Oxf0:25:72:3c:f:20

00:21:6a:a7:4f:ee Copy WLAN LOCP EssIndex:3 aid:1 ssid: Roam

00:21:6a:a7:4f:ee Copy Security LOCP ecypher:0x0 ptype:0x2, p:0x0, eaptype:0x6
w:0x1 aalg:0x0, PMState: RUN

00:21:6a:a7:4f:ee Copy 802.11 LOCP a:0x0 b:0x0 c:0x0 d:0x0 e:0x0 protocol2:0x7
statuscode 0, reasoncode 99, status 3

00:21:6a:a7:4f:ee Copy CCX LOCP 4

00:21:6a:a7:4f:ee Copy e2e LOCP Ox1

00:21:6a:a7:4f:ee Copy MobilityData LOCP status:3, anchorip:0xacl4e2c5

00:21:6a:a7:4f:ee Copy IPv6 LOCP: fe80::3057:534d:587d:73ae

00:21:6a:a7:4f:ee Copy IPv6 LOCP: 2001:db8:0:20:3057:534d:587d:73ae

EF7x IPv6 CLI AN > R

<#root>

Show i pv6 nei ghbor - bi ndi ng sunmary

<ttroot>

Debug i pv6 nei ghbor-binding filter client

enabl e

<#root>

Debug i pv6 nei ghbor-binding filter errors enable
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