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1. 5858 RADIUS 5 —/\NIZ & % RADIUS FREEA M WLC DFRE
2. EAP-FAST FRELA O WLAN Z:RET 2

5\& RADIUS H— /Y- &% RADIUS RBSLFA D WLC DR E
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S0EB RADIUS H—/YAIZC WLC ZERET D ICIE. XOFIEZRTLET,

1. 3> NO—5® GUI A 5 [Security]. [RADIUS]. [Authentication] %iZiR L T. [RADIUS
Authentication Servers] R— ZRRLET, RIC. [New] Z2J Y UL T, RADIUS ¥ —
NEeEELET,

2. [RADIUS Authentication Servers] > [New] X—= T RADIUS H—/XONTAXA—XZE&HL T
o RODNTFA—EHHV)ET, RADIUS —/\D IP 7 RL ARBEMBER—RNESHT—N
AT—RACORFIXRNTRE, IP7 RL AN10.48.39.128DISEH—/NZFEAL £,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
= LLES Server Index (Priarity) 2 ¥
General
~ RADIUS Server IP Address(Ipvd/Ipva) I 10.48.35.128 I
Authentication
Accounting Shared Secret Format ASCII ¥
Auth Cached Users Shared Secret | esses
Fallback
DNS Confirm Shared Secret | sesss
Downloaded AVP
» TACACS+ Apply Cisco ISE Default settings
LDAP —

Apply Cisco ACA Default settings
Local Net Users

MALC Filtering Key Wrap | (Designed for FIPS customers and requires a2 key wrap compliant RADIUS server)
w Disabled Clients
User Login Policies Port Number 1812
AP Policies Server Status Enabled 7
Password Policies
Support for CoA Enabled ¥
} Local EAP uee .
Server Timeout 5 seconds
Advanced EAP
_— MNetwork User Enable
¥ Priority Order
; Management Enable
» Certificate
. Management Retransmit Timeout 5 | seconds
» Access Control Lists B
Tunnel Proxy Enable
» Wireless Protection B
Policies PAC Provisioning Enable
» Web Auth IPSec o Enable
} TrustSec Cisco ACA | Enable

Local Policies
¥ Umbrella

¥ Advanced

3. 7)Y % Apply.
EAP-FAST S2SEA ® WLAN ZFRET 2
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eap fast WLAN B LV FOBEENT X —RZRETDICE. XOFIEZERITLET,

1.0 RO—5®0 GUI T [WLANs] 29U Y 2L T, [WLANS] R—SERRLET, COR—
DICE. A MNO—FICHFEETSE WLAN O—EBEANRRENET,
2. [New] 221 Y 2 L THED WLAN ZHERL £,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
~ WLANs Current Filter: None [Change Filter] [Clear Filter] Create New +) 'Ge
WLANs

» Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPA2][Auth(802.1X)) [~ ]
2 WLAN AndroidAP AndroidAP Enabled [WPA2][Auth(PSK)] ~]

3. [WLANs] > [New]R—Z> Teap_fast WLAN SSID#&. 7O7 7 1 I)LE, & LTWLAN IDZEFR

ELERT, XRIC, [Apply] 20 )Yy O LFKT,
il Saye Configuration  Ping  Logout Refresh
Ccisco MONITOR : WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > New < Back

* WLANs

WLANS ygs
b ATenced Profile Name eap,_fast
sSID eap_fast
n E

4. 3LV WLAN ZERK TS &, LW WLAN ICXT S [WLAN] > [Edit] R— A RRENE
To cOR—=T T, TOWLAN ICEBDETEETEB/NTAXA—ZEZERTEET, <OXR
—2IZ &, [General Policies]. [RADIUS Servers], [Security Policies], [802.1x] /\TZ X—2&
FHYVERT,

5. WLANZ B IZ T3, [General Policies] 2 7 M[Admin Status]F T v V7RY Y A& F I
LET, APICE—> 7L—ATSSIDZ#70—RF¥FrANEEB5HEE, [Broadcast
SSDIICFITVIRYDARZEFVIZLET,

WLANSs > Edit 'eap_fast'

General ‘ Security | QoS | Policy-Mapping ‘ Advanced

Profile Name eap_fast

Type WLAN

SSID eap_fast

Status #| Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All :
Interface/Interface Group(G) [@
Multicast Vlan Feature Enabled
Broadcast SSID | ¥| Enabled |
NAS-ID none

6. % O "[WLAN] -> [Edit] -> [Security] -> [Layer 2] & 7 TIWPA/WPA2 parameters] % &R L ,
AKMIZ[dot1x] & BIR L £ 7,
COBITIR, COWLANDOL A ¥2tF 1) F 1 & L TWPA2/AES + dotIxE AL £ .



WLAN XY RD—JDEHICETVT, TOMODNFIX—REEETEEXT,

WLANSs > Edit ‘eap_fast'

. General @ Security I QoS l Policy-Mapping l Advanced

Layer2 | Layer3 | AAAServers

Layer 2 Security 8| | WPA+WPA2 N

MAC Filtering? | |

Fast Transition

Fast Transition Disable *

Protected Management Frame

PMF Disabled # |

WPA+WPA2 Parameters

WPA Policy

WPAZ2 Policy L4

WPA2 Encryption v AES TKIP |/ CCMP256 |/ GCMP128 |/ GCMP256
OSEN Policy

Authentication Key Management 19

802.1X #| Enable
CCKM | Enable
PSK | Enable

CT oNnn 1w = Il

7. [WLAN] -> [Edit] -> [Security] -> [AAA Servers] 27 T. [RADIUS Servers|® 7 LA X =
1—HS5EYERADIUSH—/NZBIRLF T,



WLANSs > Edit 'eap_fast'

| . General

| Layer 2 |

Security QoS | Policy-Mapping Advanced

Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface
Apply Cisco ISE Default Settings

Authentication Servers

Server 1

¥ Enabled
1P:10.48.39.128, Port:1812 &

Server 2
Server 3
Server 4
Server 5

Server 6

Server

8.[Applyl 20U Y O LET, X :
W —DEAPRRETY ., EAP-FAST (C

None
None
None

None

4» Ak Ll Ak 4k

None

Authorization ACA Server
Enabled
None ¥

Enabled
Enabled

Accounting Servers

¥| Enabled
None

None
None
None
None
None
Accounting ACA Server

Enabled
None ¥
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4. RADIUS % —/N®D EAP-FAST FBAEICRRRERE AN RPAC 7O IZV T ZRET S

EAP-FAST V547> NRBRADO 11— F—EX—ADERK

T MIETIEIETIRETS

«

=1 ]

aX &

EAP Paramet

Enable

TRILENHSB
EAZZTOMINTORER. RADIUS H—/NHE L T'FR

COBITIE, EAP-FASTOZA T ROI—FBENAT— REZFNEN<eap fastHB LV
<EAP-fastt>& U TEREL £,

1. ISE WebEEUIT,

[Add]7 A >R £,

[Administration] -> [Identity Management] -> [Users]® T ICBEIL .



ot
‘i Identity Services Engine Home  » ConextVishilty  » Operstions  » Policy D WorkCenters
» System - |dentity Management » Network Resources v Device Portal Management  pxGrid Services ¥ Feed Service v Threat Centric NAC

vIdentities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
——

[}
Network Access Users
Users
Latest Manual Network Scan Results — r
J Edic Change Status | @aImport @ Bxport v | M Delete {3 Duplicate

Status MName a | Description First Name Last Name Email Address User Identity Groups Admin

No data available

2. ERRTB1—H—ICRBERBZT #—L( "Names $ KT MLogin passwordy ZAHL., RAY
TAD - VARNNS TUsergroups ZBIRULET, [A7>a>T, I—Y—TFHhHOoU MO
OB EADTE FT]

FSumbity Z#HULET

sl Identity Services Engine Home b ConlextVisbilty  » Operations  » Policy [RICL Ml ' Work Centers
» System - |dentity Management | » Network Resources  + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric MAC

- Identities  Groups  Extemal ldentity Scurces  Identity Source Sequences b Settings
—

MNetwork Access Users List > New Network Access User

* Network Access User

Users

Latest Manual Network Scan Results

I‘ MName | eap_fast I

Status |[E] Enabled -

Email |

~ Passwords

Password Type: Internal Users [l
Password Re-Enter Password
I * Login Password | sessssses | [anneeenes | I [ Generate Password i
Enable Password | | | | |_ Generate Password i

¥ User Information

First Name | Test user |

Last Name | Test user |

+ Account Options

Description | ]

Change password on next lagin O

+ Account Disable Policy

[ Disatle account if date exceeds | 2019-04-23 (yyyy-mm-dd)

« User Groups

||E-T-mwe O |
[ submit W
3. I—HHNFERENET,

» System - |dentity Management = » Network Resources + Device Portal Management  pxGrid Services ¢ Feed Service + Threat Centric NAC

~|denfiies  Groups  Extemal |dentity Scurces  Identity Source Sequences ¥ Settings
——

(]
Network Access Users

Users

Latest Manual Network Scan Results —
J et obadd [change status ~ | @aImoot g Export = | € Delete ~ [ Duplicate

Status Name a | Description First Name Last Name Email Address User Identity Groups Admin
I O Enabled 2 eap fast Test user Test user Employee I

AAA 9S4 TF > MELT®H WLC M RADIUS H—/SADiEN

ACSH—NTIOVRNO—ZZAAAIZATRELTERTSICE, AOFIEZEITLET,



1. ISE WebBEUIT, [EHE (Administration)] ->[&Y kT —% 1) Y —Z(Network Resources)] ->
[ZY N —2F /N4 A(Network Devices)|D FICBEL . [BIMAI)TAI>ZHLET,
| ik Wonily Sorvess ENGN® oms  Context vty > Oparsiors Py [ | vcomon

44l Identity Services Engine Home b ContextVisibilty b Operations  » Policy

» System b Identity - Network

~ Administration + Work Centers

+ Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAG
~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
——

¥ Location Services
-]
Network Devices Network Devices
Default Device
Device Security Setings J Ed Lc,",:mdu [l5Duplicate | @almport @ Export O Generate PAC | ) Delete
Name « | IP/Mask Profile Name Location

Type Description
Mo data available

2. BMEBDFINARCHERT+—AL( "Names . "IP1 )ICAHL, BIOEYS 3T
WLCTREL E/£ERHBE/NAT— RERUABRB/NNAT—RERELE T, (A7 3>
T. B, JIL—THEODEBREANTEET,

FSumbit, 2L XY

il Identity Services Engine Home  » ContextVisibity ~ » Operations  » Policy

~ Administration + Work Centers
» System ¢ |dentity Management | - MNeiwork Resources

» Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~Metwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  * Location Services
o
Network Devices Network Devices List > New Network Device

Network Devices
Default Device

* Name | WLC5520
Device Security Settings
Description |

[1paddress =] FIP: [10.4871.20 N E

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected
* Device Profile 24 Cisco | » | &

* Network Device Group

Locaon [(ag @ | [ SetToDefault
IPSEC [1s 1PSEC Device || et To Default
Device Type [Wic-ab | Set To Defauit

« RADIUS Authentication Setiings

RADIUS UDP Settings
Protocol  RADIUS

s s =
ISCAIEGH [ 52t To Defauit

RADIUS DTLS Settings |

DTLS Required [ i

Shared Secret  radius/dtls

CoAPort [ 2083 | [ set To Defautt

Issuer CA of ISE Ceriificates for CoA | Select if reguired (optional bl [

3. FINA AHISER Y RD—UF U 2AFNA ZUANIBMENET, (NAD)




‘& Identity Services Engine Home b ContextVisiiity  » Operations  » Policy [ESGETRTIISNN | Work Centers
b System b Identity Management - Neswork Resourcss | » Devics Portal Management  pxGrid Services  » Fesd Service b Threat Gentric NAG

~ Network Devices Network Device Groups Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM » Location Services
——

(]
Network Devices Network Devices
Default Device
Do Se iy Selie J Edit  =Add E_‘_-‘D.mea[& @oimport i@y Export » | @ Generate PAC | € Delete «
Name - [P/Mask Profile Name Location Type Description
O wLcsszo 10.48.71.20/32 4% Cisco © LAB WLC-lab

Ef4M4>/\> KPAC 7OEZ 3= JIC &% RADIUS H#—/SA M EAP-FAST &
REDRE

—RICEE. CORATOBFEEEAL T, BALPKIA 2V T7ZARNZOF ¥ I BVEEZEE
LEY,

COFREF. EFHFISEY—/NEFRELT S HIIC, Authenticated Diffie-HellmanKey Agreement
Protocol(ADHP) N > XILATEIMEL £ 75

cOFEEYR—NTBICIE, [Authentication Allowed Protocols] TISE M [Allow Anonymous In-
band PAC Provisioning] ZBMIC T3 BEN BV ET,

‘st Identity Services Engine SN | Administraion  » Work Centers

Policy Sets  Profiling Posture  Client Provisicning - Policy Elements

Dictionarizs  + Conditions  +Results
I

s - Alow EAP-FAST

~ Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPvE
b Authorization
Allow Password Change Retries (Valid Range O to 3}

v Profiling Mlow EAP-GTC

+ Posture Allow Password Change Retri&s (Valid Range O to 3}

Mlow EAP-TLS
+ Client Provisioning

a Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

@) UsePACs (O Don't Use PACs

Tunnel PAC Time To Live a0 Days .

Proactive PAC update will occur after | 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
a Accept Client Certificate For Provisioning

Allow Machine Authentication

Maching PAC Time To Live 1 Weeks b

Enable Statelzss Session Resume
Authorization PAC Time To Live | ¢ Hours w | i

[ Enable EAP Chaining

3 : EAP-FASTREZBA K IC K L TEAP-MS-CHAPV2EZ ED/INAT— RZ A T DER
DLEEBRELTILKEZY, Chik, BSHAICERBA N RO Z>Y

EII_I;
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ATEBZVWEHTT,

RADIUS H—/X(0 EAP-FAST REBRLICREBREINE A /S RPAC7OES 3 -V J %
METD

ChEBEEF 17 THBENDF T30 TT, TLISAYRIE, Y 7UAY NC&> TRIE
ENBY—/NIHBLESVTEEE N, 95T NEBBRISE(F7 ALK ) CL> TR
dEhET,

COATAVTR, VAT RNEF—NOPKIA VT ZARNZOF Y HFBETTHN, —N
AEFCREENDD, BAITAFY TEIBEE8FHNET,

ISET. BEEKA VNV RTOET 3=V FI200RMATS IV HHET,

1. TServer Returns Access Accept After Authenticated Provisioning. 8%, PAC7OE> 3
—VURIC, PACEBERLTHY T UNY NZEBFRILT 5 & S ICAccess-RejectZ X 5T &%
Eﬁ&”i?offb PACOES I Z IR ENETLSM R TRITEND 1O
. RIABEZER/IRICINZ D HIZ, Access-Accept TEIEICISETEET, (CDEDK

B, VAT RNUEH—NAICEETESIAAEN BB ZBBLTILKEEZY ),
2r7DE§£:/7ﬁ7347>hﬂ%l@EHAhJ:7347)#?K4ZEPH4>
72AMNS0Fv2RBH#ET, ISELICEETEIMNHBOAZT OHEE, TOFTS> 3
JEBMELET., chiCkY, Y—NEOIFA T NIABOKRIEZAFXY S TEERT

o
tlithis \dentity Services Engine Home  » Context Visibilty
Policy Sets  Profiling Posture  Client Pro ing ~ Palicy Elements
Dictionaries ~ * Conditions = Results
N
o

- Allow EAP-FAST
- Authentication
EAP-FAST Inner Methods

Allowed Protocols
Allow EAP-MS-CHAPvZ

¥ Authorizal tion

Allow Password Change  Retries {Valid Range O to 3}
Eang Allow EAP-GTC
» Posture Allow Password Change Retries {(Valid Range O to 3}

Alow EAP-TLS
+ Client Provisioning

O Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

® usePncs (O Don't Use PACS
Tunnel PAC Time To Live an Days -
Proactive PAC update will ocour aﬂcr % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning

Server Returns Access Accept After Authenticated Provisioning

Accept Client Certificate For Provisicning

Allow Machine Authentication

Machine PAC Time To Live 1 Wesaks
Enable Stateless Session Resume
Authorization PAC Time To Live | ¢ Hours | i

' Enable EAP Chaining

ISETF, ERI—FICHITDEMEFDARIS—EY FEERLET, ROFITR., BEHENZ
X=BDOTFINAARATEFGRERARATELT, TOXRGIC—HITHFLE7O—HFAZPIL—
BTF—ER—ALCHL THRIAENET,



B wiroless_s02.1x
@  vac.eb AND G DEVICE Devico Type EQUALS All Dovico Types$iWLC-ab

@  DEVICELocaton EQUALS Al LocationssLAB

TR

¥ Options

ZOHITIE, THhEhOWLCT/Nv T LEtic, BIEEARA /N> RPAC7OESa=Z>J 70

— & Network Access Manager(NAM) DR EEZ RLUE T,

NAMZ'O7 7 1 L DEEE

EAP-FASTZ#EAL TISEICH L TA1—%t2vy 2 3> ZFREET % &S (CAnyconnect NAMZ'O7 7

TLEHRETDICEFE, ROFIEZRTIDLENHNET,

1. Network Access Manager Profile EditorZB§& ., BEDRE/ 7/ IINZ0O—KRLET,
2. [Allowed Authentication Modes]D T T[EAP-FASTIABAIC &> TWB L& ZRRELET,

|':.'I.

File Help

4 Netwark Access Manager ] Authentication Policy
' Profile: Untitled

: Authentication Palicy
: Networks
- Network Groups

Allow Assodiation Modes Allowed Authentication Modes

Select All (Personal) Select All Quter

Open (no encryption) EAP-FAST
EAP-GTC
Open (Static WEF) &4
EAP-MSCHAPYZ
Shared (WEP) EAP-TLS
WPA Personal TKIP EAP-TLS
WPA Personal AES EAP-TTLS
S [ EaP-MD5 EAP-MSCHAPYZ
PAP legacy)  [] CHAP {legacy)
WPA2 Personal AES [ MSCHAP {legacy)
[ MSCHAPY2 (legacy)
LEAP
Select All (Enterprise) &
PEAP
Open (Dynamic (302. 1X) WEF)
M EAP-GTC
WPA Enterprise TKIP EAP-MSCHAPY2
EAP-TLS

WPA Enterprise AES

WPA2 Enterprise TKIP
WPA2 Enterprise AES
CCKM Enterprise TKIP

CCKM Enterprise AES

Allowed Wired Security
Select Al

Open (no encryption)
802, 1x anly

802, 1 with MacSec

O Help

. MLLWRYRND—97O774)% "B, LET,



File Help

E‘ﬁ AnyConnect Profile Editor - Network Access Manager —

| Network Access Manager

Authentication Policy
! Networks
L4 Network Groups

4
L

Networks
Profile: Untitled
Network
MName Media Type Group™®

wired |Wired |Global
Add...
Edit...
Delete

* A network in group 'Global' is @ member of afgroups.

O Hep

4. [Media type] 52Et 223> T, ZA774)L "Name, ZE&L . X
XA 7EL TwirelessEE&EL, SSIDREZEELE T,

—

5

ATRY ND—=D



E‘ﬁ AnyConnect Profile Editor - Network Access Manager — O *

File Help
| Network Access Manager : Networks
: Client Poli . . .
{88 Clentpolcy Profile: ...ility ClientiNetwork Access Manager\system\configuration.xml
-&¢€ Authentication Policy
i Networks Media Typ ™
=5 Network Groups MName: I eap_fast I Security Ley
Group Membership
(@) In group: Local networks ~
(23 In all groups (Global)
Choose Your Network Media
(") wired (802, 3) Network
Select a wired netwaork if the endstations will be connecting to the network
with a traditional ethernet cable.
I (®) Wi-Fi (wireless) Network I
Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
551D {max 32 chars): I eap_fast I

[ Hidden Metwork
[ corporate Network

Association Timeout 5 seconds

Common Settings

Script or application on each user's machine to run when connected.

Browse Local Machine

Connection Timeout 40 seconds

Mext Cancel

O Hep

5. [Security Level] % & 7 T[Authenticating Network] 2 i#RL, 7Y I—>3EF—R%&
[WPA2 Enterprise (AES)|ICIEEL £



E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x

File Help
| Network Access Manager : MNetworks
£ Cient Poicy Profile: ...ility Client\Network Access Managerisystem\configuration.xml

Authentication Palicy
MNetworks Security Level Media Type *
% Network Groups () Open Network Security Lew

Open networks have no security, and are open to anybody within range. This is Connection Ty
the least secure type of network.
() Shared Key Network
Shared Key Networks use a shared key to encrypt data between end stations and
network access points. This medium security level is suitable for
small/home offices.

(@) Authenticating MNetwork
Authenticating networks provide the highest level of security and are perfect for

enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.

802, 1¥ Settings
authPeriod {sec.) 30 startPeriod (sec.) 30

heldPeriod (sec.) &80 maxStart 3

Assodation Mode

Mext Cancel

O Heb

6. COFITIR, I—H—nBEORIAEZFEAL TVWET, XN X7 D[Connection type] T[User
Connection]ZiZIRLE T,



’:ﬁ AnyConnect Profile Editor - Network Access Manager

o x
File Help
J g}m AccessManager | Networks
Chent Policy .
utherrbcation Profile: ...ility Client\Network Access Manager\system\configuration.xml| |
Networks Network Connection Type Media Type ~
¥t hetwork Groups O Machine ¢ Hon Security Leve
Connection Ty
This should be used if the end station should log onto the network before the User Auth
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

The user connection should be used when a machine connection is not needed.

A user connection will make the network avaidable after the user has logged on.
(O Machine and User Connection

This type of connection will be made automatically when the machine boots.

It will then be brought down, and back up again with different credentials

when the user logs in.

Next Cancel

0 Hep

7. COBITRHEETEDIMASEFEAL TVEVESD, [User Authl 7 T, A& h 33525

FRELUTEAP-FASTZEEL., Y—/N\GIFAZ ORI ZEMICL KXY,



E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x
File Help
4
| Network Access Manager | Networks
; Client Pali . ™ . = =
{é} AL':E”;';‘;DH by Profile: ...ility Client\Network Access Manager\system\configuration.xml
; Netwarks EAP Methods Media Type »
w45 Network Groups OEap-TS Oreap Security Leve
Connection Ty
() EAP-TTLS (®) EAP-FAST User Auth
Credentials
(CJLEAP
[ Extend user connection beyond log off
EAP-FAST Settings
| b
Enable Fast Reconnect
[] Disable when using a Smart Card
Inner Methods based on Credentials Source
(®) Authenticate using a Passwaord
EAP-MSCHAPY2 EAP-GTC
[ 1f using PACs, allow unauthenticated PAC provisioning
(7) Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel
() Authenticate using a Token and EAP-GTC
Use PACS
Mext Cancel
v
£ >
O Heb

X RBORBREMRTIE. SETEDMHAENISEICA/ VAN =ILENTVD Z & /R
L. NAMBRETH—NHEORIAA T3> EEMICLTHEVTLEEY,
E:AT723>2 TPACEEAL TUWBHA, FRBIAPACTOESI_>T6FTTS, i,
EBEZ1>/V> RPACTOES I =20 DBEICDAKIBIRTDULELN B ET,

A—H0OIVLTFUI v ESSOELTERLET, OJAVBERLUILTFU> v IILZER
TRHEER. [VLTVIYILOANZRDD]|ZBIRL, XY NT—IOANOEEFICILT
DIV ERDBBEER[ILTUIVIOANZBRLET., COBITE, I—FICHL
T, XY RND=IONDOEEORITHICILTF O VI ZERLET,



|"_-‘1. AnyConnect Profile Editor - Network Access Manager O *
File Help
| Metwork Access Manager : Networks
{83 Client Poli - - .
-4 ClentPolcy Profile: ...ility Client\Network Access Managerisystem\configuration.xml
Authentication Policy
: Networks: User Identi Media Type ™
g Network Groups Unprotected Identity Pattern: anonymous Security Leve
. Connection Ty
Protected Identity Pattern: [username] Tz
Credentials
User Credentials
(C) Use Single Sign On Credentials
() Remember Forever
(@) Remember while User iz Logged On
() Never Remember
() Use Static Credentials
Password:
Done Cancel
w
< >
O Help

9. RELENLETOT7FAILEZENAMT # LA IZHREFLET,

EAP-FASTRRREZEA L T, SSIDADEHRETARNLET,

1. AnyconnectRY RO —DJ UARASENETIhOTO7 74N ZBRLET




¥ Lisco AnylLonnect ecure Mobility Lhient - A

Network:
Authenticating

. H—/NAAENHE (AESER )
Cisco AnyConnect >

The server certificate for the network 'office_hg' has
failed validation. Do you want to trust it?

Certificate Mame: rmanchur-ise, wlaaan.com@
Issued To: rmanchur-ise.wlaaan.com
Issued By: rmanchur-ise. wlaaan. com
Expiration Date: 2020-02-13 15:03:40 UTC
Trust Do Mot Trust

4. Done



fﬁs‘ Cisco AnyConnect Secure Mobility Client — 4

o VPR

Metwork error. Unable to lookup host names.

Limited Access - DMNS Failure

0 Network:

Connected (192.168.77.34)

eap_fast

ISERSREO &

EAP-FASTE K U'PAC7OEZ aZ> Y 70—% /RIJISEFRRO Y &, [Operations] -> [RADIUS] -
> [Live Logs] D FICRRE N, [Zoom]| 74 A &2EAL THMEBRTERT,

1. 94T MY REEZBAL ., ISENRBARE L TEAP-TLSERELTVWELEN., 95
AT RMNEERL, KDV IZEAP-FASTZERELELE, ChiE, 9FA4T7 > NEISEDT
FrEELEARTLE,



Steps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
15048 Ewvaluating Policy Group

15008 Ewvaluating Service Selection Policy
11507 Exiracted EAP-Responsel/ldentity
11006 Returmed RADIUS Access-Challenge
11001 Received RADIUS Access-Request

'
‘

11018 RADIUS is re-using an existing session

12100 Prepared EAP-Request proposing EAP-FAST with challenge
11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

D18 RADIUS is re-using an existing session

2102 ’ challenge-response and

accepling EAP-FAST as negofiated

22.9Z4T > hEY—NOBETPACKED 1= ICREE N - RBERJEADTLS/NV R T (D
AAmEh, ERICETULRL I



I1EE-EIII] Exiracted first TLS record; TLS handshake started I
a igntHello message

128068 Prepared TLS ServerHello message

12B07 Prepared TLS Cerificate message

12808 Prepared TLS ServerkKeyExchange message

12B10 Prepared TLS ServerDone message

12811 Exiracted TLS Cerifificate message containing client certificate
12105 Prepared EAP-Request with another EAP-FAST challenge

1006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12105 Prepared EAP-Request with ancther EAP-FAST challenge

11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request (E Step latency=13317 ms)

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12812 Exiracted TLS ClientkeyExchange message

12813 Exiracied TLS CerlificateVerify message

12804 Exiracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succesded

3. NEFRRLA AsE h, I—¥IL 72> v ILAMS-CHAPV2Z AL TISEICK 2 TIEEIC
BIEENKX L (I—HB/NAD—RR—ADFTEL )
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