Unified Wireless Network COF 92 ARA >
SR DERSE
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EXIE
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AAA*T NICX 9 2 APERE
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MABA'NASTR— K ZA TEBHZMSVELELBVHLWTIENARZO7 ZA4IDERE
Cisco ISETAAAVSAT U RELTWILCEZRET S
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CORFIXVRNTR, POEARSAY NAP)YOMACT RLAICETVWTAPZRATAHKLSIC
WLCZRRET D AEICDVWTHBALET,

BIRRA
4

ROERICETDHBAN BB ENFHRENET,

. Cisco Identity Services Engine(ISE)D & E 734 B8 T % EARHY 4% &34
. Cisco AP# &k UfCisco WLC D ERE (C B ¥ 2 &%
. Cisco Unified Wireless Security Y 1J 1 —> 3 2122\ T O A

FERAITDHIAVR—FT b
CORFIXYNOBERE. KOYTRTITEN—RIITON—DIAVIZETVTVET,

- Aire0S 8.8.111.0Y 7 R T 7 A #&E 9 5 WLCWave1 AP:1700/2700/37008 & T



3500 ( 1600/2600/3600 3| & 5 & HR— M & NEF A, AireOSDHR—NE/N—T 3>
8.5xTH# T LET ) Wave2 AP:1800/2800/3800/4800, 1540, # &TF1560 ISE/N— 3>
2.3.0.298

CORFIAY NOBRE, BEOSRBELHDF/NA ALESVTERENELE, ZOK
F1XY NTRATBINTOFNA AR, M (F7 AN ) REOREN SRBLTVET
. ABEFOXY ND—oTR, ROV R &> TR DAREMS 525 HBE +2BEL T
EEW,

Lightweight APEET]

APOER7TOEAH, APEWLCIEX509EAEZEAL THEICFIEIL £9 . X509 F .
ALK > TIHTAPEWLCOW B DRBEENLTZ VD IICEERATNET,

APTlE, ITHBHFARICA VAN —IIENRAER, HEXTAI AN ENARE
(MIC)E HIENET, 2005F7H18AURICHIEE 2T XTNDCisco APICIEMICA HY) £T,

EH7OLARICKRETDCOMEFRIEICINA T, WLCIFAPOMACT RLAICEDVT, &&
TRAAPEHIPRIBDEETEET,

APOMACT7 RLAZFER T AOB/NAD—RNFZVWE, O MO—ZERADIUSH —/NBEH T
APZRAT2HIIC. MICZEAL TAPERIIT5 /-8, BEICEAEYEEA, MICEFERATS &
. BAOBFRIANREBEENET,

APETIE., RD2DODHFETERITTEEXT,

- WLCTOREBFEREY) A b D fERA
- AAAY—/NNTOMACT RLATF—EZR—ANDER

APDEIMEIR., FRENDIHAEICL>TEARYET,
. SSCEEATHAPWLCIEAZPRIAE A RO HEFHAL, ChSsDAPOERZRADIUSH —
NCEELERA
.MICEEATBAPWLCTIlE, WLCICEREE ni-NEPFREV AN EFEAT S A . RADIUSH —
NZERLU TCAPERIICEET

CORFIXYNTE, RERFREEJANEAAAY —/NOEG ZHEA L ZAPRAEIC DWTEHHAL X
ERD

RUE
WLCORERIRAEL A b & (A L 1B

WLCT, APFAIUARNZFEAL T, MACZFRLAICEDVTAPZHIRL E£9, APEREEY) AN
. Security > AP Policies WLCODGUITEREL £ 9,

RXDBE, MACTZ RLAZEBFEDAPZEINT D HEZTRL TVET 4c:77:6d:9¢:61:62.



1.WLCO> RO—Z MOGUIT, security > AP Policies [AP Policies] R—I I RIRENE T,
2.R)—0OED [LAR—K (Report) Jadd R ZIVYOLET,

Wl I ] I I Save Configuration Ping Logout Refresh
CISsCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Securi AP Policies
by Apply I Add !
* AAA
General :
- RADIUS Policy Configuration
Authentication i
Accounting Accept Self Signed Certificate (S5C)
Auth Cached Users
Fallback Accept Manufactured Installed Certificate (MIC) o
DNS
Downloaded AVP Accept Local Significant Certificate (LSC)
P TACACS+ Authorize MIC APs against auth-list or A&
LDAP
Local Net Users Authorize LSC APs againsk auth-list
MAC Filtering

= Disabled Clients
paerolicies AP Authorization List

Password Policies

b Local EAP

Entries 1 - 50f 5

Search by MAC Search

e MAC address / Serial Number Certificate Type SHA1 Key Hash

3. IBE D Add AP to Authorization ListZ AL, apmac 7 RL A ( APEHREMACT RL AT
Yo RIC, FIAERA 7 ZEIRL., Add.cDBFITIE, MICREEREZIEDAPHFEBIENE T
o X : SSCZEMTBAPTIE, ssc[Certificate Type]® FIC&H B

Save Configuration  Ping  Logout Refresh

MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply
v AAA
General £ < -
» RADIUS Policy Configuration

Authentication
:“fhz-“”? - Accept Self Signed Certificate (55C)
uth Cache SErs
Fallback Accept Manufactured Installed Certificate (MIC) o
e )
Downloaded AVP Accept Local Significant Certificate (LSC)
¥ TACACS I Authorize MIC APs against auth-list or AAA v '
LDAP
Local Net Users Authonize LSC APs against auth-list
MAC Filtering
w Disabled Clients
i (V|| CE5 Add AP to Authorization List

Dlicies MAC Address (4ci77:6d:9e:61:62
» Local EAP Certificate Type MIC v
Add

Advanced EAP
b Priority Order

& Entries 0 - 0 of 0
» Certificate AP Authorization List MBS0

b Access Control Lists
Search by MAC Search |

MAC address / Certificate
¥ Web Auth Serial Number Type SHA1 Key Hash

Wireless Protection
Policies

b TrustSec
Local Policies
» Umbrella

b Advanced

APA"APRREE') A MIZIBINE 7, AP Authorization List.

4. [Policy Configuration] T, RODFIT Y IRY DAEFIZLET,
Authorize MIC APs against auth-list or AAA.— D/NT X —R ZBRT B &, WLCREREFEHICO—HILFE
AEVAREZFIVILET, APMACHEELBEWVWERIE. RADIUSH—NZFIYILEK
9,



CIsCo

Save Configuration  Ping = Logout Refresh

Security

* AAA

General
= RADIUS
Authentication
Accounting

DNS
Downloaded AVP
* TACACS+
LDAP

AP Policies

Policy Configuration

Accept Self Signed Certificate (55C)
Accept Manufactured Installed Certificate (MIC)

Accept Local Significant Certificate (LSC)

Authorize MIC APs against auth-list or AAA

Local Net Users

Local EAP

-

Advanced EAP
Priority Order

v v

Certificate

-

Access Control Lists

Wireless Protection
Policies

Web Auth

-

-

-

TrustSec

ez

Authonze LSC 4Ps against auth-list

AP Authorization List

MONITOR  WLANS CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Apply | Add
L
<)
Entries 1 -5 of 5
Search by MAC Search
MAC address / Serial Number Certificate Type SHA1 Key Hash
4¢:77:6d:9€:61:62 MIC -]
70:d3:75126:39:68 MIC ~]
88:f0:31:7e:e0:38 MIC (~]
fa:db:e6:43:c4:b2 MIC (~]
fe:5b:39:e7:2b:30 MIC [~ |

CHREZMHRTSICIE. APEMACT RLATERIDVLENHVY) ET 4c776d:9e61:62 FY K7D
— D ETFTZRICEH U ET debug capwap eventslerrors enable & debug aaaall enable 1<~/ RZFEHAL £

9o

ROEHIE, APOMACT RLAKFAPEFT I ANCBZEVWEEDOFNY T ZRLTVWET,

F HAIT, AR—ADFW L2 FIEFEEhTVRTHIHNET,

(Cisco Controller) >
(Cisco Controller) >
(Cisco Controller) >

*spamApTask4: Feb 27
*spamApTask4: Feb 27

*spamApTask4: Feb 27
192. 168. 79. 151: 5256,

*spamApTask4: Feb 27
*spamApTask4: Feb 27
tenporary dat abase.

*spamApTask4: Feb 27
ap group configured

*spamApTask4: Feb 27
:192.168. 79. 151 (525
state Capwap_no_st at

*spamApTask4: Feb 27
70:69:5a:51:4e:c0

debug capwap events enable
debug capwap errors enable
debug aaa all enable

10: 15: 25.592: 70:69:5a:51:4e:

10: 15: 25.592: 70: 69: 5a: 51: 4e:

10: 15: 25. 592: 70: 69: 5a: 51: 4e:
al ready all ocated index 277

10: 15: 25.592: 70: 69: 5a: 51: 4e:
10: 15: 25.593: 24:7e:12:19:41:

10: 15: 25.593: 70: 69: 5a: 51: 4e:
inwec.

10: 15: 25.593: 70: 69: 5a: 51: 4e:
6) by Controller: 10.48.71.20
e

10: 15: 25.593: 70:69:5a:51:4e:

c0 Join Request from 192.168.79.151:5256

c0 Unable to get Ap nobde in Join request

cO0 Allocate database entry for AP

cO AP Allocate request at index 277 (reserved)
ef Deleting AP entry 192.168.79. 151: 5256 from

cO AP group received default-group is found in

c0 Dropping request or response packet to AP
(5246), message Capwap_wt p_event _response,

c0 In AAA state 'Idle' for AP

*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO0 Join Request fail ed!



*spamApTask4: Feb 27
nmsg type = 3 state =

10: 15: 25.593: 70:69: 5a: 51: 4e: c0 State machi ne handl er:

Fail ed to process

0 from 192.168. 79. 151: 5256

*aaaQueueReader: Feb 27 10: 15: 25.593: Unable to find requested user entry for 4c776d49e6162
*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : -9

*aaaQueueReader: Feb 27 10: 15: 25.593: ReProcessAut hentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 10: 15:25.593: Authenti cati onRequest: 0x7f01b4083638

*aaaQueueReader: Feb 27 10:15:25.593: Callback.......... ... . . . . . .. Oxd6cef 02166
*aaaQueueReader: Feb 27 10: 15:25.593: protocol Type. ... ... ... ... 0x40000001
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[01] User-

Name. . ... .. 4c776d9e6162 (12 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[02] Called-Station-Id........................ 70- 69- 5a-
51-4e-c0 (17 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[03] Calling-Station-1d....................... 4c- 77- 6d-
9e-61-62 (17 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[04] Nas-

Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[05] Nas-I p-

Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[06] NAS-Identifier......... ... ... ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[07] User-Password............... ... ......... [...]
*aaaQueueReader: Feb 27 10: 15:25.593: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Error Response code for AAA

Aut hentication : -7

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO0 Returning AAA Error 'No Server' (-7) for
nobi | e 70: 69: 5a: 51: 4e: cO serverldx O

*aaaQueueReader: Feb 27 10: 15:25.593: Authorizati onResponse: 0x7f017adf 5770

*aaaQueueReader: Feb 27 10: 15:25.593: Radi usl ndexSet (0), |ndex(0)

*aaaQueueReader: Feb 27 10:15:25.593: resultCode........ ... ..., -7
*aaaQueueReader: Feb 27 10:15:25.593: protocolUsed....... ... ... .. ... .. .. . ... ... Oxffffffff
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 0 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB



for the client.

*spamApTaskO: Feb 27

*spamApTaskO: Feb 27
Feb
Feb

Feb

27
27
27

*spamApTaskO:
*spamApTaskO:
*spamApTaskO:
79
*spamApTaskO: Feb 27
*spamApTaskO:
Connecti on.
*spamApTaskO:
0xd6f 0724f d8
*spamApTaskO:

Feb 27

*spamApTaskO:

10: 15: 25.

10: 15: 25.
10:
10:

10:

15:
15:
15:

25.
25.
25.

10: 15: 25.

10: 15: 25.

593:

593:

593:

593:

593:

593:

593:

70

00

00

00
70

1 69: 5a: 51: 4e:

: 00: 00: 00: 00:

: 00: 00: 00: 00:

: 00: 00: 00: 00:
1 69: 5a: 51: 4e:

cO

00

00

00
cO

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e: c0

I rad: 192. 168. 79. 151(5256) nwar: 10. 48. 71. 20(5246)

*spamApTaskO:
successfully for
*spamApTask4:
(10.48. 71. 20/ 5246) cl
*spamApTask4: Feb 27
*spamApTaskO: Feb 27
*spamApTask4: Feb 27
*spamApTask4: Feb 27
*spamApTask4: Feb 27
192.168.79.151:5256

Feb 27 10: 15: 25. 593:
(192. 168.
593:
593:
593:
593:
593:

i ent
10: 15: 25.
10: 15: 25.
10: 15: 25.
10: 15: 25.
10: 15: 25.

70
79
70
70
70

Feb 27 10:15:25.593: 70:69: 5a:51: 4e:
AP 192.168. 79. 151

1 69: 5a: 51: 4e:

. 151/ 5256)

1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:

Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Di sconnecti ng DTLS Capwap-Ctrl
for AP (192:168:79:151/5256).
Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: cO CAPWAP St at e:

Feb 27 10:15:25.593: 70:69:5a:51: 4e: c0

cO

cO

cO
cO
cO

70:69:5a:51:4e:c0
70:69:5a:51:4e:c0

Join Version: = 134770432

apType = 54 apModel : Al R- AP4800- E- K
apType: Ox36 bundl eApl mageVer: 8.8.111.0
version: 8 release: 8 maint: 111 build: 0

Join resp: CAPWAP Maxi num Msg el enent len =

Join Failure Response sent to 0.0.0.0:5256
Radi us Authentication failed. Cosing dtls

session

Noti fy(true)

Dtls tear down

acDt | sPl unbCont r ol Pl aneKeys:

DTLS keys for Control Plane del eted

DTLS connection cl osed event receivedserver
Entry exists for AP (192.168.79. 151/ 5256)
AP Del ete request

AP Del ete request

Unable to find AP 70:69:5a:51:4e:c0

No AP entry exist in temporary database for

ROEAE, LAPMACT RL AAAPRRREV ARNCEMENLZEEDTNY TZRLTVET,

FE HHIT, AR—ADFW L2 TFIEFEEATVRTIHYNET,

(Cisco Controller) >debug capwap events enable

(Cisco Controller) >debug capwap errors enable

(Cisco Controller) >debug aaa all enable

*spamApTask4: Feb 27

*spamApTask4: Feb 27
*spamApTask4: Feb 27

*spamApTask4: Feb 27
192. 168. 79. 151: 5256,

*spamApTask4: Feb 27
*spamApTask4: Feb 27
tenmporary dat abase.

*spamApTask4: Feb 27
ap group configured i

*spamApTask4: Feb 27

09: 50: 25. 393:

09: 50: 25. 393:
09: 50: 25. 393:

09: 50: 25. 393:

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:

70

70

1 69: 5a: 51: 4e:

al ready all ocated index 274

09: 50: 25. 393: 70:
09: 50: 25. 393: 24:

09: 50: 25. 393: 70:

n wec.

09: 50: 25. 393: 70:

:192.168. 79. 151 (5256) by Controller:

state Capwap_no_state

*spamApTask4: Feb 27 09:50: 25.394: 70:

69:
Te:

Ha:
12:

51:
19:
69:

5a: 51:

69:
10.

Ha:
48.

51:

71. 20

69: 5a: 51:

4de:
41:
4de:

4de:

4de:

cO
cO

cO

cO

ef

cO

cO

(5246),

cO

Join Request from 192.168.79.151:5256

using al ready all oced index 274
Unabl e to get Ap nbde in Join request

Al'l ocat e database entry for AP
AP Al l ocate request at index 274 (reserved)
Del eting AP entry 192.168. 79. 151: 5256 from

AP group received default-group is found in

Dr oppi ng request or response packet to AP
message Capwap_wt p_event _response,

Message type Capwap_w p_event _response is



not allowed to send in state Capwap_no_state for AP 192.168.79. 151

*spamApTask4: Feb 27 09:50: 25.394: 70:69:5a:51:4e:¢c0 In AAA state 'Idle" for AP
70: 69: 5a: 51: 4e: cO
*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Request fail ed!

*aaaQueueReader: Feb 27 09:50: 25. 394: User 4c77649e6162 authenticated

*aaaQueueReader: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : O

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51:4e:c0 Returning AAA Success for mobile
70:69:5a:51:4e:c0

*aaaQueueReader: Feb 27 09:50: 25. 394: Aut hori zati onResponse: 0x7f0288a66408

*aaaQueueReader: Feb 27 09:50:25.394: structureSize....... ..., 194
*aaaQueueReader: Feb 27 09:50:25.394: resultCode........ ... ..., 0

*aaaQueueReader: Feb 27 09:50: 25. 394:
proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 09:50: 25.394: Packet contains 2 AVPs:

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[01] Service-
TYPe. o o 0x00000065 (101) (4 bytes)

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[02] Airespace / WAN
ldentifier.............. 0x00000000 (0) (4 bytes)

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51: 4e:c0 User authentication Success with File DB
on WAN ID :0
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: c0 Join Version: = 134770432

*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 apType = 54 apModel : Al R- AP4800- E- K

*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 apType: Ox36 bundl eApl mageVer: 8.8.111.0
*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join resp: CAPWAP Maxi mum Msg el enent len =
79

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Response sent to 0.0.0.0: 5256
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO CAPWAP State: Join

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO capwap_ac_platformc: 2095 - Operation State
0 ===> 4

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Capwap State Change Event (Reg) from
capwap_ac_platformc 2136

*apf Recei veTask: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Regi ster LWAPP event for AP
70: 69: 5a: 51: 4e:c0 slot O

AAAY—/XICx 9 B APRERE

RADIUSH—NEZFEAL TMICZERAL TAPZRAI T K DICWLCERET D CEETEXT,
WLCIE, RADIUSH—NICEHRZIEEITDEEIC, I—HFRENAT—RO@mEEL TAP
MACZ7 RLAZFEHALET, E&EXE. APOMACT RL A 4c:77:6d:9e:61:62l[CERES N TV D5
. A MNO—FHNFAPZRAI TR LHICERATHII—HYRENATD—ROBWAEN, EBENET
JX—R%EFERTAHIMACT RLAICKYET,



CDBITIE, CiscoISEZERAL TAPZFEAITH LS ICWLCE

.WLCO> hA—ZDOGUIT,
. [Policy Configuration] T, XOF I Y IRY DRAZEFIZLET,

RETDHZEZRLET,

~w

Security > AP Policies.[AP Policies] R—I A RRENET,

Authorize MIC APs against auth-list or AAA.— D/NT X —R ZBR T B &, WLCREDICO—HI
WALV ARZFIVILET, APMACHAFELZWHEER., RADIUSH—NEFIY UL

x9,

afuafn
cisco

Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER MANAGEMENT COMMANDS HELP FEEDBACK

Security

- AAA
General
= RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
* TACACS+
LDAP
Local Net Users
MAC Filtering
w Disabled Clients

golicies
o=
e Policies

Local EAP

-

Advanced EAP
Priority Order

-

Certificate

-

Access Control Lists

Wireless Protection
Policies

Web Auth

-

TrustSec

WIRELESS ~ SECURITY

A Home
AP Policies

Policy Configuration

Accept Self Signed Certificate (55C)

Accept Manufactured Installed Certificate (MIC)

MAccept Local Significant Certificate (LSC)
Authorize MIC APS against auth-list or AAA

Authonze LSC APs against auth-list

Entries 1 -5 of 5
AP Authorization List ntries o

Search by MAC Search

MAC address / Serial Number
4c:77:6d:9e:61:62

Certificate Type
MiC

SHA1 Key Hash

[~ ]
70:43:79:26:39:68 MIC ~]
88:0:31:7e:€0:38 MIC (~]
fa:db:e6:43:c4:b2 MIC (~]
fe:5b:39:e7:2b:30 MIC B

3. BB 5L security > RADIUS Authentication 1~ RO—Z MOGUIN S, RADIUS Authentication Servers /R

—J=ERL
L A%ZEiEL

. A—H¥E HFRadiust—/VICER

No Delimiter _L

£9, COR—I T, MACTUZSREZEEZETEFT, WLCIFAPOMACT R
. CCTERENEFVIZZMFEHAL TRADIUSH—NICEELET, ik
EEhTVWARENDE—HTBELSICEETT, cOBITIE,

—H'EZ N ac776d9e6162.

Saye Configuration

Ping Logout Refresh

DNS
Deownloaded AVP
* TACACS+
LD&P
Local Met Uszers
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

-

Local EAP
Advanced EAP

Priority Order

Certificate

-

Access Control Lists

Wireless Protection
Policies

-

Web Auth

-

TrustSec

Local Policies

4. R\,

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

RADIUS Authentication Servers

Auth Called Station ID Type

AP MAC Address:55ID fo?

Use AES Key Wrap

(Designed for FIPS customers and requires a key wrap compliant RADIUS server)

No Delimiter ¥ |

MAC Delimiter

ks oo
Network Tunm ™ Yphen
User Management Proxy Berver Address(Ipv4/Ipv6) Port IPSec Admin Status
Single Hyphen |
it 10.48.39.100 1812 Disabled Enabled -]
i i 2.48.39.128 1812 Disabled Enabled -]

New RADIUSH—NZE&L £ T,




‘Save Configuration  Ping Logout Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK # Home
Security RADIUS Authentication Servers > New < Back Apply
= '“'_AA Server Index (Priority) ar
Gene
Server IP Address{Ipva/lpvs) 10.48.39.128
Shared Secret Format ASCIL ¥
Shared Secret

Confirm Shared Secret
Apply Cisco ISE Default sextings Ld

Apply Cisco ACA Default settings

Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server, )
Port Number 1812
Server Status Enabled ¥
b Local EAP Support for CoA Enabled ¥
Advanced EAP Server Timeout 5 seconds
» Priority Order Network User ¥ Enable
} Certificate Management ¥ Enable
» Access Control Lists Managemen t Retransmit Timeout 5 seconds
, Wireless Protection T P Enpie
Policies PAC Provisioning Enable
b Web Auth 1PSec Enable
b TrustSec Cisco ACA Enable

Local Policies

5. RAD|US'U'_/\‘®/\°5 X — 2 % RADIUS Authentication Servers >New R—J ZFHLET, <5
DINT X—2ARIZI&. RADIUS server IP Address, Shared Secret, Port Number, & Server Status.5¢ J
L7=5. Apply. DHITIE, Cisco ISEZIPT KL A10.48.39.128 ORADIUSH —/Y& L THE
ALTWET,

APEFRA 95 =& DCisco ISEDFRE
Cisco ISETAPESRAITEDLDICTRICIEK, KOFIEERTITIHEN HVET,

1. Cisco ISETAAAV ZA T RELTWLCZRRELE T,

2. Cisco ISEDF—ZR—AICAPOMACT RLAZEBIML £,
L, APOMACT RLAZIVRARA N (REEAE) FEGEI—Y (/NNAD—RE
MACZRLA)ELTEMTRZRCEETEXRTHN, TOHEEARENAT—ROEF2IUFT4KRID
—EXE RS TIHBENHYET,

WLCIENAS-Port-Type B (MACT R L AZRIEMAB)T—4 70— —H T BISEQO EH)&REEL
BVWES, ChZzRBIILEN HYET,

MABHNASHKR— R4/ 7T BUEZXREELEVHLVWFNAMA7O7 71 ORE

g@b?ﬁ Administration > Network device profile #FLUOWFNA 7\7°l:| 774 )LEﬂEﬁE LET, RIZTRT LK
512, RADIUSZE®IIC L., B#EMAB7 O—%require service-type=Call-check|ICEREL £9, ¥
RDOCiscoZ7 A7 7A I D SHNFRERZ IE—TEXITHN., TO#ME., BEEMABD—o 70—
I "Nas-port-types BHZHBEE LBV ETT,



= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description
P
Ilcon gl Change icon... 1 @
Vendor Cisco

Supported Protocols

RADIUS

TACACS+ O

TrustSec d

RADIUS Dictionaries
Templates
Expand All / Collapse All
v Authentication/Authorization

v Flow Type Conditions
Wired MAB detected if the following condition(s) are met
Radius:Service-Type v~ call Check % W +

Cisco ISECAAAD A F> NELTWLCERET S

1. JRZ Administration > Network Resources > Network Devices > Add.[New Network Device] R —< # &~
ENhERT,

2.COR—IT, WLCEEERZLFT Name, BB/ A —7 I 4 R IP Address &
Radius Authentications Settings ~ b= {EL 7= Shared Secret. APOMACFT RL AZIT RIRARELT
ANTBFENEHEEEK., F7FI MDCisco APTIFEL, UBICRELEHDARLAT/INA A
Z7O774 )0 2FERALTLSEEV,



‘b Identity Services Engine Home  » ConfextVisibiity  » Operations  » Policy RN

» System  » ldentity Managemen? = ~Metwork Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cantric NAC
= Network Devices  Metwork Device Groups  Nebtwork Device Profles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
@ Network Devices
Network Devices * Mame [ WLCS520
Default Device Description [~

Device Security Settings

| 1P Address v| "IP: | 10.48.71.20 |72z

@ IPv6 is supported only for TACACS, At lzast ong IPv4 must be defined when RADIUS is selected

* Device Profile &% Cisco| » &

Software Version [:l

* Metwork Device Group

Location [jap Set 7o Default
IPSEC [yg Set To Default
Device Type [WLCdab © Set To Default

@ = RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS
"shared Secrel [ | [ Show
CoA Part | 1700 | [ Set To Default
RADIUS DTLS Settings i

DTLS Required [ ¢

Shared Secrel | radius/diis

3. 271)Y %2 submit.
Cisco ISEM I RARA > RF—EAR—AADAP MACT RL ADiE N

g@]f‘ﬁ Administration > Identity Management > Identities MAC7T R LA&2I> |\7k°’f s |\7'—9’\—7\‘::JE
mUZET,

Cisco ISEM 1—H'F—ZR—AANDAP MACF RLADEM (A7>a>)

EHEMABZ7O7 7 AN EZEEETICZ. APOMACT RLAZI—HELTHRETZHEEEF., VA
D—RRV—ODEBEH#EELS TIRENF HV)ET,

1. BBV S Administration > Identity Management. . . Clk, /NAT—RARV I —AI1—HE%2 /N AT —
RELTHERATRHEEFAL, RUS—HAMACT RLAXFOFEAZHFTL., XFOEHE
ZEETRDMEN BV EEZBRIDILVEN HYET, BEE

Settings > User Authentication Settings > Password Policy:



+ Context Visibiity » Operati ~ Administration » Work Cen

¥ System | ~lidentity Management  » Metwork Resources  » Device Portal Management  pxxGrid Services  » Feed Service  » Threat Centric NAC

b Idantities Groups Extarnal Identily Sources  |danlity Source Sequences | - Settings

o
User Custom Attributes | v ] Account Disable Policy

User lication Settings Password Policy
Endgpoint Purge *  Minimum Length: | 4 characters (Valid Range 4 to 127)
Endgpoint Custom Attributes Password must not contain:

User name or its characters in reverse order

“cisco” or its characters in reverse order

] This word or its characters in reverse order: |

D Repeated characters four or more times consacutively

] Dictionary words, their characters in reverse order or their letters replaced with other characters i
= Default Dictionary i

Custom Dictionary i

The newly added custom dictionary file will replace the existing custom dictionary file.

I Password must contain at least one character of each of the selected types: I
L] Lewercase aiphabetic characters

] Uppercase alphabetic characters
[ Numeric characters

[0 Mon-alphanumeric characters
Password Historvy

2. RIZ. identities >Users 2 1) Y 2 L, add.User SetupR—IARRENES, RICRT LD
iz, COAPOI1—YHRBENAD—REEZLET,

B> BN : Description /NATD—RELULTEZRENEABRERTEHEBEICHERTEDLSIC. A
D—RZADTDLEOHDT1—=)L R,
INAT—RIE, APOMACZ7 RLATHZDHEEHYET, COBITIE, 4c776d9e6162.

'.':'.',';';' Identity Services Engine Sontext Visibility ations =B - Administration + Work Centers

» System - |dentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Groups  External Identity Sources  identity Source Sequences ¢ Settings

Access Users List > New Network Access User

¥ Network Access User

Status B Enabled +

Email |

* Passwords

Password Type: | internail Users hd
Password Re-Enter Password
[ toon passvors [reemeermes | [ ;
Enable Password | Il | [ Generate Password |

 User Information

First Name | |

Last Name | |

* Account Options

Description | pass=4¢776d%e6162

Change password on next begin O

» Account Disable Policy

O Disable account i date exceeds | 2010-04-28 {yyyy-rmm-dd)

* User Groups

%]

3. 7YY submit.
RUS—tYy NOESK

AMBRE—BEEET, FRAIC, CBBL TEZHZE

1. COFEE., Policy set WLCH S DFR



ML ET, Policy > Policy Elements > Conditions, WLCODIFBFFIZ—TBFH L VRHEDER(ZD
HITIE TLAB_WLC, & & T Radius:Service-Type Equals Call Check — NIEMaciRiEICfFERAENE T
o :0)%14:0)% ﬁ;ﬂi rAP_AUthJ _5“3'0

= =
aiseo. l0ENtty Services Engine Home » Context Visibility » Operations » Administration + Work Cenlers License Waming 4
Policy Sets  Frofling  Posture  Client Provisioning § - Policy Elemants
Dictionaries » Results

Smart Conditions

Time and Date Radius- Service-Type

Profiing PF el FmPECLOE"
Equals v Call Check - m
[} o
. ig AP_Auth .
» Network Conditions nizon e el e o AFS AN =) LAB_WLC

Endstation Network Conditions u BYOD_is_Registerad

Device Network Conditions g8 New || AND || OR

Catalyst_Switch_Local_Web_Authe Set 1o''Is not' Duplicate '
ntication

Device Port Network Conditions

2. 7)Y 7 save.
3. RIZ, #TL L\ Allowed Protocols Service %€ L & F o [Only]ZiEIR L EF Allow PAP/ASCIL:

asco ldentity Services Engine Home » Context Visibity ~ » Operations » Adminisiration » Work Centers License Waming £k

Policy Sets  Profiling Posture  Client Provisioning =~ Policy Elements

Dictionaries  » Conditions = Results

L]
= Allowed Protocols Services List > AP_authentication

- Authentication

Allowed Protocols
Allowed Protocals Name | AP_authentication

*» Authorization Description

» Profiling i
 Allowed Protocols

+ Posture

Authentication Bypass
* Client Provisioning O e
ocess Host Lookup
Authentication Protocols
& aiiow PAPIASCII

O asiow crse

O Atiow ms-cHAPY1
O Asiow Ms-CHAPv2
O atlow EAP-MDS

y O Atowesp-TLs
O atiow LEAP

13 O avow pear

4. BARTICYER U 7= —E A& Allowed Protocols/Server Sequence.[Expand the view AT
Authentication Policy > Use > Internal Users . 1LlC & V), ISEIEHNEDBTAPD 1 —H&//N AT —R
ZRELET,



nalse

‘asco  loenlity Services Engine Home » Context Visibiity » Operations » Administration » Work Canters License Waming 4

Policy Sets | Profiling  Posture  Clent Provisioning  » Policy Elements

Policy Sets

+ Status  Policy Set Name Description Conditions Allowed Prolocols / Server Sequence Hits  Actions View
REE =1 *06

s @  Detautt Default policy set Default Network Access « v 5 5o & >

ulalle 1gentity Services Engine Home  » Context Visiblity — » Operations » Administration  » Work Cenlers Licanse Warning &

Policy Sets Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets = Policy4APsAuth @ @

Status  Policy Set Name Description Conditicns Allowed Protocols f Server Sequence Hits

@ | Poicydapsaun B ap_pun l AP_authentication v I 19

w Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits  Actions
| intermal Lisers el I
F4 @ Detautt 19 o
2 Options

¥ Authorization Policy - Local Exceplions
2 Authorization Folicy - Global Exceptions

¥ Authorization Policy (1)

5. 1Y %9 save.

mR

CHREZHRETAICIE, MACT RL A4c:77:6d:9e:61:62MDAPZ XY NDO—JICEHELTEZR
?5%275‘“5 WET, debug capwap events/errors enable & debug aaa all enable N>R E%ﬁ' LEI,

TNV TRE5hABDESIC. WLCIKAPOMACT RL AZRADIUSHY—/V10.48.39.128(C5EL . ¥
—/NFAPZIEEICFRELE Lz, ZTD&, APRIO NO-ZICBEEETNET,

E HAIT, AR—ADOFW L2 TIEDBEhTVRTHFHYN XTI,

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5248

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 using already all oced index 437
*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Unable to get Ap nbde in Join request

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Allocate database entry for AP
192. 168. 79. 151: 5248, already all ocated index 437

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 AP All ocate request at index 437 (reserved)
*spamApTask4: Feb 27 14:58:07.566: 24:7e:12:19:41:ef Deleting AP entry 192.168. 79. 151: 5248 from



t empor ary dat abase.
*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Droppi ng request or response packet to AP
:192.168. 79. 151 (5248) by Controller: 10.48.71.20 (5246), message Capwap_w p_event _response,
state Capwap_no_state

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Message type Capwap_wt p_event _response is
not allowed to send in state Capwap_no_state for AP 192.168.79. 151

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 In AAA state 'Idle' for AP
70:69:5a:51:4e:c0
*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 Join Request fail ed!

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 State nmachine handler: Failed to process
nmeg type = 3 state = 0 from 192. 168. 79. 151: 5248

*spamApTask4: Feb 27 14:58:07.566: 24:7e:12:19:41:ef Failed to parse CAPWAP packet from
192. 168. 79. 151: 5248

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Normal Response code for AAA
Authentication : -9

*aaaQueueReader: Feb 27 14:58:07.566: ReProcessAuthentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 14:58:07.566: Authenticati onRequest: O0x7f01b404f 0f 8

*aaaQueueReader: Feb 27 14:58:07.566: Callback........... ... .. . . . . .. Oxd6cef 02166

*aaaQueueReader: Feb 27 14:58:07.566: protocol Type. ... ... ... ... ... 0x40000001

*aaaQueueReader: Feb 27 14:58:07.566:
proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 14:58:07.566: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 14:58:07.566: AVP[02] Call ed-Station-
Id. ..o 70: 69: 5a: 51: 4e: c0 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[03] Calling-Station-
Id. ..o 4c: 77:6d:9e: 61: 62 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[04] Nas-
Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[05] Nas-Ip-
Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[06] NAS-Identifier......... ... .. .. ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)
*aaaQueueReader: Feb 27 14:58:07.566: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 radi usServer Fal | backPassi veSt at eUpdat e:
RADIUS server is ready 10.48.39.128 port 1812 index 1 active 1

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 NAl-Real m not enabled on Wan, radius
servers will be selected as usual

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 Found the radius server : 10.48.39.128
fromthe gl obal server I|ist



*aaaQueueReader :

into qid: 0 of server at index:

1

Feb 27 14:58:07. 566:

70: 69: 5a: 51: 4e: cO0 Send Radi us Auth Request with pktld: 185

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 Sendi ng the packet to v4 host

10. 48. 39. 128: 1812 of length 130

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e: cO Successful transmission of
Authentication Packet (pktId 185) to 10.48.39.128:1812 from server queue O, proxy state

70: 69: 5a: 51: 4e: c0-00: 00

*aaaQueueReader: Feb 27 14:58:07.566: 00000000: 01 b9 00 82 d9 c2 ef 27 f1 bb e4 9f a8 88 5a 6d
....... ... Zm

*aaaQueueReader: Feb 27 14:58:07.566: 00000010: 4b 38 la a6 01 Oe 34 63 37 37 36 64 39 65 36 31
K8....4c776d9e61

*aaaQueueReader: Feb 27 14:58:07.566: 00000020: 36 32 l1le 13 37 30 3a 36 39 3a 35 61 3a 35 31 3a
62..70:69: 5a: 51:

*aaaQueueReader: Feb 27 14:58:07.566: 00000030: 34 65 3a 63 30 1f 13 34 63 3a 37 37 3a 36 64 3a
4e: c0..4c: 77: 6d:

*aaaQueueReader: Feb 27 14:58:07.566: 00000040: 39 65 3a 36 31 3a 36 32 05 06 00 00 00 01 04 06
9e:61:62........

*aaaQueueReader: Feb 27 14:58:07.566: 00000050: Oa 30 47 14 20 04 6e 6f 02 12 54 46 96 61 2a 38
.0G ..no..TF. a*8

*aaaQueueReader: Feb 27 14:58:07.566: 00000060: 5a 57 22 5b 41 c8 13 61 97 6¢c 06 06 00 00 00 Oa
ZW[A .a.l......

*aaaQueueReader: Feb 27 14:58:07.566: 00000080: 15 f9 ..

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB
for the client.

*radi usTransport Thread: Feb 27 14:58:07.587: Vendor Specif Radius Attribute(code=26, avp_|l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 *** Counted VSA 150994944 AVP of
length 28, code 1 atrlen 22)

*radi usTransport Thread: Feb 27 14:58:07.588: Vendor Specif Radius Attribute(code=26, avp_l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 AVP: Vendorld: 9, vendorType: 1,
vendor Len: 22

*radi usTransport Thread: Feb 27 14:58:07.588: 00000000: 70 72 6f 66 69 6¢c 65 2d 6e 61 6d 65 3d 55
6e 6b profil e-nane=Unk

*radi usTransport Thread: Feb 27 14:58:07.588: 00000010: 6e 6f 77 6e nown

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 Processed VSA 9, type 1, raw
bytes 22, copied 0 bytes

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 Access-Accept received from
RADIUS server 10.48.39.128 (qid:0) with port:1812, pktld: 185

*radi usTransport Thread: Feb 27 14:58:07.588: Radi usl ndexSet (1), |ndex(1)

*radi usTransport Thread: Feb 27 14:58:07.588: structureSize......... ... ... . 432
*radi usTransport Thread: Feb 27 14:58:07.588:

protocol Used. . ...... ... .. . . 0x00000001

*radi usTransport Thread: Feb 27 14:58:07.588:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*radi usTransport Thread: Feb 27 14:58:07.588: Packet contains 4 AVPs:

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[01] User-

Nafe..oooeeeeesesescasoescscascscacas 4c776d49e6162 (12 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[02]

State. ... Reaut hSessi on: 0a302780bNEx79SKI FosJ2i oAm YNO Re2i DSY3dr
cFsHuYpChs (65 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[03]

ClassS. .o DATA (83 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[04] Message-

Aut hent i cat or

DATA (16 bytes)



*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 Join Version: = 134770432
*spamApTaskO: Feb 27 14:58:07.588: 00: 00: 00: 00: 00: 00 apType = 54 apModel : Al R- AP4800- E- K

*spamApTaskO: Feb 27 14:58:07.588: 00:00: 00: 00: 00: 00 apType: Ox36 bundl eApl mageVer: 8.8.111.0
*spamApTaskO: Feb 27 14:58:07.588: 00:00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0
*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 Join resp: CAPWAP Maxi mum Msg el enent len =
79

*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: cO Join Response sent to 0.0.0.0: 5248

*spamApTask0: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 CAPWAP State: Join
— Iy
NZ7)L>a1—hk

REORS TN 1—T 40T T5HIC, ROOANY REFEATEET,

- debug capwap events enable—LWAPPA X RO F/NY T ZEZRELE T,

- debug capwap packet enable—LWAPP/NTY NNL—ADOTFNY T ZE’ELF T,

- debug capwap errors enable—LWAPP/NT Y RIS —OF/NY T %2R ELET,

- debug aaa allenable — FNTDAAAX Y =D DFNY T ZRELE T,
ISEICX L TAPESREEE B TVBEIZ, RADIUST A4 70O IC1—H% TINVALID,) A'SE&REh
P56, chik, BN IV RRA M F—EXR—RICH UL TRIEENATHY, CORFIXY
NTHATZDLSICHEBMABZO7 7ML EZXEEL TWEVWC EEZEBRLE T, ISER. BR/E
HBMABZ'O77A4ILE—BLBEWES, MACZ RLARIMZEMERLZLET, F7FI)IKNTRE
« WLCIZ K 2 TEBENBEVNASKR— RN XA TEHNF BETT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



