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DC_CA &(&. Windows Server 2003 Enterprise Edition SP1 A&@L TW T, XD&XEZRTT
21 —30OETY,

- IS #5179 % wirelessdemo.local RXA DO RXA> O bO—F
- wirelessdemo.local DNS R XA > ® DNS H—/\
. DHCP #—N\
. wirelessdemo.local RXA > DIV RX—7Z4X )L—hK CA
DCCAT, chSOHY—ERAZRITTERLSICERETSICEK. XROFIEEZERITLET,

ERNBA AR EREZEITT S,
AVE1I—BRZEZRXALA AV NO—JELTEET S,
RXLOBEEL XILE EF D,

.DHCP ZA 2 AR—ILLTEEET S,
EIBAEY—ERZAABR—=ILT B,
GIBERERAT2 O NEEEERZ
RXAICOVEI—R%EEMNT S,
AEI—RICE BT O LA%ZHAT S,

9. RXAICI—HY%&EBNTS

10. I—HICEMBET O LR EHA T3,

M. RXANCTIN—T%2EMNT S,

12. wirelessusers ) —F 1 —H%EBMNT S

13. WirelessUsers FIN—TcOSAT N IE1—2%EBMNT S,

_oo\lmcn-b_oal\a—\

ATYVT 1 BAWNBA AR EREERITITD

RDATY TERITLET,

1. Windows Server 2003 Enterprise Edition SP1 ZAX > RO B—NELTA 2 AR=)
LET,

2.IP 7 RL A 172.16.100.26, 7Y N YAk 255.255.255.0 T TCP/IP 7O KN/ %
BELET,

ATYZ72:QVEA—BZRXA>Y AV MO—FELTRETS

RDATY TEERITLET,

1. [Start] > [Run] Zi#3R L T dcpromo.exe EA L, [OK] 2% )Y UL T Active Directory @
AAN=I D14 —RZBARBRLET,

2. Welcome to the Active Directory Installation Wizard R—= T, Next 22U Y O L&Y,

3. [Operating System Compatibility] R—> T, [Next] 29U Y I LET,

4. [Domain Controller Type] X—<° T [Domain Controller for a new Domain] ZiZiR L . [Nex{]
ZOVYOLET,

5. [Create New Domain] RX—= T [Domain in a new forest] Zi#iRL . [Next) €0V JY VL ET

6. [Install or Configure DNS] R—=° T [No, just install and configure DNS on this computer] &
BIRL, [Next] 22U Y ILET,

7. New Domain Name R—=< T wirelessdemo.local EA DL T, NextZ22UY OLET,

8. NetBIOS Domain Name RX—= T, Domain NetBIOS name | wirelessdemo & A B L T,



Next 27Uy JLET,
9. Database and Log Folders Location R—=>T, Database folder & Log folder ® 7«4 L 7 b
DETF7AILRNDERER, Next 27UV ILET,

Active Directory Installation Wizard

D atabasze and Log Folders
Specity the folders to contain the Active Directory databaze and log files,

For best perbormance and recoverability, store the database and the log on separate

hard disk s.
wihere do pou want ba stare the Active Directorny databaze?

Datsbaze folder
I NDD W SYHT DS Browsze... |

Where da pou want ba stare the Active Directarny 097

Log folder;
LA MDOWSWWT DS Erowse... |

< Back Ment » Lancel

10. Shared System Volume Z 4 PAJRY VAT, F7AILRNOT7A)NZFHRAELVZ &
LT, Next 29UV ILZET,




Active Directory Installation Wizard

Shared Syztem Yolume
Specify the folder ta be shared as the system volume.

The S¥S%W0OL folder stares the server's copy of the domain's public filez. The contents
of the SY"SWOL folder are replicated to all domain controllers inthe domain.

The SYSYOL folder nust be located onan MTFS valume.
Enter & location for the 5S40 L Falder.

Eolder lacation:
LS MDD WS S5 0L E TOWEE ..

¢ Back M et Cancel

11. Permissions R—< T, Permissions compatible only with Windows 2000 or Windows
Server 2003 operating systems AMNBRENTVBD L ZHRREL T, Next ZO U Y IOLET

o




Active Directory Installation Wizard

Permizsions
Select default permizsions for wzer and group objects,

Some server programs, such as Windows MT Hemote Access Service, read mformation
stored on domain controllers.

™ Permizzions compatible with prewWindows 2000 zerver aperating syshems

Selzct thiz aphor F you run serser program: on pre-YWindows: 2000 zerver aperating
swatems or on \Wirdaows 2000 or YWindows Server 2003 aperating systems that ars
members of pre-windows 2000 domains.

& Snoryraus users can nead information an thiz domsain,

(v EF’ernﬂlssmrﬁs -:-:mpahl:-le iy with Windawes 2000 o Windaws S erver EEIEIE
‘operating systems

Select thiz option f you run server programs |:|r‘||_l,l an "-.-'-.-"Ir‘IIjI:II.-'I.IS EEIEIEI ar Wlnduws
=server 2003 operating systems that are memberz: of Active Directory domaing. Ol
authenticated users can read information on this domain,

¢ Back Mest s Cancel

12. [Directory Services Restore Mode Administration Password] R—2 T, /NATD—RDRY
DARZHOERIZLT, [Next] ZOVYOLET,
13. [Summary] R—2 THERZEFBL T [Next] 20V Y I LET,



Active Directory Installation Wizard

S ummary
Feview and confirm the aptions vou selected.

Tou chogze ko
The new domain name iz example.com. This iz alzo the name of the new forest. :l

The HetBl05 name of the domamn i Ex<aPLE

Databaze folder CAWINDOWSWHT DS
Log hle folder, C:wINDOWSAMTDS
S5 5%0L folder: C:AWAMDOWSASY'SYW0 L

The DMS service will be nstalled and conhguwed on thiz computer. This compter
will be configured ta use thizs DNS server az its prefered DNS zemver.

The paszword of the new doman admimstrator will be the zame as the passyword of
the admiriztrator of iz computer. El

To change an aption, click Back. Ta beqin the aperation, click Hext,

¢ Back Memt > Cancel I

14. Completing the Active Directory Installation Wizard RK—Z T, Finish 22 )Y L £ T,
15. AVE1—20BESHEERIZD IOV MR RENLES, [RestartNow] 201 Y UL
£9,

ATYT7 3: RXMVOBBELRILZ LTS

RDATY TE#RITLET,

1. Administrative Tools 7 # JLA A 5 Active Directory Domains and Trusts A3+ Y 7'/ > Z B &
([AZ—BK]>[EEY —JL] > [Active Directory Domains and Trusts] ) . RXA/ > E1—
5 DC_CA.wirelessdemo.localz 57 )Y VL&Y,

2. [Raise Domain Functional Level] &% ') ¥ 7 L, [Raise Domain Functional Level] R—< T
[Windows Server 2003] ZiZRL £ 9,
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JFy Bl pou e e Hie o umcotionel level if cannod be ieveted. For more infosmsion
o deran Bmciend ek, slek el

ot | |

3.[Raise] 22 Yo L. [OK| 2O UYHILTHS, £E5—E[OKEIUYILET,

ATY7 4 :DHCP ZA4 A=) LTRETS

RDATY TEEITLET,

1. 3> A= NZIL0 [Z7O7F L0EMEHIER] Z46HL T, Dynamic Host Configuration
Protocol ( DHCP ) %# Networking Service 1>R—ZX > RELTA 2V ARN=ILLET,

2. Administrative Tools 7 # LA A SDHCPAF Y 7' 4 > & B & £ ¥ ([Start] > [Programs] >
[Administrative Tools] > [DHCP]). X|Z, DHCP% —/\DC_CA.wirelessdemo.local % i&§F %
RLET,

3.[Action] 22 ') Y U L TH S [Authorize] 20 1) Y UL, DHCP H—ERAZHFAL X,

4. 1>V —)L Y1) —T DC_CA.wirelessdemo.local ZH 2 ') Y 2L T, New Scope 290 ') v
AN 3

5. [New Scope] J 1 H'— R® [Welcome] R—Z T, [Next] 20U Y U LET,

6. [Scope Name] R—> T, [Name] 7 1 —JL RIZ CorpNet EA DL E T,



New Scope Wizard

S cope Hame
You have to provide an identifiyng escope name. v ou al:o have the option of
providing & descnphion,

Type aname and descriphon for thiz zcope. This infomnation helps you quickly idantify
how the scope i to be used on your network.

Mame: I':'HPNE*

Description: I

<Back || Hewt> 1  Cancel

7.INext] E2UY S0, RD&ESICNNTXA—READLET, BHIPF KL A
. 172.16.100.1[End IP address]:172.16.100.2545 & : 2447 %Y NY A Y
: 255.255.255.0



New Scope Wizard

IP Address Hange

Y ou define the 2cope addrezs range by identifying a 2at of conzecutive [P ﬁ}j
addiezses.

Enter the range of addiesses that the scope distnbutes.

Start IP addiess: | 172, 16 100, 1

EndIP addrezz: | 172 . 16 100 . 254

A zubnet mazk defines how many bitz of an IF addrezs ta uze far the nebworl f2ubret

[0z and how mane itz to uee for the host 10, You can zpecib the subhet mazk by
length or az an IF address.

24 _|:;|

Subhet mazk: 2hh 255 255 0

Length:

£ Back I Meut = I Canecel I

8. NextZ2oUYoL., BRITSF7 RL A® Start IP address (= 172.16.100.1, End IP address
(Z 172.16.100.100 EA DL ET, RIC, [Next] Z0 VYOI LFET, iKY,
172.16.100.1 ~ 172.16.100. 100D EFHDIPF7 RL AN FHNEhET, chsOFHIPT RL
AEDHCPH—=NICK > TEIYEFTSshBelEHhYERE A,



Mewr Scope Wizard

Add Exclusions S
E 2clugions are addrezzes or a range of addieszes that are not distributed by the
FEvEL,

Tupe the [P address range that pou want b elclude. |F pou wank ko asclude 3 single
address, type an addiess in Start [P addiess only.

Start IP address: EndIP addiess:
172 .16 100 . 1 172 . 1k .'||:||:|.'l|:l[1 Add

Excluded address range:

Hemaowe

< Back I Mext = I Cancel

9. [Lease Duration] R—>T [Next] 20U Y VL&Y,
10. [Configure DHCP Options] R—=> T [Yes, | want to configure these options now] Z &R L
. [Next) 20y OLET,



New Scope Wizard

Conhgure DHCP Ophons
You have to configure the most common DHCP ophion: befare clients can uze the
SCOPE.

When chents obtain an address, they are given DHCP ophions such as the IP
addresses of routers [default gateways), DMS servers, and 'WINS settings for that

SCOpE.

The settings pou sebect here ane for this scope and ovemde settings conhigured in the
Server Dphons folder bor this server.

Do pow want bo confioure the DHCP optons for this scope now?

™ Mo, | will configure these options later

< Back Mext » Cancel

11. Router (Default Gateway) R—2 T, F7#JI KN IL—R PRLA®D 172.16.100.1 ZiE&mML
. NextZO2 vy OLET,



MNew Scope Wizard

Router [Default Gateway] o
Yaucan apeciiy the roukers, ar default gatewsaps, to be diztibuted By thiz scope.

To add an IP address for arouter uzed by clents, enter the address beloaw,

IF addnezs:
. Asd
172187001 EHernove
Up
Bl

< Back Mext » Cancel

12. Domain Name and DNS Servers RX—=> T, Parent domain 7 4 —)L RI(Z
wirelessdemo.local, IP address 7 4 —JL RI(Z 172.16.100.26 EA L, AddZ 2 v oL
THAS NextZzOUYOLZET,



Mew Scope Wizard

Domain Hame and DMS Semvers

The Domain Mame Spztern [N 3] mapz and tranzlates domain names uzed by @
cliemts omn yaur network.

Tou can gpecify the parent domain pou want the client computers on pour nebwark o use for
DMNS name resolution,

Farert domair:  [wirelessdemo. local

To confiqurs 2cope clisnts to uze DMS 2ereer: on pour network, enter the |P addresses for thoze

SEMYES.
Server narme: IP addrezs:
| . . fidd
Hesalve I 1721810028 B emove
Up
(g
< Back Mext = Lancel

13. [WINS Servers] R—2 T [Next] 22U Y O LET,

14. [Activate Scope] R—> T, [Yes, | want to activate this scope now] ZiZiR L. [Next] & ¥
DYy OLET,



New Scope Wizard :

Activate Scope
Clients can obtain address leazes onlp if 2 scope is actvabed.

Do pou want to achivate this scopes now?

™ Ma, | will activate this scope |ater

< Back Mext > Carcel

15. Completing the New Scope Wizard XK—< T Finish Z2 UYL &9,

ATY75: IR Y—EAZAVAM—LTS

RDATY TERITLET,

X AABY—ERXZA AR —IITREICNSEZA AN —ILTRIXENHY), I—F—RBFI>
B—T A XEBEOUD—ETHAIMLEN BV ET,

1. > ~kO—JL /NZJLT Add or Remove Programs ZF & . Add/Remove Windows

Components 27 )Y VL&,
2. Windows Components Wizard R—= T Certificate Services Zi#IRL, Next 20U Y I L &F

ERD



Yindows Components Wizard

Window: Components
Y'ou can add or remowve components of Windos.

To add or remove a component, chck the checkbos A shaded bos means that onls
park of the component will be installed. To see what's included in a component, click

Dietails.

LComponents;

I @ﬂ.cceﬁmi-ﬁ and Utilities 19ME >
..... tﬁﬂ.ppllnahnn Server 13 4 1B

m £ Cettficate Services 1.4 MB

i ;_.!IE-rn.all Services 11 ME
.i'-! 6 F A Serviras 7 QIR j

Dezchption:  Inztalls a certification authonky [CA] ko izzue certificates for uze with
public key secunty programs.

Tatal disk space required: 2.4 MB Beral |
Space avalable on disk; 124E.9 MEB -

£ Baclk I Mewt » LCancel I Help |

3. [CA Type] R—= T [Enterprise root CA] Zi#IRL ., [Next] 2V U Y I L XY,



Windows Components Wizard

CA Type
Select the type of CA, you want bo ek up.

{* Enterpnise root Ck

™ Entegprize subordinate CA
(™ Stand-slone raot CA

" Stand-alone subordinate CA

Dezcnphon of Cé bppe
The most busted CA in an enterprize. S hould be installed before any other CA.

[T Usze custom seting: to genesate the key pair and CA certific ate

< Back Cancel Help

4. CA Identifying information R—=’ T, Common name for this CA 7R ¥ ¥ AIZ wirelessdemoca
EANLET, BEIRUTZOMHOFAATT32ZANL, Next 29UV ILET,
Certificate Database Settings R— TF 7 A )L NDREZEIRBLE T,



Windows Components Wizard

Certificate D atabase Settings

Enter locations for the ceificate database, database log, and configuration

imformation.

Certificate database:

CWWINDDWSepstem Z2WCatlag Browse...
Certificate database log:
CAWINDDW Shspstem 32 letlog Browise. .
[ Store confiquration informabion in a shared folde
Shared folder
| Browse
< Back blest > Cancel Help

5.next] 27 JYOLET, A VARN—IATTLES, [Finish 20Uy TILET,
6.ISDAZAR—ILICBEITREEZFHRATHAS, OKZIUYILET,

ATV 6 IAREFERIZILHOEREERERRTD

RDATY TE#ERITLET,

1. [Start] > [Administrative Tools] > [Certification Authority] ZiEIRL ¥ 7,

2. wirelessdemoca CA #4520 '1) Y Z L. Properties ZiZIRL £ T,

3. [Security] 27 @ [Group or User names] 'J A N T, [Administrators] 227 )Y VL& ¥,

4. Permissions for Administrators U AN T, XROF 7> a2 N Alow ICEREEhTVWS L%
WL £ 9, Issue and Manage CertificatesManage CARequest CertificatesDeny (Z5&E &
TV, FIYIRX—OFA2TVWBW\WAT 23> FeH2568 k. #ERZ Allow ([ZFRE

LET,




wirele csdemoc a Properties (2]

Leneral | Folicy M adule I Exit Module | Extenzions I = larage
Certificate Managers Beztiction: I Auditing | Fecowverpdqent:  Securty

Group or user names:

Adminiztrators [4A1RELE SSDEM O\ Administrators)
ﬁ Suthenticated Users
ﬁ Diamain Admin: PWIRELESS DEMOAD amain &dminz]
ﬁ Enterprize Admik: [WIRELESS DEMOMEnterprize Adrinz)

Add .. I Eemove I

Permizzions for &dmiristrators Ll D e
Fead ] M|
lzzue and M anage Certibicate: ]
Manage & |
Heaquest Cethhicates ]

Ok ll Carcel l SEnly l

5.0K £#21) Y 2L T wirelessdemoca CA Properties 4 7OJRY VAL, £\ T
Certification Authority Z#& 7L £ 9,

FE7: RXAVIEJVE1—2%ZENTS

RDATY T#RZTLET,

E:OELI-ZMBRICRXAVICEMENRTVREERE., "RXMVICI—HZEMNTD, I
HEAET,

1. [Active Directory Users and Computers] A+ Y 7’1 > ZBRAE £,
2. 1>V =)L Y1) —T wirelessdemo.local Z BB L £,
3.UsersZHVJY UL TNewZzO UYL, Computer 22 )Y OLET,



4. [New Object — Computer] & 4 7OJRY U AT, [Computername] 7 4 —)L RIZOE1
—ZNEBRMEANL., Next] ZOUYILET, COBITE, Clent cVWSOAE1—2F
ZEALET,

Mew Object - Computer

E Createin wirelessdemo, local/ Users
(o=

Computer name:
Client

Computer name [pre-windows 2000);
IEUENT

The following uzer or growp can o this computer bo a domain.

Ll=zer ar group:

ID efault; D'oman A dmins Change...

[T Assign this computer account as a pre*windows 2000 computer

[ Assigr thiz computer account 52 3 backup dorain controller

£ Back I et 2 I Cancel

5.[Managed] X4 7OJKRY JAT [Next] 2OV ILET,
6. New Object-computer X 4 FOJRY VAT Finish 22Uy OLET,
7.&E8(ICOVELI—3 THIONZERTDEER., ATV 3 ~6ZBJERLET,

ATYV78: AVEA—SCERT I LAZHTTS

RDATY TE#EITLET,

1. [Active Directory Users and Computers] 1>V —)L ¥V 1) —T [Computers] 7 # ILZZ T 1) v
L, DAVLATOEAZHFAITZAE1I—R2H5IIVYILET, COFITRE. A
TY 77 TEMLE[Client WSO E1—2%2FERI5FIEERLET,

2. [Properties] 27 1) v U L, [Dial-in] 2 7 ICBEBLF T,

3. Allow access ZEIRLTOKZI VY I LET,

FH9: RA/ICI—YZEMNTS

RDATY TE#RITLET,



1. [Active Directory Users and Computers] AV —JL Y U—T, [Users] ZHV )Y L,
[New] 20 Y LT, [Userl 2V JUYOLET,

2. [New Object - User]Z 4 7O TR Y U AD[First name] 7 1 — )L RIZWirelessUser& A B L ,

[User logon name] 7 1 —JL RIZWirelessUser& AL, [NextZo2 )Yy L&D,

Mewr Object - User

g Create in:  wirelezsderno. local/U zers

First name: wirelessllser Initials: I

Last name:;

Full narme: Wwirelessllzer

Uzer logon name:
IWIFEESEU se] | i elessdemo.local j

Uzer logon name [pre-windows 2000];
IWIHELEE SDEMOY IWireIEﬁUEE:r

< Back I Mest = I Cancel

3. [New Object —User] 4 FOJ R Y U AT, [Password] & & T [Confirm password] 7 4 —
ILRIZEEONAT—RZAHDLET, [User must change password at next logon] F I v
DRYDARZFTIZL, [Next] 20UV O LET,




Mew Object - User

E Createin.  wirelezsdemo. local/ll zers

Pazzword: TTYY

Confirm password: sseesl

™ User must change password at rext lagon

[~ User cannot change passwaord
[~ Password never expires

™ Account iz disabled

¢ Back I Mest = I Cancel

4. [New Object —User)| X4 FOJRY AT, [Finish) 20y U L&ET,
5 BMOI—Y THOUNEZERTDICE. ATV T2~ 4% BIVERLET,

FIE10: I—HIE|BFOLAZFHAITSD

RDATY TERITLET,

1. [Active Directory Users and Computers] 1>V =)L Y 1)—"T, [Users] 7#INZ &)Y o
L. [wirelessuser] 25/ ') Y 2 L T [Properties] 221 Y 2L, [Dial-in]| 2 7 ICEBBLET

o

2. Allow access ZiZBIRLTOKEZ I UY O LET,

ATY7T 11 RXMETN—T%#EMTS

RDATY TERITLET,

1. [Active Directory Users and Computers] A2V —)L Y 1)—T, [Users] 25T )Y UL T
[New] 22 Y 2L, [Group] 2O )Y ILZET,

2. [New Object — Group] A4 7OTRY VAT, [Groupname] 7 1 =)L RIZTIL—TDBFT %
ABL, [OK|ZOUYOLET, CcORFIXKNTIE, WirelessUsers EWS T IL—TF
ZEALET,



Mew Dbject - Group

@ Createin: wirelessdemo.localUsers

GO Mamne!

Wireless User s

Group name (pre-Yindows Z000):

Wirelesssers

—GFOUp SCOpeE —Group type
" Domain local + Securiby
i* clobal i~ Distribution
" Uniwersal

ik I Cancel

AT Y 7 12 : wirelessusers I —7ZC1—YZ#ENTS

RDATY TE#RITLET,

1. [Active Directory Users and Computers] D §##iR 1 > T, ¥ )L—7 [WirelessUsers] 3 7
ILOUYOLET,

2. [Members] 2 7 ICBEL., [Add] 20U YILET,

3. Select Users, Contacts, Computers, or Groups X4 7OAJRY VAT, FI—7I1CEBMT S
I—H0BMZANLET, COPITEE, 11— wirelessuser 27 )L—7IC BT B FIEZ
HBALTVWET, [OK|ZVUYILET,



Select Users, Contackts, Computers, or Groups

Select this obect type:

Uzers, Groupz, or Other objecks Dbject Types..,

From thig location:

wireleszdend. local Locations. ..

Enter the obpect names to select [examplas)

wirelessusel Check Mames I

Adwanced... I | K, | Cancel I

4

4. [Multiple Names Found] X4 7OAJRY JAT[OK| 2O JY U LET, wirelessuser ®1—
Y T HO2 RN, wirelessusers DT I —FIZBIMENE T,




YWirelessUsers Properties E

General Members | b ember I:Ifl tanaged Ei_l..ll

Fembers;
Mame Active Directony Folder
£ Admiristraton wirelessdemo. locald/l sers

£ wirelessllser wirelessdemo. locald/l sers

Ik | Cancel I Lpply |_

5.[0K] 22 Y 2L T, wirelessusers DT I —T LT R2EEEZRELET,
6. ESICI—HZJI—TICEBMTDEEE. COFIEZZRY)ERLET,

AT Y 7 13 : WirelessUsers T —ZECO2F4AF > A EI—2ZEBNTS

RDATY TEERITLET,

1. 2O RFIXZ MO "WirelessUsers N —FICI1—HZEMTD, Va2 OARTY T
1&2%ZBVIRLET,

2. [Select Users, Contacts, or Computers] 244 7OJRY VAT, JIL—7ICEBMT2IE
1—ZDZFMEANILET, COFITE, clentEVWSBEOIE1I—2%2T)—TICE
M¥3FIEZHBLTVET,




Select Users, Conkacts, Computers, or Groups

Select thiz object ype:

Uzers, Groups, or Other objects Object Types...
Fram this location:
wirglezzderma | acal Locations. ..
Erter the object names to select [examples):
clierl Lheck Mames I
Adwvanced... I k. Cancel I

b

3. [Object Types] 20 JUY U L. [Users] FI VY IRY JA&EF7ICL T, [Computers] IZF I
YIOI—DVZANET,

Select the types of objects vou want o find,

Objzct bpes:

‘ Other objects
[ E=l Contacts

g Computers
0 zers

e Cance

4.0OKlZ2EBVVYOULET, CLENTOOAE1I—Z 7THDO2 N, WirelessUsers D)L
—7iCEBmEhET,
5 ES8ICOVELI—RZTIN—7ICEMTBRICE. COFIEZRVIVERLET,

Cisco Secure ACS 4.0 Zf£f 9 % Windows Standard 2003 O+
YRFPYT

Cisco Secure ACS I&. Windows Server 2003 Standard Edition SP1 A&@L <\ T, O hO—
|2 RADIUS SIS LU A£2BMH TSI E1—X2TT, ACS & RADIUS H—/V& L TERE
FTHICEK, COEIVIVOFIEEEITLET,




EXNBA AL EERE

RDATY TEERITLET,

1. Windows Server 2003 Standard Edition SP1 %Z., wirelessdemo.local RX A4 >® ACS £S5
BAHIOXNHY—=NELTA VAN =ILLET, F: BY ORETIE., ACSH—NRE I
cisco_W2003&E RRENE T, SRREOUBEOEY N7 YT Tk, ACS H2 LIk
cisco_w2003 TEHAB|A TS IEE LY,

2. O—AILIVTERDZEE., IP 7 RL AR 172.16.100.26, H7XY N XAV &
255.255.255.0, DNS 4 —/\® IP 7 RL A& 127.0.0.1 T, TCP/IP Z7OKRJIL 2R EL F
E

Cisco Secure ACS 4.0 D4 A=)

3 : Cisco Secure ACS 4.0 for Windows D& EHFE DM IC DWW TIE. TCisco Secure ACS 4.0
for Windows/ > AR—=J)L74 Ry Z25BL TSV,

RDATY TE#RITLET,

1. Cisco Secure ACS Z4 VAN —=ILTBICKk, RXAEBETHINZFERL T, ACS
EVWSERIOAVE2I—RICOJA>LET, 3% : Cisco Secure ACSZEA 2V AN—ILTSB
AVE1I—ZRTORERTENDAARN=IINTR—NENET, Windows Terminal
Services X, Virtual Network Computing (VNC ) BEDEBZFEALEZVE—N 1A K
—ILETARENATHEST, HR—KREhTLVEREA,

2.JE1—242® CD-ROM RZ 4 7IZ Cisco Secure ACSCD ## AL &9,

3. CD-ROM RZ 4 7 A" Windows ® BB B4 #etER— KL TW3HEEE. Cisco Secure
ACS for Windows Server X4 7AJRY VAN RRENET, F: AVE1I—RICHEXL
H—EANY INFA 2V AR=ILENTVWEVEERK, FAT7OTRY DANRRENET,
Windows ® Service Pack @& &, Cisco Secure ACS DAV ARN—)LBITEA > ARM—
LBETELEFVWEBA VAR —IBEZTOEEFRITTEEIN, 1AM —IETEIC,
#Y, HE Service Pack ZBAL TKEEV, chETHAEVE, Cisco Secure ACS A
EEICBELBEVGEN HYET,

4. RDBEAIOWVWT A ZERITLET, Cisco Secure ACS for Windows Server X 4 7 OJ R
Y OANKRRENTZIZEE, Install 29 1)Y I LET, Cisco Secure ACS for Windows
Server ¥4 FOATRY VAN KRRENEVESE. Cisco Secure ACSCD ®J)L—K F1L
I RNVJIZH B setup.exe EETLET,

5. Cisco Secure ACS Setup FA 7ATRY VAL, YVIRNDIT FA4 2 AZHWENRRE
nEI,

6. V7 RNIIT SA L ABHNEZBFZALSEETVW, YVIRNIIT SA4 2 AZHNEICEE
TBBEEEF. Accept 20U Y I LET, Welcome XA TOTRY VAL, EYRNTYT T
O ACBIERNBRB/BEIRTIENET,

7.Welcome A A FOTRY VD ADERZZTHED 2125, Next 20U Y IO LET,

8. Before You Begin X4 7OV RY VAL, 1 VAR ZFEITITRDEICE T LTHEKZED
HBDEEN —EBERRENET, Before YouBegin XA F7OTRY VRAICKRRENTVSIEH
HFIXRTETLTVWES, RFEHICHBTZIRY VRAICFIVII—UZANT, Next &
Vv OLERT, F:[ABANARY VAICLKRTIENTVWRIINTOEEZET L TVAVE
Bl [FrouI]ZOVYOLT, BENVKT]IZVVYVULET, Before You Begin X A
TOURY DAZRRENTVIIXNTOEEEETLTLAS, 1AM —ILEZBRALET
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9. Choose Destination Location 4 7OJRY 9 AN KRRENE T, Destination Folder (1

11

12.
13.

14.

15.

16.
17.

18.

19.

20.

VAR =ILBRNFRRENET, CORTATE/NAN, Cisco Secure ACS A4 A K—
ILENBGICKEYET,
10.

AVAN—ILEHRZEETRIESRE. ROFIEZETLET, [Browse] 20UV I LET
o Choose Folder X4 7OJRY VAN RRENET, Path RY VAL, 1V AM—)L5
FARRENET, A VARN—IBMZEZEELET, Path RY JAICHLWVERmZEALT
%M. Drives and Directories VAR ZEALTHLW RS AT EFALIRNYZBIRLE
To AVARN=IBFAK., AVEI—R20O—HI RZATTHIHBENFHYET, F
NRAIIN—tE MY FE "%y Z2ECNAREBEELBEVWTLSEEY, FHALESES, 12
AR=ILEBEEBLSETENDIRSICRAETTH, BPFTERBLET, [OK|ZIUY UL
F9, FR:FELABEVTIAIIAEZEELESE,. 72N 0EREERITZDFZA4T70OY
RY DA RTRENET, HITT2HBEE [Yes] 2OV Y ILZET,

. Choose Destination Location & 4 77 7R Y 2 A® Destination Folder IZ. FTL WA > A

N—ILBRIARRENET,

[next] 20y O LET,

Authentication Database Configuration 4 7OJRY VAL, 1—Y&RFAETHEBOFT

AN —EBRRENET, BELE. CiscoSecure 1—H F—EXR—AKXFZEFEALTE

T9%H,. ChIZMAT Windows 1—% F—ZXR—RAEFALTERTITDENTESE

9, 3 : Cisco Secure ACSZ AV AR—)LL k%, Windows 1—H'F—2ZXR—AICHZ T
IR TOABL—F—BER—ARA T ORI R—NERETEXT,

:L HOFEEIC, Cisco Secure 1—H F—ARXR—AKE G ZFERAT5EF A, Check the

Cisco Secure ACS database only #7°> 3 > #BIRL E£ 7,

J—HOFREEIC, Cisco Secure 1—H F— 2 X—AIZHA T, Windows Security Access

Manager ( SAM ) 11— F—XX—AFE =& Active Directory 1—H F—XX—AZEH

TREAEF. KOFIEZREITLE T, Also check the Windows User Database #F7°> 3>

#ZIRLUE T, Yes, refer to "Grant dialin permission to user" setting F T ¥ 7R Y 2 AN fE

FATREIC 7 Y) 9, 3 : [Yes, refer to Grant dialin permission to user]F T ¥ 7Ry U Al

HAVIWNATFTOEARETTHEL, Cisco Secure ACSIC& 2 THIE DT XTOER

DT IVEACEBAEIAET, LEAE, VPN RORILBHTERY NDO—=DICTFO12RTS

I—HE, RYRND—DO TFTOEAH—NCHAVILAELERHA, ULAL. Yes, refer

to "Grant dialin permission to user" setting RY V AICF T Y U —U%Z And &, Cisco

Secure ACS Tlt, XY RND—VIZT2I1—H 7UOEAOABZHBTIHBEIC

Windows 1—H DR A VLA ERZERATHLSICHKVYET, Windows RXA > 11—

H F—EIR—ATRIAENEI—HICOE, FI1—FH Windows PHI NTREAYIL

A VHERZEF > TVWBREELEWTICT IV EAZFT TS558k, Yes, refer to "Grant dialin

permission to user" setting RY JAICF I Y IN—DUZ ANZET,

[next) 20V Y JOLET,

Yy NT7Yv 7 77055 LIC&K 2T, Cisco Secure ACS A1 > AKN—J)L&h, Windows M

LZARNUAEHENET,

Advance Options X4 7OJ 7R Y 2 AIZ, Cisco Secure ACS DHEBEN VW DARTRENE

T cNSO#EEE. T7FIINTREMCE>TVET, cnSOEBEEDEFMICOWVWT

l&. FCisco Secure ACS 1—4 H 4 R Windows K& Version 4.00 258 L T &L\,

¥ : EEEOMEEIE. Cisco Secure ACSHTMLA VA —7 IAATEMIILEBEICOAE

TENET, 1 AR—JL&E. Interface Configuration £2 2 3 > ® Advanced Options

R=IT, ChSOEEZBMNELZEEMICTEET,

BUMCTHHEEICDE, TRENRBITDIRY VAILFIVIN—DVZANTT,

[next] Z0 )Y O LET,
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21.

22.

23.

24.
25.

26.

27.

28.

29.
30.

31.

Active Service Monitoring R4 7OJRY VAN RRENET, F: 41 AMN=ILE, [
AT LADEFRTE(System Configuration)|[ 22> 3> O[T V7 1 7% —E ABEE (Active Service
Management)IR—2 TT UV T 1 JH—E RERMEEZRETEERT,

Cisco Secure ACS TL1—HRIIH—EAZERT HHFSE. Enable Login Monitoring 7R ¥
DALFIYII—U% ANET, Scriptto Execute J ARNT, BIEH—E AN KHKL &
BEICEATAR AT EROBHNSBIRLET., BRIEHERSE L Cisco Secure ACSIE A
DUTRERITLERBA. F:2OATa @, IRIRX—)LENEEMCTZES
ICERTT, )T —P:Cisco Secure ACSIk, Cisco Secure ACSEER{TTAIE1—4&
ZVT—KNTBRVUTMEREITLET, Restart All:Cisco Secure ACSIE X T D Cisco
Secure ACSH—ERAZBEHHL £9, RADIUS/TACACS+M HBii2E):Cisco Secure ACSI&

. RADIUSB KU TACACS+H—E AN ZzBEEBL FT,
H—EAXAETZRVITAR M BREHENZEEIZ, Cisco Secure ACS 'S E X—JL
Xy t—IRREESEBHBEE. Mail Notification RY VAICF I Y IX—U % ANET,
[next) 20V Y OLET,

Database Encryption Password X 4 P OJRY AN RRENET, X : T—EXR—AKH
FILNAD—REESEN, ACSLZARNVIZRFEENET, cO/NAT—REF, EX
BEENRBELT, FT—ER—AILFHTTIEATIMVENREL EBEBEICHEIC
BYVET, CONAT—RE, TUOVZHAILYR—RIHFF—EXR—-AICTIVEATESD LS
2, FRICRFLTBVTLKEEY, NAD—REFE, BWHRBEAIRTIBDEICEETE
£9,

F—AR—ADESIZEATEI/NAT—REAALET, NAT—REF, &K 8 XFND
RET. XFEBFORMBZEATVRIRENHYNET, BWENFREHY ETH A, [next]
ZOVUYOLET,

Y RNTY 7 7O S LN T L, Cisco Secure ACS Service Initiation 24 7 OJRY
ANRRENEKT,

B 9 % Cisco Secure ACS Services Initiation ® A7 3> IC2&, ThEhARET SR
YORIFIVIR—DVEANET, EATIVIIHETINEREEY N7y 7 707
SLADKRTEICEMICEYET, KL, |wantto start the Cisco Secure ACS Service
now:Cisco Secure ACSZ R T 2WindowsH—EAZRBLET, cOATT 3> &ER
LA 2&5aR. IE1—2%2BEEH TSN, CSAdmin Y—ERAEZBHKR TS E T,
Cisco Secure ACSHTML 4 2 —7 T A4 AFFERATEXE A, Yes, | want Setup to
launch the Cisco Secure ACS Administrator from my browser following installation : 3E7E®
Windows 1—H7HD0> KOF 7 # )L N\Web7 Z 7 TCisco Secure ACS HTMLA > X —
7IA4A%ZMAEE T, Yes, | want to view the Readme File:Windows® X ER T
README.TXT7 7AW ZHRE XY,

[next] Z0 )Y O LET,

WIFhhroF7S 3> zZ&IRL TVEBEIE, Cisco Secure ACS H—EANBBRENET
o Setup Complete &4 7OJ 7Ry 2 AIZ, Cisco Secure ACSHTML 4 & —7 T A Al
BI2EHIRRENET,

[Finish) 22Uy 2 LEd, 3 : BEORY OBHE. BEETNTVWBEAPEZA T ORI
AVICREBETIhTVET,

Cisco LWAPP 12 FO—7 DEE

WPA2/WPA - AEZEBREDER

RDATY TEERITLET,



A :OADPO-FAFY ND—JICETHICERL THY, EEA 2V EZ—T7 I 4 ANDIPEET
BEMARILTVWACEZRRELTVET,

1. https://172.16.101.252 27 2 DAL T, I hO—ZcOJ A4 LET,

N Claan Swsteanr. Lnnla - slderaznft Loteraah Feplacer proddrd b Clecs Smians. Inc.

Frs d: %ew Tweores ok =g

O © ARG Pt @3-% 0 JEAOS

e ers ]I et 2 as 0 e

[Z2C0 SWETENE

Wireless

LAM Controller

DTS Lema 2t me i
== ke fedeme and Shen SpAse e lepe an splsene Bae veace
o T EoToovn v sactne Par lisles mhe 1LS atdaedtIe aower cne neiee

2. [Loginl 20 )Y 03B,

3.F7 AN I—HYDadmin EFT7FILN NAT—RO admin ZFEALTOTA > LET,

4.Controller XZ1—H5, /X —T7IAAEVLANDODIYE T ZERLET,

5. [Interfaces]) 27 Y JLET,

6.[New] ZOV )Y OLET,

7. Interface name 7 4 — )L RIZ Employee EA B LET, (D71 =)L RICIEK, FEDEE
ANTEEXRT ),

8. [VLANID]7 1 =)L RIZ20EADLET (D71 =)L RIZIEF, XY RND—UTEEEND
FEEDOVLANZEBETEEXT ),

9.[Applyl 20 VY O LET,

10. JXD[Interfaces > Edit] 7 1 > RN RRENDRSIC, FHRZHZELET,



eﬁack * \JJ @ @ :_*;] }:]Searcl' i\\?Favcrites @ E:;' ; ] \_J ﬂ

iddress @ https: 11 72 16,101 . 252 arveens ) Framrrart. hrml

| $60 SYSTEMS
PMIMNITOR W ARE COMTROLLER WIRPEL=SS SECLIRITY

Controller Inlerfaces = Edil
General
Inventory General Information

Interfaces Interface name employee
Internal DHCP Server

Mability Management Interface address

Mobiics Stabicice VLA Icertifier
S IP Addras: 117216100 4
Master Controller Mode Metrras< 255.255.255.0
Metwork Time Protocol Catocaay |1T2.1E-.1|:||:|.1
QoS Profiles

Fhysical Information

Pt Jumber

DHCP Information

Primary DHCP Server |1T2.16.1DD.25

Secondary DHCP Server |I:I.III.IZI.III

Access Contral List

ACL Namsz

Mote: Chancing the Interface para-neters causes the WLAN: to be
ternaorarily disabled and thus may result in loss of connectivity for
same clients,

1. [Applyl 20 VY O LEXT,

12.WLAN 20 UY L&Y,

13. [New] 2O U Y 2 LET,

14. WLAN SSID 7 1 —)J)L RIZ, Employee EA AL ET,

15.[Applyl 22U Y I LT,

16. WO[WLANs > Edit] 7 1 >~ RIARTREND LS IC, BHRERELET, F: CORBT
(&, WPA2A'L A4 V2BES(L A RE L TEBREATVET, 0O SSID ICEER TS TKIP-
MICOZAFT>RTWPAZBERTEZELSICTSICIE. 802.11i AES EEBILHF R & HR—
RLTWEWOS 47> KT, WPA compatibility mode & Allow WPA2 TKIP Clients @ 7R
YOARFIVIN—DVZANET,



WILANS = Edit

WLAM LD 1
WLAM S55ID Emplayee

Ceneral Molicies

Radin Prlic [ v
Adrrin Statas Frah erl
Sacsion TrmeoLk (zacs) 1230

Cua ity of Screioz (Jo3) | Silvor (bost offart) L'

WHMH Paoicy | Disabled

TIEO0 P june Sapporl [l ank CAC Limit [ 42 CAC Limit

Broaccast 5510 [¥] Eniab end

allaw pap Overr de [T1Enab ed

Client Exclusior [Wltnabed ** |50 -
Timenit YAlne Jsrrs)

CFCM Serve- [Javer-ide

Cl CP addr, Assignrneat Fequired

Inle-Tase Ma e cinplagee w

Radius Servers

Autientication HSewers ACCountirg Servens
Server 1 IP:172. 8 100125, Part:1812 ][ non= (v
Server z | rone b .nn_:ne V
AL e {iaRS #] [rons ]

WPAZ Parameters
WP Sompacibility Mode Enchble
Allzw WPAZ TEIF Clients Enzhble

Fre-Shared Key [] Enablzd  {wPA2 pessphrase has bon sot)

17. [Applyl 20 VY O LET,

Sccurity Nolicics

Layur & Socurily | WAz w |

[CImac Fitoring

Layer 3 Sezurity More b

[ w=hb Palicy

* Wb Poicy cennot o6 used ir corbinatior wth IPsec
and L2TP.

*## wihen clicrt cxelasizn is enaklec, a timmzout wolue of
7arr meats irbntyfwill reqore acrmin strabive ovarade o
resel exclud=d clien Ls)

18. [Security] X—1—%&2 1Yy oL, RADIUS H—/NEZEML XY,

19.[New] 20 VY O LET,

20. RADIUS H—/X® IP 7 KL A (172.16.100.25 ) #&ML£F, COT KL RAlE. BOF

JETEREL Iz ACS H—/XDEDTT,

21. HBF 5. ACSH—NTREENTVWDR AAAITZATRNE—HBLTVD Z L 2R

LET,
22. [Apply] 20 VY O LET,



Address @ bitkps: /172, 16,101,252 screens(frameset, himl

Grage Svaremn

SacLrity

ALK
DELTE]
RADIUS Authentication
RADIUS Accounting
Local Mat Usars
MA&C Filbering
Disabled Clients
User Lagin Policies
AP Peolicies

Access Control Lists
Web Auth Certificate

Wireless Protection

Policies
Trusted AP Policies
Roque Policies
Standard Signatures
Custom Signatures
Clisnt Exclusion Policies
&P authentication

MONITOR WL ANS

CONTROLLER

RADIUS Authentication Servers = New

Server Index {Priority)

Server IPAddress
Keys Format

Shared Secret

Confirm Shared
sacrot

Key Wrap

Port Number

Server Status
Support for RFC 3576
Retransmit Timeout
Network User

Management

1w

|l.'-'2.1E| 100,25

ASCIL |

|.un-|u||

O

1812 |
Enabled w» |

.Enabled ; |
2 seconds

Enable

[] Enable



=N LizcoScoure ALY Microsott Internct Explorer proxided by Cisco syctoms, Ing.

Fic Edit %iew “zeorkzs Took Hdp

o v w — i - ™ . .
uﬁark = | = = sl g ==-h \:.:-ﬂ,'.:’ FAunlmes -ﬂﬂ % T ﬂ ™ ﬁ a @ N

Acdrcss I-@ http: 0172, 10,100, 25 2052, ind=«2. htn
Network Configuration

Cisew Srsnems

- Lzer
. Ectup

I-Frip -
B AAA Client Setup For
Snarec Trefll DEMOD 2006 1
_'Dll'l'plDl'ldll'l“f — —
;— Pt wiok
Chonf Btimakiar 152.16.201,2532
St Aaa Clent IS AZddreszs
= L1
:%J rnar: |'II".=hr nr
- I e f ko saared coorct
e ¥ :
H ."‘dl‘l rl-:tr-\:lii':‘n i _..................................................................................._.
Linntal aulhir oA B U=y = LS (OIS A )
Sy Bl nalUser zitgle Concact | ACACS+ Aad Client (kecord stcp in azcount ng on Failure
:.g.tﬁ [cldadses D =4 ' = wa il H - = b
——— Fretie [J] =g vpdatefwazchdog Hecosts Sfom this nAan Cians:

298] yelidalivn

[ cg RADIUE Tunnclng Mazkeks tram this Abhs Ol ont

Hazmoik Az0ar
Frhlaz

| | Replace RADIUS Pot in"o with Uzernzire “rom this s44 Cizns;

»%. Fevurl=and 1

23. CNTEAERFZRENTETL., EAP-TLS DT ARANRITTEDLSICHY EL I,

EAP-TLS F2&E

EAP-TLS ALl ZF AT ICk. IE1—RAABEI—YAREZERIZA T MECRE

L. BT O AROUVE-—NTIEARIZ—ICEAP B4 7 E LT EAP-TLS ZEML T,
BIRRY ND— VBB ZBERETILENHYET,

OAYEI—RAAEE I —HAAEOEBHERERITISZLSICDC_CAZRETRICK. <D
UV OFIEERTLET,

3 : Microsoftid, Windows 2003 Enterprise CAD 'J 1) — XA TWeb Server7> 7L —hNEZZEL &
S, F—HNIIVAR—RNTERBLBZY, AT2ANITL—RREhET, H—/\RIAICEH
TE&, ROVYIHAI U THEATEDF—ZILIVAR—NARICN—V TEDHEEZBA RS

B—EATER., ChINDRET 7L —MRIREZATLEVES, ChZERITIBHLL
TUTL—RNEERTIBILENHYET,

3 : Windows 2000 Tl T A R— NATRERF— A FERHTE X T, Windows 20002 EA T 25EE
&, ChSOFEICHSHERFHYEEA,

AEAET>7L—BNAFTYTADA2AR=)

RDATY TE#RITLET,



1. Start > RunDJEIZIERL, mmc&E ADLL T, OKZOUYIOULET,

2. File XZ 1 —7T Add/Remove Snap-in 22 )Y oL, AddZoUYOL&ET,

3. [Snap-in] ® T I_& % [Certificate Templates] Z2X 7 )L )Y oL, [Close] 7Y I L TH
S5[O0KZ2VUYOLET,

4. >V —)L Y1) —T [Certificate Templates] 22U Y I LE T, RS IZ, TXTOIE
BHETVTL—KNFRRENET,

5 ATV 2—4%#EBET B, certtmpl.msc & AN T B &, Certificate Templates A3V

TAUHFBREERT,

T reetboapld - [ ertifirabe Templates)

G Be Ator Vew Wirdow Heh | =18] %

+ =+ ||®BFE E
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JLET,
2. [Action] X — 1 —T [Duplicate Template] 22 Y VL&,



Properties of Mew Template EEl

lzsuance Hequirements | Superseded Templates | Esxtenzions | Securiby

General | Fequest Handling I subject Narme

Template dizplay narme:

w of W ebh Server

bdirurmunn Supported Che: Windows Server 2003, Enterpnze E dibion

After pou apple changes to this kab, pou can no longer change the ternplate
nane.

Template name:
IEDIII_I,I of '\ eb Server

Yalidity period: Benewal penod;

E Iweek& -

I 2 l_l.leam |

I Publizh certificate in active Directon

T Bonct sutomatically reenrellif 2 duplicate cetificate exists in Active
e chom

| OE I Cancel Sty

3. Template display name 7 1 —JL RIZ, ACS EABLET,



Properties of New Template

lzsuance Reguirements I superseded T emplates I Estensions i SECLIIY
General | Fequest Handling I Subject Mame

T emplate dizplay name:

|Cs]

Minimum Supported Chz  ‘windows Server 2003, Enterprize Edition

&fber wou apply changes to this tab, you can no longer change the template
mame.

Template name:
A5

Walidity period: Benewal penod;

B IWE!E!I‘C.S ~|

| 2 I yearz T

[~ Publish certificate in Active Direchony

™ Do not autom atically restnallih & d uphcate cerlificate esisiaam Sctve
[hrectan

H] S l Carcel Applsy

4. [Request Handling] 2 7 IZ# &) L. [Allow private key to be exported] ICcF T Y I Z ANET
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lsswance Hequirsments I auperseded Templates i Extensions I SEG Uy
General Request Handling | S ubject M ame

Purpose: I Signature and enciyption
[T Archive subject's enciyption private key

b nclude zsymmetnc algorthms allowed by the subject

[T Belete revolked or expired certificates [do not archive]

Mlitiirnunn key size:; |‘IIII24 x|
v Allow private key ta be exported

Do the Folloaing when the subject iz epmollad and when the private ke
azzociated with thiz certificate = used:

(= Enroll subject sithout requiing &ty user mput

e Frompt the user dunmg enroliment

FrarnEt e uzer during enrelirment and require Leeripputwbet the
milvate ke s Lsed

To chooze which crpptographic zervice providers 5P l
[C5F%] should be used. click C5Fs. T

ok || o | farly

5. [Requests must use one the following CSPs]ZiEiR L . [Microsoft Base Cryptographic
Provider v1.0]2FICLE T, A ICB2>TVWBMOCSPOFIY IX—V 4L T,
[OK|Z22VUY OLET,




lzzuance Hequirements I Superzeded Templates | Extenzions | Securky

General Request Handling | S ubject Name

CSP Selection I

Chooze which cryptographic service providers [C5Ps] can be uged in
requests:;

(~ Bequests can use any CSP available onthe subject's computer

[ 1Gempluz GemSaFE Card C5F 1.0 ’
[ JInfineon SICEYPT Base Smart Card C5F

W] Microsoft Base Crptographic Prowider 1.1

[ |Microsoft Baze 135 and Diffie-Hellman Cryptographic Frovider

[ |Microsoft DH SChannel Copptographic FProwider

[ |Microsoft Enbanced Croptographic Frovider 1.0 |
[ |Microsoft Enhanced 055 and Diffie-Hellman Cryptographic Froe

[ |Microsoft Enhanced BS54 and AES Coptographic Provider
[ TMirmnznft B5& SCERannel T ionkoor anbie: Prociders ;I

] I Cancel I
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Autoenroliment i not allowed if you choose this option.,
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simpliby certificate admiristrabion.
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[T Irclude enail name i subject nanme

|nzade this imformation in alternate subject name;
I E-mal name

[ OHS name

I Weenprinicipal rame [LIEH]

™ Service principal name [SEH]

Ok, Cancel ! Al
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ACS Properties

General | Feguest Handling | Subject Hame |
lzzuance Hequirements i Superzeded Templates I Extensions ety
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Full Contral H| ]
Fead u
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Autoenrol ] |
Faor special permizsonz or for adwanced sethngs. Advanced |
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G eneral | Fiequest Handling | Subject Mame
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If you regquire more than one signature, autoenrollment iz not allowed,

Eaolicy troe regured in signatune;

Application palcy:

lasiance policies:

Add..

Bemove

RHequire the fallowing for reenmoliment:

% Same critena as for errolmert

£ Walid existing certfizata

K Cancel I Ll
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Certific ation Authority

Select the computer pou want this snap-in to manage.

— Thiz snap-n will always manage:

.........................................................................................................................................

™ Another computer: |

Erowise...

[ Allow the selected computer to be changed when launching fram the command line. This
orilw applies i pou save the conzole.

< Back I Finish I

Cancel |
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5.[0K] 22 ') ¥ 2 L. [Active Directory Users and Computers] A+ Y 7'/ > ZBHEE T,

6. 1>V —J)L Y1) —T Active Directory Users and Computers Z2X 7 )L Y oL,
wirelessdemo.local domain 25/ 2 ') ¥ 2 L T Properties 221 )Y JLET,



48 Active Directory Users and Computers

-@ File Achtion Mew ‘Window Help

e a@E e AR 2 TR ETRE
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[ [ Saved Queries Hame s
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Fird...

_onneck to Domain. .,
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onk,..  Cwganizational |
[cur,.. Conkainer
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All Tasks

Wi L
Mew window from Here

Refresh
Export List.. .
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Help

7. [Group Policy] 27 T. [Default Domain Policy] 22 1Yy 2L, RIZ[Edit]| 202V Y ILET
o =Z &V, Group Policy Object Editor A+ Y 74 A BHE X T,



wirelessdemodocal Properties B 2| x|

Generall Managed By  Group Folicy |

b anagement Conzole [GPML].

&
Current Group Policy Object Links for wirelezszdemo
T

Liroup Folicy Obect Links Mo Dwemde | Dizabled
Default Domain Policy

Group Police Qbjects higher in the list have the highest prionity.,
Thiz list obtained krom: cizco_ w2003 wireless demo. local

Mew Add.. | Edit

Optiaes. .. Deleke. . I Praperties [

[ Block Policy inhentance

| 0k, I Cancel Aoplp

8. > Y—ILYU—T, [AVE1—2OHEK] > [WindowsDEE] > [£F 21 U7 1 DRE] >
[ABAF—RU—]ZRBAL. [BEHAHAZTEROERE)ZBRLULET,




‘11 Group Policy Object Editor

File  Action wiew Help
€ = | Z @] NE?

_‘:—j“ Defaulk Domain Policy [cisoo_wa003 wirelessdemo.local] Policy | Automatic Cerkificate Requesk 4
E@ Computer Configuration
[:l Software Settings
EII:I Windows Setkings

=] seripts (Startupfshutdown)
EI EF Securty Sekkings

#-2¢ Account Policies

Local Palicies

Event Log

#-8 Restricted Groups

@ Sy sktem Services

@ Feqgistry

F-8 File System

l‘I" Wireless Metworlk (IEEE 802,11 Policies

F1-(23 Public Key Policies
-1 Encrypting File System
a ALtomatic Certifica
i~ Trusted Roaot Certif
ik |:| Enterprise Trusk = 3
EEI---[:| Software Restriction Pa——
EZI---@ IP Security Policies on @ Refresh
-] administrative Templates Export List...
EI@ Iser ConFiguration

-] Software Settings

[:l Windows Settings
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There arer

Automatic Cerkificate Request, .. I

Help

9. [Automatic Certificate Request Settings]2& 7 ') v 7 L, [New] > [Automatic Certificate
Request]ZiBIRL £ 7,
10. [Welcome to the Automatic Certificate Request Setup Wizard] R—< T [Next] 22 U v &

LET,
11. Certificate Template R—> T Computer 22 UYL, Next 22U Y O L&ET,



Automatic Certificate Request Setup Wizard

Cerhhcate Template

The rest tire & computer lags on, & cemtificste based on the template pou select is

provided,

A certificate template is a zet of predefined properties for cerificates izsued to

computers, Select a template from the following hist,

Certificate termplates:

Name ] Intended Punposes

Computer Client Authentication, 5ervser Suthentication
Domain Contraller Client Authentication, § erver Authenticatior
E nrollment Agent [Cormpuater] Cerificate Hequest Agent

IFPSec IF secunty IEE intermediate

* 2

¢ Back

Mest > Cancel |

12. Automatic Certificate Request Setup Wizard R—I A& T L =S, Finsh&Z 22U Y L F
9, [Group Policy Object Editor] A+ Y 71 > OFHRA I, AVE1—XFREOEE

ARRENET,



“jiti Group Policy Object Editor

File  Action \Miew Help

& % | Ejm| | R E|
=V Default Domain Policy [cisco_w2003 wirelessdemolocal] Policy | Automatic Certificats Request

=3 Computer Corfiguration E=fcomputer
- - [ 5oftware Settings
EI |:| Wmdn:-ws Settings

----- Scripts {Startup fShutdown)
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E File System
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Automatic Certificate Request Sethings
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-

13. :I‘/ ‘J 7 ‘/ I)—7T, [User Conflguratlon] > [Windows Settings] > [Security Settings] >
[Public Key Policies] ZBBL £9,

' Group Policy Object Editor

File  Action ‘'Wiew  Help
e @ RPE| 2

_':Tj Defaulk Domain Policy [cisoo_w2003,wireles sdemao local ] Policy | Object Twpe

EI@ Computer Configuration |:|Enl:er|:rris-3 Trusk
: |:| Software Settings &7 autosnralment ssttings
[+ ] Windows Settings
_ &[] Administrative Templates
Eﬁ User ConFiguration
i [_] Software Settings
D Windows Settings
----- #.!- Remote Installation Services
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E_I & Security Sektings
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- (] Enterprise Trust

14. 540X 4 > T [Auto-enrollment Settings] 22 7LV I LET,
15. [Enroll certificates automatically] ZiZiR L . [Renew expired certificates, update pending
certificates and remove revoked certificates] & [Update certificates that use certificate



templates] ICF I Y IN—DV&ZANETT,
Autoenrollment Settings Properties ¥ : ll ﬁl

General I

Erwcll user and computer certificates automatically

(" Do not endoll certificates automatically
(+ Enroll cerbicates automaticalls

Iv Renew expied certificales, update pending cerdificates, and remove
revoked cerlificales

¥ Update certificates that use cartificats templates

16.[OK] &2V UY O L&ET,
ACS4.0 SIAEOEY N T Y/
IO AR—BNA[gES ACS AFIARDEEE

EE : ACSH—/\NWLAN ® EAP-TLS 954 7> hORIAZRTITSICE, TE2—7T54X
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EE : JIAE0REEZDE, 1ISManager FREIL TOVAWZ EZBREL TS EEL, IS
Manager " EEBLTWD E, FY Y2 1FRICETIRBARKETDZENHYET,

1. Enterprise Admin #RZHF>TWBT7HU KT, ACSH—NIZOJA 2 LET,
2.0—HI ACS X >T, 7Z0HHS http//<)L—K CA D IP 7 RL A>/certsrv T

Microsoft BREERH—/NEZIBELFT, cOHITR, IP 7 RL AR 172.16.100.26 TT,
3. Administrator TOJ 4> L& T,
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4. [Request a Certificate] ZiERL T, [Next] 2V )Y I LET,
3 Microsoft Certificate Services - Microsaft Internet Explorer
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@Back ol > g E @ hl"j| ,..':] Search ,l"" Faworikes 42 | (3~ _.;1 E
Address I@ htkpe /172, 16, 100, 28/ cerbsrw/certrqus, asp
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8. Name IZ, ACSH—/\DZLBH RX A E%
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This Web ske is requesting a new certificate on your 2ehal. You should allow onby trusted Web sibes ko request a certificate For yaou,
o you wank bo request 3 cerbFicate now?

10. [Install this certificate] 22 )Y V2 LE T,



<8 Microsoft Certificate Services - Microsoft Internet Explorer

Fil= Edit W“ew Fawvorkes Tools  Help

Back * (3 « [x] (2] n| - search 7Favoites & | CUv fa [

Bddress I@ http: /f172.16.100.26/certsry/ certfnsh. asp

Microsoft Cerificate Services - wirelessdemoca
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