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« Rogue on Wire : REF/NA AN ERIRY RDT—VIZERENTVB I ENMBEEND &,
BB ICHIEPRELCEY R,

« SSIDOEA : FEFNA AN I RO—STHREETNTVRENDERUSSIDEEAT 5
. TOFNAATHEBWICHLEENET, COMEERF., BEESIER£ZTHIIC/\Z—KRY
RREBICHHISTDODOMEETT,



- Valid client on Rogue AP:Radius/AAAT—/NIZUARENTWVWBR I T4 T2 MR EFNA
ACEEFTFSNTVBRCENMREEND E, TOIVTATURMIRLTOAIMMEAN BB E
n, BEENKRTEBVAPADBEERGFAPRILEENET,

« AdHoc Rogue AP : 7 R7RY U Y RD—U M RiEichadEe, BBNICHLEENET,
REMIEDFEEE

« METREENRAPERKBO —HZEAL (RABRT L —LANXEEENDI 2D, T—
BOTATURNEEEITZATNOEBEDNT A—X VAN TR0 %DEXLEZZTE
o T—RIZATRDOFE, COZEIIRNAIL—TYETLET,. BFEITA
T ROF/E, MEICK2T, 2FFhEhiEY, EERENMETLEY TR HY)
x5

c RAN—FRYRND—DJICHLTHURADZTS &, ENBRENEUDAREA DY) ET,

Mt ZzELEI2HIC, FETFNAAFRY ND—TORICHY, EF21UT14 VAV %ZE|E
BCFEZMBBLTLSEET W,

ALY FR—=RDI Yy NATD

SPTZ2FEALTARAAMYFR—RNERNL—ATBE, PICEOR—NEEDCTEAT>I3a2HH
WEY, EBEFECOREZFETITISOZENBYERT, FENFRY NT—00 SYENICHIR
ENTVRHBEI, PIENLTARSMYFR-RNEBNCTR AT 2FHUET,

=JL =

AX B
FERHEHDRE
F7AI)IMTE., ANO—FTOFRERBEAZ—TITT,

TERETFRBATSAVERETBHICIE. Security > Wireless Protection Policies > Rogue Policies
> GeneralDJEICBEILE T, 4 :

ATYT1: FREAPDRALTIONZEZEELET,
ATYT2: FRERYIFERY NDO—V08EZEAZ—T7IICLET,
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CISCO MONITOR  WLANS CONTROLLER  WIRELESS  SECURITY  HANAGEMENT COMMANDS HELP FEEDBACK A Home
Security Regue Policies apply |
- AAA

General Rogue Detection Security Level Lawe High Critical = Custam
= RADIUS
Authenbcation Rague Locatson Dustovery Protoda! Alldps ¥
Accounting
Fallhack Expiration Timeout for Rogue AP and Rogue Clent entnies 3e00 Fecends
DNS
Dowrdoaded AP Wadidabe rogue chents against AAS Enabled
¥ TACACS+ . 5
wabidate rogue AP against A4 Emabile
LDAR o i s
Local et Wisers Polling Irterval ] Seconds
MAC Filtening
# Dusabled Clients Vahdate rogue chents against MSE Enabled
User Lagin Pohoes
AP Policies Detect and report Ad-Hoe Metworks # Enabled
Password Polici
i Rogue Detection Report Interval (10 to 300 Sec) 10
k Local EAP ;
Rague Detection Minimum ASS5] (<70 8e -128) A28
Advanced EAP
e Regue Detection Trangient Interval {0, 120 to 1800 Sec) 500
k Priority Order
e Client Threshodd (0 to disable, 1 to 256) a
¢ Certificate e t
b Noomss Conbral Elts Rogue containment automatic rate selection Enmabled
o Wire!ess Protection Auto Contain
Policies
S FOgR PoRChE Auts Containment Leve! At ¥
Genera
Reguee Rules Buto Containment ondy for Moniter mede &Ps Emabled
Froendly Rogue
Standard Signatueres Auko Containment on FlexConnect Standalone Emabled
Custorm Signatures
Signature Events Rogue on Wire Enabled
SusTHTRACY
Client Exclusion Pokoes Using our SSID Enabled
AP Authenbicabion . |
Management Erame Vabd cloent on Rogue AP Enabled
Protection
AdHne Asnue AP Frinbled

CLI A5,

<#root>
(Cisco Controller) >

config rogue ap tineout ?

<seconds> The number of seconds<240 - 3600> before rogue entries are flushed

(Cisco Controller) >

config rogue adhoc enabl e/ di sabl e

FEREDEOOF ¥ RILAF ¥ ORE

O—7AJL/Flex-Connect/t EZRXE— RODAPDIHZEE, FEEAF Y35 F v X)L &EI—HFHER
TEDHATAHFRRMEEDTICHYET, [REICKHLUT, APRIRNTOF ¥ XRIL/A KN
—F V¥ XIIDCAF Y ZIILTFREZAF Y LET,

CNZEGUINSERETSICIE., RICRTESIZ, Wireless > 802.11a/802.11b > RRM > General ®
JECEBLET,
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CISCOD HONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANMAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > General Apply |
* Access Points

Al APy Profile Threshold For Traps
w Radics
B02.188n/sc Irterference (0 bo 100%) 10
B02.11bfg n
Dwal-Band Radios Chents {1 to 200) 13
Global Configuration 5
Maigs (-127 to O dBm) -70
b Advanced
Ukilization (0 to 100%) Lol
Mesh
b ATE Moise/fInterference/Rogue/ CleanAir§Monitoring Channels
RF Profiles Channel List [Country Channels ¥
All Ch ]
FlexConnect . UL
Groups Manitor Intervals (60 to 3600 secs) e
FlexConmedt ACLs -
FlexComngct VLAN Charnel Scan Interval 180
Templates
Neghbor Packet Frequency 180
OEAP ACLS i )
Meighbor Timeout Factor (S to S0 20
Network Lists - t
* 80%.11a/nfac Factory Default
Hetwork
w FRM Set all Aute RF 502,118 paramebers to Factosy Default,
RF Groumng
rec Set to Factory Default |
DeCi
Foot Notes
Coverage
‘ ~
CLI A5,
<#root>

(Cisco Controller) >

config advanced 802. 11a nonitor channel -list ?

all Monitor all channels

country Monitor channels used in configured country code

dca Monitor channels used by automatic channel assignment

TEZEDRE
TEAP OF B9

R IEAPZFriendly, Malicious, F7z(dUnclassified& U T2 9 % (CE. Monitor > Rogue >
Unclassified APSDJEICBEL . FEDFEAPOERZI VY ILET, RICRTKLSIC, RO
YITRIVI)ARNDSAT IV ZBRUET,
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CISCO MONITOR  WLAN: CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP FEEDBRACK f Home
Monitor Rogue AP Detail < Back __ Apply |
Summary
b Access Points MAC Address 00:06:91:43:50 2
¥ Cisco CheanAir Typd AP
b Statistics
b COP 1s Rogue On Wired Network? Ne
* Rogues First Time Reported On Thu May 30 16:21:30 2019
Friendly &P
Mahciows APs
Clastom AP Last Time Reported On Fri May 31 13:07:11 2019
Undsssifed 4Ps
Rogue Chents ]
w Adhoc Rogues — b Aoy ll;lr?:ir:;;ln‘d
Friendly #dhoec
Malicious & :h?; Stata Unclassified
Customn Adhos Cuitsm
el ersimiiad Manually Containad Ne
Clignts Update Status - - Choose New Status - - 7

Sleeping Clients
Multicast

¢ Applications
APs that detected this Rogue

F Lync
: Channel Securily
Local Profiling Base Radio MAC AP Name S510 Channel Width (Mhz) Radio Type Paolicy Pre-4

bdrde:31:08:30:c0 AP2BO5-1 Cisco- 17090F4C 13 0 BI2.11n2.AG Qipen Long
g 0tk i AP

CLI A5,

<#root>

(Cisco Controller) >

config rogue ap ?

classify Configures rogue access points classification.

friendly Configures friendly AP devices.

rldp Configures Rogue Location Discovery Protocol.

ssid Configures policy for rogue APs advertsing our SSID.

timeout Configures the expiration time for rogue entries, in seconds.

valid-client Configures policy for valid clients which use rogue APs.

FEIVRVZFREUARNDYSFHTHIBRTSICIEK, RICRTKSIZ, Monitor > Rogue >
Unclassified APsD JEI_#E L. RemoveZ 2 UYL ET,



afiar]n. Save Conbgurstion  Ping  Logout Belresh

clsco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
Monitor Unclassified Rogue APs Entries 1 - 50 of 140
] 133 ]
Summary Current Filter Neng [Shangs Filter] [Cloar Fiter]

¥ Access Points

b Cisco Cleandir Hameva

» Statistics Centain
» CDP Mawe ta Alert
* Rogues
Friendly APs # Detecting Number of
Makcious &Ps MAC Address SSin Channel Radias Clicnts Status
ast e 00:06:81:43:64:0 Cisso-17D80FIC 8 1 0 alert
Undlassified APs
Rogue Chents G iazdh;hibh: 13 HUMBRICABLE-25F1 i 1 a Mert =
At Ko O ice 3500 s7afb7 11 1 o alert - |
Friendly Adkoe -
Malicious Adhoc Ezdiceffar.sy d5b5ad Unknowm Q o alert B
Gt Adtice P2lbe:InS9ls 369998 1 : o aert e
Unclassified Adhas
Fegue AP gnore-list fad 3 HHA eb4fb0 1 i L Alert =]

FIEAPERFHBAPE L TERET B ICIE. Security > Wireless Protection Policies > Rogue
Policies > Friendly Roguesand add the rogue MAC addressD JEICEEL £ 9,

BMENLEREFNEZFELI M, RIZRTKSIZ, Monitor > Rogues > Friendly
Roguepage? SR TEEX T,

5 [« [
|l||-I|l| Sawe Confsguration  Ping Logout  Refresh

Cisco HONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELF FEEDBACK A Home

Security Friendly Rogue > Create ._;‘M_I

= AARA pr—
MAC Ad B1:22:33:44:55:
General < Address 1:22:33:44:55:64
- RADIUS Tyoe Fafandly

Authentication

Bpoounting

Foliback

DHE

Downloaded AVP
b TACALCE +

LEDAR

Local Net Users

Password Polices

Local EAP

Advanced EAP
Priority Order
Certificate

Access Control Lists

Wiraless Protection

Policies

w Regus Polices
General

Stardars ures
Crxgheen Sagnatures
Signature Evenis
Sty

Chent Excluson Polices

4

=

Rogue Detector AP O E&E

GUIZ A L TAPZRogue Detector& U TERE T B IC Ik, Wireless > Al APsDEIZHBEIL £ T,
APEZREIRL, RICRTRIICAPE—RZEELZET,



MONITOR  WLANS

ROLLER  WIRELESS

SECURITY

MANAGEMENT  COMMANDS

HELF

FEEDBACK

Saye Configuration

Eing

Logout  Refresh

Dual-Band Radios
Global Configuration

b Advanced
Mesh
k ATF
RF Profiles
FlexConnect Groups
b FlexConnect ACLS

FlexConnect VLAN
Templates

Network Lists
b BO2.11a/nfac
b BAT 11hiain

CLI A5,

<tfroot>

All APs > Details for APb4de 318b.feed

General | Credentiols | Interfaces | High Availability | Inventory | Advanced |

General
AP HamE
Location
AP MAC Address
Base Radic MAC

tingeaPrsh. 3285 fead
default lrgateon
bd:de:31:Sbofe:eD
bfzde:I1:a8:e0:30

Admin Status Enable T
AP Hode logal -
¥ lecal
&P Sub Mode FlexConnest
Operational Status | Menitor
Part Number ir Her
ndgE v
HenOe W Flex=Bndge
Venue Type SE-Connect
Add Hew Venua | | SEner
Venue

Language Name

(Cisco Controller) >

config ap node rogue AP_Managed

Changing the AP's mode cause the AP to reboot.

Are you sure you want to continue? (y/n) y

Rogue Detector AP DALMY F ;R— N DFEE

interface GigabitEthernetl/0/5

description Rogue Detector

switchport trunk native vlan 100
switchport mode trunk

Versions

Primary Softuare Version
Eackup Sefteare Version
Predownload Status
Predownloaded Version
Predownload Next Retry Time
Predownload Rebry Count
Boot Version
105 Version
Meni [0S Versien

1P Config
CAPWAP Preferred Mode
DeCP Ipvd Address
Sxatic 1P (IpvdiTpd)

8.8.120.0
0.3.0.0
Hone

Hone

Ha

Ha
15.2.4.0
15.3{3)014%
8.3.102.0

Tpvd [(Global Confg)
1592.168.100.39

o ECOBREDERAT A4 7VLANIF, WLCICIPE# TE BDVLANT T,

RLDP M&&E

O MA—ZOGUITRLDPZERE T B ICIE. Security > Wireless Protection Policies > Rogue
Policies > General D JEIZBE L £,
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

Security = Rogue Paolicies __hpply |

Rogue Detection Security Level

| Rogue Location Discovery Protoco l | Dizabile T

Critical * Custom

HondorkipdeAns
Exguration Timesut for Rogue AF and Rogue Client entres
3 Disable
BE Valdate rague chents agamnst Ads L e
Downlasded AP : ; :
¥ TACACS+ Walidate rogue AF against AR Enabled
LOWAP Palling Irterval 0 Seconds
Local Het Users
MAC Filtering Vahdate rogue clients agsinst MSE Enabled
= Disabled Clients

Login Folicias Dietect and report Ad-Hoc Networks # Enabled

st Rogue Detecton Repsst Interval (10 to 300 Sec) 10
» Local EAP Rogue Detection Minimwm RESI (-70 to -128) -50
Advanced EAP Rague Detecton Trangent Interval (0, 120 t0 1500 Sec) L)
¥ Prionity Order Rogue Client Threshold [0 to dissble, 1 to 256) L
b Certificate Rogue containment automatic rate selection Enabled

¥ Access Control Lists

. . Auto Contain
- Wireless Probection

Polices Auto Condainment Level 1 bl
futo Contanment only for Monitar mode APs Ensbled
Auto Containment on FlexConnect Standalone Enabled
Rogue on Wire Enpbled
Usang our SSID Ensabled
‘Vaiid client on Rogue AF Enabled
AdHos Rogue AP Ensbled

Monitor Mode APs : EZ&% E— RMD AP IZM & RLDP ANDSMEHFTLE T,
All APs : O—#JL/Flex-Connect/ EZ X F— ROAPHARLDPZ’ Ot AICSMLET,

Disabled : RLDP R BEMIC NV A—hEEA, £EL, I—HFRE CLIASHEED MAC 7 R
LALCXLUTRLDP ZFBH TR AH—TEXT,

~ E  EZXE— RAPIEX. O—AIL/Flex-Connect APOTH A '-85dbm RSSIZB X 2 EED
AE##HHELEBEE. RLIDPZETT B EHICO—H)L/Flex-Connect APK V) EBEENE
9,

CLI A5,

<#root>
(Cisco Controller) >

config rogue ap rldp enable

?
alarm-only Enables RLDP and alarm if rogue is detected
auto-contain Enables RLDP, alarm and auto-contain if rogue is detected.

(Cisco Controller) >config rogue ap rldp enable alarm-only ?

monitor-ap-only Perform RLDP only on monitor AP



RLDPATZ1—IBLCFEHRN)A—EK, O RTOVT RIS ODAKERETEET, RLDP%E
FEHTHEBEISICE., ROFIBEICRHRVET,

<#root>
(Cisco Controller) >
config rogue ap rldp initiate

?

<MAC addr> Enter the MAC address of the rogue AP (e.g. 01:01:01:01:01:01).

RLDPOD AT 1—I)LDOHE :

<#root>
(Cisco Controller) >

config rogue ap rldp schedule ?

add Enter the days when RLDP scheduling to be done.

delete Enter the days when RLDP scheduling needs to be deleted.
enable Configure to enable RLDP scheduling.

disable Configure to disable RLDP scheduling.

(Cisco Controller) >

config rogue ap rldp schedule add ?

fri Configure Friday for RLDP scheduling.
sat Configure Saturday for RLDP scheduling.
sun Configure Sunday for RLDP scheduling.
mon Configure Monday for RLDP scheduling.
tue Configure Tuesday for RLDP scheduling.
wed Configure Wednesday for RLDP scheduling.
thu Configure Thursday for RLDP scheduling.

RLDPOBATE, XNIINY RTHRETEXT.

<#root>
(Cisco Controller) >

config rogue ap rldp retries ?

<count> Enter the no.of times(l - 5) RLDP to be tried per Rogue AP.
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FHWILDORE
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REAPZFETHNETSICIE, RIZRTKSIC. Monitor > Rogues > Unclassified® JEICBE L
79,

Saye Configuration  Ping  Logout  Hefresh

MONITOR  WLAN: COMTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

e —
Monitor Rogue AP Detail < Back | Apply |
Summary
¥ Access Points MAC Address 0006 BY:53: 38220
¥ Cisco CleanAil
Cisco CleanAir Typa "
b Statistics
» CDP Is Rogue On Wired Nelwork? Mo
= Rogues First Time Reported On Tue Jun & 13:03:55 2019
Frendly APs
Bl APs
Last Time Reported On Tue Jun & 13:03:55 2019
3 f-;-"_;:' R:!ql.;es Class Type Unclassiffied ¥
Fripndly Adhos
Halicious Adhoc State Alert
Custom Adhoc
Unclassfied Adhoc ps s nally Contained ta

Rogue AP igrore-fst

Clients Epdate Status Contan v ]
Sleeping Clients

Multicast Maximum number of APs to contain the rogue |+ = Choose Mumber of 2Ps -« 7 |
¥ Applications « = Choose Humber of APg - -
APs that detected this Rogue T
F Lync
Z el Security
Local Profiling Base Radio MAC AP Hame SSID _ z)  Radio Type Palicy Pre-amible RSSI
¥ Cloud Services O0:27:e3: Y8 dd:ab tiagodPch 9081, 3DEC 1 20 BOZ.11g Enorypted Long -128
L] g 20 ki ]
\ ~
CLI A5,
<#root>
(Cisco Controller) >
config rogue client
?
aaa Configures to validate if a rogue client is a valid client which uses AAA/Tocal databas
alert Configure the rogue client to the alarm state.
contain Start to contain a rogue client.
delete Delete rogue Client
mse Configures to validate if a rogue client is a valid client which uses MSE.

(Cisco Controller) >
config rogue client contain 11:22:33: 44: 55: 66

?

<num of APs> Enter the maximum number of Cisco APs to actively contain the rogue client [1-4].



N BEOFER ~ MACAPTHLETEE T, F7ALRNTR. IV RO—SEISAT
UREEDHDLEHICIDDAPEFALET., 2 00 AP THEDFREN REETNhDIES. AP
DE—RICHAADST. RESLVRSSI 2D AP A IS T NEHIELET,

BHEiit

BEMNIEZERET BICIE. Security>Wireless Protection Policies>Rogue Policies>General D JEIZ
Hh, XY NI)—VICHRATREERIXNTOATZAVEEMILET,

Cisco WLCICBREDFRETFNA AZBEHNICEDIBEEIE. chSsORYIRZFVICLET,
ThEUNADOFERF, F7AILNEDFIVIRYIREATDERIZLET,

BELE . CNSsONTA—R0VThAZEMICTIE, "CORENFERFEINEEEEZR
ELET, H£ITLET A ? 1 Industrial, Scientific, and Medical(ISM)®&1H 0 2.4 GHz# &K U5
GHzO AREIE —RICAHAEhTEY, S4AEVABLTHERATEET, TOLH, tEON
—TADXRY RND—=DICFNARAZHLUIADD &, ZNEBEENrELD UM Y ET,

Auto Contain/NZ X —R RO EHY) TT,

NTAX—=5 B7L)

ROYTHIVARDS, FEOBEHMIIELANILZT ~ 4HSBIRTE
ESC I

EEG)EEJ?II]JJ:H"’U"/ ZEALTFRENHURAO ShIREBICBITL
28, BR4DDAPZHBMNEICBRIRTERT,

HEHLEICFERAT2APOHZBEHMNICERTSICIE. AutoZiBIRT S
EETEET, CiscoWLCIE, RN EBHUAD ICKHLEBAPOE %
RSSICETVWTEIRLET,

BAVTAVXY NLRIVICEEN TSN BDRSSHERFRADESH Y TY,

HEHUADHLARIL

*1—0 ~ -55dBm
* 2—-75 ~ -55dBm
+ 3—-85 ~ -75dBm

« 4 — -85 dBmKiiE

BB TALX LN gt E = R E— RAPEAMICTBF I Y HRY HREAVICLE

FEZXE— RAPIC — —
j— 7-“ 40F 75 — —Cg-
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FlexConnectAZ > R
FO>TOESHIMIE

AR RF7OVE—RDOFlexConnect APTEEIMIEZBRMICTZDF I Y
DRYDREZFVIZLET, F7FINEEMAT—NTT,
FlexConnect APA" AR RFOVE—RDFE, BMITESDIFUse
our SSIDZ 7= l&AdHoc Rogue AP auto containment’/R) > —7E T3, A
22 R7O2VAPACisco WLCICE#HELET L, HIERFLELET,

BB TORE

ZEMICILT, BERY N TREEhEFEZBBHNICHELET
o 5_“7 #)LF@%&%Z?_I\T"?o

SSIDZFEATS

ZYRNID—UDSSIDET RNZA AXTBDFEZEEBHNICEDDENT
EDESICTDICE, COFITVIRYIRZFIZLET, CO/NTX
— X EBIRLABVES, CiscoWLCHCDESBREN BRHEhIEEEIC
DHETZ—LAZBERLET, FT7FILNEEDAT—NTT,

REAPEOEMEZD
ZAT K

ZBEMCLT, BETEDIVZATMNBERITSNTVWBIFRIELRT Y
TARA RN ZEHNICHELET, CONTA—RZBIRLEVES,
CiscOWLCIHRCDRSBAENBREHENLEEILOXRT T—LZERKL &
T F7FILNEEDAT—NTT,

T RARY OFRIEAP

CiscoWLCICE > THRHENLET RARYIVRY ND—VZHBNIZEDHS
CENTEDERDICTRDEODFIVIRY IR, CONTXA—R%ER
LBEWEE, CiscoWLCRHETDLDSBRY ND—IOFBRHEEhIZEZEICD
AT T—LZERLET, T7FINEEIIAT—RNTT,
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Using Aute-Containment feature may have lega

Save Configuration  Ping  Logout Refresh

MONITOR  WLANs  CONTROLL

FEEDBACK

Rogue Policies

Rogue Detection Security Leve Fitical * Custom

Reogue Location Discowvery Protoco

Exparateon Timeout for Rogue AP 4 n Caneel

Wahdate rogue chents sgamst A48

Walidste rogue AP against Aas # Enabled
Palling Irterval Q Seconds
C Filtering ‘Validate rogue chents against M3E Enabled
= Disabled Clients
User Login Policies Detect and report Ad-MHoc Metweorks o Enabled
- Regee Detechon Repart [nterval {10 85 300 Sec) 10
¥ Bogue Detection Minimum 8551 (-0 to -128) -8
Advanced EAP Regue Detechion Trangsent Interval {0, 120 to 1500 Sec) (1]
b Priority Order Risgue Client Threshaid (0 ta dasabile, 1t 256) 0
b Certificate Roguee containment astamatic rate salection Enabled
b Access Control Lists | g ",
- - Auto Contain
- Wireless Protection
Policies 2 duto Contaimment Level Auto ¥
» Rogue Polioes
General Aute Contaimment anly for Moniter mede APs + Enabled
Rogue Rules
Friendly Rogue dgte Containment on FlexConnedt Standsbonse o Enabled
Standard Signatures
Rogue on Wire o Enabled
Unng our SEID o Enabled
Wahd chient on Rogue 4P # Enabled
wthentication - ]
5 Management Frame " AdHoc Roegue AP Enabled y
Protection

ApplyZ V1) Y 2 L TCisco WLCIZT—REZEEFLEITHN, F—REFERZERALTERES L
FA. CNSONTA—RFERMERAMIC—BHICREENET,

CLI A5,

<#root>
(Cisco Controller) >

config rogue adhoc ?

alert Stop Auto-Containment, generate a trap upon detection of the
adhoc rogue.
auto-contain  Automatically contain adhoc rogue.

contain Start to contain adhoc rogue.

disable Disable detection and reporting of Ad-Hoc rogues.
enable Enable detection and reporting of Ad-Hoc rogues.
external Acknowledge presence of a adhoc rogue.

(Cisco Controller) >

config rogue adhoc auto-contain ?
(Cisco Controller) >

config rogue adhoc auto-contain

Warning! Use of this feature has legal consequences
Do you want to continue(y/n) :y



Prime Infrastructure % {§

Cisco Prime InfrastructureZ 32 &, 12O NO—FBLVBEITIAPERES LT
BEWRTE XY, CiscoPlliZld, KEBLBIATLANEREHBZRZICTDY—IAIFHYET,
SAAOIDAVYLAY)1—3 > TCiscoPlEERATAE, OV NOA—ZRF 9478, F
EBTIOELARAUN, FEBTIOERARANITAT N, BERARBIDRFID)R T OEFT
EEHNICHBIL., TDOBFT%ZCisco PIF—2ZXR—AICREFELET,

Cisco Prime Infrastructureld, L —ILR—AODEEZHR—KNL, I NO—FTRES NP
IL=ILZEALET, I FO—F . XROAMR NDEICNZ Y 7 %Cisco Prime
InfrastructurelZEAEL £ 9,

« FHBTIEARA 2 MAHO TFriendlyREICHITTR E, O NO—FREFIEDIREN
AlertD B EICD & N T Y 7% Cisco Prime Infrastructure lZ3EfE L £ 9, theroguestate A"
Internal& 7z (& External D{E, MTZ Y TREFEhFRA.

s RALTINOHRN I -&(Carogueentry M HIRE hizBE&, I MNO—F&F

Malicious ( 72— K., BE ) £/ (EUnclassified ( 72—~ ) IC2 & h/=Cisco Prime
Infrastructureforrogueaccess pointf(APAP)IC RS Y & IXELET, A O—F .
Contained, Contained Pending, Internal, & & O'External® &7’ ONT 1 ZF DI KN %
HIBRL E B A

RS

TZ7AANAVE—TIAATOA NA—FHADFEDOFHZRETSICE. RICRTELSIC
. Monitor > RoguesDJEICBEIL £9,

HONITOR  WLANs CONTROLLER  WIRELESS SECURITY HANAGEMENT COMMANDS HELP FEEDBACK
" —

Momnitor Unclassified Rogue AFs Entries 1 - 10 of 10
Summary Current Filler fene [Change Fiiter] [Claar Filtar]
¥ Access Points
b Cisco Cleaniir BE'.'.'-U.“J
F Statistics Contain
b COP _Mowe to Alert |
5

& Detecting
MAC Address 551D Chanimne! | Radios
Oo:aZ:fe:d g

Unknown 40
Unkrown

buterfiy 11
HEQ-E1D273 Undornizwm

@ e R R e e

Clients

HED-WIFT ]

Sleeping Clients
Miulticast

HOWO-A2121 ] 1 o

SR N R R | R R
ooooooOooono

COR—TTlR, TEQEETE LS EERNATEET,
» Friendly APs : BEEBEICL > TRENEY—F2TETWVWS AP TTY,

« Malicious APs:RLDP % 7= (& Rogue Detector APZE N L TEZENHBDAPE L THBIE h iz
AP,



+ Custom APs:Rogue Rules|C & 2 TCustomIZ B EE Nh/-APTT,

« Unclassified APs : 7 # )L N Tk, FEAPRFADEVARNELTO NO—FICETRE N
£9,

« Rogue Clients : FIE AP IZ#E#HEnhTVWBIZAT N T,
« Adhoc Rogues : 7 RIKY UDRIEDZAT > RTT,

» Rogue AP ignore listPIZBLU TUARNENET,

N 52:wiLcE Autonomous APHAREIUPICK 2 TEEBEhTVWSHE, WLCKBEBNICZ®
Autonomous AP%ZRogue AP ignore listiZ J AR ULE T, COMEEZAZ—TIICTB 1D
IZ., WLC TOEMDRERRMSLEDY) T A,

BEOFREIY NUEZUYSLT. TOFREQRMERMBLET, BRIy NT— I TRIE
nEFREDBIERICRLET,

Saye Configuration  Ping  Logout  Refresh

CISCO HONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBRACK A Home
Monitor Rogue AP Detail < Back | Apply
SUMmany
¥ Access Points MAC Address =0:2f a8:82:02:50
b Cisoo CleanAin A
Ty ap
b Statistics
b cop lls Rogue On Wired Network? Tes I
First Time Reported On Men Jum 3 14:12:54 2019
Last Time Reported On Tue Jun 4 12:15:35 2019
Class Typas Haligous ¥
Classification Change By Auto
State Threst
Clients State Change By Auto
Sleaping Clients
Multicast Manually Contained Ha
b Applications
Update Status - - Choose Hew Status - - 7
b Lync
Local Profiling
b Cloud Services
APs that detected this Rogue
Channel Security
Base Radio MAC AP Hame 5510 Channel Width (Mhz)  Radic Type Policy Pre-Amble R551
Ol 2T 033604080 bagoAPch.95EL JDEC buterfiy H 20 802010240 WIRALIFT Larg 63

Elants ainesiated e thas Rosus 45

CLI A5,

<#root>
(Cisco Controller) >

show rogue ap summary

Rogue Detection Security Level................... custom
Rogue Pending Time.......c.oiiiiiiinnnnnnnnnn. 180 secs



Rogue on wire Auto-Contain.............cuuueun... Disabled

Rogue uses our SSID Auto-Contain................ Disabled
Valid client on rogue AP Auto-Contain............ Disabled
Rogue AP timMEOUL. ...t viie i iae e aaaeneens 1200
Rogue Detection Report Interval.................. 10

Rogue Detection Min RSSi....... oo, -90
Rogue Detection Transient Interval............... 0

Rogue Detection Client Num Threshold............. 0
Validate rogue AP against AAA............coevn... Enabled
Rogue AP AAA validation interval................. 0 secs
Total Rogues(AP+Ad-hoc) supported................ 600
Total Rogues classified.........cccvviiiiian.. 12

MAC Address Class State #Det #Rogue #Highest RSSI #RSSI #Channel

Aps C(Clients det-Ap

00:a3:8e:db:01:a0 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:al Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:a2 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:b0 Malicious Threat 2 1 00:27:e3:36:4d:a0 -27 40
00:a3:8e:db:01:bl Unclassified Alert 2 0 00:27:e3:36:4d:a0 -28 40
00:a3:8e:db:01:b2 Unclassified Alert 2 0 00:27:e3:36:4d:a0 -28 40
50:2f:a8:a2:0a:60 Malicious Threat 1 2 00:27:e3:36:4d:a0 -66 1
50:2f:a8:a2:0d:40 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -65 11
9c:97:26:61:d2:79 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 6
ac:22:05:ea:21:26 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 1,5)
c4:e9:84:¢c1:c8:90 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 (6,2)
d4:28:d5:da:e0:d4 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -85 13
(Cisco Controller) >
show rogue ap detail ed 50: 2f: a8: a2: Oa: 60
Rogue BSSID. ..ottt e e e 50:2f:a8:a2:0a:60
Is Rogue on Wired Network.............covvvvunnn. Yes
Classification..... ...ttt eeaannnn MaTlicious
Classification change by.......... ... it Auto
Manual Contained.........cciiiiiiiiniiininiiaannnn No
1 - o < Threat
State change by..... ... e Auto
First Time Rogue was Reported.................... Tue Jun 4 13:06:55 2019
Last Time Rogue was Reported...............cvun.n Wed Jun 5 08:25:57 2019
Reported By
AP 1

MAC Address......cciiiiiiiiii it iaannnn 00:27:e3:36:4d:a0

NaMe . e e tiagoAPcb.98E1.3DEC

2 o o TN 57 o 802.11n2.4G

03 1 1 buterfly

Channel. ... ..ot i it i i e e e eaann 1

RSSI. . s it e, -64 dBm

SNR . L e, 29 dB

Security Policy.. ot WPA2/FT

ShortPreamble. . ...... .. ... Disabled

Last reported by this AP................. Wed Jun 5 08:25:57 2019

NZ7LZ1—hk



FEAREE B VEE

APTARERHABIICE > TR L ZRBLET, GUIDBE :

Saye Configuration  Ping

Logout Refresh

MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Wireless All APs > Details for tiagoAP.69F4.6458 < Back Apply |
- l\cﬂ_?.ss‘ Points p—— . I T ["T_.__'_"! ‘H_Iahlmhll_llﬁ-].—lmramtﬂq " | Advanced
Regulatory Domains 802.11bg:-E  802.11a:-E Power Over Ethernet Settings
Lo : =
2‘03; 2 J ,"E y Country Code BE {Belgium) PoE Status Full Power
ual-Band Radios a
Cisco Discovery Protocol i
Global Configuration ’ : 3 Pre-standard 802.3af
AP Group Name default-group ¥ switches
b Advanced F .
Statistics Timer 30 Power Injector State
Mesh
Data Encryption AP Core Dump
» ATF
“ Rogue Detection L2 I &P Core Dump Enabled
F Profil
RERroliles 2 Teinet Global Config ¥ AP Retransmit Config Parameters
FlexConnect Groups !
2 3 v
b FlexC ct ACL = Global Config AP Retransmit Count 5
exConne 5 ; i : 5 3 5 g
TCP Adjust MS5 (1Pv4: 536 - 1363, IPv6: 1220 - 1331) 125 AP Retransmit Interval 3
FlexConnect VLAN TCP M55 is Globally Enabled
VLAN Taggi
Templates LED State Enable ¥ LAN [Sooe
TR LED Fiash State o (1-3600)seconds VLAN Tegging Enabled
¥ 802.11a/n/fac Indefinite mDNS Configuration
b 802.11bfg/n ® Bisable mMONS Smeoping Enabled
b Media Stream USB Module 10 USB Module VLAN List
Application Visibility Override
" and control ELises
| v
TN Servar USE Module smus. TrustSes Config
Country USB Module Operational State Mot Detected WX et

CLITROON>Y RZETLET,

<#root>

(Cisco Controller) >show ap config general tiagoAPcb.98E1.3DEC

Cisco AP Identifier..........ciiiiiiiiiiiiinnnnn 13

Cisco AP Name. .. i i ittt i it ettt ettt ettt e e e e ennnns tiagoAPcb.98E1.3DEC
[...]

Administrative State ... ADMIN_ENABLED
Operation State .........iiiiiiiinnnnnnnnnnnnnnns REGISTERED
Mirroring Mode ..........ciiiiiiiiiiinnnnnnnnnnnn Disabled

AP Mode ..ttt ittt e, Local

PubTic Safety ..iiiiii it i i i i e i Disabled

AP SubMode ... .. e e Not Configured
Rogue Detection ........ ... ... ... Enabl ed

Remote AP DebUQg .. uiiiiiii i i i e e eeeas Disabled
Logging trap severity level ..........cccivvvvunn. informational
KPI not configured ........ciiiiiiiiininnnnnnnnn

Logging syslog facility ....oviiiiiiinnnnnnnnnnn kern

S/W VeSS TON ittt i e e e, 8.8.120.0

BOOt VerSioN ..ttt it i i e 1.1.2.4

[...]

Power Type/Mode. . ...ttt iie e PoE/Full Power
Number Of STOotS. ..t i it i i e e 3

AP ModeT . ..ttt e e, AIR-AP3802I-I-K9
Y SN 1 U 1< AP3G3-K9w8-M
Cisco I0S VersSioN. .. uuui ittt ittt e ittt ettt e eaennnnnnns 8.8.120.0
ReSEt BULTON. ittt ittt ittt e e EnabTed

AP Serial Number. . ... ..ottt FGL2114A4SU

[...]



ROOAR > RZEFEALT, APTHRERKEZAZ—TIICTEET,

<#root>
(Cisco Controller) >

config rogue detection enable ?

all Applies the configuration to all connected APs.
<Cisco AP> Enter the name of the Cisco AP.

A—HAILE—RAPREA N —F ¥ RILIDCAF Y RILDHZAF YL, BREICK2>TERY)
£F9, FENMMEOF Y RINICHDEHEE, TYRNT—TJICFZRXR T—RAPAZITAE, O8O
—STCRTODAREZRETCELTEA, BRITHLEH, KOOV RERITLET,

<#root>
(Cisco Controller) >

show advanced 802.1l1a nonitor

Default 802.1la AP monitoring

802.11a Monitor Mode.......uuuiiinnnnnnnnnnnnn enable
802.11a Monitor Mode for Mesh AP Backhaul...... disable
802.11a Monitor Channels....................... Country channel s
802.11a RRM Neighbor Discover Type............. Transparent
802.11a RRM Neighbor RSSI Normalization........ Enabled
802.11a AP Coverage Interval............ccuuan. 90 seconds
802.11a AP Load Interval..........ccvvvuvunnnnnn 60 seconds
802.11a AP Monitor Measurement Interval........ 180 seconds
802.11a AP Neighbor Timeout Factor............. 20
802.11a AP Report Measurement Interval......... 180 seconds

« FIEEAPIESSIDZ7/O—RF Y AKNLEEA,

* FIEAPOMACT RLAANRFMBZEARE)ANIEMERTVWEWAS, KEEPIZBLUTY
ARTHAETATWEVC L ZH#FELET,

« FEAPASOE—O2E, FEZBRHLUEAPIZEETEEREA, ChiE, APTFATOZRD
FECEVAZ77Z2EALTINTY R EF YT F Y 3B ETHRIETEET,

s O—HANLE—ROAPHFTEZKRETBIETICRARIDHADDCENBYET (31U
180x3 ) o

« CiscoAP Tk, N7V YO =754 F¥X)I (49Ghz) DEOIBABRKLEICHDFIE
ERHETZEEEA



» Cisco APIZ, FHSS (BRBARYEV T AR NS LHH ) THEIZIFTEZRETERE

Ao

BRETFNYT

<#root>
(Cisco Controller) >

debug client

(If rogue mac is known)
(Cisco Controller) >

debug client 50:2f:a8:a2:0a: 60

(Cisco Controller) >*apfRogueTask_2: Jun

*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:

<#root>
(Cisco Controller) >

debug dot 11 rogue enable

05

2f:
2f:
2f:
2f:
2f:
2f:
2f:
2f:
2f:
2f:
2f:
2f:
2f:

2f:
2f:

2f:

2f:

08:
as8:
as8:
as8:
as8:
as8:
as8:
as8:
as8:
as8:
as8:
as8:
as8:
as8:

as8:
as8:

as8:

as8:

46:
a2:
a2:
a2:
a2:
a2:
a2:
a2:
a2:
a2:
a2:
a2:
a2:

az2:

az2:
az2:

az2:

a2:

57.
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:

Oa:
Oa:

Oa:

Oa:

111: 50:2f:a8:a2:0a:60 Found Rogue AP: 50:2f:a8:a2

60
60
60
60
60
60
60
60
60
60
60
60
60

60
60

60

60

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559724417. Detecti
SYNC for Channel (new/old : 1/0) or channel wi
rg changed rssi prev -64, new -55
Updated AP report 00:27:e3:36:4d:a0 rssi -55,
Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSlotId = 2 Receiv
Rogue before Rule Classification : Class malici
Rogue doesnt qualify for rule classification :
Manual Contained Flag = 0, trustlevel = 7
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
This rogue does not use my ssid. Rogue ssid=but

Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo

Checking Impersonation source 50:2f:a8:a2:0a:60
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Rogue Client ssid: buterfly

Rogue Client ssid: buterfly



(Cisco Controller) >*emWeb:

Debugging session started on Jun

*jappSocketTask:

*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_1:
*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_1:
*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_1:
*apfRogueTask_3:
*apfRogueTask_1:
*apfRogueTask_3:
*apfRogueTask_1:
*apfRogueTask_3:
*apfRogueTask_1:

*apfRogueTask_1:
*apfRogueTask_2:
*apfRogueTask_1:
*apfRogueTask_2:
*apfRogueTask_1:
*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_1:

*apfRogueTask_1:

*apfRogueTask_2:
*apfRogueTask_1:

*apfRogueTask_2:
*apfRogueTask_1:

*apfRogueTask_2:
*apfRogueTask_1:
*apfRogueTask_3:
*apfRogueTask_1:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:
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Jun
Jun
Jun
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05
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08:
08:
08:
08:
08:
08:
08:
08:
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08:

08:

08:

08:

08:

08:
08:

08:
08:
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08:
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08:
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08:

08:
08:

:39:57.

39:
39:
39:
39:
39:
39:
39:
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39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
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39:

39:

39:

39:

39:

39:

39:

39:

39:

39:
39:

39:
39:

39:
39:
39:
39:
39:

39:
39:

39:
39:

57

57.
57.
57.
57.
57.
57.
57.
57.
57.
.105:
57.

57

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.
57.

57.
57.

57.
57.
57.
57.
57.

57.
57.

57

Jun 05 08:39:46.828:

05 08:39:46.828

104:

.104:
57.
57.
57.
57.
57.
57.
57.

105:
105:
105:
105:
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105:
105:
105:
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105:

105:
105:

105:
105:

105:
105:
105:
105:
105:

105:
105:

.105:
57.

105:

00:

00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
bO:
00:
bO:
00:
bO:
bO:
00:
00:

b0O:
00:

b0O:
00:

b0:
00:
00:
00:
00:

b0:
00:

b0:
00:

27:

27:
27:

27

27:
27:
a3:
27:
a3:

a3:
27:
a3:
27:
a3:
a3:
a3:
a3:
a3:
a3:
a3:

a3:

72:

a3:

72:

a3:

72:

72

a3:

a3:

72:
a3:

72:
a3:

72:
a3:
a3:
a3:
a3:

72:
a3:

72:
a3:

e3:

e3:
e3:
re3:
e3:
e3:
8e:
e3:
8e:

8e:
e3:
8e:
e3:
8e:
8e:
8e:
8e:
8e:
8e:
8e:

8e:
bf:
8e:
bf:
8e:
bf:
:bf:
8e:

8e:

bf:
8e:

bf:
8e:

bf:
8e:
8e:
8e:
8e:

bf:
8e:

bf:
8e:

36:

36:
36:
36:
36:
36:
db:
36:
db:

db:
36:
db:
36:
db:
db:
db:
db:
db:
db:
db:

db:
93:
db:
93:
db:
93:
93:
db:
db:

93:
db:

93:
db:

93:
db:
db:
db:
db:

93:
db:

93:
db:

for WLC AIR-CT3504-K9 Version :8.8.120.0 SN :FCWw22

4d:

4d:
4d:
4d:
4d:
4d:
01:
4d:
01:

01:
4d:
01:
4d:
01:
01:
01:
01:
01:
01:
01:

01:
e0:
01:
e0:
01:
e0:
e0:
01:

01:

e0:
01:

e0:
01:

e0:
01:
01:
01:
01:

e0:
01:

e0:
01:

a0

a0
a0
a0
a0
a0
b2
a0
al

b2
a0
al
a0
b2
al
b2
al
b2
al
b2

b2
d7
b2
d7
b2
d7
d7
b2
b2

d7
b2

d7
b2

d7
b2
al
b2
al

d7
al

d7
al

Posting Rogue AP Iapp Report from AP for proces

fakeAp check: slot=0, entryIndex=0, (Radio_upTi
entries 5 slotId 0 bssid b0:72:bf:93:e0:d7 src

entries 5 slotId 0 bssid 50:2f:a8:a2:0a:60 src

entries 5 slotId 0 bssid 00:a3:8e:db:01:al src
entries 5 slotId 0 bssid 00:a3:8e:db:01:b0 src

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
entries 5 slotId 0 bssid 00:a3:8e:db:01:b2 src
Found Rogue AP: 00:a3:8e:db:01:al on slot O

Rogue SSID timestmap expired. last update at O
fakeAp check: knownApCount=0, totalNumOfRogueE
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
fakeAp check: avgNumOfRogues[0]/10=4, rogueAla
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap expired. last update at O
rg changed rssi prev -28, new -28

SYNC for Channel (new/old : 13/0) or channel w
Updated AP report 00:27:e3:36:4d:a0 rssi -28,
Updated AP report 00:27:e3:36:4d:a0 rssi -16,
RadioType: 3 TradInfo->containSTotId = 1 Receiv

Rogue before Rule Classification : Class unclas
Created rogue client table for Rogue AP at Oxff
Rogue 1is Rule candidate for : Class Change by
Added Rogue AP: b0:72:bf:93:e0:d7

Applying Rogue rule to this MAC

Looking for Rogue b0:72:bf:93:e0:d7 in known AP
Rogue AP b0:72:bf:93:e0:d7 is not found either
Rogue After Rule Classification : Class unclass

Manual Contained Flag = 0, trustlevel = 2

Scheduled pending Time 184 and expiry time 1200
ssidLen = 0 min = 0 00:a3:8e:db:01:b2

Change state from 0 to 1 for rogue AP b0:72:bf:
This rogue does not use my ssid. Rogue ssid=

rg change state Rogue AP: b0:72:bf:93:e0:d7
Rogue AP: 00:a3:8e:db:01:b2 autocontain = 2 Mo
Rogue detected by AP: 00:27:e3:36:4d:a0

Checking Impersonation source 00:a3:8e:db:01:b2

RadioType: 3 TradInfo->containSlotId = 2 Receiv

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue 1is Rule candidate for : Class Change by

Send Rogue Info Notificaiton for AP report 00:
Applying Rogue rule to this MAC



*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:

*apfRogueTask_3:

*apfRogueTask_2:
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*apfRogueTask_2:
*apfRogueTask_2:

*apfRogueTask_3:
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*apfRogueTask_2:
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*apfRogueTask_2:
*apfRogueTask_2:

*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:

*apfRogueTask_3:
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39:

39:

39:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

39:
39:

39:

39:

39:

39:

39:

57.
57.
57.

57.

57

57.
57.

57.

57.

57.

57.

57.

57.

57.
57.

57.

57.
57.

57.

57.

57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.

57.
57.

57.

57.

57.

57.

57.

105:
105:
105:

105:
.105:

105:
105:

105:

105:

105:

105:

105:

105:

105:
105:

105:

105:
105:

105:

105:

105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:

105:
105:

105:

105:

105:

105:

105:

b0:
b0:
00:

b0:
00:

b0:
00:

b0:

00:

b0:

00:

b0:

b0:

00:
b0:

00:

bO:
bO:

00:

b0:

00:
00:
50:
00:
50:
00:
50:
00:
50:
00:
50:
00:

50:
50:

00:

50:

00:

50:

00:

72:
72:
a3:

72

a3:

72

a3:

72:

a3:

72:

a3:

72:

72:

a3:
72:

a3:

72:
72:

a3:

72:

a3:
a3:
2f:
a3:
2f:
a3:

2f

a3:
2f:
a3:
2f:
a3:

2f:
2f:

a3:

2f:

a3:

2f:

a3:

bf:
bf:
8e:

:bf:
8e:

:bf:
8e:

bf:

8e:

bf:

8e:

bf:

bf:

8e:
bf:

8e:

bf:

bf

8e:

bf:

8e:
8e:
as8:
8e:
as8:
8e:
:a8:
8e:
a8:
8e:
a8:
8e:

as8:
as8:

8e:

a8:

8e:

a8:

8e

93:
93:
db:

93:
db:

93:
db:

93:

db:

93:

db:

93:

93:

db

93:

db:

93:
:93:

db:

93:

db

db:
az:

db

az:
db:

a2

db:
az:

db

az:
db:

az:
az:

db:

az:

db:

az:

:db:

e0:
e0:
01:

e0:
01:

e0:
01:

e0:

01:

e0:

01:

e0:

e0:

:01:
e0:

01:

e0:
e0:

01:

e0:

:01:
01:
Oa:
:01:
Oa:
01:
:0a:
01:
Oa:
:01:
Oa:
01:

Oa:
Oa:

01:

Oa:

01:

Oa:

01:

d7
d7
al

d7
al

d7
al

d7z

al

dz

al

dz

dz

al
d7

al

d7z
d7z

b0

d7z

b0
b0
60
b0
60
b0
60
b0
60
b0
60
b0

60
60

b0

60

b0

60

b0

Rogue SSID timestmap set to 1559723997. Detecti
rg send new rssi -59

Rogue After Rule Classification : Class unclass

Updated AP report 00:27:e3:36:4d:a0 rssi -59,
Manual Contained Flag = 0, trustlevel = 2

Rogue detected by AP: 00:27:e3:36:4d:a0
ssidLen = 0 min = 0 00:a3:8e:db:01:al

RadioType: 3 TradInfo->containSlotId = 2 Receiv

This rogue does not use my ssid. Rogue ssid=

Rogue before Rule Classification : Class unconf

Rogue AP: 00:a3:8e:db:01:al autocontain = 2 Mo
Rogue state 1is pending or 1rad, cannot apply ro
Rogue doesnt qualify for rule classification :

Checking Impersonation source 00:a3:8e:db:01:al
Manual Contained Flag = 0, trustlevel =1

Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Checking Impersonation source b0:72:bf:93:e0:d7
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Found Rogue AP: 00:a3:8e:db:01:b0 on slot O
rg new Rogue AP: b0:72:bf:93:e0:d7

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559723997. Detecti
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap set to 1559723997. Detecti
rg changed rssi prev -28, new -26

SYNC for Channel (new/old : 1/0) or channel wi
Updated AP report 00:27:e3:36:4d:a0 rssi -26,
rg changed rssi prev -65, new -63

Rogue detected by AP: 00:27:e3:36:4d:a0

Updated AP report 00:27:e3:36:4d:a0 rssi -63,
RadioType: 3 TradInfo->containSlotId = 1 Receiv

Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSlotId = 2 Receiv

Manual Contained Flag = 0, trustlevel =7
Rogue before Rule Classification : Class malici
ssidLen = 8 min = 8 00:a3:8e:db:01:b0

Manual Contained Flag = 0, trustlevel =7

This rogue does not use my ssid. Rogue ssid=bli



*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 ssidLen = 8 min = 8 50:2f:a8:a2:0a:60

*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:b0 Rogue AP: 00:a3:8e:db:01:b0 autocontain = 2 Mo
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 This rogue does not use my ssid. Rogue ssid=but
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:b0 Known AP 0 mfp global O AP Auth Global 0 mfp Im

*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Checking Impersonation source 50:2f:a8:a2:0a:60
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Known AP 0 mfp global O AP Auth Global 0 mfp Im

*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 APF processing Rogue Client: on slot O
*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 Rogue Client IPv6 addr: Not known
*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 APF processing Rogue Client: on sTlot O
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:b0 Rogue Client ssid: blizzard

*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 Rogue Client IPv6 addr: Not known
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Rogue Client ssid: buterfly

*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 New AP report 00:27:e3:36:4d:a0 rssi -37, snr
*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 rgc change from -38 RSSI -37

*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 rgc change from -39 RSSI -39

*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 Updated AP report 00:27:e3:36:4d:a0 rssi -37, s
*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 Updated AP report 00:27:e3:36:4d:a0 rssi -39, s
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 APF processing Rogue Client: on slot O
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Rogue Client IPv6 addr: Not known
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Rogue Client ssid: buterfly

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 New AP report 00:27:e3:36:4d:a0 rssi -62, snr
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 rgc change from -61 RSSI -62

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Updated AP report 00:27:e3:36:4d:a0 rssi -62, s
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Looking for Rogue b0:72:bf:93:e0:d7 in known AP
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Rogue AP b0:72:bf:93:e0:d7 is not found either
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Change state from 1 to 2 for rogue AP b0:72:bf:
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 rg change state Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 rg change state Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 Deleting Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 Freed rogue client table for Rogue AP at Oxfff0

*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 rg delete for Rogue AP: b0:72:bf:93:e0:d7

—WENZy 7O

FEANREEND D, FEVARDSHIBRENDE, ROKSICKEY KT,

0120196 A58 |FRIETVTA TN : bd:c0:f5:2b:4F:90lF 1D NDAPICK > THREEhEITARIEY




( 7 ) 09:01:57

Z 4 7> NBSSID:a6:b1:€9:f0:e8:41, REE : 75—, HKBRHAP
:00:27:€3:36:4d:a0 R IEETV Z A4 7> N — N I 4 mac 00:00:00:02:02:02,

( 7k ) 08:53:39

B2—7 T4 AEE :0(802.11n(2.4 GHz))

] 20196 H5H |FIEAP:9c:97:26:61:d2:79% X — AEEMACH S BllBR:00:27:€3:36:4d:a01 > &
(7K ) 09:00:39|—7 T 4 AEE : 0(802.11n(2.4 GHz))
5 20196 H5H |FIEAP:7c:b7:33:c0:51:14, R— ARadio MACH S BllER:00:27:3:36:4d:a01 >/

201956 H5H
( 7k ) 08:52:27

w

REDZA TN fc:3f:7c:5f:b1:1b is detected by 1 APs Rogue Client Bssid:
50:2f:a8:a2:0a:60, State: Alert, Last detecting AP :00:27:e3:36:4d:a0 Rogue
Client gateway mac 00:26:44:73:¢c5:1d.

2019%6A5H
( 7k ) 08:52:17

RIEAP(AP):d4:28:d5:da:e0:d4, ~X—ARadio MACH S HilBR
:00:27:€3:36:4d:a01 > 2 —7 I 4 AEE : 0(802.11n(2.4 GHz))

HREIR

1. XY RNT—TRENBRZERDNDIBERE, INTOF¥RILCHLTFYRILAF >
ERELERT,

2. Rogue Detector APOEEFZFIIE, 7OF7CEWCIDASEYZEICIDETEERETETHY
ERZRYRND—=UDOLATINIK>TEARYET, 7JAT7FEREYILICDHBLLLEE
1 DM Rogue Detector AP ZEifE T2 & ZHENH L EFJ, Rogue Detector APTIE, EZ
BRREDINTOLAV2RY RT—U7O—RFYARNRXSIADKNTVINBETH
1, BEFFRY NI —OOWMEBLATIONIEKEFLET,

FEAN BB E B VEE

REIL—=ILHBEHICER
BRBTNYY
<#root>

(Cisco Controller) >

debug dot 11 rogue rul e enable

(Cisco Controller) >*emWeb:

Debugging session started on Jun

(Cisco Controller) >

*apfRogueTask_1:
*apfRogueTask_3:

*apfRogueTask_1:
*apfRogueTask_1:

*apfRogueTask_3:
*apfRogueTask_3:

Rogue C assification:

Jun
Jun

Jun
Jun

Jun
Jun

05 09:12:57.
05 09:12:57.

05 09:12:57.
05 09:13:27.

05 09:13:27.
05 09:13:27.

mal i ci ous,

Jun 05 09:12:27.095:

05 09:12:27.095 for

135:
135:

135:
135:

135:
135:

00:
00:

ac:
ac:

50:
50:

a3:
a3:

22:
22:

2f:
2f:

8e:
8e:

05:
05:

as8:
as8:

db:
db:

ea:

ea
a2
a2

Rul eNane: Test Rul e,

121

01:
01:

21:

EENTWRHAESHERELET,

WLC AIR-CT3504-K9 Version :8.8.

a0 Rogue Rule Classify Params:
al Rogue Rule Classify Params:

26 Rogue Rule Classify Params:

:26 Rogue Rule Classify Params:
:0d:
:0d:

40 Rogue Rule Classify Params:
40

Rogue St at e: Cont ai nnent Pendi ng

120.0 SN

rssi=-16,
rssi=-15,

rssi=-89,

rssi=-89,
rssi=-62,

:FCW2245M0

maxRssiLr
maxRssiLr

maxRssiLr

maxRssiLr
maxRssiLr



*apfRogueTask_3: Jun

*apfRogueTask_1: Jun
*apfRogueTask_3: Jun

*apfRogueTask_3: Jun

HREIR

05 09:13:27.136: 00:a3:8e:db:01:al Rogue Rule Classify Params: rssi=-15, maxRssilLr

05 09:13:57.136: 00:a3:8e:db:01:a0 Rogue Rule Classify Params: rssi=-16, maxRssilr
05 09:13:57.136: 50:2f:a8:a2:0d:40 Rogue Classification:malicious, RuleName:TestRu

05 09:13:57.136: 00:a3:8e:db:01:al Rogue Rule Classify Params: rssi=-15, maxRssilLr

BHOFELIY NIAHZDBER. RENBEVANIEMNTEH, AAAICKRBD IR ZBMICLT
BROOVZATRNIVNIAREL, RBA, RETHIT A VT AAA)T—ER—AILH
BEEEALET,

RLDPAFREZ#ZBHL &L

« RENDFSFYRINICHDHEE. RLDP FEEL £ A,
« RLDPIE., RIEWLANABRWVWTWVT, DHCPb“Eﬁ%‘Jﬁ‘é&teAL:wm%“bL,ia“o

« O—ANLE—RAPADFSTF ¥ RITIZAT NI —ERZRHT

ACRESMLEE A,
« RLDPE. APEZ*)L1800i, 1810 OEAP, 1810W, 1815, 1830, 1850, 2800, & KT
3800 ) —ADAPTRUR—KhEhTLEEA,

BTNV Y

<tfroot>

(Cisco Controller) >

debug dot 11 rldp enable

24, RLDP7' Ot

!--- RLDP not available when AP used to contain only has invalid channel for the AP country code

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

I nvalid channel

*apfRLDP:
*apfRLDP:
*apfRLDP:

Jun
Jun
Jun
Jun

Jun
Jun
Jun

05 12:24:41.291:
05 12:24:41.291:
05 12:24:41.292:
05 12:24:41.292:

05 12:
05 12:
05 12:

l--- ROGUE detected

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

Jun
Jun
Jun
Jun

05 12:
05 12:
05 12:
05 12:

1 for the

24:
24:

24

on

43:
43:
43:
43:

41.292:
41.292:
141.292: Waiting for ARLDP request

50:2f:a8:a2:0a:61 Received request to detect Rogue
50:2f:a8:a2:0a:61 Entering apfFindClosestLrad
Rogue detected slot :0 Rogue contains SlotId :2
50:2f:a8:a2:0a:61

country IL for AP 00:27:e3: 36: 4d: a0

50:2f:a8:a2:0a:61 Cannot find any AP to perform RLDP operation
50:2f:a8:a2:0a:61 Exiting apfFindClosestlLrad

DFS channel

16.659:
16.659:
16.660:
16.660:

50:2f:a8:a2:0d:4e Received request to detect Rogue
50:2f:a8:a2:0d:4e Entering apfFindClosestLrad
Rogue detected slot :1 Rogue contains SlotId :1
50:2f:a8:a2:0d:4e



Qur AP 00

*apfRLDP:
*apfRLDP:
*apfRLDP:

l--- RLDP

*apfRLDP:
*apfRLDP:
*apfRLDP:

Ski ppi ng

*apfRLDP:
*apfRLDP:
*apfRLDP:

l-—-- Asso

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

Moni tor Mode AP found b4: de: 31: a4: e0:

*apfRLDP: Jun 05 15:02:49.602:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

:27:e3:36:4d: a0 detected this rogue on a DFS Channel 100

Jun 05
Jun 05
Jun 05

is not

Jun 05
Jun 05
Jun 05

RLDP on

Jun 05
Jun 05
Jun 05

ciation

Jun 05
Jun 05
Jun 05
Jun 05
Jun 05

Jun 05
Jun 05

Jun 05
Jun 05

Jun 05
Jun 05

12:43:16.660: 50:2f:a8:a2:0d:4e Cannot find any AP to perform RLDP operation
12:43:16.660: 50:2f:a8:a2:0d:4e Exiting apfFindClosestlLrad
12:43:16.660: Waiting for ARLDP request

supported on AP model 1800i, 1810 OEAP, 1810w, 1815, 1830, 1850, 2800, and 3800 Series

12:
12:
12:

AP

12:
12:
12:

TO

15:
15:
15:
15:
15:

15:
15:

15:
15:

15:
15:

52
52
52

94

52
52
52

141,
141
141,

1 d4:

141,
141,
141,

ROGUE

02
02
02
02
02

02:
02:

02:
02:

02:
02:

149,
149,
149,
149,
149,

49.
49.

50.
50.

50.
50.

ridp started associ ation,

*apfRLDP: Jun 05 15:02:55.

*apfRLDP: Jun 05 15:02

*apfRLDP: Jun 05 15:03:

*apfRLDP: Jun 05 15:03:

*apfOpenDt1Socket: Jun
*apfOpenDt1Socket: Jun

:55.
00.

00.
05
05

980: 9e:97:26:a2:al:1a Received request to detect Rogue

980: 9e:97:26:a2:al:1a

69:f5:f7:e0 AP Model

980:
980:
980:

AP

602:
602:
602:
602:
602:

602:
602:

102:
102:

102:
302:

.980: 9e:97:26:a2:al:1a Entering apfFindClosestLrad

Al R- AP18521 - E- K9

9e:97:26:a2:al:1a Cannot find any AP to perform RLDP operation
9e:97:26:a2:al:1a Exiting apfFindClosestLrad
Waiting for ARLDP request

50:2f:
50:2f:
50:2f:

Rogue

50

50:

50:
50:

50:

50

b4:
50:

at t enpt

346:

346:
390:

390:

50:

50
50

50

:2F:

1

:2F:
:2F:

:2F:

2f:

2f:
2f:

2f:
:2F:

de:
2f:

2f:

a8:a2:0a
a8:a2:0a
a8:a2:0a
detected
a8:a2:0a

30

as8:

as8:
as8:

as8:
as8:

31:
as8:

as8:

as8:
as8:

as8:

15:03:00.608:
15:03:00.808:

161
161
161

Received request to detect Rogue
Entering apfFindClosestlLrad
Skipping RLDP on AP 94:d4:69:f5:f7:e0 AP Model: AIR-AP

slot :0 Rogue contains SlotId :0

161

wi th RSSI

a2:0a:61

a2:
a2:

az2:
az2:

a4:
az2:

az2:

az2:
az2:

az2:

Oa:
Oa:

Oa:
Oa:

e0:
Oa:

Oa:

Oa:
Oa:

Oa

61
61

61
61

31
61

61

61
61

161

-61
found closest monitor AP b4:de:31:a4:e0:30 slot = 0, ¢

Exiting apfFindClosestlLrad
Found RAD: Oxffd682b5b8, slotId = 0, Type=1

AP b4:de:31:a4:e0:30 Client b4:de:31:a4:e0:31 Slot = 0

In rldpSendAddMobile:724 setting Central switched to T

RLDP could not finish the association in time. RLDP St

rldp started association, attempt 2
RLDP could not finish the association in time. RLDP St

rldp started association, attempt 3

apfRoguePreamble = 0 mobile b4:de:31:a4:e0:31.

50: 2f: a8: a2: 0a: 61 RLDP state RLDP_ASSOC DONE

3.

*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61

Successfully associated with rogue:

l--- Attempt to get ip from ROGUE

*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61

50: 2F: A8: A2: 0A: 61



Starting dhcp

*apfRLDP: Jun 05 15:03:

Initializing RLDP DHCP

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun 05 15:03

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

00.870:

for

50:2f:a8:a2:

Oa:o61l

rogue 50: 2f:a8:a2:0a: 61

:00.870: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
Jun 05 15:03:

00.870: b4:de:31:a4:e0:31 BOOTP[rl1dp] op: REQUEST

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:

DHCP option:

[0000]

b4:de:31:a4:
50:2f:a8:a2:
50:2f:a8:a2:
50:2f:a8:a2:
50:2f:a8:a2:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:

b4:de:31:a4:

e0:31 htype: Ethernet
e0:31 hlen: 6
e0:31 hops: 1
e0:31 xid: 0x3dalfl3
e0:31 secs: 0
e0:31 flags: 0x0
e0:31 hw_addr: B4:DE:31:A4:E0:31
e0:31 client IP: 0.0.0.0
e0:31 my IP: 0.0.0.0
e0:31 server IP: 0.0.0.0
e0:31 gateway IP: 0.0.0.0
e0:31 options:
e0:31 DHCP message: 1 DISCOVER
39/57.2: (2)
02 40
e0:31 host name: RLDP
0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
O0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61
O0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
e0:31 BOOTP[r1dp] op: REQUEST
e0:31 htype: Ethernet
e0:31 hlen: 6
e0:31 hops: 1
e0:31 xid: 0x3dalfl3
e0:31 secs: 0
e0:31 flags: 0x0
e0:31 hw_addr: B4:DE:31:A4:E0:31
e0:31 client IP: 0.0.0.0



*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 my IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 server IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:10.878: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:10.878: [0000] 02 40

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 BOOTP[r1dp] op: REQUEST

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 htype: Ethernet
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hlen: 6
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hops: 1
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 xid: 0x3dalfl3
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 secs: 0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 flags: 0x0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hw_addr: B4:DE:31:A4:E0:31
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 client IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 my IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 server IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:20.885: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:20.885: [0000] 02 40

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
I-—- RLDP DHCP fails as there is no DHCP server providing IP address

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCP FAILED state for rogue 50:2f:a8:a2:0a:61

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 DHCP failed
*apfRLDP: Jun 05 15:03:20.885: Waiting for ARLDP request
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Rogue Detector AP

Rogue Detector®ORIELT > MUk, APV Y —ITROAN RZFEAL THERETEXT. AR
NDREDZE, 77T EsetAT—RAILBELET,

<#root>
tiagoAP.6d09.eff0O#
show capwap rm rogue detecto

r
LWAPP Rogue Detector Mode

Current Rogue Table:

Rogue hindex = 0: MAC 502f.a8a2.0a6l,

flag =0

, unusedCount = 1
Rogue hindex = 0: MAC 502f.a8a2.0a60,

flag =0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d41,

flag =0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d40,

flag =0
, unusedCount = 1

I--- once rogue is detected on wire, the flag is set to 1

AP A2 Y—=)IAOENETF/NY T X R



<tfroot>

Rogue_Detector#

debug capwap rm rogue detector

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

AIEHLE
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05
05
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05
05
05
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05
05
05
05
05
05
05
05
05
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05
05
05
05
05
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08:
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08:
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08:
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37:
37:
37:
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37:
37:
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37:
37:
37:
37:
37:
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37:
37:
37:
37:
37:
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37:
37:
37:
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38:
39:
39:

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
19.
19.
19.
19.

747:
747:
747:
747:
747:
747:
747:
747:
747:
747:
748:
748:
748:
748:
748:
748:
749:
749:
749:
749:
749:
774:
774:
774:
774:
775:
325:
325:
323:
324:

FRENhDITNY T

<tfroot>

*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:

*apfRogueTask_3:
*apfRogueTask_3:

*apfRogueTask_3:

Cl ass mmli ci ous,

Jun
Jun
Jun
Jun

Jun
Jun

Jun

ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:

06
06
06
06

06
06

06

Change

13:
13:
13:
13:

13:
13:

13:

by

25:
25:
25:
25:

25:
25:

25:

11.
11.
11.
11.

11.
11.

11.

Received a rogue table update of length 170
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
wired
Flushing rogue entry 0040.96b9.4794
Flushing rogue entry 0022.0c97.af80
Flushing rogue entry 0024.9789.5710
Got ARP src 00l1d.alcc.0e9%e

Got wired mac 001d.alcc.0e9%e

Got ARP src 00l1d.alcc.0e9%e

Got wired mac 001d.alcc.0e9%e

Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got

840:
840:
840:
840:

840:
840:

840:

00:
00:
00:
00:

00:
00:

00:

a3:
a3:
a3:
a3:

a3:
a3:

a3:

mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac
mac

8e:
8e:
8e:
8e:

8e:
8e:

8e:

0023.
0023.
0023.
0023.
0023.
0023.
0023.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0040.
0040.

db:
db:
db:
db:

db:
db:

db:

01:
01:
01:
01:

01:
01:

01:

ebdc.

ebdc

ebdc.
ebdc.
ebdc.
ebdc.
ebdc.
1431.
148a.
148a.
148a.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
96b9.
96b9.

b0
b0
b0
b0

b0
b0

b0

lac4
.lac5
laca
lacb
lacc
lacd
lacf
e9ef
cazb
ca2d
cazf
3570
3574
357b
357c
357d
357f
3dcd
3ff0
3ff2
4aec
4b77

Updated AP report b4:de:31:a4:e0:30 rssi -33, s
Looking for Rogue 00:a3:8e:db:01:b0 in known AP
Rogue AP 00:a3:8e:db:01:b0 is not found either

Rogue in same state as before : 6 ContainmentLe

Rogue detected by AP: b4:de:31:a4:e0:30
RadioType: 2 TradInfo->containSlotId = 1 Receiv

Rogue before Rule Classification :

Auto State Contained Change by Auto



*apfRogueTask_3: Jun 06 13:25:11.840:
*apfRogueTask_3: Jun 06 13:25:11.840:

*apfRogueTask_3: Jun 06 13:25:11.840:

00:a3:

00:a3:

00:a3:

Rogue AP: 00: a3: 8e:db: 01: b0 autocontain =

*apfRogueTask_3: Jun

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

Contains rogue with

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

HREIR

06

06
06
06
06
06
06
06
06
06
06
06
06
06
06
06
06

13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

25:

25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:

11.

11

11.
11.

11

11.
11.

11

11.
11.

11

11.
11.

11

11.
11.

11

840:

.840:
840:
840:
.840:
840:
840:
.840:
840:
840:
.840:
840:
840:
.840:
840:
840:
.840:

00:

00:
00
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

1

a3:

a3:
:a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:

8e:db:01:

8e:db:01:

8e:db:01:

Mode = 6

8e:

8e:
:db

8e

8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:

db:

db

db
db
db
db
db
db
db
db
db
db
db
db
db
db

:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

01:

b0

b0

b0

b0

b0
b0
b0
b0
b0
b0
b0
b0
b0
b0
b0
b0
b0
b0
b0
b0

Rogue doesnt qualify for rule classification :

Manual Contained Flag = 0, trustlevel = 6

apfRogueMode : 6 apfRogueContainmentLevel : 4 1

Trying Containment on 1 band for rogue

Skipping xor radio for 1 band and cont slotid 1
Found 0 channels to try containment for rogue
Trying Containment on 2 band for rogue

Rogue detected on detected slot 0 contains slot
Found 1 channels to try containment for rogue
RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -28
RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -31
RSSI SORTED AP MAC b4:de:31:a4:e0:30 RSSI = -33
Detecting AP MAC 00:27:e3:36:4d:a0 RSSI = -28 t
Detecting AP MAC 00:27:e3:36:4d:a0 RSSI
Detecting AP MAC b4:de:31:a4:e0:30 RSSI = -33 t
Rogue already contained by AP 00:27:e3:36:4d:a0
Rogue already contained by AP 00:27:e3:36:4d:a0
Rogue already contained by AP b4:de:31:a4:e0:30

Il

I
w
=
+

3 container AP(s).Requested contai nment |level : 4

06 13:25:11.
06 13:25:11.

840: 00:a3:8e:db:01:
840: 00:a3:8e:db:01:

b0
b0

Checking Impersonation source 00:a3:8e:db:01:b0
Known AP 0 mfp global O AP Auth Global 0 mfp Im

1. A—AJL/Flex-ConnectE— RDAPIZ I, BRI EICIBDTF NI RAZ—EILEHD N
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