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BADEVENT:Event 'eapResp' I 32 ML —A/NY A FIET&H % Cisco Bug ID
CSCsl46209 ( BEI—FEMA ) : WGB 1242 11g EEA )£y MREEICE XY, B3 E
1t 9 % Cisco Bug ID CSCsl58071 ( & 11— EM ) : WGB |& EAP-TLS THFFLT A DIC
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—HER)ZFEAL TSEEL,

Microsoft CA 2 8E19 % (X ELZES)

Windows 2003 Advanced Server %Z £ H 9 % Microsoft CA ZBE< ICIE. XROF)IEZETLET,

1. £9, ISEAARN=JLUE T, [Control Panel] > [Add/Remove Programs] > [Windows
Components] > [Application Server] D JEIZERL £,

2. R, CAZA2ARN—I)LUZET, [Control Panel] > [Add/Remove Programs] > [Windows
Components] > [Certificate Services] M JEIZEIR L £ 3, [Enterprise Root CA] ZZEIRL £ T
o CAICHEBIZMFITF, XELTHEET,

ACS L H—)NAIARZEA A BR—=IF D

H—/NAEAEZ ACS ICAVARN—ILTBLEHIC, ROFIEZERITLERT,

1.ACS H—NLTHEHETRZTSIHFAS. CAZTSIALET,
URL : http://ip.of.CA.server/certsrv[Certificate] > [Advanced Request] > [Create and Submit a
request to this CA] ZERL & J, [Name (CN)] 71 =)L RIZBHZAHNLET, ThEX
ELTHEFT, [Type of Certificate Needed] RO Y 7’HA > X Z1—5H 5 [Server
Authentication Certificate] ZBIRLET, ¥— A7 a0 HSREERLET,
CSP:Microsoft Base Cryptographic Provider v1.0F— 4 X : 1024[Mark keys as
exportable] ICF I v V& ANhET, [Store certin the local computer cert store] IZA >/ IC T
B, HEINTFT7FIILRDEREFEEL, [Submit) Z01) Y U LE T, Certificate Pending A
T—RA LAR—BNH. TYour certificate request has been receiveds IC&2TWA & &
BLTLKEEVY, BENFr 25461, MSKB 323172 25835 A, Active X DEEIZHKSD
AREEDOHDEDZRL TS EEL,

2.RlZ, CAT, CAOEEBI—FT 1T 1"k, [Start] > [Administrative Tools] >
[Certification Authority] ZiZIRL E7, £fIICHSD CATA I ZEML T, [Pending
Requests] D TZRLET., AAIICHD ACSHSNDERZEEFY UYL T, [All Tasks] >
[Issue] ZiBIRL &9, ERIE. [Issued Certificates] D FICRRENTVR T TT,

3.ACS H—/NICER>T. &5 —[E http://ip.of.CA.server/certsrv 27 5 DAL & T, [View the
status of a pending certificate request] 22 1) ¥ 2 L& ¥, [Server Authentication Certificate]
Z91)Y O ULET, [Install this certificate] 22U Y O LFE T,

ACS IC CARIHARZEAZAP—ITS

RDATY T#ER2ITLET,

ACS H—NLETEBRTZDTSIOHHS, CAZTZVALET,
URL : http://ip.of.CA.server/certsrv

1. [Download a CA certificate, certificate chain, or CRL] Z92 )Y VL& T,

2. [Encoding method: Base 64] ZiZIRL £ 7,

3. [Download CA certificate] 22 JY O LE T,

4. cer 77 A ILZBWVWTAH S [Install Certificate] 20 'JY VL&,

5. f(EHEDAVAR—N D4HF—RT, [Next] 201 Y UL THS [Place all certificates in the
following store], [Browse] DJEIZV VY O LFT,



6. [Show physical stores] RY JAICF I Y IN—V 2T ET,

7. [Trusted root certification authorities] Z&B L T. [Local Computer] ZiEIRL TH 5 [OK] %
VY OLET,

8. [Next]. [FINISH]Z%21JY 2L TAH S [The import was successful] RY 7 AT [OK] Z T 1)V
L&,

H—/NIAREFERATDILEHICACSEZEYNTYTIS

RDATY T#RZTLET,

1. ACS #—/\ T, [System Configuration] ZiZRL £9,
2. [ACS Certificate Setup] Z&RL £,

3. [Install ACS certificate] ZiZIRL £9,

4. [Use certificate from storage] Zi#RL £ 7,

5 INDFIETHEMRMLECNBEZAANLET,

6. [Submit] B U Y I LET,

7. ACS H¥—/\XT, [System configuration] 221 Y L& T,
8. [ACS Certificate Setup] Zi&IRL £ 7,

9. [Edit Certificate Trust List]ZiERL £ 7,

10.CADRY JRAIZF IV ION—VZRTET,
11.[Submit] EZ U Y H LE T,

EAP-TLS T WGB ISR {Th B2 EHIC ACS 2B ET D

WGB A" ACS I TREET D LS IC ACS ZRETBICIE. ROFIEZETLERT,

1.NAS (AAA 9S54 TR ) ELTWLC #EBMULET, ACS GUI T, ZIIC%H % [Network
Configuration] 22 1) Y 2 L& 3, AAAClients D FT[AddEntry] 20U Y VL& T, [AAA
Client Hostname] IZ&81Z AL E T, [AAA Client IP Address] IC WLC DEBA > X—7
IAAIP7RLAZAHDLET, [Shared Secret] I RADIUS ¥F—Z A DL TENZXTEL
THEET, [Authenticate Using] RAY 7’HAD > XZa1—A 5 [RADIUS (Cisco
Airespace)] ZiEIRL £, [Submit+Apply] 20U Y I LET,

2. ACS T EAP-TLS # 4 Z—7JLICLE ¥, [System Configuration] > [Global Authentication
Setup] #2IRL £F, [EAP-TLS] T. =& XE. [PEAP] ® [EAP-TLS] Tk <. [EAP-
FAST] ®#%3® kv 7LAJL [EAP-TLS] T. [Allow EAP-TLS] ICF I v 93 —9 %[ HE
To 3DHIAPAEERA T3 OIRNTUTFIVIN—T %S ITET, [Submit +
Restart] Z#RL £ 7,

3.ACS ELTWGB ZEML T, [User Setup] T. [User] /NZILICWGB OBEBZADLT
. [Add/Edit] 2O Y OLET, COHITIK, "WGBL ZFEALTVET, #HBETIONE
LWANAD—RZAHDLET, <hld EAP-TLS TREAETNTVELAN, AT,
[Submit] 27U Y ZLET,

ACS \DEREEZETS b Ic WLC ® WLAN 258 ET D

RDATY TE#RITLET,

1.WLC D GUI T STJAXLZET,
2. ACS Z RADIUS H—/Y UANIZIEIL £T, [Security] > [AAA] > [RADIUS] >



[Authentication] Z1EIRL T [New] 22 )Y U LE T, [Server IP Address] /Y&JLIC ACS IP
TFRLAZADLET, BIOFIED RADIUS REMBRZADILET, [Applyl 20UV 5
LET,

_EAP-TLS ¥ 547> h® WLAN Z3&HL £, [WLANS] T [New] 2 U Y FLET,
[Profile Name] & & OF [WLAN SSID] £L T SSID Z# AL £, [General] Z7 T [Enabled]
FIVvIORY DA%ZEFICL, [Broadcast SSID] Z21TVE T ( BLEBIFES ) . [Security] Z
T TRERTLUET, [Layer2] ® 7 T, [Layer2 Security] ROY 7RI XZ1—H5
[WPA+WPA2] %i®iR L, [WPA Policy with TKIP encryption] lcF I v VX —0 & 137,
[WPA2 policy with AES encryption] A 5F T ¥ VX —2 %4 L T, [802.1X for Auth Key
Mgmt] ZBIRL ET. ACSAHAITO—NILETFT7 4N RADIUS H—NTHBDBEEZRE.
[AAA Server] T [ACS] ZEBMLET, [Apply] ZV Y ILET,

WGB QI A RZFRET S

RDATY T#RZTLET,

X:ZOFETE, OBE—T > RR—AMNAREFEALET, TFTP B K SCEP OEAFED
FME., TCisco3200 > )—X DANXYLAMCY 7RI F7 OA74Fa1L—232 H4 Ry
D T"OUZTNpkiCLI ZE@EHFL =GB EDRE BSRBLTLSEE L,

1. BEICISUTWGEB DRARE, RXSMVEB, BRZRELXT, RAMNBREROFEIET
ACS ICZEDHRANAICANLEI—HEBE—BIDBENHYNET,

ap#configure terminal
ap (config) #hostname WGB
WGB (config) #

AEEANEL<EMET B -OIC, BRRZELKRETIHLENH 'V ET (clock set exec CLI
Tk sntp U—NERELET ),
.CAHADORNZARNRKRANZRELET,

WGB#config term

WGB (config) #crypto pki trustpoint CUT-PASTE
WGB (config) #enrollment terminal

WGB (config) #subject-name CN=WGB

5; . subject-name CN=<ClientName> ?E’}'—i LaeWe . Microsoft CA /J‘“EEEH %@%fﬁ' el 9&,5& L .

"The request subject name is invalid or too long.0x800940010x80094001
WGB (config) #revocation-check none

3 : revocation-check none_1 ¥ >/ Ki&, Cisco Bug ID CSCsl07349 ( & 1—HEH ) T
FHATNTVIBEBEZEB TS LOHICKLETT, WGB &, SHZEICEHES T ORFER/BEER
FTZETV, BERITDIOICRVEBRNIAHAYET,

WGB (config) #rsakeypair manual-keys 1024

.WGB IZ CAFEFAEZ A VAN —I)LLET, CAHBENIE—ZEZRMBLET, CAZT SV
AL ZE9, URL : http://ip.of.CA.server/certsrv[Download a CA certificate, certificate chain, or
CRL] Z2 1Y YL %ET, [Encoding method: Base 64] Zi#IRL £ 9, [Download CA
certificate] 27 )Y O LET, cer 77N ERELET, CAREHEZASA AR =ILZE
9,

WGB (config) #crypto pki authenticate CUT-PASTE
Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
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CCT, HIOFIETHIVO—RLE cer 77 AUASDTHFARNER—ARNLET,

quit

Certificate has the following attributes:
Fingerprint: 45EC6866 A66B4D8F 2E05960F BC5C1B76
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported
WGBIZVZAT > NEAEZERLTAARN=I)LLET., WCB ICREABERZERL
9,

WGB (config) #crypto pki enroll CUT-PASTE
% Start certificate enrollment ..

% The subject name in the certificate will include: CN=WGB

% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no

Display Certificate Request to terminal? [yes/nol: yes

Certificate Request follows:

MIIBjzCB+QIBADAVMQwwCgYDVQQODEWNXROIxHzAdBgkghkiGOwOBCQIWEFAHQi5]
Y¥211d21maS53b20wgZ8wDQYJKoZIhveNAQEBBQADGY0AMIGJIJAOGBAMuyZ0Y/xI30
6Pwch3gA/JoBobYcvKH1c0BOgqvgPgCmZgNb8nsFDV8ZFQKb3ySdIx1gOGtrn/Yoh
2LHzRK1i+AWQHFGAB2vkFD0SJD8A6+YD/GgEdXGoo/e0eqd7LgFq0wpUQoY1PxsPn
QUCK9ZDwA8EZNYdxU/jBtLGIMLX4gtadAgMBAAGYITAfBgkghkiGOwOBCQ4AXE]AQ
MA4GA1UJDWEB/WQEAWIFoDANBgkghkiGOw0OBAQQFAAOBgQASCItCKRtul6JmG4rz
cDRO01QdAmNYDuwkswHRgSHDMjVvBmogA2bKeNsTj+svuX5S/Q2cGbzC60LN/ £tQ7
fw+RcKKm8+SpaEnU3eYGs3HhY7WIL4AMY4JkY8I89ahl5/V82S0IA0fCIDYy5BVBP6
hk7GAPbMYkW9wJaNruVEvKYoLQ==

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
WGB (config) #

DENZUREL EEAT, CAICRUTOZA T MNI—FAAEZERLET, CAICT Y
TATEDPCEZBE>T. ROFETI—HARAFLEERLET, CAZTFVALET,
URL : http://ip.of.CA.server/certsrv[Request a certificate] #7°> 3> #&IRL £ T,
[advanced certificate request] 77°2 3 2 ZBIRL £, [Submit a certificate request by
using a base-64-encoded CMC or PKCS #10 files, or submit a renewal request by using a
base-64-encoded PKCS #7 file] 77> 3> &BIRLE T, LBIEAL = Tcrypto pki

enroll; XY RADS I0S AFERUZAEAZEERICR—ARNL T, ERZEBLET. &E
[Z. TBase 64 encodeds &L TRIAEZAJO—RLET, X : IABHFWGBICNL T
EECEREN, HYTIIT UMK TWGB, (WGBKERELEI—YH ) ZCNELTHEST
WAHCLERBIDIVENHYET, WGB IZI—HRIHEEZAARN=ILET,

WGB (config) #crypto pki import CUT-PASTE certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

CCT. BOFIETHAIVO—RLE ceor 77 A LA SDTFFARER—ANLET,



% Router Certificate successfully imported

5.WGBCLI » SRRl ZHFZELE T,
WGB#show crypto pki certificates
Certificate

Status: Available
Certificate Serial Number: 1379B07200000000000C
Certificate Usage: General Purpose
Issuer:
cn=AARONLAB
Subject:
Name: WGB
cn=WGB
CRL Distribution Points:
http://wcswin/CertEnroll/AARONLAB.crl
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associated Trustpoints: COPY-PASTE

CA Certificate
Status: Available
Certificate Serial Number: 612683248DBA539B44B039BD51CD1D438
Certificate Usage: Signature
Issuer:
cn=AARONLAB
Subject:
cn=AARONLAB
CRL Distribution Points:
http://wcswin/CertEnroll/AARONLAB.crl
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associated Trustpoints: COPY-PASTE

HBEICIHUTWGEBSSID, Y7V A b, ERERETD

RDATY TEERITLET,

1.8SID ZFRELET., chik, COBDOFIET WLC ICHU TEREL = SSID &£ —H T B %
BENfHYERY,

dotll ssid EAPTLS
authentication network-eap eap_methods
authentication key-management wpa version 1
dotlx credentials EAPTLS
dotlx eap profile EAPTLS
infrastructure-ssid

2.EAP-TLS H7UAV RN ERELET, I—HFEERNTARRI RO CNBRTF ACS D
—HEIVNIE—BIILENHYNET,

eap profile EAPTLS

method tls

!

dotlx credentials EAPTLS
username WGB
pki-trustpoint CUT-PASTE

BRMEBILDUTERA VA —TIAAZRELET, COHITIK, 2.4 GHz &R
( Dot11Radio0 ) A"ERAE NE T,

interface DotllRadio0

encryption mode ciphers aes-ccm tkip

ssid EAPTLS
!



packet retries 128 drop-packet
station-role workgroup-bridge

ENTYRMINSA128TlE, WCBREHARERRY IL—MAPICEENITSNLEETETHB -
., ChEFBETABEBWGCBIZELEERETT. MENICBEHL TLD WGB OBEEE.
EBmMLHETA2O0-—I2JDEICADBREZFERATEET,

packet retries 128

y: -

packet retries 128

mobile station period 5 threshold 82

(tune the mobile station command as needed for a specialized application)

NYST OFAFNAOIV NI ERETD (HELBET)

WGB D#EAIC1 D2 ED TNYST 9SA4T M FEETDHE. FEAE, Iﬁlm IP7 KL
AR5, BEETATVARVIPTF—R2#ENICEEELBZVERTNA AN HD5E. WGB
ECUWNDTNSDITAT RN EBRICBRETEDLSIC, BALBFIEERTIZDHEND
WET, COBITR. 292470 IPF7RLAWR 10.047.66 TH'),. MACT7 RL AF
0040.96b4.7e8f IC'Z>TUVE T,

CHDREZFEATRICIE,. ROFIEZRITLET,

1. 947> NAICWGBICEET VY IR ZRRELET,
B(config) #bridge 1 address 0040.96b4.7e8f
forward fastethernet0

2.WLC TMAC A8 IPAOBEENDT RLAIVEVTEZBELET. MAC 71 IILRUY
. AAA Override, DHCP ZERLBZW\WZ A2 A Z—7IIZTBICIE. WLAN 2#BELET

o

(Cisco Controller) >show wlan summary

I -——- Make a note of the WLAN ID for the SSID used for EAP-TLS. (Cisco Controller) >config
wlan disable 6

(Cisco Controller) >config wlan mac-filtering enable 6

(Cisco Controller) >config wlan aaa-override enable 6

(Cisco Controller) >config wlan dhcp_server 6 0.0.0.0

!--- Do not have DHCP required checked.

BI9ZATRMIMAC 74)ILEZ (MACHSIPADIYE>YT ) ZBMLET,
(Cisco Controller) >config macfilter add
0040.96b4.7e8f 6 management "clientl"™ 10.0.47.66

802.11a (5 GHz ) A" EA= h =B ES DO KB B MEIF

802.11a l& 802.11b/g ( 2.4 GHz ) ICERTABY B OF v XL EHR—KT2H0OT, FATR
BINTOFVYRILNZAF Y FTRDEHICHABYRVWGEB ZEIBETEET, TOLESH, 5GHz
TO—X20LTVWBEE®, I—NAP «@EﬁF‘u‘iEﬁ@fﬁ@f?Jﬂi\ BB UeEEr oY)
£9, TSI, DFSFYyRIEFEATIHEE. FYRIILDODAF Y UMD BYVRIHIDDZEND
V), DFSL—ZF —RBRHEARNODEBTEWNMEIENRETDAEEN BV ET,

ZT0lz®H, 802.11a ZEATRHFEE. FCC RXAVABZETH DFS F v RILOEAZR T,
UNI-1 & UNII-3 OFEE T Z2FERTA N ERENET, WGB @ Dot11Radiol 41 > X —7
IAARE, AINLYD TV THEAROFYRIVETEZEAF Y ITRIRSICHRETILENHY)
£F9. AT, WO2HrDFlZRLET,



WGB (config-if) #mobile station scan
36 40 44 48 149 153 157

RIZTRT D, AP1242 O WGB BRED > 7L THY) . Chid CiscolOS Y7 hITTF J)—
A 12.4(10b)JA2, WPA1-TKIP @ EAP-TLS F38E. 24 GHz ZFAL TW&E T,

FEAR—ADFWICKY, COBRO—FOTHF2TELCBBLTVET,

version 12.4
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname WGB
!
logging buffered 200000 debugging
enable secret 5 $1$xPtX$hjxzdWVR9gadykoxLYba9l
!
no aaa new-model
clock timezone MST -7
!
1
!
dotll ssid EAPTLS
authentication network-eap eap_methods
authentication key-management wpa version 1
dotlx credentials EAPTLS
dotlx eap profile EAPTLS
infrastructure-ssid
!
power inline negotiation prestandard source
eap profile EAPTLS
method tls
1
!
crypto pki trustpoint COPY-PASTE
enrollment terminal
subject-name CN=WGB
revocation-check none
rsakeypair manual-keys 1024
1
!
crypto pki certificate chain COPY-PASTE
certificate 1379B07200000000000C
[...]
quit
certificate ca 612683248DBA539B44B039BD51CD1D48
[...]
quit
dotlx credentials EAPTLS
username WGB
pki-trustpoint COPY-PASTE
!
username Cisco password 0 Cisco
!
bridge irb




1
interface DotllRadio0

no ip address

no ip route-cache

!

encryption mode ciphers tkip

!

ssid EAPTLS

!

packet retries 128 drop-packet
station-role workgroup-bridge

no dotll gos mode

bridge-group 1

bridge-group 1 spanning-disabled
!
interface DotllRadiol

no ip address

no ip route-cache

shutdown

!

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
!
interface FastEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

bridge-group 1 spanning-disabled
!
interface BVI1

ip address dhcp client-id FastEthernet0
no ip route-cache

!
ip http server
no ip http secure-server
ip http help-path

bridge 1 route ip
1
1
!
line con 0
line vty 0 4
login local
!
sntp server 10.0.47.1
end

Cisco I0OSHZ VA hnovOY VBT E., NVRAMICEKBZ8# L £ 9 (Cisco
IOSYZ R ITFU)—R12421a)JYEZERBRL = AT ALADES)

BTVAYREZRY ND— BB OARAER—AFAZRITID LS ICHREES N TV ABCisco
I0STINA A, RIZHTIAYNERENZH, ChSOFIEZRITLEVWRY, XY KD —
JICERTERVARENIHYET,



H7UARZ2)O—REB, XY RND—JICEBRITBEIC, YT7UDD M EBRBRKZAZREL
H—NOIREZRIATEDRSICTBDICE, YTUAY NENTPH—NDSEKAEZZEBL,
NVRAMIZEEZH ZEZ AT RSICERELE T, chld, CiscolOSY 7RI TTFTVI—XA
124212 )Y/ BB TE2 IR TOIATLAOERTT,

RDATY TERITLET,

1. HTVAVRDZRY RD—=O T VR ZEFE > TLVABHAOEEENTPH—/NICEHZZREL
. TOBZAZNVRAMICREFETBDRSICH TN NEZBRELE T, Hil1.1. (SNTPEERAL
N=RIOTITFHLUOA—ZFEALBVSATLADEE ):

Supp (config) #sntp server 10.0.47.1
Supp (config) #clock save interval 8
Supp (config) #end
Supp#write memory

Bl1.2: (NTPHFEREBENESATALT, N—RIVITFTHLUIA—HFBREEHTVEHEE)
Supp (config) #ntp server 10.0.47.1 iburst
Supp (config) #ntp update-calendar
Supp (config) #end
Supp#write memory

2. HTUAZRANTPH—=NICERY RDO—VEBELTHEY, BRNBEHHE N TVWD C & Z2H#T

LET, Hl2.1:

Supp#show sntp

SNTP server Stratum Version Last Receive
10.0.47.1 3 1 00:00:09 Synced
$il2.2:

Supp#show ntp status
Clock is synchronized, stratum 4, reference is 10.95.42.129

[ ... 1]
3.HTVAVKNIN=RIITOALUA—NHZDBEAFELVEREREL, T5THRVE
BRENVRAMIZRTFLE T, PIBAN—KRIITFTAHALUA—=HFBEVWATLORE : Y 7VH
vhEUO—RLT, BZAANVRAMICREENATVS ZE2BRELET, VO— RE,
NTPH—NAEATELAVEETE, BZNFEEELVCEEBRELET,

Supp#show clock detail
*08:24:30.103 -0700 Thu Apr 15 2010
No time source

BIB2ZN—RIIFALUVA—2ERTIATLOBE : RENOELVKZHZ/N—RDUI
TFHLVE—ICEEIAKRET,

Supp#clock update-calendar

ALH—HAELWC EZHELET,

Supp#show calendar

i

CoTR. REFERCHELTVWAAES N ERBLET,

TFIRTYNAEZ—7VR Y=L (BEI—HYEH) (OIT) F, BE®D show IX > R&EH
R—KRLET, OITZFEAL T, show AV ROB IO HERRTLET,

WGB ##i 2L X7
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WLC T, WGB DM MAC 7 KLARTYS I -3 954 FYRELTERRENET, U
T, W<2HOBERLET,

(Cisco Controller) >show client summary
Number of Clients.......i.iiiii ittt 5

MAC Address AP Name Status WLAN/ Auth Protocol Port Wired
Guest-Lan

00:00:39:dd:4d:24 AP0019.e802.3034 Associated 6 Yes N/A 4 No
00:0e:9b:cb:d3:9c AP0019.e802.3034 Associated 1 No 802.11b 4 No
00:16:6f:50:e1:25 AP0019.e802.3034 Probing N/A No 802.11b 4 No
00:19:56:b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No
00:40:96:b4:7e:8f AP0019.e802.3034 Associated 6 Yes N/A 4 No

Use "show client detail <MAC>" to see more information on the WGB:
(Cisco Controller) >show client detail 00:19:56:b0:7e:b6

Client MAC AdAresSsS. ...ttt ittt ettt e e 00:19:56:b0:7e:b6
Client UsSername . ... .. ...ttt meenneenneennnn WGB

AP MAC AdQr eSS . ittt ettt et e et ettt ettt eeee e 00:19:29:42:e4:10
Client State. ... ...ttt Associated
WOrkgroup Bridge....cceeeeeeeecesccccccccsscaccaes 2 client(s)
Wireless LAN Td. ...ttt tmm ettt eeee e 6

2 10 00:19:a9:42:e4:15
Channel. . ...ttt e e et e e e e 1

IP AdQr eSS . i ittt ittt e e e e e e e e e e e e e e 10.0.47.23

WGB T, APADT VYIS T —>3a>nEFM%zEHERT S =8 show dot11 associations IV > R
& show dot11 associations all-clients X > RZFERALET. WGBOFT7 AN TF—Kho I A
% ping $5IClk, pingwxy.z AN RZEFEALET,

WGB DU ZAT > Nz Z#IELE T,

WGB Tl&. FastEthernet0 1 X —7 I A AN SEBULLET RL AZHRFET D128 show
bridge 1 fastethernet0 1Y > RZFRATEEX T,

WGB.Cisco.COM#show bridge 1 fastethernet0

Total of 300 station blocks, 292 free
Codes: P - permanent, S - self

Bridge Group 1:

Address Action Interface Age RX count TX count
0000.39dd.4d424 forward FastEthernet0 1 328 71
0040.96b4.7e8f forward FastEthernet0 P 0 352

On the WLC, the WGB's wired clients will show up as associated clients with
protocol "N/A":
(Cisco Controller) >show client summary

Number of ClientsS. .. ...ttt it eeeeeenn 5

MAC Address AP Name Status WLAN/ Auth Protocol Port Wired
Guest-Lan

00:00:39:dd:4d:24 AP0019.e802.3034 Associated Yes N/A 4 No

00:0e:9b:cb:d3:9¢c AP0019.e802.3034 Associated 1 No 802.11b 4 No

00:16:6£:50:e1:25 AP0019.e802.3034 Probing N/A No 802.11b 4 No



00:19:56:b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No
00:40:96:b4:7e:8f AP0019.e802.3034 Associated 6 Yes N/A 4 No

(Cisco Controller) >show client detail 00:00:39:dd:4d:24

Client MAC AdAresSS. . vt tn ettt 00:00:39:dd:4d:24
Client USETrName . .. ... vitmemmemeneeeeeenenen. N/A

AP MAC AdAreSS .« it vttt ittt ettt et e ieeeiae 00:19:a9:42:e4:10
Client State. ...ttt ittt et et eeieeenn Associated

Workgroup Bridge Client....cccceceeeecccccccccccns WGB: 00:19:56:b0:7e:b6
Wireless LAN Td. ...ttt mtn e e teeeneenenn. 6

2 1 00:19:a29:42:e4:15
Channel. ... ... et e ettt 1

N | 1 Rl

CoTR. BEORS TNV 1—F A4 I ERATEBBBETLET,

RSV 2A—F4290EHOIIVR

TIORTYIRNAEZ=TVEY=) (BEEI—HEH) (OIT) IF. BEND show IX R&H
R—KLEFT, OIT ZFEHAL T, show AN ROBIOoHZERRLET,

X :debug ONV REFEATSHEIC, Tdebug AN ROEEZER. 25RBL T EEV,
FINY T 0

- WGB il D 6
- WLC Il Dl

WGB fill @ %l

WGB T, cOHllE 24GCGHz ZEL TVWE T, 5GHz 2EA T 3HESE. Dot11Radio0 Tlk %<
Dot11Radiol ZiEEL £ 7,

WGB#no debug dotll dotllradioO print printf

!-—— This runs the radio debugs through !--- the standard Cisco IOS logger. WGB#debug dotll
dotllradio0 trace print mgmt uplink

!-—- radio driver debugs: 802.11 management frames !--- and uplink events WGB#debug dotll supp-
sm-dotlx

!--- interface to the 802.1X supplicant

RIZRTORE, AIORETCRBENLEBEOTYSI—>320FTT,

WGB fil 6l

Mar 4 23:22:39.427: 108DDOBF-0 Uplink: Enabling active
scan

Mar 4 23:22:39.427: 108DD0OD0-0 Uplink: Not busy, scan
all channels

Mar 4 23:22:39.427: 108DDODE-0 Uplink: Scanning

Mar 4 23:22:39.430: 108DDF83-0 Uplink: Rcvd response

from 0019.a942.e415
channel 1 3237

!--- WGB scans the 2.4 GHz channels, !--- found an AP on
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channel 1. Mar 4 23:22:39.470: 108E7B31-0 Uplink:
dotll_uplink_scan_done: ssnie_accept returns 0x0
key_mgmt 0x50F201 encrypt_type 0x20 Mar 4 23:22:39.470:
108E7B67-0 Uplink: ssid EAPTLS auth leap Mar 4
23:22:39.471: 108E7B77-0 Uplink: try 0019.a942.e4l1l5, enc
20 key 1, priv 1, eap 11 Mar 4 23:22:39.471: 108E7B93-0
Uplink: Authenticating Mar 4 23:22:39.479: 108E9C71 t 1
0 - BOOO 13A 42E415 BO7EB6 42E415 D9EO auth 1 6
algorithm 128 sequence 1 status 0 Mar 4 23:22:39.480:
108EA160 r 1 73/ 26- B0O00 13A BO7EB6 42E415 42E415 5E70
auth 1 37 algorithm 128 sequence 2 status 0 221 - 0 40
96 C 1 A 22 79 95 1A 7C 18 1 0 0 CA 4 0 0 0 0 74 52 EA
31 F4 9E 89 5A !--- WGB completes 802.11 authentication.
Mar 4 23:22:39.480: 108EA1EB-0 Uplink: Associating Mar 4
23:22:39.481: 108EA951 t 1 0 - 0000 13A 42E415 BO7EB6
42E415 DI9F0 assreqg 1 119 cap 431 infra privacy shorthdr
listen interval 200 ssid EAPTLS rates 82 84 8B C 12 96
18 24 extrates 30 48 60 6C aironet WGB.Cisco.COM load 0
clients 0 hops 0 device 7C-2700 refresh 15 CW 0-0 flags
0 distance 0 ccxver 5 221 - 0 40 96 14 0 IP 10.0.47.23 1
wpal mcst tkip ucst tkip keymgmt wpa cap 2800 221 - 0 40
96 6 2 Mar 4 23:22:39.484: 108EB2C6 r 1 80/77 19- 1000
13A BO7EB6 42E415 42E415 5E80 assrsp 1 101 cap 31 infra
privacy shorthdr status 0 aid C003 rates 82 4 B 16
aironet AP0019.e802.303 load 0 clients 0 hops 0 device
8F-2700 refresh 15 CW 31-1023 flags 40 distance 0 IP
10.0.47.6 0 ccxver 5 221 - 0 40 96 14 0 221 - 0 40 96 C
1 A22 7E 95 1A 7C 181 0 0 CB 4 0000 FB 4C F3 7D D
29 71 E2 !--- WGB completes 802.11 association. Mar 4
23:22:39.486: Uplink address set to 0019.a942.e415 Mar 4
23:22:39.486: Initialising common IOS structures for
dotlx Mar 4 23:22:39.486: Done. Mar 4 23:22:39.486:
DOT1X_SHIM: Start supplicant on DotllRadioO (credentials
EAPTLS) Mar 4 23:22:39.486: DOT1X_SHIM: Starting
dotlx_mgr_auth (auth type 128) Mar 4 23:22:39.486:
DOT1X_SHIM: Initialising WPA [or WPA-PSK or CCKM] key
management module !--- Starting the EAP-TLS supplicant
Mar 4 23:22:39.488: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415 Mar 4 23:22:39.489: DOT1X_SHIM:
No AAA client found for 0019.a942.e415 (on DotllRadioO)
Mar 4 23:22:39.489: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415 Mar 4 23:22:39.490: DOT1X_SHIM:
No AAA client found for 0019.a942.e415 (on DotllRadioO)
!--—- The "No AAA client found" message appears !--- to
be a bogon and can be ignored. Mar 4 23:22:39.491:
DOT1X_SHIM: Dotlx pkt sent (uplink) with dest
0019.a942.e415 Mar 4 23:22:39.491: 108EB9B4-0 Uplink:
EAP authenticating Mar 4 23:22:39.491: 108EBD22 r 11 73/
4 - 0802 13A BO7EB6 42E415 42E415 5E90 164 0100 0034
0101 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53
2C6E 6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C
706F 7274 6964 3D34 0000 Mar 4 23:22:39.492: 108EC770 t
11 0 - 0801 13A 42E415 BO7EB6 42E415 DAOO 168 EAPOL2
EAPOL start Mar 4 23:22:39.492: 108ECA4D r 11 74/ 18-
0802 13A BO7EB6 42E415 42E415 5EAO0 164 0100 0034 0102
0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F
7274 6964 3D34 0000 Mar 4 23:22:39.492: 108ECDE2 t 11 0
- 0801 13A 42E415 BO7EB6 42E415 DA10 168 EAPOL2 EAP id 1
resp ident "WGB" Mar 4 23:22:39.493: 108ED000 t 11 0 -
0801 13A 42E415 BO7EB6 42E415 DA20 168 EAPOL2 EAP id 2
resp ident "WGB" Mar 4 23:22:39.524: 108F50C4 r 11 74/
18- 080A 13A BO7EB6 42E415 42E415 5ECO 131 0100 0013
01AF 0013 1101 0008 E23F 829E AE45 57EB 5747 4200 0000




0000 0000 00 !--- The WGB sends an EAPOL START, !--- the
WLC authenticator sends an EAP ID Request, !--- and the
WGB responds with an EAP ID response. Mar 4
23:22:39.525: DOT1X_SHIM: No AAA client found for
0019.a942.e415 (on DotllRadioO) Mar 4 23:22:39.525:
DOT1X_SHIM: Dotlx pkt sent (uplink) with dest
0019.a942.e415 Mar 4 23:22:39.526: 108F57D0 t 11 0 -
0801 13A 42E415 BO7EB6 42E415 DA30 168 EAPOL2 EAP id 175
resp nak 0D Mar 4 23:22:39.547: 108FA89C r 11 86/77 19-
080A 13A BO7EB6 42E415 42E415 5EDO 118 0100 0006 01BO
0006 0D20 0000 0000 0000 0000 Mar 4 23:22:39.547:
DOT1X_SHIM: No AAA client found for 0019.a942.e415 (on
DotllRadio0O) Mar 4 23:22:39.561: DOT1X_SHIM: Dotlx pkt
sent (uplink) with dest 0019.a942.e415 Mar 4
23:22:39.561: 108FE059 t 11 0 - 0801 13A 42E415 BO7EB6
42E415 DA40 186 EAPOL2 EAP id 176 resp tls 8000 0000
3216 0301 002D 0100 0029 0301 47CD D9BF CE1B 71B1 A815
CB99 8C80 8876 39F2 57A3 OF02 F382 147E 9D0OC 657E 3AA7
Mar 4 23:22:39.572: DOT1X_SHIM: No AAA client found for
0019.a942.e415 (on DotllRadioO) Mar 4 23:22:39.573:
DOT1X_SHIM: Dotlx pkt sent (uplink) with dest
0019.a942.e415 Mar 4 23:22:39.573: 10900868 r 11 86/77
20- 0802 13A BO7EB6 42E415 42E415 5EF0 11024 0100 O3F4
01B1 03F4 ODCO 0000 079D 1603 0100 4A02 0000 4603 0147
CDD9 B413 0683 9734 4D26 136F EC8F ECD3 5D3B 77C7 4D20
7DA1l 9B17 D7D3 E4A6 1720 Mar 4 23:22:39.574: 109012E6 t
11 1 - 0809 13A 42E415 BO7EB6 42E415 DAS50 168 EAPOL2 EAP
id 177 resp tls 00 Mar 4 23:22:39.582: DOT1X_SHIM: No
AAA client found for 0019.a942.e415 (on DotllRadioO) Mar
4 23:22:39.734: DOT1X_SHIM: Dotlx pkt sent (uplink) with
dest 0019.a942.e415 Mar 4 23:22:39.735: 1090317E r 11
/78 19- 0802 13A BO7EB6 42E415 42E415 5F00 1965 0100
03B9 01B2 03BY9 0DOO C687 1DB6 065B 2467 2609 EESF 9C64
F3A9 C199 493E 2B79 F157 1765 6C2F C409 4D54 7DA4 6791
4859 ECAA 685B 0F66 C5E9 22A6 Mar 4 23:22:39.736:
10928A31 t 11 0 - 0801 13A 42E415 BO7EB6 42E415 DA6O
11239 EAPOL2 EAP id 178 resp tls 8000 0004 B316 0301
036D 0BOO 0369 0003 6600 0363 3082 035F 3082 0247 A003
0201 0202 0Al13 79BO 7200 0000 0000 0C30 0DO6 Mar 4
23:22:39.755: 1092D464 r 11 /78 18- 0802 13A BO7EB6
42E415 42E415 5F40 165 0100 0035 01B3 0035 0D80 0000
002B 1403 0100 0101 1603 0100 20B8 EBFA 2DDB 2E1A BF384
37A8 892C 84C5 50B2 B1A5 6F3E B2B5 981A 2899 1DE2 B470
6800 Mar 4 23:22:39.755: DOT1X_SHIM: No AAA client found
for 0019.a942.e415 (on DotllRadioO) Mar 4 23:22:39.760:
DOT1X_SHIM: Dotlx pkt sent (uplink) with dest
0019.a942.e415 Mar 4 23:22:39.760: 1092E92C t 11 0 -
0801 13A 42E415 BO7EB6 42E415 DA70 168 EAPOL2 EAP id 179
resp tls 00 Mar 4 23:22:39.770: 10930F50 r 11 75/80 19-
0802 13A BO7EB6 42E415 42E415 5F60 116 0100 0004 03B3
0004 0000 0000 0000 0000 Mar 4 23:22:39.770: DOT1X_ SHIM:
No AAA client found for 0019.a942.e415 (on DotllRadioO)
Mar 4 23:22:39.774: DOT1X_SHIM: Received Dotlx success -
Authenticated with EAP-TLS !/--- EAP-TLS authentication
is successful, !--- now come the keys. Mar 4
23:22:39.774: DOT1X_SHIM: treat key material as wpa-vl
v2 pmk Mar 4 23:22:39.774: DOT1X_SHIM: WPA PMK key size
truncated from 64 to 32 Mar 4 23:22:39.777: DOT1X_SHIM:
Got Eapol key packet from dotlx manager Mar 4
23:22:39.777: DOT1X_SHIM: Passing key packet to KM
module Mar 4 23:22:39.777: supp_km_processKey:
descriptor type = 254 Mar 4 23:22:39.777:
supp_km_processKey: key length = 137 Mar 4 23:22:39.778:
109319B7 r 11 /77 16- 080A 13A BO7EB6 42E415 42E415 5F70




1107 0103 0O5F FEOO 8900 2000 0000 0000 0000 0OO6E 64DO
C659 1C91 11D2 6040 C251 0592 E6B6 3799 OEDE B1BD B3A6
87B7 8C9B ODSE DF00 0000 0000 0000 0000 Mar 4
23:22:39.779: 109332C2 t 11 1 - 0809 13A 42E415 BO7EB6
42E415 DA80 1133 EAPOL key desc FE info 109 len 20
replay 0000000000000000 nonce
11AADA303F5F9B2357A932B3093483905E69F8408D019FB2EF56F7AD
706F0759 iv 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 mic
DBD06C383B83E3478F802844095E9444 datalen 1A key DD18
0050 F201 0100 0050 F202 0100 0050 F202 0100 0050 F201
2800 Mar 4 23:22:39.780: 109336C1 r 11 83/78 18- 0802
13A BO7EB6 42E415 42E415 5F80 1133 0103 0079 FEO1l C900
2000 0000 0000 0000 O1l6E 64D0 C659 1C91 11D2 6040 C251
0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B ODSE DF6E 64D0
C659 1C91 11D2 Mar 4 23:22:39.781: DOT1X_SHIM: Got Eapol
key packet from dotlx manager Mar 4 23:22:39.781:
DOT1X_SHIM: Passing key packet to KM module Mar 4
23:22:39.781: supp_km processKey: descriptor type = 254
Mar 4 23:22:39.781: supp_km_processKey: key length = 457
Mar 4 23:22:39.781: dotlx pakio_plumb_keys: trying to
plumb PTK key Mar 4 23:22:39.782: 10933E11 t 11 0 - 0801
13A 42E415 BO7EB6 42E415 DA90 1107 EAPOL key desc FE
info 109 len 20 replay 0000000000000001 nonce
00000000000000000000000000000000000000000000000000000000
00000000 iv 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 mic
3A59680D1130EC24B00F7246F9D0738F datalen 0 key Mar 4
23:22:39.785: 10934749 r 11 88/77 17- 0842 13A BO7EB6
42E415 42E415 5F90 1155 IV 0103007F-FE039100 2000 0000
0000 0000 026E 64D0 C659 1C91 11D2 6040 C251 0592 E6B6
3799 OEDE B1BD B3A6 87B7 8C9B 0OD5E D76E 64D0 C659 1C91
11D2 Mar 4 23:22:39.785: DOT1X_SHIM: Got Eapol key
packet from dotlx manager Mar 4 23:22:39.785:
DOT1X_SHIM: Passing key packet to KM module Mar 4
23:22:39.785: supp_km _processKey: descriptor type = 254
Mar 4 23:22:39.785: supp_km_processKey: key length = 913
Mar 4 23:22:39.786: dotlx _pakio_plumb_keys: trying to
plumb vlan key - length: 32 Mar 4 23:22:39.787: $DOT11-
4-UPLINK_ESTABLISHED: Interface DotllRadio0O, Associated
To AP AP0019.e802.303 0019.a942.e415 [EAP-TLS WPA] Mar 4
23:22:39.787: SLINK-3-UPDOWN: Interface DotllRadioO,
changed state to up Mar 4 23:22:39.789: 10934D63-0
Uplink: Done Mar 4 23:22:39.789: 10934D94-0 Interface up
Mar 4 23:22:39.790: 10934ED7 t 11 0 - 0841 13A 42E415
BO7EB6 42E415 DAAO 1115 EAPOL key desc FE info 311 len 0
replay 0000000000000002 nonce
00000000000000000000000000000000000000000000000000000000
00000000 iv 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 mic
DA60CCDAE27E7362B9B720B52715E081 datalen 0 key !--- The
keys are all distributed, !--- and the DotllRadioO0
interface is fully up.

WLC o F/xv T

WLC fl ) Bl

(Cisco Controller) >debug mac addr
00:19:56:b0:7e:b6




!--- Filter debugs on the radio !--- MAC address of the
WGB. (Cisco Controller) >debug dotll state enable

(Cisco Controller) >debug dotlx events enable

(Cisco Controller) >debug dotlx states enable

(Cisco Controller) >debug pem events enable

(Cisco Controller) >debug pem state enable

(Cisco Controller) >debug aaa packet enable

(Cisco Controller) >debuug aaa events enable

(Cisco Controller) >debug aaa events enable

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 Processing
WPA IE type 221,

length 24 for mobile
00:19:56:b0:7e:b6
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23
RUN (20)

Change state to START (0) last
state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23
START (0)

Initializing policy
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23
START (0)

Change state to AUTHCHECK (2)
last state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23
AUTHCHECK (2)

Change state to 8021X_REQD (3)
last state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23
8021X_REQD (3)

Plumbed mobile LWAPP rule on
AP 00:19:a9:42:e4:10
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6
apfPemAddUser2 (apf_policy.c:209)

Changing state for mobile
00:19:56:b0:7e:b6 on
AP 00:19:a9:42:e4:10 from Associated to Associated

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6
apfProcessAssocReq (apf_80211.c:4149)

Changing state for mobile
00:19:56:b0:7e:b6 on

AP 00:19:a9:42:e4:10 from Associated to Associated

!--- WGB is associated in 802.11. !--- Note in this case
that the WGB associated !--- when it was already
associated. Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6
dotlx - moving mobile 00:19:56:b0:7e:b6 into Connecting
state Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 Sending
EAP-Request/Identity to mobile 00:19:56:b0:7e:b6 (EAP Id
1) Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23
Removed NPU entry. Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Received EAPOL START from mobile
00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 dotlx - moving mobile
00:19:56:b0:7e:b6 into Connecting state Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Sending EAP-




Request/Identity to mobile 00:19:56:b0:7e:b6 (EAP Id 2)
Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received
EAPOL EAPPKT from mobile 00:19:56:b0:7e:b6 Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Received EAP Response
packet with mismatching id (currentid=2, eapid=1l) from
mobile 00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from mobile
00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Received Identity Response (count=2)

from mobile 00:19:56:b0:7e:b6 !--- WGB sends EAPOL START
while !--- WLC sends its EAP ID-request, !--- which
confuses the state machines for a moment, !--- but
eventually we get on track, and the WLC !--- gets its

ID-response from the WGB supplicant. Tue Mar 4 16:45:59
2008: 00:19:56:b0:7e:b6 EAP State update from Connecting
to Authenticating for mobile 00:19:56:b0:7e:b6 Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 dotlx - moving mobile
00:19:56:b0:7e:b6 into Authenticating state Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Entering Backend Auth
Response state for mobile 00:19:56:b0:7e:b6 Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Successful transmission
of Authentication Packet (id 17) to 10.0.47.42:1812,
proxy state 00:19:56:b0:7e:06-00:00 Tue Mar 4 16:45:59
2008: 00000000: 01 11 00 9c 85 82 35 15 62 0f 50 bd 32
60 0c e6 ...... 5.b.P.2°.. Tue Mar 4 16:45:59 2008:
00000010: de 94 b2 40 01 05 57 47 42 1f 13 30 30 2d 31
39 ...@..WGB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 le la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4
16:45:59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6c 63 32 30 /...tucson-wlc20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00

06 06 06 06....7Cc........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 34 06 00 00 00
13 oo, =..... Tue Mar 4 16:45:59 2008: 00000080:
4f 0a 02 02 00 08 01 57 47 42 50 12 <5 £3 £5 9c

O...... WGBP. .... Tue Mar 4 16:45:59 2008: 00000090: cO
81 Oe 3e 23 c0 a7 1b 03 £7 af 5b ...>#...... [ Tue Mar 4
16:45:59 2008: 00000000: Ob 11 00 47 54 d3 b6 45 75 eb
83 b7 97 7¢ 80 1b ...GT..Eu....|.. Tue Mar 4 16:45:59
2008: 00000010: 13 03 71 1d 4f 15 01 bO 00 13 11 01 00
08 3d 17 ..9.0......... =. Tue Mar 4 16:45:59 2008:

00000020: 4a 94 eb c7 3b 3e 57 47 42 18 0c 53 56 43 3d
30 J...;>WGB..SVC=0 Tue Mar 4 16:45:59 2008: 00000030:
2e 36 34 37 3b 50 12 67 50 d3 ad 88 7d 16 8b 5b
.647;P.gP...}..[ Tue Mar 4 16:45:59 2008: 00000040: di
25 57 56 b2 ec 76.%WV..v Tue Mar 4 16:45:59 2008:
****Enter processIncomingMessages: response code=11 Tue
Mar 4 16:45:59 2008: ****Enter processRadiusResponse:
response code=11 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Access-Challenge received from RADIUS
server 10.0.47.42 for mobile 00:19:56:b0:7e:b6 receiveld
= 7 Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:bb6
Processing Access-Challenge for mobile 00:19:56:b0:7e:b6
!--- The WLC forwards the ID-request info, !--- that it
had received !--- 1in 802.1X from the WGB supplicant, to
the RADIUS server, !--- 1in a RADIUS Access-Request
packet. !--- The RADIUS server responds with an Access-
Challenge. !--- If there is a configuration problem with
RADIUS, then either !--- the RADIUS server does not
respond, or it responds !--- with a RADIUS Access-




Reject. !--- If EAP-TLS goes well, there is much back
and forth !--- between the EAP exchange on the wireless
!--- 1ink, and the RADIUS exchange between the WLC and
ACS. Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Entering
Backend Auth Reqg state (id=176) for mobile
00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 WARNING: updated EAP-Identifer 2 ===>
176 for STA 00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Sending EAP Request from AAA to mobile
00:19:56:b0:7e:b6 (EAP Id 176) Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from mobile
00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Received EAP Response from mobile
00:19:56:b0:7e:b6 (EAP Id 176, EAP Type 3) Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Entering Backend Auth
Response state for mobile 00:19:56:b0:7e:b6 Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Successful transmission
of Authentication Packet (id 18) to 10.0.47.42:1812,
proxy state 00:19:56:b0:7e:06-00:00 Tue Mar 4 16:45:59
2008: 00000000: 01 12 00 a6 d5 64 56 8a e8 27 fa de ca
69 c4 2a ..... dv..'...i.* Tue Mar 4 16:45:59 2008:
00000010: cd 06 26 Oc 01 05 57 47 42 1f 13 30 30 2d 31
39 ..&...WGB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 le la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4
16:45:59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6c 63 32 30 /...tucson-wlc20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7Cc........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 34 06 00 00 00
13 oo, =..... Tue Mar 4 16:45:59 2008: 00000080:
4f 08 02 b0 00 06 03 0d 18 Oc 53 56 43 3d 30 2e
O.viiiat SVC=0. Tue Mar 4 16:45:59 2008: 00000090: 36
34 37 3b 50 12 43 6e 32 b6 €9 11 a3 47 8e 96
647;P.Cn2....G.. Tue Mar 4 16:45:59 2008: 000000a0: dc
£f0 37 a8 37 9e..7.7. Tue Mar 4 16:45:59 2008: 00000000:
Ob 12 00 4b 71 7a 36 1d d9 24 16 8d cO 2f 45 52
...Kgz6..$.../ER Tue Mar 4 16:45:59 2008: 00000010: 82
3d 58 cf 4f 08 01 bl 00 06 0d 20 18 1d 45 41

=X 0o EA Tue Mar 4 16:45:59 2008: 00000020: 50
3d 30 2e 32 30 32 2e 32 37 65 61 2e 31 3b 53
P=0.202.27ea.1;S Tue Mar 4 16:45:59 2008: 00000030: 56
43 3d 30 2e 36 34 37 3b 50 12 71 bf 1f 5c c7
VC=0.647;P.qg..\. Tue Mar 4 16:45:59 2008: 00000040: 69
7¢ e8 cc 9d 71 18 de b7 e5 b7 i~...q..... Tue Mar 4
16:45:59 2008: ****Enter processIncomingMessages:
response code=11 Tue Mar 4 16:45:59 2008: ****Enter
processRadiusResponse: response code=11 Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Access-Challenge
received from RADIUS server 10.0.47.42 for mobile
00:19:56:b0:7e :b6 receivelId = 7 Tue Mar 4 16:45:59
2008: 00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Entering Backend Auth Reqg state
(id=177) for mobile 00:19:56:b0:7e:b6 Tue Mar 4 16:45:59
2008: 00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 177) Tue Mar 4 16:45:59
2008: 00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6 Tue Mar 4 16:45:59 2008:
00:19:56:b0:7e:b6 Received EAP Response from mobile
00:19:56:b0:7e:b6 (EAP Id 177, EAP Type 13) Tue Mar 4




16:45:59 2008: 00:19:56:b0:7e:b6 Entering Backend Auth
Response state for mobile 00:19:56:b0:7e:b6 Tue Mar 4
16:45:59 2008: 00:19:56:b0:7e:b6 Successful transmission
of Authentication Packet (id 19) to 10.0.47.42:1812,
proxy state 00:19:56:b0:7e:06-00:00 Tue Mar 4 16:45:59
2008: 00000000: 01 13 00 ed 30 a2 b8 d3 6¢c 6a e9 08 04
£f9 b9 32 ....0...17..... 2 Tue Mar 4 16:45:59 2008:
00000010: 98 fe 36 62 01 05 57 47 42 1f 13 30 30 2d 31
39 ..6b..WGB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 le la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4
16:45:59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6c 63 32 30 /...tucson-wlc20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7Cc........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 34 06 00 00 00
13 oo =..... Tue Mar 4 16:45:59 2008: 00000080:
4f 3e 02 bl 00 3c 04 80 00 00 00 32 16 03 01 00
O>...<..... 2.... Tue Mar 4 16:45:59 2008: 00000090: 2d
01 00 00 29 03 01 47 cd df 36 c4 bc 40 48 75 -
...)..G..6..@HU Tue Mar 4 16:45:59 2008: 000000a0: £4 09
ea 60 Oc 40 fc 99 a0 e7 11 15 00 7e ca 90

e L@l ~.. Tue Mar 4 16:45:59 2008: 000000b0: da
5a d3 39 45 be ca 00 00 02 00 04 01 00 18 1d
LZ9E. Lo Tue Mar 4 16:45:59 2008: 000000cO: 45

41 50 3d 30 2e 32 30 32 2e 32 37 65 61 2e 31
EAP=0.202.27ea.l Tue Mar 4 16:45:59 2008: 000000d0: 3b
53 56 43 3d 30 2e 36 34 37 3b 50 12 c0 6b 4c
;SVC=0.647;P..kKL Tue Mar 4 16:45:59 2008: 000000e0: 37

6c la 4f 58 89 18 2b c4 0e 99 cd 0f 71.0X..+..... Tue
Mar 4 16:45:59 2008: 00000000: Ob 13 04 3f 54 80 89 e2
e7 3f b0 c4 4c 99 d2 bd ...?]....?2..L... Tue Mar 4
16:45:59 2008: 00000010: e5 e3 6e af 4f ff 01 b2 03 f4
0d c0O 00 00 07 9d ..n.0O. ...t Tue Mar 4 16:45:59
2008: 00000020: 16 03 01 00 4a 02 00 00 46 03 01 47 cd
df 2a £f3 ....J...F..G..*. Tue Mar 4 16:45:59 2008:
00000030: 19 0f 6f 52 2f a7 c3 00 d4 c8 £0 50 1lc 8f 47
f4 ..O0R/...... P..G. Tue Mar 4 16:45:59 2008: 00000040:

97 1b £2 a0 ca a9 £4 27 Oc 34 32 20 d9 33 c4 27

....... '.42..3." Tue Mar 4 16:45:59 2008: 00000050: 81

91 e4 97 d7 a6 6b 03 58 la 4a c8 6d 4a e7 ef

...... k.X.J.mJ.. Tue Mar 4 16:45:59 2008: 00000060: 9d

£8 fd ad c9 95 aa b5 3e £5 1b dc 00 04 00 16

........ >....... Tue Mar 4 16:45:59 2008: 00000070: 03

01 07 37 0b 00 07 33 00 07 30 00 03 c2 30 82

Lo 7...3..0...0. Tue Mar 4 16:45:59 2008: 00000080: 03

be 30 82 02 a6 a0 03 02 01 02 02 Oa 61 Of c8

B O a.. Tue Mar 4 16:45:59 2008: 00000090: d9

00 00 00O 0O 00 02 30 0d 06 09 2a 86 48 86 f7

....... 0...*.H.. Tue Mar 4 16:45:59 2008: 000000a0: 0d

01 01 05 05 00 30 13 31 11 30 Of 06 03 55 04

...... 0.1.0...U. Tue Mar 4 16:45:59 2008: 000000b0O: 03
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.. .AARONLABO...0 Tue Mar 4 16:45:59 2008: 000000cO: 38
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processIncomingMessages: response code=11 Tue Mar 4
16:46:00 2008: ****Enter processRadiusResponse: response
code=11 Tue Mar 4 16:46:00 2008: 00:19:56:b0:7e:bb6
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