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I ok || Cawce |

3. [Security] 27 &2 1) v UL, [WPA/WPA2 Passphrase] Zi#3iR L T WPA2-PSK BjfEE— R
ZHEMICLET, [Configure] Y1) Y U LT, WPA-PSK BRI HEF—EFZELE T,

Profile Management

| Ganaal] Secully | Advincadi U st R e e

Set Securty Options

() WPAAWPAZ/CCEM WPAMWPAZ/CCKM EAP Type: |||
) WPA WPAZ Passphease

O 802.1x 802 12 EAP Type:
() Pre-Shared Key (Static WEP]

() None

[ Conigue.. |} Profis Locks

Group Polcy Delsy: | B0 :' $BC

| ok || Cance




4. BERHBF—ZEZADLT, [OK|ZTVYILET,

Configure WPASfWPA2 Passphrase

Enter a WPAMMPAZ pazsphraze [8 to B3 A5CH or B4 hexadecimal characters]

abcdefghijkl

QK Cancel

WPA2-Personal BI{fEE— R DR

WPA2-Enterprise BIffE— REEEANELKHETIHAESH ZEERTDICEF. XROFIEZETL
7,

1. [Aironet Desktop Utility] 7 4 > R T, [WPA2-Personal] 7’707 7 A4 )L %3#3R L T [Activate]
ZOVYOL, DAVLRIVSAFTONTA774NETOT147ILLET,

22 7A7F7ANNTOTATIEBBDE, DAVLARAITAT > MEREEICKRINE., WLAN (2
BEFTSNhET, RICAVV—223Y NZRLET,

% Cisco Aironet Desktop Utility - Current Profile: WPA2-Personal
@ickion  Options  Help

Current Status | Profile Management | Diagnostics |

Cisco SYSTEMS

M Frofile Mame: wWPAZ-Personal

Link, Status: - Authenticated Metmork,: Twpe: - Infragtiuctune
Wirgless Mode: 5 GHz 54 Mbps Current Channel: 149
Server Bazed Authentication: - Mone Drata Encroption: AES

[P &ddress: 10077 244,221

Signal Strength:  EREEEEEEEEREEEEER Good

Advanced

NZ7M2a3—b

CCTR. BEONS LY 1—F AT CEATERERERLET,

RIZRY debug AN RiE, BREDOKRZ TN 1—F 42 JIRIBEET,



X :debug ON REFEATSHIIC, Fdebug IV ROEEXER., 23RBL TV,

- debug dot1x events enable : I XT D dotIx IR KDFNY TZBMICLET, ik,
EELBRAICEISKFNYITHIDOHITT, F: COEDO—BOTR. AR—ADHKIC
KV2ITEICBEENTVWET,

(Cisco Controller)>debug dotlx events enable

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP - Request/ldentity
to nobile 00:40:96:af:3e:93 (EAP Id 1)

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Received EAPOL START from
mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Sending EAP-Request/Identity
to mobile 00:40:96:af:3e:93 (EAP Id 2)

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response packet with
m smatching id (currentid=2, eapid=1) from nobile 00:40: 96: af : 3e: 93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Received Identity Response
(count=2) from mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Processing Access-Challenge
for mobile 00:40:96:af:3e:93

Wed Feb 20 14: 20: 00 2007: 00:40:96: af : 3e: 93 Received EAP Response from

mobile 00:40:96:af:3e:93 (EAP Id 19, EAP Type 43)

Wed Feb 20 14: 20: 00 2007: 00:40: 96: af : 3e: 93 Processing Access-Challenge

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20: 00 2007: 00:40:96: af : 3e: 93 sending EAP Request from AAA

to mobile 00:40:96:af:3e:93 (EAP Id 20)

Wed Feb 20 14: 20: 01 2007: 00:40:96: af : 3e: 93 Received EAP Response from

mobile 00:40:96:af:3e:93 (EAP Id 20, EAP Type 43)

Wed Feb 20 14:20:29 2007: Creating dotlx interface with key 00:0b:85:91:¢c3:¢c0 -0
Wed Feb 20 14:20:29 2007: Resetting the group key tiner for 3689 seconds on

AP 00: Ob: 85:91:¢c3:c0

Wed Feb 20 14:20:29 2007: Creating dotlx interface with key 00:0b:85:91:¢c3:¢c0 -1
Wed Feb 20 14:20:29 2007: Resetting the group key tiner for 3696 seconds on

AP 00: Ob: 85:91:¢c3:c0

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAPOL START from

nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/Identity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 22)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Received ldentity Response (count=3)
from nobil e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:30 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal |l enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 22 ===>
19 for STA 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 19)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 19, EAP Type 3)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 20)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 20, EAP Type 43)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
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nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 23)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 23, EAP Type 43)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 24)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 24, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 25)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 25, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 26)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 26, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 27)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 27, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Rej ect for
nmobi | e00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP-Failure to

mobi | e 00: 4096: af : 3e: 93 (EAP I d 27)

Wed Feb 20 14:20:31 2007: 00: 40:96: af : 3e:93 Setting quiet timer for 5 seconds
for mnobile 00:40:96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 1)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 1)

Wed Feb 20 14:20:31 2007: 00: 40:96: af : 3e: 93 Recei ved EAPOL START from
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 2)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Received ldentity Response (count=2)

(EAP Id 21, EAP

from nobil e 00:40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007:

nobi | e 00: 40: 96: af : 3e: 93

00: 40: 96: af :

3e:

Type 43)

93 Processing Access-Chal |l enge for

Wed Feb 20 14:20:32 2007: 00:40:96: af:
20 for STA 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:32 2007: 00:40:96: af:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 20)
Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 20, EAP
Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e
nmobi | e 00: 40: 96: af : 3e: 93
Wed Feb 20 14:20:32 2007:

3e: 93 WARNI NG updat ed EAP-ldentifer 2 ===>

3e: 93 Sendi ng EAP Request from AAA to
93 Recei ved EAP Response from
Type 3)

93 Processing Access-Chal |l enge for

00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to



nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21, EAP Type 43)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22, EAP Type 43)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 22 ===>
24 for STA 00:40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 24)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 24, EAP Type 43)

Wed Feb 20 14:20: 32 2007: 00:40:96: af : 3e: 93 Processing Access-Challenge

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20: 32 2007: 00:40:96: af : 3e: 93 Sending EAP Request from AAA
to mobile 00:40:96:af:3e:93 (EAP Id 25)

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 Received EAP Response from
mobile 00:40:96:af:3e:93 (EAP Id 25, EAP Type 43)

Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e: 93 Processing Access-Accept for
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e: 93 Creating a new PMK Cache Entry for
tation 00:40:96:af:3e:93 (RSN 0)

Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e: 93 Sending EAP-Success to

mobile 00:40:96:af:3e:93 (EAP Id 25)

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 sending default RC4 key to
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 Sending Key-Mapping RC4 key to
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e: 93 Received Auth Success while in
Authenticating state for mobile 00:40:96:af:3e:93

. debug dot1x packet enable : 802.1x /N7 Y K Xy E—SOFNY T EBMICLET,
. debug aaa events enable : IXT M aaa IR NOFNY THOZBMICLET,
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