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KRrJT [Yes, export the private key] 7723 #&IRLET, [nextf 29V Y I LET,

Certilicale Exporl Wizard

Export Privabte Key
Yo can choose to export the private key with the certificate.

Private kays are password probected, IF you want o export the prvate key with thee
certificabe, you must type a password on a later page.

Do yDL-wharit T SXport s private ey with the certificates
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723 EBRUET, next) BVUYILET,




Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formaks.,

Select the Format you want bo use:

(*) Personal Information Exchange - PKCS #12 (.PFX)
[ lindude all certificates in the certification path iIf possible

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)
[ ] Delete the private key if the export is successful

I < Back = MNext > - ]\J Cancel I

. -
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16. [Password] 71 > RVIC/NAT—RZAHDLET, COHITIEE., /NAT—REL T cisco
ZEALTVET,

Certificate Export Wizard

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Fassword:

Confirm password:

[ < Back “ Mext > ][ Cancel ]

17. 3R 7 7AIIL (PFX 774N ) ZN—R FARVIZRFLET, Next] 29U Y IL T
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Certificate Export Wizard >

File to Export
Specify the name of Hhe File yow want bo export

File: reormees:

CHOpenSSLE bin\ciscowlc 123, pfx i Browese. . . |

[ = Back l[ Pk = |[ Cancel |

[3< |
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Completing the Certificate Export
Wizard

Wi hasvee succassiully complated the Certificats Export
waizard.

Wioua have specified the Followsing settirgs:

File= Mamme i Wi
Export Kevs Weas
Inchode all cartificates in the cartification path No

Fila Format Parson
L >

Cn-rtilir.uh: Export Wizard E

The export was o wcessful.

[ < Back l][ Finish ] [ Cancel ]
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WLC F/NA AFEREN PFX 774 )LELTHERENEL L, RIZ, 2OT774)Z MO—
SIZA>YO—KRUET, CiscoWLC i PEM 74 —X Y hOIREL HFEZTANET. LE
A>T, BAIC openSSL 7OY S LEFEAL T PFEX £hE PKCS12 74— Y RO T 7 ()L
ZPEM 7 7AI)ICEBRITIBENHYET,

openSSL Z7OJ ZL%EERAL = PEXSEFAEAN S PEM 7 —X Y MA QTR

AFAE %R PEM 72 —<X Y NIZE#T D openSSL A1 VA R—=)ILEhTW3 PC [CEEAE%Z
—TZ&ET, openSSL 7’OY 5 LD bin 7 # LA T openssl.exe 77 AIDORXODIX> REAS
LET,

3 : openSSLIZO0penSSL Webt A KA SA I O—RTEET,

openssl>pkesl2 -in ciscowlcl23.pfx -out ciscowlcl23.pem
!--- ciscowlcl23 is the name used in this example for the exported file. !--- You can specify
any name to your certificate file. Enter Import Password : cisco


http://www.openssl.org/

!-—- This is the same password that is mentioned in step 16 of the previous section. MAC
verified Ok Enter PEM Pass phrase : cisco

!--- Specify any passphrase here. This example uses the PEM passphrase as cisco. Verifying - PEM
pass phrase : cisco

SEEAE 7 7 AL PEM 74 —X v NCERENET, RIS, PEM 74 —T v hOF/N( RTEH
B% WLC LAY O—RLET,

X FOHIIC, PEM77AIIOA D O—RTEBBPCIZTFTPHY—NY T NI ITHIUKETT

o CHOPCIRFWLC ICEBFLTVWAXENHYET, TFTIP H—/NORITR—-AFALIRNIY
PEM 7 7AUNREEAZIOT7—>32ELTEEENTVRIXENHYET,

WLC ADZEMREBDO PEM 7#—IY N FNA AR BOA Y O—R

COHITIE, WCOCLI ZFEALEAD>O—R Z7O0FAICOVWTHBLET,

1. MO—Z0CLIcOYA4 > LET,

2. transfer download datatype eapdevcert X~ RZAHDLE T,

3. transfer download serverip 10.77.244.196 AN > RZA DL E T, 10.77.244.196 & TFTP
H—NDOIPF7RLATY,

4. transfer download filename ciscowlc.pem Y>> RZA N L E T, ciscowlc123.pem & Z D
BITHEAEND T T7TAILETT,

5 fIAEN/NAT— RZEXE T S 1= transfer download certpassword AN > RZA DL ET

6. transfer download start N> RZANL TEHERORELZHWRELET, BEDRTEEZER
LTADO—R 7OCAZBBRIZDTOVT M RREIhES, yEBEXET, cDFY
O—RIOXROBABIERIRICRLET,

(Cisco Controller) >transfer download start

o T L TFTP

JD = o= A @ Vendor Dev Cert
TETP Server IP. . ... ittt ettt et et iiee e 10.77.244.196
TFTP Packet Timeoutb....... ..ot nnnennns 6

TFTP Max Retries. .. ...ttt it i iiieenn 10

TEFTP Path. ... ittt e e e e e e e e e e e ee e e

TFTP Filename. . .. u vttt ittt et et et et ettt e e eeeeeenn ciscowlc.pem

This may take some time.
Are you sure you want to start? (y/N) vy
TFTP EAP CA cert transfer starting.
Certificate installed.
Reboot the switch to use the new certificate.
Enter the reset system command to reboot the controller.
The controller is now loaded with the device certificate.
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TINAALEREN WLC IZA VA R—=)LEhE Lz, RIC, PKI OJL—HNELEAEZE CA H—/\D
SWLCICAYAR=ILET, ROARTYTEZERTLET,

1.CAY—=NICRY NDI—T#EL TLWS PC T, http://<CA H—/)XD IP 7 RL A>/certsrv |Z
BBLET. CAH—/NOEBELLTOJALET,
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1. [Active Directory Users and Computers] ZB& £ 9,
2. [View Advanced Features] ICF I Y IX—IUHFFVTVB e 2BFELET,
3. 1—"user2 IZFESF—RNLTHEIVUYOLET, AVTFAM XZ1—7N» 5 [Properties]
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4. [abcd Properties] 7 1 > R ® [Security] ICcBEL £,
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wieb page: | Other... |
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5 RRENDIAVRIT[AA 20 UYILET,
6. [Enter the object names to select] 7R Y 2 AIZ ANONYMOUS LOGON &EA AL, 4705
ZEERLUET,
select Users, Computers, or Groups d b

Select this object lype:

IUsers,Eram,u Built-in security pincipals Object Types...
From this location:
[&lfleless.cum Locations. .

/w”&emedmmmbEML

NONYMOUS LOGON Check Names |

Advanced... (R 0K J Cancel |£

—_— —

7. ACL T ANONYMOUS LOGON A" —HO—HO7ONT 4 Y MIT IV EATED L
FhHhYET, [OK| 2T Y I LERT. ANONYMOUS LOGON 7V AR COI1—H
ICNEEhET,
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Envimntl Ea:tinrml Remote m:rntmil T erminal Services F‘mﬂa] COM+
General I Address I Account I Frofile I T slephones I O rganization
Published Certificates | Member OF | Diakin | Object Security
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m Account Operatorsz PWIRE LESSYAccount Operators]) —
€ Administrators (WIRELE SS\Administrators)

| L # 5 ANONYMOUS LOGOM
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Wit - | —
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Allowveed o Suthenticate 1 — - I
For special permissions or for advanced settings. Adyanced
chck Adwarnced. I

— ——
| oK | Cancel |~ Apply |
— =
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1. [Active Directory Users and Computers] T OU Idapuser 2452 ') ¥ U L T [Properties] Zi&
RUET,
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Idapuser Properties 7l =]
Eunutdl b arnaged By l Obgect ‘Security | CORM-- I Growp Polscsys I

—

Group or user NaneE:
€12 Account Operators (WIRELE SS\Account O perators) -
€12 Administrators PWIRELE SSZwAdministrators)
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| oK | Cancel

3.[Add| 20 VY I LET, RRENBDH A4 F7OT (I ANONYMOUS LOGON & A B L ET,
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o

Advanced. (K | Cancel

4. XATATORABREERELET, HLVWEA7OT D142 RINFRRENET,
5. [Apply onto] RO Y &> 7RY 2 AT [This object only] Zi#iR L, [List Contents] ®
[Allow] FI Y IRY JRAIZF IV IR —DVZRTET,
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LDP Z#EAL 21— BHEORR

cOGUIY—=)LIE, I—FNITNTO LDAP BE#t7 4 L U M) (Active Directory & & ) ICX L
T|RME (. XM R, ZE, B, HIBREE ) ZRITTEDLSICTDLDAP V54T K
T9, LDP Tlk, Active Directory IZEB#MENTVWR AT IIVRNEFOARTF—XR (F21UT
1EBRFRLTVT—2320 XBF—RBE ) ZRRTEERT,

LDP GUI ¥V —IJLIx. # & CD A5 Windows Server 2003 Support Tools 24 > AR—ILT2 & A
VARN=IIENnET, COETE, LDPI1—FT1UT4ZFERALTI1— user2 ICEER TSN
TLVARBENDEMZHR TSI HELCOVTEHBALET, —HOEMIE, WLC T LDAP H#—/\5&

ENTA—Z (A—YEBYURAT, - ATSIIORNZATRE ) DEZEANTDEEILFER
EhET,

1. Windows 2003 #—/\ (@ U LDAP ¥ —/NXET% ) T [Start]>[Run] Z2 Uy oL, LDP &
ABLT, LDP 7 ZIHICTIVEALET,

2.LDP XA > 77 4 > R™JT [Connection] > [Connect] Z21JY U L, LDAP H—/\X®D IP 7 R
LAZAHILTLDAP H—NICEHELET,



Connact o spechied server
3.LDAP H—NICEHKLES, XM XZ1—H»5 [View] ZEBIRL T [Tree] 20U Y ILFE
R

Iap: [ tomeb-Lapt Wirelese.onm T C =Wireless, D =com

1.2.840.113556.7,4.473; 1.2.840,113556.1.4.528; 1.2.840,113556.7.4.4172 |
204001355601, 4.619; 12840113556, 1.4.041; 1.2.040.113556.1.4.525;
1.2.040.113556.1.4.005; 1.2.840.113556.1.4.521; 1.2.040.113556.1.4.970:
128401 13556.1.4.1338; 1.2.840.113556.10.4.474; 1.2.840.11 3556.1.4.1339;
1. 2.840.113556.7,4.1340; 1.2.640.113556.1.4.141 3 2.16.640.1.113730,3.4.5;
E06.040.0.013730.3.4.10; 1.2.040.0 1 3556.1.4.1504; 1.2.040.113556.1.4.1052;
1.2.840.113556.1.4.802; 1.2.840.113556.1.4.1907; 1.2.840.113556.1_4.1948;
2y supparted LDAPYersion: 3; 2;
123 supportedLMPPolicies: MaxPoolThreads: MaxDatagramBecs:
M uxReceiveBufier: InitRecyTimeout; MaxConnections; MaxConnldleTime;
=PageSize; MaxQueryDuration: MaxTempTableSize: MaxResultSerSize:
alilicationPerConn; MaxYalRange;

1 highesiCommitied USN: 16926,

4> supporbedSASL Mechanisms: GEEAPT, GE5-SPMEGD; EXTERMNAL:
DIGEST-MD5;
1 dnsHostHame: tsweb-lapl\Wireless.com;
1¥ IdapServiceMame: Wireless.comAsweb-lapts @WIRELESS . COM;
1 serserName:
CH=TSWEB-LAPT, CN=Senvers, CH=DelaultFirst-Site-Mame, CN=Sites, CN=Canfiguration
LDC="ireless,DC=com;
3» supportedCapabilities: 1.2.840.113556.1.4.800; 1.2.840.113556.1.4.1670;
1.2 840.113556.1.4.1791;
1% isSynchronized: THUE;
1 isGlobalCatalogRe ady: TRUE;
1> domalnFunctlonalitg: 0 = [ D5_BEHAVIOR WIN2ODD ;
1 forestFuncionality: 0 = | D5_BEHAVIOR_WINZDOM |
1 domainControllerFunclionality: 2 = [ D5_BEHAVIDH_WINZ00D |;

-
]

4. RIREND [Tree View] V14 RUT, 1—H 0 BaseDN ZADLET, COHITEE.
user2 & R XA > Wireless.com ® OU Tdapusery C&8FhTWVWET, LN >TI—H
user2 @ BaseDN & OU=ldapuser, dc=wireless, dc=com &% V) EF, [OK| 20 VY I L&

ERD



x| 3556.1.4.473 1.2.640.113556.1.4.520; 1.2.640.113556.1.4.417; B
355614609 1.2.840.113556.1.4.841: 1.2.840.113556.1.4.52%;
3566.1.4.806; 1.2.640.113656.1.4.521; 1.2.640.113656.1.4,97;

S rm [ | J556.7.4.1330; 1.2.040.11 35561 .4.474; 1.2.040.113556.1.4.1339;
A556.1.4.1340; 1.2.840.113556.1.4.0413; 2.16.840.1.113730.3.4.5;
P I| A1IFI0EA00; 1.2.840.113556.1.4.1504; 1.2.840.113556.1.4.1852;

3556.1,4.802; 1.2.640.113556.7.4,1507; 1,2.040,113556.1.4.1948;

2 supported LDAFYersion: 3 2;

12 supponed DAPPalicles: MasdPoolThreads; MasDatagramPes.:
axAeceiveBuller; InilRecyTimenul MaxConnections: MaConnbdieTime:
mxPagesize: MaxUueryDuration; MaxTempTableSize: MaxResultbetSize:
axMuotificationPerConn; MacValRange;

1% highesiCommitbed S 16976;

4> supportedSASLMechanisms: GSSAPI; GSS-SPNEGO; EXTEANAL;
IIGEST-MD5;

1» dnsHostName: tsweb-lapt'Wireless.com;

17 ldapServiceName: Wireless comlsweb-laptS@WIRELE S5.C0M;

13 serverMame:

ICN=TEWEB-LAPT, CH=5ervers, CN=Default-First-Site-Name, CN=5ite=, CH=Configuration

LDC=Wireless. DC=com;

I¥ supportedCapabilities: 1.2 840011 3556.1.4.000; 1.2.840.11 3556.1.4.1670;
1.2.040.113556.1.4.1791;

1% IaSymchronized: TRWE:

1% isGlobalCatalogReady. TRUE:

1» domainFunclionality: 0 = [ D5 _BEHAVIOR_ WINZOOO |;

1 farestFunctionality: 0 = [ D5_BEHAVIOR_Y¥INZDODO |;

1% domainControllesFunctionality: 2 = | D5_BEHAVIOR_WIN2003 |-

X

Ready [«

5.LDP 75 OH O EfIZ, $EEL = BaseDN ( OU=Idapuser, dc=wireless, dc=com ) ® F{ZY
) —2 A RRENET, YVIU—Z2EBBEALTI—HFuser2 28O Ed, COI1—Hik., 1
—HDEHEET CNETHRENET, COBITIE CN=abed TF. [CN=abcd] Z4 7L
UV OLET, LDP7ZUHOHERORAUIC, user2 CBHHERTSNTVRIXNTOR
MFRRENET, ROBITCOFIEZHALET,

Idap: /| tsmeb-kapt Wireless. com DL =Wireless, DC=com =10] x|
Hep
1> whenCreated: 1/27/2008 21:56:30 India Standard Time India Standard =]

me;

1> whenChanged: 12712008 22:2:15 India Standard Time India Standard
ime;

1> displayMame: abcd;

1 uSNCrealed: 16917;

1% uSNChanged: 16923;

1> name: abed;

1> objectGUID: db0adTh5-2e36-4934-2325-1429aa9076:26;
17 userhccountContral: (1 0200 = | UF_NORMAL_ACCOUNT |
LIF_DONT_EXPIRE_PASSWD |:
1> badPwdCount: 0
1 codePage: 0;
17 countryCode: 0;
1 badPasawordTime: 0;
1> lastLogefi: 0;
1% lastLogon: 0
1% pwidLastSet: </dp emar <0y cannot format time Gield;
1% primaryGrowplD: 513;
1> objectBid: 5-1-5-21-3543678607-2509429210-3156 366500-1116;
1> accourtEscpires: {ldp emrar {e0: cannot format time field;
17 logonComnte 02
T sAMAccountMame: userZ; —
“13-sAMAccountType: 806306368;
1% wserPrincipalName: user?@iWireless.com;
{7 12 objeciCategory:
( EH=Fr.nln..5H=&hmn.ﬂﬂ=[‘-mlgmlln.l]ll‘.=\lﬂrehn.ﬂt=mn;

-

= 1

Ready T



COBIDARICHAIATEHENLZ7 A =)L RISFHFALTSEZL,

6. CORFIXED "WLC T®D LDAP H—/NOFFHMDEEE ) THETD LS, [User
Attribute] 7 4 —J)LRIZIE, I—H% LI—RTI—HEBZSCEHOBIEADLET,
® LDP 1 Tld. sAMAccountName A" 1—%'H Tuser2y Z8TLEMHTT, LN 2T,
WLC @ [User Attribute] 7 1 — )L RICX ST % [sAMAccountName] BHEZ A DL E T,

7. [User Object Type] 7 1 —JL RIC, LO—R#&ZI1—H& L THEBIT S LDAP objectType B4
NDEZAALET, Z2<OHE. 1—Y L 1— RICEEHD objectType BHEDENEEN
TVET, TOI—HIL—EDEE, MOFATZIIN RATEHRBEITREIFIHYET,
LDP 5 ® CN=Person I, cOLI—RZI1I—HELTRIEN1DTT, LIEANDT
WLC T [User Object Type] B I(C Person ZEEL £9,

DQAVYLARAV2F5AF> bDEERE

REIC, 97AT 2 MIBABEY —/\FEFAEZ2EH T2 EAP-FAST SRR ZRITT B LSICTA Y
LAOVZATVRERELET, ChZEITSICR,. ROFIEZRITLET,

1. Cisco Aironet Desktop Utility ( ADU ) ZEEILET., ADU DX A2 J 14> RJT [Profile
Management] > [New] 22 UYL, FILWOAVYLR 9S4 F7 N 707 74N ZEEK
LET,

i“?"_ Cisco Aironet Deskitop LItility - Current Profile: sdreferetet

Action Options Help. —
Cument Status| Frofile Management | Diagrostics o
T selteteiatet ( |_ M. J ;
I “Modily__ I
Dietails
M ietweork, Tppe: Irfrastruschure I T I
Secuty Mode: Dizabled
M etwsork Mame 1 [SSIDTE teert | E spont ]
Metweork Mame 2 [SSIDZE < gl I Scan I
M etwrork Marme 3 [SS1D3) <arnplys
[ Dider Profiles.. |

2.70774)0B&EEL, CO7O77A4)NICSSIDB%ZE)HTET, 0O SSIDAF
WLC TREENTWS SSIDRBERLUTHEFNIERY EEA., COHITIE SSID & & Idap
<7



3

4.

5.

Profile Management I"_F‘IIE
Genetal | Secuwity | Advanced

Profile S ettirgs

Profde Mame: | ldapiiser

Client Mame; |CLIENT1

P twenirk B sne s e =

55100 | idap J

S50

SEID3:

| OF. | | cancel |

[Security] R 7 &2 UYL, LA4¥2tF1UFT1&ELT[802.1xXEAP] ZEIRL £,
EAP XV v R& L T [EAP-FAST] ZiEIRL . [Configure] 20 Y L& T,

EAP-FAST 5REXR—Z M [EAP-FAST Authentication Method] RO Y 7’&0 > RY VAL S
TLS Client Certificate] Zi#IiR L. [Configure] 20 )Y L E T,

Configurce EAP-FAST

EAP-FAST Authentication bethod

MSCHAP2Z User Mams and FPasswwond i I{ Corfigme. . I-I

GTC Token/FPassword e e
|' M SIEHAP » 2 Heer Mame-arnmd - Passvword — i

Sl Dhries o bose FRC Aoatbonles s

[1 Uze Are PAC Belonging to the Same Group

[+] Allow Awstomatic PAC Prosvisionsg

Ijl Mo M etveork. Conneclion Unless Uses |z Logged In

| Ok | | Conca |

TLS VAT NEHEREV 1 RUTROBEZRITLUE T, [Validate Server Identity]
FIVIORY DAICFIY ION—U%ZAFF, [Trusted Root Certification Authority] T 2 A
TUORNIAVAR=ILENTWVWS CARIRE (CORFIXND "OFA4AFMOIIL—B
CAGIFAEBOER . 2R ) 2B RULET., VAT MEHBEL T, 95472 MCA
VAR=ILENTVBTFNAARMBE (CORFIXIND "I5A4T 2 NOT /N A ARG
ENER, ZZR ) ZEBRLET, OK| Z2VVYILET, XOBTIOFIEZHBAL X
9,




Configure TLS Client Certificate |"E El

Walidate Server ldentity

Trusted R oot Certfication Auathonties

woirelezs W
Select a Certificate

1234 [Issue=d by vwirsless 1./26.200H) St

S erverS D ormasicy P anne
A el g Cooenn

Logirs Manme
ugerd

:j : 0K . i [ Cancel ]

DAVYLAIZATRNZA77AUHNERENET,

R

RENELKHEETIANESH ZHBEIZICK. KOFIEZRITLET,

1.ADU T ldapSSID #7957 1 7ICLE T,
2.RICRREND VA RIT, BEICISUT [Yes] £hEF [OK Z#IUY O LET, ADU IC
OTAT Y NORRAEBEEM G ZBEYICITSEODOFIENf IXNTRRENEKTT,
‘:'c'-t;\ BRENEBICHEL TVBR A ESHZEFELET, WLCCLI E—RZFEALET,

- WLC A" LDAP H—NEBELTI—HERHEHTEDLSICTSH LS, WLC CLI A*'S debug
aaaldap enable Y RZIBELET, AOHFIC, EEXBEE LDAP 7OERAEZRLET,
X200 3a ol h0—5BlE. AR—AOBBEICKY2TEICBEBHEATVET,

(Cisco Controller) >debug aaa Idap enable
Sun Jan 27 09:23:46 2008: AuthenticationRequest: 0xba96514

Sun Jan 27 09:23:46 2008: Callback. .. e e e e 0x8
344900

Sun Jan 27 09:23:46 2008: PrOLOCO L YD . v et et e ettt e e e e e e e 0x0
0100002

Sun Jan 27 09:23:46 2008: ProxyState. .. i e e e e e 00:
40:96:AC:E6:57-00:00

Sun Jan 27 09:23:46 2008: Packet contains 2 AVPs (not shown)

Sun Jan 27 09:23:46 2008: ldapTask [1l] received msg 'REQUEST' (2) in state 'IDLE' (1)
Sun Jan 27 09:23:46 2008: LDAP server 1 changed state to INIT

Sun Jan 27 09:23:46 2008: ldapInitAndBind [1] called lcapi_init (rc 0 - Success)
Sun Jan 27 09:23:46 2008: ldapInitAndBind [1] called lcapi_bind (rc = 0 - Success)
Sun Jan 27 09:23:46 2008: LDAP server 1 changed state to CONNECTED

Sun Jan 27 09:23:46 2008: LDAP server 1 now active

Sun Jan 27 09:23:46 2008: LDAP_CLIENT: UID Search (base=0U=ldapuser,DC=wireless,
DC=com, pattern=(&(objectclass=Person) (sAMAccountName=user2)))

Sun Jan 27 09:23:46 2008: LDAP_CLIENT: Returned msg type 0x64

Sun Jan 27 09:23:46 2008: ldapAuthRequest [1] called lcapi_query base="OU=ldapus

er,DC=wireless,DC=com" type="Person" attr="sAMAccountName" user="user2" (rc = 0

- Success)

Sun Jan 27 09:23:46 2008: LDAP ATTR> dn = CN=abcd,OU=ldapuser,DC=Wireless, DC=com
(size 38)

Sun Jan 27 09:23:46 2008: Handling LDAP response Success




FEROFNY THITHRARTENATVBEHR, S, WLC THEEEATWSR I1I—HYEMLZE
AL TWLC A" LDAP #—/NICH L THRL%ZXETL, LDAP JOEAFERICETLECE
FhhYET,

O—7AJ) EAPRREENEEICET LEAESH ZHERT B ICIE. WLC CLI » S debug aaa
local-auth eap method events enable IX > RZIEELET. UTA—HITT, (Cisco

Controller) >debug aaa local-auth eap method events enable
Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: New context
(EAP handle = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: Allocated new EAP-FAST context
(handle = 0x22000009)

Sun Jan 27 09:38:28 2008: eap_fast_auth.c-AUTH-EVENT: Process Response
(EAP handle = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_fast_auth.c-AUTH-EVENT: Received Identity

Sun Jan 27 09:38:28 2008: eap_fast_tlv.c-AUTH-EVENT: Adding PAC A-ID TLV
(436973636£0000000000000000000000)

Sun Jan 27 09:38:28 2008: eap_fast_auth.c-AUTH-EVENT: Sending Start
Sun Jan 27 09:38:29 2008: eap_fast.c-AUTH-EVENT: Process Response, type: 0x2b

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Process Response
(EAP handle = 0x1B000009)

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Start

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Local certificate found
Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Reading Client Hello handshake

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT:
TLS_DHE_RSA_AES_128_CBC_SHA proposed...

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Proposed ciphersuite(s):

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_DHE_RSA_WITH_AES_128_CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_RSA_WITH_AES_128_CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_RSA_WITH_RC4_128_SHA

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Selected ciphersuite:

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_DHE_RSA_WITH_AES_128_CBC_SHA

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT: Building Provisioning Server Hello

Sun Jan 27 09:38:29 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 1 ...

Sun Jan 27 09:38:30 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 1 complete

Sun Jan 27 09:38:30 2008: eap_fast_auth.c-AUTH-EVENT: DH signature length = 128

Sun Jan 27 09:38:30 2008: eap_fast_auth.c-AUTH-EVENT: Sending Provisioning Serving Hello

Sun Jan 27 09:38:30 2008: eap_fast.c-EVENT: Tx packet fragmentation required



Sun Jan 27 09:38:30 2008: eap_fast.c-AUTH-EVENT: eap_fast_rx packet():
EAP Fast NoData (0x2b)

Sun Jan 27 09:38:30 2008: eap_fast.c-AUTH-EVENT: eap_fast_rx packet () :
EAP Fast NoData (0x2b)

Sun Jan 27 09:38:30 2008: eap_fast.c-AUTH-EVENT: eap_fast_rx packet () :
EAP Fast NoData (0x2b)

Sun Jan 27 09:38:32 2008: eap_fast.c-AUTH-EVENT: Process Response, type: 0x2b
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Reassembling TLS record

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Sending EAP-FAST Ack

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Sent provisioning Server Hello

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Certificate handshake

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 1 to chain
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 2 to chain
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Successfully validated received certificate

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT: Rx'd I-ID:
"EAP-FAST I-ID" from Peer Cert

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Key Exchange handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 2 ...

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 2 complete.

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Certificate Verify handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Sign certificate verify succeeded (compare)

- debug aaa local-auth db enable 1Y > REFFEICEFTT, UTH—HITT, (Cisco

Controller) >debug aaa local-auth db enable
Sun Jan 27 09:35:32 2008: LOCAL_AUTH: EAP: Received an auth request



Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Creating new context
Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Local auth profile name for context 'ldapuser'’
Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Created new context eap session handle fb000007

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 2) to EAP subsys

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: (EAP) Sending user credential
request username 'user2' to LDAP

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Found context matching MAC address - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 12) to EAP subsys

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) ---> [KEY AVAIL] send_len 64, recv_len 0
Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) received keys waiting for success

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Received success event

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Processing keys success

WLC ICA 2V AR=ILEnTHYO—AIIRBEICFERETNZAHEEZHER TS ICIE, WLC CLI
7 5 show local-auth certificates AY > RZEITLET, UTH—HITT, (Cisco Controller)
>show local-auth certificates

Certificates available for Local EAP authentication:

Certificate issuer ......... ... vendor
CA certificate:
Subject: DC=com, DC=Wireless, CN=wireless
Issuer: DC=com, DC=Wireless, CN=wireless
Valid: 2008 Jan 23rd, 15:50:27 GMT to 2013 Jan 23rd, 15:50:27 GMT
Device certificate:

Subject: O=cisco, CN=ciscowlcl123



Issuer: DC=com, DC=Wireless, CN=wireless

Valid: 2008 Jan 24th, 12:18:31 GMT to 2010 Jan 23rd, 12:18:31 GMT

Certificate issuer .......... ... cisco
CA certificate:
Subject: 0=Cisco Systems, CN=Cisco Manufacturing CA
Issuer: 0O=Cisco Systems, CN=Cisco Root CA 2048
Valid: 2005 Jun 10th, 22:16:01 GMT to 2029 May 1l4th, 20:25:42 GMT
Device certificate:

Not installed.
- CLIE—RTWLC OO—AILFERIRE 2 2T S IZF. show local-auth config AN > R%
RITLET, LTH—HITT, (Cisco Controller) >show local-auth config

User credentials database search order:

PrimMary vttt e e e e e e e e LDAP
Timer:
Active timeout ....... ... e e 300

Configured EAP profiles:

= 40T ldapuser

Certificate issuer ..........ciiiiiiinnnnnn. vendor

Peer verification options:

Check against CA certificates ........... Enabled
Verify certificate CN identity .......... Disabled
Check certificate date validity ......... Disabled

EAP-FAST configuration:

Local certificate required .............. Yes
Client certificate required ............. Yes
Enabled methods ......... ... .. ... ... ... .. fast

Configured on WLANS . v vv vt ittt meee e 2

EAP Method configuration:

EAP-FAST:



--More-- or (qg)uit

SETVEeY KOV i ittt ittt e e e e e e e <hidden>
TTL for the PAC . ...ttt it 10
Anonymous provision allowed ............... No
Authority Information ..................... Cisco A-ID

N | 1 Rl

REORS TN 21—TFT 142 T%27510@,. ROONY ReFERATEEXT,

- debug aaa local-auth eap method events enable
- debug aaa all enable
- debug dot1x packet enable

BEE 1T ]

- 94YLALAN O bO—F8 LTI E RADIUS H—/N 2 EH 925 EAP-FAST RREINDERTE
B

- Microsoft Internet Authentication Service ( 1AS ) %/ L %= Unified Wireless Network T®
PEAP

- ACS & Active Directory FIL—TDIYETJICEILK WIC EZFERALEAAFTZY Y VLAN
V) HTORESH

. Cisco Wireless LAN Controller A7 4 ¥a1L—>3> A4 R -2 VT« YV)1—->3
~ DERTE

. Cisco Wireless LAN Controller A7 4¥a1L—>3> A4 R-OANA—F Y7 KR8DIF
LRENER

- EAP BB8FE WLAN > hO—5 (WLC) DOEREHI

. Wireless LAN Controller ( WLC ) OF&EH & #EEICBIT D FAQ

- EAP-FAST BBl Z A 9 % Cisco Secure Services Client

. Wireless LAN Controller (WLC ) (cB89 % FAQ

- Wireless LAN Controller ( WLC ) DTS5 — XYV tE—IJEATA XY E—JICETS FAQ

- TOZHhIL BHR—BbE RFI X DN - Cisco Systems
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