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Protocol (LDAP ) N\Y ULV R F—ER—AANSI—F ILFo v )22, 1—5%
RALLET, O—ANEAP K, A NA—F DAL YL A VZ4 T2 MET Lightweight

EAP ( LEAP ) . EAP-Flexible Authentication via Secure Tunneling ( EAP-FAST ) & & U EAP-
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config wlan disable
config wlan radius_server auth disable
config wlan enable

O—AJ)L EAP H—/NiE, ROZ7ORINZE 4114710V 7RO T D) —-RALBRTERALET,
- LEAP

. EAP-FAST ( 1—HBENAD—ROBEB K VFHEE )
. EAP-TLS

LI Sua

EH
RDEBICETIHBNHDCENHEREIETT,
. WLC & Lightweight 77+ A KA > N (LAP ) OEEXBED =S DRESEICET M5
. Lightweight 77 R R4 > K ZORIL (LWAPP ) ED A YL ADEF1UF 1 ARICH

ERCFIE:
- O—71)L EAP FRGEIC B 9 % B A5

FATRIAR—Fb

CORFIXNOERIE, ROVYTRITITFTEN—RIITFTON=23aVICEITVWTVET,
. CB21AG 7A& 7°” 71— R & Cisco Secure Services Client /N\—< 3> 4.05 %> Windows
XP

. Cisco 4400 Wireless LAN Controller 4.1.171.0
. Microsoft Certification Authority ( Windows 2000 #—/\ )

ROE

RFIXDNREOFME, RO TIANTAVTADORERE ZZRLTLLEE L,

Cisco Wireless LAN Controller TOO—}JL EAP OERE

CORFIXVRNTE, WLC DEFHNBRENTTICETLTVRCEABEENATVET,



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

O—7AJL EAP DOE&E

O—7J)L EAP ZRETBICE. XOFIEZERITLET,

1. A=A ZY M I—HYZEMTBICE. ROFIEZERTLET, GUIN S, [Security] >
[Local Net Users] > [New] ZiZiR L, [User Name], [Password], [Guest User], [WLAN
ID]. @ &k U'[Description]Z AL T, [Apply]22 )Y JLET,

Wl aNs  CONTROLLER MWWIRELESS SECURITY MAMAGEMEMT  COMMaEMNDS

|
Security Lacal Met Users = Mew = Back | Apply
T AAA User Mame EAPLSETE
GEners
* RADTLS
e Password YT ™
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< ”;r”*‘ Confirm Password  |(sessssss
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AF Policies
= Local EAP Description Employes user local databass

=
LIENETS

CLIA 5., config netuser add <username> <password> <WLAN id> <description>1< > R %
FEATEFY, T : SOOIV REFE, AR—ADHIIZKY2TICD > TREENTVE
EE

(Cisco Controller) >config netuser add eapuser2 ciscol23 1 Employee user local database

21— OLFUIYI)IOBEEIEZIEELET., GUI A5, [Security] > [Local EAP] >
[Authentication Priority] Z1#RU £, RIC. [LDAP]ZZERL., [<IREX>&EIVUYILT
Applyl 22 UY O LET, chickY, ETI1—H ILF2vIrO—Hl 7—E2X—
AICEMNET,
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CISCO ONITO wiess  © | WIRELESS SECURITY MANAGEMENT COMMANDS HELP

* RAR User Cradentials
wer > | fuecal v |
w T i « | ] -
* Local EAP
‘ ~
CLI A5,

(Cisco Controller) >config local-auth user-credentials local

B.EAPZO7 74N ZBMLET, h%E GUI HS51T5ICIE. [Security] > [Local EAP] >
[Profiles] Zi#IRL T, [New] ZV U Y I LET, HILLWD 12 RIUNRTE NS, [Profile
Name] Z AL T, [Apply] 20UV OLET,



WTROLLER  WIRELESS HECURITY MAMASGEMENT COMMANDE HELP

Local EAP Profiles Hew.. | Apply |

Prafile Hame LEAP EAP-FAST L&P-TLS

NOMTOR WLAS COWTROUER WIRELESS SECLRITY MANAEMENT COMMIMOS HELP
Local EAF Profiles > New ‘—I"“" _I'"’

Prafiln Nams [eeates

—hlk. CLI OJY > R config local-auth eap-profile add <profile-name> Z#A L TITS5 &
ETEEY, COFITE, A7 7AILAIF EAP-test TT,

(Cisco Controller) >config local-auth eap-profile add EAP-test

4. FRZ EAP 70774 I)LICEMLET, GUI »S. [Security] > [Local EAP] > [Profiles] &
BIRLT, FEAARZEMIA7O77AINEBZIIVYILET, COBFITR., LEAP,
EAP-FAST 8 & U EAP-TLS #EAL £7, [Apply]l 22U Y HL T, AREZELET.
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CLIT~ > Rconfig local-auth eap-profile method add <method-name> <profile-name>% &/
TEEYT, COREFTE,. 320AFRXZEZ7OT77 A1) EAP-test ICEMULET, EBINTS
FRi&. LEAP, EAP-FAST 8 &K T EAP-TLS T, BRHIEETNEN leap, fastB LT tIsTY
o RIC, CLIOY74F2L—>32 AN ROHEIZTRLET,

(Cisco Controller) >config local-auth eap-profile method add leap EAP-test
(Cisco Controller) >config local-auth eap-profile method add fast EAP-test
(Cisco Controller) >config local-auth eap-profile method add tls EAP-test



5. EAP EXDONTA—REERELET, child. EAP-FAST ZHTHERAENE T, RETS
NTX=RFROESBY) T, [Server Key (server-key)] : Protected Access

Credential (PAC ) (16 ¥ ) ZBES{L/ES{LTSH—/Y F—. [Time to Live for PAC
(pac-ttl)] : PAC OERTIRERFMZRRE L £, [Authority ID (authority-id)] : £% ID ZFEL
7. [Annonymous Provision (anon-provn)] : ERE7OES a2 J 23T ESH %
MELET, COONVRETF7AILRNTEMIBE>TVET, GUI A SERETSHES
[Security] > [Local EAP] > [EAP-FAST Parameters] ZiZR L T, [Server key]. [Time to live
for the PAC] [authorlt ID in hex ] deiU [Authorlt ID Information] MIE&Z A DL F T,

RIZ, ThS®EAP-FASTONS XA —RE2RETDEEIEATHCLIA 74 F1L—
>3 ANV RZRLULET,

(Cisco Controller) >config local-auth method fast server-key 12345678

(Cisco Controller) >config local-auth method fast authority-id 43697369f1 CiscoA-ID

(Cisco Controller) >config local-auth method fast pac-ttl 10

6. WLAN TOO—NLRIEEMICLET. GUIAS., Ry T XZ1—0 [WLANs] EZR L
 B—HIIFERZEETSD WLAN ZEIRLET.,. iILLWI A RIUAFRTENET,
[Security] > [AAA] 2T &2 1) Y 2 LET, [Local EAP authentication] F T ¥ IRy U A% F
LT, COBICRT RS, TINEVY XZ1—HASELWEAP ZO7 7ML E%&
RUET,

€isco
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EP Profly Narms [Earoee =] -

T, RICKRTKSIZ, CLI config wian local-auth enable <profile-name> <wian-id>g2 €]
VREBTID_EETEET,

(Cisco Controller) >config wlan local-auth enable EAP-test 1



7. [Layer 2 Security] NTX—RZBELET, GUI A EZ—T T4 AH S, [WLAN Edit] 7 1
> RTJT, [Security] > [Layer 2] 2 7 IZB B L T, [Layer 2 Security] LA D> XZ1—4H
5 [WPA+WPA2] ZiEIRLU £9, [WPA+WPA2 Parameters] £ 3> T, [WPA
Encryption] Z [TKIP], [WPA2 Encryption] & [AES] ICERELE T, RIC [Applyl 20V Y D
LET,

Sarye Configuration  Ping  Logout  Rsfrech

HOMITOR  WLANS JMTROLLER  WIREL SECURITY  MAMAGEMEWNT  COMMANDS  =ELP
WLANS WLAMs > Edit = Back | Apply
- General Security |. Qo5 |.ldvnncad

Rl Layer 2 | Layer 3 | AAL SErVers |

Layar & Sacunty

| MC Filrering

WPA+WEFAL Parametsrs

WPa Folicy [+

WA Enceyption O aes
WEAZ Palicy [¥]

WPRAZ Encryption ]D'
Auth Kay Mgmt EEt

CLIAS, ROOXY RZFEALET,

(Cisco Controller) >config wlan security wpa enable 1
(Cisco Controller) >config wlan security wpa wpal ciphers tkip enable 1
(Cisco Controller) >config wlan security wpa wpa2 ciphers aes enable 1

8. REZHMIELET,

(Cisco Controller) >show local-auth config

User credentials database search order:

2ol 117 VY Local DB
Timer:
Active timeout ...... ..t e e e Undefined

Configured EAP profiles:

Name ..ccceceecececcccccccscccccssccscscsccccccsccscs EAP-test
Certificate issuer .......... ..o, cisco
Peer verification options:

Check against CA certificates ........... Enabled
Verify certificate CN identity .......... Disabled
Check certificate date validity ......... Enabled
EAP-FAST configuration:
Local certificate required .............. No
Client certificate required ............. No
Enabled methods .....cccccceeeccccccccccccs leap fast tls
Configured on WLANS ..ccccceccccccccccccccs 1

EAP Method configuration:

EAP-FAST:
--More-- or (g)uit
SerVer KeY ittt e e e e e e e <hidden>
TTL for the PAC ... ... ...ttt 10
Anonymous provision allowed ............... Yes
Authority ID ..ttt e e e e e 43697369£10000000000000000000
Authority Information ..................... CiscoA-ID

wlan 1D EDN/NT X —R &, showwlan <wlan id>J Y>> KCHEETEEX T,

(Cisco Controller) >show wlan 1

WLAN Identifier...... ..t 1



Profile NamMe. ..ottt ittt ittt ettt ettt e austinlab

Network Name (SSID) v vt i i inteetee e eeeeeeeeenn austinlab
S o= o = Disabled
MAC Filterimng. ottt ettt et e ettt e eeeeeean Disabled
Broadcast SSTID. . ...ttt ittt ittt Enabled
AAA Policy OVerride. .. v v ii i ittt et ettt e eeeeeean Disabled
Number of Active Clients............ ... 0
Exclusionlist Timeout.........uiiiiiiinnnenenn. 60 seconds
Session TimeoutL.......o ittt 1800 seconds
Interface. ... e management
WL AN ACLie v v e e e et et e e e e e e e ettt et e e et unconfigured
DHCP SOIVET t v ittt ettt ettt ettt e ettt e e et ee e Default
DHCP Address Assignment Required................. Disabled
Quality of Service.......u ittt Silver (best effort)
L Disabled
CCX - AlronetIe SUPPOTt .. v v it i ettt et e eeeeeennnnn Enabled
CCX - Gratuitous ProbeResponse (GPR)............. Disabled
Dotll-Phone Mode (7920) ...t v it n i iiineeennn Disabled
Wired ProtoCol. . ...ttt ittt e eeeen None
--More-- or (g)uit
IPVE SUDPPOTE o ittt ettt e e e et ettt e e e e Disabled
RAAIO POLldCY e i ittt et e e ettt e e e e et e e e All
Local EAP Authentication........ceeeeeeecccccccss Enabled (Profile 'EAP-test')
Security
802.11 Authentication: .......cuuueeeemeennnnnn. Open System
StAtIC WEP KeY S . ittt ittt ettt et ettt eeeeeeeeennn Disabled
B02 . L e it e e e e e e e Disabled
Wi-Fi Protected Access (WPA/WPA2)....ccceccees Enabled
WPA (SSN IE) cccccececececcccccocococcccssnnscse Enabled
TKIP Cipher....ccceeeeeececeesccsccnnans Enabled
AES Cipher. ...t e et eeeeen Disabled
WPA2 (RSN IE) ccceececececcccccccococcccssnnscse Enabled
TKIP Cipher. ...ttt ettt e et e eeieaann Disabled
AES Cipher...ceceeeececeesecscseasoaccnsns Enabled
Auth Key Management
B02 . I . ittt et e e e e Enabled
POK e e e e e e e e e e e e e e Disabled
CORM . v it et e et e e et e e e e e e e e e Disabled
0 Disabled
TP SECUL LY e i ittt e et e e e e e e e e e e e e e e e e e Disabled
IP Security Passthru..............0uiiiiinnin.. Disabled
Web Based Authentication...................... Disabled
--More-- or (g)uit
Web-Passthrough. .. .... ... Disabled
Conditional Web Redirect...................... Disabled
AUEO ANChOT . ¢ttt ittt et e e et e e e Disabled
Cranite Passthru.......... ... Disabled
Fortress Passthru............ ... . .. Disabled
H-REAP Local Switching...........iiiiiiuueen.. Disabled
Infrastructure MFP protection................. Enabled
(Global Infrastructure MFP Disabled)
Client MEP. .ttt ettt et et e e e e e e Optional
Tkip MIC Countermeasure Hold-down Timer....... 60

Mobility Anchor List
WLAN ID IP Address Status

TIOTAT BALTIN RAI—BE, TOMOO—DIRBIANTA—RXEZRETEXT

o CORAXI—IE, INTO RADIUS H—/NTEENEEL LRTO—NI EAP FEAE
N5HEERELET, GUI 25, [Security] > [Local EAP] > [General] Z3&RL T, BREE
ZRELET, RIC[Applyl 202U Y OLET,
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CLIAS, ROOANV RZRERITLET,

(Cisco Controller) >config local-auth active-timeout ?

<l to 3600> Enter the timeout period for the Local EAP to remain active,
in seconds.

(Cisco Controller) >config local-auth active-timeout 60

Apply

show local-auth config 1N > REERTITHE, CORXRAN—DNBREENTVREZHERTE

£

(Cisco Controller) >show local-auth config

User credentials database search order:

PraimMaArY vttt it e e e e e e e e e e e e Local DB
Timer:
Active timeout ......cceeeccerccerccocscccncns 60

Configured EAP profiles:
Name ..o e e e e e EAP-test
Skip

. FHPACZERBLIPO—RIZIVLENHDHE, GU EERFECLIOVWThARFERTE
£9, GUIAS, MY T XZ1—H5S [COMMANDS] Z&#IRL T, HRAIOVAKRAS
[Upload File] Zi#IRL £ 9, [File Type] Z'ILZ > XZ1—75H 5 [PAC (Protected Access
Credential)] ZIBIRLE T, INTONTX—XZAHLLT, [U zJ1)vY

JLXT,

Bing

Logout  Ralres

| uplnad

lllllllll -
CISCO MOMITOR  $ILANS  CONTROLLER  WIRFLESS  SECURITY  MAMAGEMEN
Commands Upload file from Controller
Ciovenload File File Typa PAC [Protactad Accass Cradential) "'!'l
REboOE Usar { dentity) |tmstl
Feset bo Factory Default
) validity {Im days) |50
Setk Time
Passwrord IITITITY
Confirm Passwveord :-n-n-n-u

TFTP Servar

IF Acdress [102aa
Fils Path [
File feame :rr:rual.na:

CLIAS, XDOARV RZEABLET,

(Cisco Controller) >transfer upload datatype pac



(Cisco Controller) >transfer upload pac ?

username Enter the user (identity) of the PAC

(Cisco Controller) >transfer upload pac testl ?

<validity> Enter the PAC validity period (days)

(Cisco Controller) >transfer upload pac testl 60 ?

<password> Enter a password to protect the PAC

(Cisco Controller) >transfer upload pac testl 60 ciscol23

(Cisco Controller) >transfer upload serverip 10.1.1.1

(Cisco Controller) >transfer upload filename manual.pac

(Cisco Controller) >transfer upload start

L0 T TFTP

TFTP Server IP. .. ...ttt ittt 10.1.1.1
TFTP Path. ...ttt e ettt e eeee e /

TFTP Filename. . .o v vttt ittt ettt ettt et eeeeeeeeeenn manual .pac
Data Ty . it it i et et e e e e e e e e e e e e e e e e e e e e PAC

2N G U = = testl

PAC Validity . v i ittt ittt e e e e e e e e e e e e 60 days
PAC PasSSWOTA. ¢ v v it ittt e tete et et e e eeeeaeeeennn ciscol23

Are you sure you want to start? (y/N) vy
PAC transfer starting.
File transfer operation completed successfully.

Microsoft Certification Authority

EAP-FAST/N—232 2 8KV EAP-TLS RRRIZFERA TS ICIE. WLC BRTFIXRNTOIZA T
N FINA AN, BWREEHEEZEMFEAL, Certification Authority ®/N7 ) v VIR E R R T D44
ENFHYET,

141

Windows 2000 H—/\(Z Certification Authority H—E AN 1 VA R=)LEnTWEWVWEESIE 1>
ARN=ILTR2HBENHYNET,

Windows 2000 % —/\T Microsoft Certification Authority 2 7 775 1 7IC 3k, XDFIEESE
ITLETY,

1. 2> ~O—=)L NZRILD S, [Add/Remove Programs] ZiZIRL £,



|Iﬁl Control Panel

- L] I:Iﬁla:i:na':ssil::iil:'yr Options
%Aﬂdfﬂemnve Hardware

AdajRemove Programs
B Administrative Tools
= .

.
trol Panel

2. £l ® [Add/Remove Windows Components] Zi&ERL £ 9,

Ex Add/Remove Programs

Currently installed pi

Apache HTTH

Click, here For

To cha nge this
computer, clicl

&R CiscoSecure Al
Add New

Programs @) Ethereal 0.10,
r FileZilla (remov
® £ IPTY Viewer
p.ddjﬂ._-n:.wg 15] Java 2 Runtimé
‘Wind ®-s
L Enrrpmkents ™ Java Web Star

= LoaPExplorerT

3. [Certificate Services] FI Y IRY JRAEFAICLET,



Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows 2000,

To add or remove a component, chick the checkbox. A shaded box means that only
pnutcinfg&tmmmertﬂhemhd. To see what's included in a component, chick
etails.

121MB &

00MB
v 'ﬁ[ntemzl Information Services [I15) 216 MB
1 34 Mananement and Manitnina Tanks 52 MR ll
Descnpbior:  Installs a cerihcation authomty [LA) to 1ssue cerbhcates for use with

pubbc key secunty apphcations.
Total disk space required: 0.0 MB Details I
Space avalable on disk: 42059MB
¢ Back Net > Cancel |

ROBEEZBIELT, RICEXET,

Microsoft Certificate Services

/ After installing Certificate Services, the computer cannot be renamed and the computer cannot join or be remoyed
[ . From a domain. Do you want ba continue?

4. 4 > AKN—=)L ¥ % Certification Authority DX 1 7 ZBIRL E T, GEBERARX> RFOVREE
BZE#ERT S, [Stand-alone root CA] ZiBIRL £7,



Windows Components Wizard

Certification Authority Type
Thete ae four lvpes of certibcation authonties.

Certification Authority types: Description:
" Entesprise root CA The mosttusted CAinaCA =«
ks hierarchy. Does not require _'
" Entegprise subordinate CA ive Directory.
(. Stand-alone root CA
Stand-alone subordinate CA LI
[~ Advanced options
< Back | Next > Cancel

5. Certification Authority ICDWVWTOMXERZFERZADLET, CDOEFHIE. Certification
Authority DECERHAEZERLET, FATSD CABZEATHEE T, Certification
Authority &, SEBAEZTF—EAR—RAICRELET, COHITIE. Microsoft Ik V) #EE h
BPTF7AILNEEZEALET,



Windows Components Wizard

Data Storage Location
Specify the storage location for the configuration data, database and log

Certificate databasze:

Browsze. .
LCerhhicate databasze log:
|E:HWINNT'\S}Iﬂem32'\DertLDg Browsze. ..
[T Store configuration information I:%a shared folder
Shared folder:
TP w g
< Back Mext » Cancel |

6. Microsoft Certification Authority ¥ —E A&, IS Microsoft Web 4 —/NZFERL T, 774
TOoRBLOY—NIHEZERBLRVEELET, cOBE. ISH—EAZBEEITS
BENFHYVET,

" Internet Information Services is running on this computer, Youw must stop this service before proceeding, Do you want
" to shop the service now?
Cancel l:gl

Microsoft Windows 2000 H—/NIC&ktV), FILWH—E AL AN=I)IEahhFEzT, FILL
Windows A R—ZX > R EA 2 ARN—)LTBIZIE. Windows 2000 4 —/N 41 > AK—JL CD
HNRETTY, Certification Authority X141 AR —JILEhFET,

Cisco Wireless LAN Controller TOEEEAEND AL > A M=)l

Cisco Wireless LAN > cO—Z 0O O—AJL EAP H—/NT EAP-FAST /N\—2 32 2 B &KV
EAP-TLS ZFEHT2ICF. XO3I DOFIEZERTITHDHRENHYET,

1. Wireless LAN Controller ([ 7*/N1 AFFBAEZ A VA R—=)LF B,

2. Wireless LAN Controller [cX> A — CAFIRREZX DV O—RT B,

3.EAP-TLS Z 9 % /= 8% IZ Wireless LAN Controller ZEZE ¥ %
CcORFIXMOBITE. Access Control Server ( ACS ) A" Microsoft Active Directory & & T
Microsoft Certification Authority ERIURARNICA VAR =)L hTVWETAH, ACS H—/\H5EID
H—NICHBBETERERRALU TR IThERYEEA,

Wireless LAN Controller TOD T /N1 AFIBARMDAL A=)l




RDATY TE#ERITLET,

1.

FEAEZERLU TWLC IZAVR—RTBICE, ROFIEZETLET,
http://<serverlpAddr>/certsrv ICBE)I L &9, [Request a Certificate] ZiZEIRL T. [Next] 247
1)y 2 L&Y, [Advanced Request] ZiZIRL T, [Next] 20U Y U LE T, [Submita
certificate request to this CA using a form] ZiZIRL TH S [Next] 20U Y I LE T,
Certificate Template @ [Web server] Z:#IRL T, BEEITBIHERZADLET, RIZ, F—
IZ exportable EWAS N =0 & FHET, NOVICAVARN—IITEI2RXENHZIAREEZZ (T
BV ET,

GEBAEZ PCASZITEAICIE., XOFIEZRTLET, Internet Explorer 7 Z I H RV

T. [Tools] > [Internet Options] > [Content] Zi&IRL £ F, [Certificates] 20 Y I LET,
FILKAVAR—LENERREETIINEVY XZ1—HnSBRUET, [Export] 20 1) Y
L&Y, [Next] Z2E VY UL T, [Yes export the private key] ZZIRLET, D7

#—~ VY N&., PKCS#12 ( .PFX 7#—X Y N ) T3, [Enable strong protection] ZiER L

F9. NATD—RZAHDLET, 77 M4) <tme2.pix> ICRFLET,

.OpenssI "1V AR=)LEnTVWBREENIE1I—RIZ PKCS#12 7+ —NX Y NTIEBAE

ZE—L. PEM 7#—X Y NMCEHBULE T,

openssl pkcsl2 -in tme2.pfx -out tme2.pem

! -—— The command to be given, -in Enter Import Password: !--- Enter the password given
previously, from step 2g. MAC verified OK Enter PEM pass phrase: !--- Enter a phrase.
Verifying - Enter PEM pass phrase:

EBREOPEM 74 —X Y N FINAAFIAEZ WLC ICHF I O—RLET,

(Cisco Controller) >transfer download datatype eapdevcert
(Cisco Controller) >transfer download certpassword password
!--- From step 3. Setting password to <ciscol23> (Cisco Controller) >transfer download

filename tme2.pem

(Cisco Controller) >transfer download start

o T TFTP

[0 = > B 5 T = PRI Vendor Dev Cert
TFTP Server IP. ...ttt ittt ittt 10.1.1.12

TFTP Packet Timeout......... it nennnnnn. 6

TFTP MaxX Retries. ... ..ttt it ieenen. 10

TETP Path. ... . e e e e e e e e e e e e e /

TFTP Filename. . .o v vttt ittt ettt ettt ettt e e eeeenn tme2.pem

This may take some time.
Are you sure you want to start? (y/N) vy

TFTP EAP Dev cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

BEBLLES, AAEZHELET,

(Cisco Controller) >show local-auth certificates

Certificates available for Local EAP authentication:

Certificate isSUer .........iiiiiiininnnennnnn vendor
CA certificate:
Subject: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Issuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Valid: 2007 Feb 28th, 19:35:21 GMT to 2012 Feb 28th, 19:44:44 GMT
Device certificate:
Subject: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme2
Issuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme



Valid: 2007 Mar 28th, 23:08:39 GMT to 2009 Mar 27th, 23:08:39 GMT

Wireless LAN Controller AR>S — CA I BOA I O—R

RODATY T HEFTLET,

1. RVA—CAEHABZMBIRICKK., XOFIEZEITLET, http://<serverlpAddr>/certsrv
IC#BEL F£9, [Retrieve the CA Certificate] ZiZIRL T, [Next] 20 Y UL ET, [CA
Certificate] Z1#IRL £ 9, [DER encoded] Z2 )Y U L& T, [Download CA certificate] &
21y oL T, FEEE% rootca.cer ELTRELE T,

2. openssl x509 -in rootca.cer -inform DER -out rootca.pem -outform PEM X > RZERAL T
.DER7#—XYKNASPEM 77— Y NIRVA—CAZEBRLET, HAT77M1LKE
. PEM 7 #—X Y ~® rootca.pem TT,

I.NRUA—CAGIHEZRXVO—RLET,

(Cisco Controller) >transfer download datatype eapcacert

(Cisco Controller) >transfer download filename ?

<filename> Enter filename up to 16 alphanumeric characters.
(Cisco Controller) >transfer download filename rootca.pem
(Cisco Controller) >transfer download start ?

(Cisco Controller) >transfer download start

o T TFTP

{0 = L RV Y Vendor CA Cert
TFTP Server IP. . ...ttt ittt ittt e 10.1.1.12

TFTP Packet Timeout............ ..., 6

TFTP Max Retries....... ... 10

TETP Path. ... it e e e e e e e e e e e e /

TEFTP Filename. ... ittt it ittt e ettt e rootca.pem

This may take some time.
Are you sure you want to start? (y/N) vy

TFTP EAP CA cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

EAP-TLS Z A9 % =% ® Wireless LAN Controller D} E

RDATY TERITLET,

GUI »*' 5., [Security] > [Local EAP] > [Profiles] Z3&IRL. ZO7 74 )L &ERBIRL T, KOKSIC
BRELET,

. [Local Certificate Required] : 7>/

- [Client Certificate Required] : 7~/

- [Certificate Issuer] : [Vendor]

- [Check against CA certificates] : 7>/



1|II1.|II|.

CISCO

VAT b FRAANORARAABRDA A R—)
V4TV hAL—b CAAROA V> O—RELVAR=)

94T MNE, JL—K CAEEBAE % Certification Authority H—/\A SEB T2 LEN HVET

o DTATNEAEZEBL T, Windows XP X VICAVARN=ILTBDHEEVS DA H )

£9, BMEMAELEIMBTSICIE. Windows XP 1—HFk, TOI1—H ID #FERALTOV 1>
L. RYRND—VERZERUTIBENI HVET,

Windows XP 25 A F7 > R®D Web 7S OHBLRVOZRY ND—OOEBIEGEEZFERALT, 754X
— N JL— K Certification Authority ' —/\A S5 054 7> NEHEZRBLEL £, COFIERE
Microsoft Certification Authority ¥ —/NXD S5 02472 NEBAEZMEB IR EHICEALE T,

1. 94T > RO Web 75 0HZBERL T, 75T Certification Authority H—/N &35 7E
LET, CNhETSIZE, http://IP-address-of-Root-CA/certsrv EA BT LE T,

2. Domain_Name\luser_name Z#ALTOJ A2 LET, XP VT4 T NEEATR 1Y
ND1—HEZ2FEALTOTAVITRIRENf HYVET,

3. [Welcome] 7 4 > R T, [Retrieve a CA certificate] ZiZIRL T, [Next) 20U Y ILET

4. [Base64 Encoding] & & U* [Download CA certificate] Z1ZIRL £ 9,

5. [Certificate Issued] 7 1 > R T, [Install this certificate] Z2 1) Y 2L T, [Next] 2o U Y
JLFET,

6. [Automatically select the certificate store] ZiZIRL ., [Next] 20U Y ILET, 41 VKR—b
NDRBERTXY E—INFRRENET,

7. Certification Authority (Z##t L T. Certificate Authority SEBIEZHEBL £,



Welcome

You use s web site to request a cetificate for your web browser, esmail chent, or other secure program, Once you acquire a cerificate, you
wil be able 1o securely identify yoursalf 1o other people over the wab, 5ign your e-mail messages, sncrypl your a-mail messages, and more
depanding upon the tpe of Cemificate you reguest.

Select a task:
@ Remeve the CA cemificate or cemificate revocaiion ist
O Request a cemificats
O1Check on a pending cerificate

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA caicalion path to alow yous computer o irust certificates issued from his cenification auharity

15 not necessany to manually install the CA certification path if you reguest and install a cerbficate from ths certhcation authonty, becauss the
CA centification path vall be installed for you automab cally.

Choose file to download;
CA Cerificate: [EEETCCIl

EDER encoded or O Base 64 ancoded

Lowmiosd LA ool Cats

Dowmioad C& carfficaon path
Downioad latest cerblicats revacation hsf

8. [Download CA certificate] Z2)Y IV LE T,

Hiiithit

Retrieve The CA Certificate Or Certificate Revocation List

rstall this 8 corification pafh b alow Your computar i st comificates issuad from this cemibcation autharity
File Dewninad - Security Warning

Iti5 not necessary ta manually instal the CA
CA corbification path will be installed for yo

this carbhecabon authonty, bacausa tha
Do woma ward o opon e save thiz e ?

Choaose file to download:

CA Centficate [EETETIN

EE’H Mame Cortngey.cer
Trpe: Secunty Cortifuatn, Pl bntbes
Frore 10.1.1.12

[_Goen J[ Sew || Cocel ]

@ Vil [l lrom T Irdmero! coe b el this e bes can

poteriialy haim youn compuien. [ yeu do nol il B pouce, do nol
open o mh%m&ﬂ




Certificate Import Wizard

Welcome to the Certificate Import

Vfizérd

This wizard helps wou copy certificates, certificate trust
ksts, and certificate revocation kists from your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Next,

Mext = Cancel E

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

s

wundu:ws can automatically select a certificate store, or you can specify a Ic-cat-un for

| * aAutomatically select the certificate store based on the type of certificate ‘
" Place all certificates in the following store

< Back Next > Cancel




Certificate Import Wizard Ei

E |) The import was successful,

i

9. Certification Authority SEBAEA ELK A VAR —ILENTVB A HEFET B IZF. Internet
Explorer ZB§& . [Tools] > [Internet Options] > [Content] > [Certificates] ZiBIRL £,

/3 Microsoft Certificate Services - Microsoft Internet Explo

File Edit View Favorites | Tools Help

\ Mail and News .l

Back - | * I < b

e S d L Pop-up Blocker » L
Address |J§| http:/{10.150.1,10¢  Manage Add-ons...

Dt o e st ettt S !

Windows Update I

Microsoft Certificate Sery

Windows Messenger

Retrieve The CA Cer <ot MabieFavorite... )
IBM Java Console -

Install this CA certificat IR




Internet Options Ed E3

Eenafall Sacuity] F'rivac{ Content I%uma:cthmc] F'm-gramt] Advaru:ad[

— Content Advisor

= Ratings help you control the Intemet content that can be

& viewed on this computer.,

| Enable... I Settings.. |

— Certificates

E Iise certificates to positively identify yourself, certification

al authorities, and publishers.
Clear S5L State Certificateg. .. I Publishers...
Yy

— Personal information

— AutoComplete stores previous entries
% and suggests matches for you. AL I

Microsoft Profile Assistant stores your My Profile... |
personal information.

0K Cancel | Appiy

[Trusted Root Certification Authority] (Z. #TL < 4 > AK—JL U /= Certification Authority #*
RRENET,




Intended purpose:

<All= e

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ ¢ *

Issued To Issued By Expiratio...  Friendly Mame "
E=l Thawte Server Ca Thawte Server CA 12/31/2020  Thawte Server CA
E) Thawte Timestampi... Thawte Timestamping,.. 12/31/2020 Thawte Timesta...
Eltme tme 2/28{2012  <None>
EduTh - DATACOMP SGC UTN - DATACarp SGC 6/24/2019  UTN - DATACorp. ..
EuTn-USERFirst-Clie... UTN-USERFirst-Client ... 7/9/2019  UTN - USERFirst-. .,
ELITH-LISERFirsI_-Har... UTM-USERFirst-Hardw... 7/9/2019 UTH - USERFirsk-.. ,
LITH-LISERFirsl:—d"-.IEI:.., UTH-USERFirst-Metwo, .. 7092019 LUTH - USERFirsk-...
EUTN*USERFirsbﬂbj,.. UTH-USERFirst-Object 719fz019 LT = USERFirsk-.. .
@Usriﬁign Commercia... VeriSign Commercial 5... 12/31/1999 VeriSign Commer...

Advanced, ..

[ Import... ]I Export... ][ Remove

Certificate intended purposes
<All>

Close

(avanced...
e

DAF D FNAARDOZAF > MEIEARDER

954 F > NE, WLC TWLANEAP-TLS 954 7> N Z5B5ET 3 =82, Certification
Authority b — /A SEEHEZMETHHLENf HYVET, VT4 T MNIEHEZEEBL T,
Windows XP X I ICAVARN=ITB2FZEEVK 2AhHYET, BREAHEEERBETHICE
. Windows XP 1—#k, 01— IDZ#FERALTOJA1 L, XY ND—U#EK (BERERE
Ik 802 Ax X1 UFT A ZEMICL I WLAN BHEOVT D ) ZRITILEN HVYET,

Windows XP 2547 RO Web 75 IHBLOXRY ND—0O0EBERZFEAL T, 754X
— N JL— b Certification Authority Y —/NXA S5 05 AT NIAEZBSBLEL L. COFIERGF
Microsoft Certification Authority 7 —/XAS 054 7> NIIAEZBB IR LHICFEALET,

1. 94T > RO Web 7T 0HZBERL T, 75T Certification Authority H—/N &35 E
LET, chZziT5(CIk, http://IP-address-of-Root-CA/certsrv EA L F T,

2. Domain_Name\luser_name ZALTOJ A2 LET, XP VT4 T NZEATR 1Y
NDI1—YEZEALTOATAVIRIHBENFNHYVET (1B, 7Z74T72 NIAELCHE
HRIAENET ),

3. [Welcome] 7 1 > R*J T, [Request a certificate] Zi&RL T, [Next) ZO U Y UL ET,

4. [Advanced Request] Z3&IRL T, [Next] 22U Y I L&E T,

5. [Submit a certificate request to this CA using a form] ZiERL TH S [Next] 20 )Y UL &



9,
6. [Advanced Certificate Request] 7 # — AT, [Certificate Template] ® [User] ZiEIRL . [Key
Size] IZ [1024] ZEEL T, [Submit)j 20 UYL &ET,
7. [Certificate Issued] 7 1 > RJ T, [Install this certificate] 22 Y JLET, chiZ&kl),
94T NEEHEN Windows XP VAT NIEBICA VAN —=IEhET,

Microzolt Cetficate Semce

Welcome

Yiou use s wab Site b reguast & cartihcala 1or your wab brossar, é-mail chent, or iher Secund prodgram. Ondé you acquire & cemificate, you

will b abile to securety identily yowrself to other peopla over the web, sign your e-mail messages, encrypl your @-mail messages, and mora
depending upon the type of Cemificate you request

Select a task:
O Retneve the CA camificate or carbificate revocation list
@ Requast a cartificate
O Check on a panding certficate

Microsoft Cerdificate Seraces

Choosze Request Type

Flease selact the type of réguest you would Tks to make

O User cerhificate request

@ Advanced request

Mlicrosoft Cemiical

Advanced Certificate Requests

You can request a certificate for yoursedl, ancther user, or a compuier using ane of the folowing methods . Mot that the policy of the certification
autharity (CA] wall determine the cerificates that you can obtain

& Subamit a cartificale request to this CA using a form
& Submit 3 centificate request wsing @ basefd encoded PHCS #10 file or & renewal requaest using a baseld encoded PHICS #T file

& Request a cemificate Tor a smart cand on behall of another user using the Smarnt Card Enraliment Station
o amust have an anroliment agant calficals bo subvl # sequesl for analber user

8. [Client Authentication Certificate] Z3iZIRL £9,



Microsoft Cenificate Seraces - tme

Advanced Certificate Request

Cerificate Template;

Ligar e |

Key Optlons:

CEP: | Microsoft Base Cryplographic Predar wi.0 b

Key Usage: {JExchange O Signature & Bolh

Iifg'r Size 512 :;:1$ (oamman key sized: §12 10249 3

& Create new key sal
[]Set the container name
O Uze axisting key sat
L] Enable strong private key protection
Mark keys a5 exportable
CIExport keys 1o file

[ Usze local machine store
You rrust be an sdrimsteator lo generale
& ke i Hhve Bocal machne Stone

Additional Oplions:

Hash Algonthrm: | SHA-1 w
Cinly waed o angn fedpesd
L] Save request 1o a PKCS #10 file

D274T >
AAENMERENE T,
GERAEN M ARN=ILENTVE AR T SICIE. Internet Explorer ZFZ . [Tools] >
[Internet Options] > [Content] > [Certificates] Zi#IRL F£ T, [Personal] X 7 (CEIBAEN KRR
ThFET,



Certificates E]E]

Intended purpose: ! <Al = v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

| Issued To Issued By Expiratio...  Friendly Name
E2 Administrator trne 3/27/2008  <None>
Import. .. | | Export... | | Remoye Adwvanced. ..

Certificate intended purposes
Encrypting File System, Secure Emad, Client Authentication

w

9Z4F > b FINM AET® Cisco Secure Services Client - &
% EAP-TLS QOI¥EE

RDATY TE#RITLET,

1. 77BN TREWLCIESSIDZ7O—RFYARNTBEH, TOSSIDH, AFv¥>Eh
7= SSID O [Create Networks] ') A MMZ&RIRENE T, Network Profile ZHEKT S IZF.
[Enterprise] J AK® [SSID] Z2') Y YU L, [Create Network] Z0')Y 2 L&T, WLAN 1
VI7TZANTUFYT/O—RFY AN SSID AEMIZENTVWBIEHEE, SSID ZFEHTE
MIB2BENHYET, ChEITSICIE, [Access Devices] T [Add] 22Uy I L T, #EYl
75 SSID (=& 2, Enterprise ) ZADLET, 94T NOTOT147 7O—-TBE
BRELET. chT, 9TATUVRNITOTATICREEZHSSID 27’ O0—7LET,
[Add Access Device] 7 1 > RJT [SSID] Z A1 L 25, [Actively search for this access
device] ZIEELE T, & : EAPRIIREN 7O7 74 LICKR U THRAICEEE L TLAEL
BE. R—FMRETRIVA—7F4XE—R@B2IX)EFAEhELE A,

2. [Create Network] 7’2 3> RAR > & T & [Network Profile] 71 > RUARTEN, D
DAY RITRFBIRER (FEEFREEZEHR ) D SSID ZRAXA_ALETVYSI -3
TRCENTEXRT, 7O77AMINICHANGRZEY) HTET, X : CORA7O77



1ILTE, @?&@WLAN'!PFZL'JT4947¥T'MSSIDEBE THBENTEXRT,

Cisco Secure Services Client . =10 x|
Client Administration Help
Create Networks | Manage Networks
Access [/ Data Secuity
gl auba-ap-configinthe-clear (2 accesses dete.., “fiy WEP
all b B4 Open
Al cox5 (2 accesses detected B Open
gl con B Open
.|I ....................................................................................................... % ............................................
o 01907351283 HighSigndl =~~~ . NER
Jl guesinet [5 accesses detected) B Open
il guestnetwork, B Open
1 N-FRogue Ty WEP
g secue] (3 accesses detected) A Mied
Jl tme-test (5 accesses detected) B WPA
Al tngl (2 accesses detected) i WEP
Create Network
4

3.ERFEBERMICL T, EAP-TLS AR &EMEBL £, XIZ, [Configure] 7)Y 2L T, [EAP-
TLS] 7ONT 1 Z8ELE T,

4. [Network Configuration Summary] ® T [Modify] 22 )Y 2 U TEAP/OL T2 v )L &%
ELET,

5. [Turn On Authentication] Z38E L, [Protocol] T [EAP-TLS] Zi#iRL T, [ldentity] T
[Username] ZiBIRL £,

6. XY ND—URAOOT A VLT v ILEFERTSICIE. [Use Single Sign on
Credentials] Z38E L £ 9, [Configure] 20 1) Y UL TEAP-TLS DN X—XRZHREL &
CP



Metwork Authentication...




Metwork Profile mxml

~— Metwork

Mame: |con-eap Metwork

¢ Avalable to all uzers [public profie)
[T Automatically establish Machine connection
I Aitomatically establish User connection
[ Before user account [suppaoits smartcard/password only)

—Metwork Configurabion 'S ummans:
Authenticationc | EAP-TLS:

Credentiali | Request when needed and remember for the session

—hccess Devices
Access /551D Mode Motes
con-eap WPAZ Enterprize
Add.. | Moty Configuration... | Remove |
Hep | ok |  cancal

7.EAP-TLS ZZ£I_RETSICIE, RADIUS H—/\FIBHE BRI IHLEN HYET, Ch
Z1T5\ZIE, [Validate Server Certificate] FT Y 9RY JAZFAICLET,



Configure EAP Method... B3

.............................................................................

IF Validate Server Certificate

v Allow Fast Session Resumption

Help ‘ Ok I Cancel

8. RADIUS H#—/\ZEEAZE ##EE 9 B (Z (&, Cisco Secure Services Client f§HZ2M#HL T, IEL

WEEBRE T ZEB T2 X4 EN H V) £T, [Client] > [Trusted Servers] > [Manage Current
User Trusted Servers] Z3&RL £ 7,



Cisco Secure Services Client

=10] x|
| Chent  Administration  Help ‘
Manage Adapters... |
Y EN SPPE P
Manage Current User Trusted Sarvers. ..
Advanced Settings... Manage Machine | Al Lisers Trusted Servers. .. Data Sec
| v {Epeoe— k Disconnected
v Turn 'WiFi Radio On
8
v Show Syskem Tray Capable for wep
Close Window Configured for; wpa2
4| | i
Details. ..
Conmect | Corifigure | Hemove | otalus... |
i
— Trusted Server Definition - Current U sers:
Rule Mame Validation Method
Add Server Rule... QJ] Remove Selected Edit Selected... |
Help | Cloze I

9. N—ILICHERMZENITT, Y—EAAREOBMZHEL XTI,




Trusted Server x|

— Trusted Server

Rule name: [\WLC-Config
Walidation method: | Certificate LI

—Match ANY Certificate Validation Rule:
[~ Subject Altemative Name | Exactly matches j |

[V Subject/Common Name | Exactly matches ;] |tme

Help ok | Concel

EAP-TLS BREE# T TT,

10. D94 YLA XY ND—2 Z7O7 74 I)ICE#HL £, Cisco Secure Services Client (2 &
W, - a4 FkRbsnhExd,

Cisco Secure Services Client __HJEJ_E

Chert  Administration Help

Create Networks | Manage Networks |

Enter Your Credentials

. Flease enter yowr credenbals for
o con !_,) netveork con-eap Network, access conreap

Usernarme: |ﬁ.¢niristlatm|

Send. |  Cancel |

4| | |

[etails...

Connect E Configure Hemove | Shatus,. |

#Ci

sco Secure Services Client l&, H—/NFIAEZZ (TEY), ChZBERELET (IL—ILIEE
E&E N, Certification Authority 1 A R—=)LENTVBFEE )., 1—FICFEHTSH



11.

EZzRkHOShET,
VAT MY RBELZIT 2> 128, BEHROFHEBERZRLT SICIE. [Manage Networks] X

7 @ [Profile] ® =T [SSID] #i#3R L, [Status] ') Y U L £ T, [Connection Details] 7
A RIICE, 94T 2N FNAA, BEOREBEHKFT. BLRURIEARNICETZER
HRERENET, [WiFiDetails] Z7CIE. 802.11 OELFIREICE T2 FEMBRN R TS 1
FIH., ChICIE RSSI, 80211 F¥ X)L, BRURIA/MELNEENET,

Information...

Selecled Access | Status | Secuety

11:24: 280044 conreap Hetwork  Conmection requested (rom wesl conbexd

11:24: 28054  Connectaon sulhenhcatcn stadad wing the logged m e credential

12428074 Poat state ranshon bo Al FORT_STATE_LUMNAUTHEMTICATEDAL _FORT_STATUS_STARTED)
11:24: 28004  Connection associaticon stated uting enciyption mods AC_ENCR_AES AC_ASSOC_ 1718021

11: 2428104 Conrechon asoociabon suctesded

11: 2428154 Poil state harmbon e AC_PORT_STATE_COMMECTINGIAC_PORT_STATUS_LINE_LUP)
112428295  Pol state ansibon to AC_FORT_STATE_AUTHEMTICATINGIAC_PORT_STATUS B0« ACQUIRED)
11:24: 28305  Identity has been requested from the retworl

112428315 Identiy has beeny sart b the retwork.

112428 335 Authenbcation stated wng method bpe EAP-TLS, level 0

1124628335 The serves has ieguested usng suthentscstion lype: EAF-TLS

1124628335 The cher? has reqguested using authenhcabon tppe: EAP-TLS

112428 395 Vahdaling the server,

112428505  Poit state rarsibon o AC_PORT_STATE_AUTHEMTICATEDAC_PORT _STATUS_GROUP_EEY)
11: 248 28805  The aulbenbcshon process hat speceadad

11: 2435534 The lollowang IP addiess has been asmgred: 10,10 80, 24




Cisco Secure Services Client

Chent  Administration  Help

[ .S

Create Networks | Manage Networks I

Metwork / Stabus Data'

L .

E}q | con Metwork Disconnected

| o Mo Adapter Available (Suspended) B

Ei— g:_\, con-eap Mebwork Connected: Authenbcated

—_—

‘| | ﬂ

Details...
Discornect | Corfigwe | Remove | Staus..




Conmection Status

%I":nrr_q&'t'ié'rll_'l_ﬂ etails: | WiFi Details I

Statusz: Cornected: Authenticated
| Duration: 00:01:19
Metwork Profile: con-&ap Network
Lizco Aronet B02.11a/b/g Wireless
. Network Adapter: Adapter [Microsoft's Packet
Scheduler]
Chent MAC Address: 00-40-96-A6-D6-FE
Access Device: COrn-eap
Access Device MAC Address: 00-19-07-35-14-4C
Tranzmitted packets: 346
FReceived packets: 3
| Speed 54.0 Mbps
| Authentication Method: EAP-TLS
Authentication Server: tme2 [trusted)
| IP Address: 10.10.80.24

Help Cloze

TNY T IAIV R

TORTYINAVER=TVRY—) (BFRI—YEAH) (OIT) F, HED show I RZEYH

R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

X :debug AN REMFEHITDHEIIC,

Tdebug OV ROBELXIEH, 25RBL T<EEL,

AL RO ETRAZER T B 12OIC. WLC TIEEIXD debug N> RAMERATE XD,

- debug aaa events enable

- debug aaa detail enable

- debug dot1x events enable
- debug dot1x states enable

- debug aaa local-auth eap events enable & 7= |


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

- debug aaa all enable

BEE1E ]

. Cisco Wireless LAN Controller A7 4 ¥a1L—>3> A4 R, UU—2X 4.1

. WLAN CB9 MY AR—b
- TOZHIL YR—BE RF 21 X b - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/4.1/configuration/guide/ccfig41.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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