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Whan a token server is used for authentication, supplying a

separate CHAP password for a token card user allows CHAP

authantication. This is espacially useful when taken caching is

enabled.

Group to which the user 15 assigned;
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Setup

Metwork Access Restrictions (NAR) ?
Graup L
EMY [setop | Per User Defined Metwork Access Restrictions
Shared Profile I- Define IP-based access restrictions
% |E-:umpu:unents

Table Defines : IPermit‘ted Calling#Faint of fuiccess Locations ;I

Metwark Akl Client Fort Address
Ennﬁguratwn
x| Systemn
= Configuration
‘ Interface
Configuration
[ Mo |
L | Adrninistration —

4 | Contral AAA Client Al AAA Clients j
3'_-1 External User Fort
t_"g Databaszes Address

Pasture enterl
mooaf] yalidation

Metmark Becess
a Profiles

|7 Cefine CLIVDMIS-based access restrictions
R t d )
@ | Azfi?u"i’tlj = Table Defines:  |Permitted Calling/Paint of Access Lacations ;I
- Lad Client Port CLT DHIS
b | Online
[rocurnentation

remare |

A Client WG j
FPort |7
LI
OIS |*Saled

enterl
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. IXTOI—HYHFF7AILRNTIN—TOTICTIL—TtEhErdT, FEOI—FZRID
TIL—TIZEIV) H TSI, FCisco Secure ACS for Windows Server 3.2 1—4H H A R4
O "I ITN-—TEER, £0>a>asRBLTIIEZV, ii : [User Setup] 71 > R

L_ [Network Access Restrictions] 202 3 ARRENBVIEE, COAT2AaUHF(1%R—
T2 TVERVWAEEEN H V) EF, 1—H D [Network Access Restrictions] & 1 & —7
JLIZT B2k, ACS GUI A 5 [Interfaces] > [Advanced Options] M JEIZEIRL . [User-Level
Network Access Restrictions] Zi2IRL T [Submit] 20 )Y I LET, <nlZkt), NAR A
£Z—7 LIV, [User Setup] 4 ¥ RYILERENET.
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I User
Setup

= | Graup
Eatup

% Shared Profie
Conporents

Network
Corliguration

E“ '!ﬁ Systam
Corfiguretion

el Cantrars
Condiguration

ﬁl sdmiristration
Contral

ﬂ_'tfd External User
E Databases

Pasture
mnan) ialidation

- Hatwtk Aooss
Frofiles

S | netiviny

Onlire
[aszurmentatian

Interface Configuration

|

Advanced Options i

Mote: Only the selected options will appear in the user interface.

e e v e e v e O+ e A O ¢ o e O ¢ 4

Per-user TACACSHRADIUS Attributes
Usar-Level Shared Metwork sAccess Restrictions
Usar-Level Metwork Access Restrictions
Liser-Level Downloadable ACLs

Default Time-of-Day / Day-of-Week Specification
zroup-Lewvel Shared Metwork Access Restnctions
Group-Level Network sccess Restrictions
croup-Level Downloadable ACLs

Group-Level Password Aging

Metwork Access Filtering

Max Sessions

Usaga Quotas

Distributed System Settings

Femote Logging

ACS intermnal database Replication

RODBMS Synchrorization

1P Pools

Metwoark Device Groups

Yoice-over-IP (VoIP) Group Settings
Yoice-owver-IP (YalP) accounting Configuration

QDEC Logging
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User
Setup

i

| gn:-up MWetwork Access Restrictions (NAR) i
shup

Per User Defined Matwark Access Restrictians

% Shared Profie
Companants [ Defing IF-based aovess resinodions
Metwrark |='¢.'|-|:-::I CallingdPaoirt of Accass Lecations 3
Configuration e . S S
Anhp Client FoEL Addreszz

1em
Configuration

Ehl ll:l;tn'l'ri:r“at'iun
| Eontr Lo |

— Eal Cllant A &AL Clienis -d
B3 | asmnes &

Fasture -
aoom|| 4 g1id ation ~r-¢.-|

= Hatviork Accas
Profilas

i

% E*r_u ;luw [ Drafine CLIDHIS based acoess restrictions
akiwity
Tabla Dafings : | Fermitted Calling/Paint of Aooess Locations _-J
< Online
@j Documentation Akl Client Port CLL DHIS

MM o I
mAs Clisnt  [yWLC o ﬂ
Fait |*
cu |f
DHIE  |*admin
entar I
| Submit Cancel

10. EAP B ZEAZ—7NICTBICIE. BWO EAP RRREIAZERITT B &S ICRRELY — /N
REESNTWVWD L Z2/ERT S o IZ [System Configuration] & [Global Authentication
Setup] 22 1) Y U LE ¥, [EAP Configuration] DERE T, BE% EAP AR ZBIRLET
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BELINLY  System Configuration

g
- Global Authentication Setup

Eraup
| Setup

Shared Profik
% |l:urnpmls EAP Configuration | '?

ﬁ [Tp— PEAP

Comfiguration

- ™ dllaws EAP-MSCHAPWE
%% ﬁ%ﬂgn.rlllnn ™ mllow EAP-GTC

Interface ™ &llow Posture Yaldation
B Configuration

Cisco client initial message:

El,%| Adminizirsdion

Contral FPE&P session timeout (minutes): iz0
Elléi Extternal User Enable Fast Reconnect: I
- hsishases

— LT

A i 2lidafian EAP-FAST

SAP-FAST Configuration

= | Mebmoth Acces
Fiofilaz

EAP-TLS

% | Rip.\:lr:1£ih|1

hativity ™ allow EAP-TLS

Elj Online Salect one ar more of the following options:
Documentation

™ Cartificate SAN comparison
™ Certificate CH comparison
[ Certificate Binary comparison

EAP-TLS session timeaut (minutes): 120

LEAP
F allow LEAP (For Aronet only)

EAP-MD S

| Submit | Submit + Restart Cancel

DQAVYLA VAT bORELTER

CCTE, RENEEICHELTVWAAESHERBLE T, LEAPRIEZFEALTIA VLA
DSA4FT > NE LAP ZBEN G T, RENFBEHOEBY ICEBETDCEEZBRBLET,

F:CORFIXUIMNTR, 94T RNTO7 7AIINLEAPEIEAICEREE N TVWA L ZHI
RELTWET, 80211 ablg 7A VLA I9TAT> N TFHTR% LEAP RRARICRET D 5%
ICoVWTRE, "EAPRREIDEABE 2ZRLTEET L,

EADUASIE. 2200 FAFTRTOATTAANFBREENTVDRENFDAVET, 12

SSID A" Admin ICEREET N TVWHERIMI-—YATHY . €51 207077 1)L SSID 2
Sales ICREETNTVWAEEMMAI-—YATI. MANOTO7 7 14)L1F LEAP FBELAICKRES h
TVWEY,
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% Cisco Aironet Desktop Utility - Current Profile: Admin
Action Opbions  Help

| Cument Statys | Profile Management | Diagnosties),

| S E e ]

I Sales E Modiy. ]
Dietads
Metvaork Type: [nfrastuciure E- Irpoit. ]
Secuity Mode:! LEAR ;
Metwork Name 1 (SSIDT) Admin E Expoit... =
Metwork Mame 2 (SSID2;  <empty> E e ] §

Metwork Mams 3 [55103); Lemphys

E Crder Profiles. . ]

BEXMPAOIAYLA I-HYO7OA7 74N ETIT47ICFdE, 1—H& LEAP RN o
NDIAI—HBENAT—ROANZROSNEST, ATHF—HITT,

Enter Wireless Metwork Password E

Fleaze enter your LEAF username and pazaword to log on to the wireless

nebwork,

Uzer Marme : A

Pazsword : sosnus

Logonto:

Card Mame : Cizco Aironet 802 11 a/bdg Wireless Sdapter
Profile MNarne : Adrnin

] Cancel

ILFUoOYINZERIATD O, RAIC LAP, StWTWLC ASI1—H JLF> v LA HER
RADIUS #—/Y ( Cisco Secure ACS ) IZEEhET., WLC X DNISEM (SSID B ) FEaExhd
OLF> v )%, BRILAIC RADIUS H—/NICIEEL F T,

RADIUS H— NG TF—RZ21—% F—EZR—A (HLTNAR) cEBRLTI-H LTS+



LWEREL, - ILFUIYIIANBMTHENREEIL, DAVYLRAVZATURNITIOERE
ENELET,

RADIUS FEREICEXZh TR E, DA VLA V54T Mk LAP ERENITSNET,

LEAP Authentication Status e x

Card Mare:  Cizco Aironet 802.11a/%0/0 Wieless Adapler
E Prafle Name:  Ademin

| Steps Status
1. Starting LEAP Authenticabon Success
2 Checking Link Statuz Success
3 Renewing |F sddress SLUCCREE
4. Detecting [P Frame Type Success
5. Finding Domain Controller Success
[T Show minimized rest lme Cance

EEC. EXBMOI—UNFEXOTOAV7AINETIT47ICTDE, I—H 1 RADIUS H—
NICE2>TLEAP OI1—HEENAT—RE KXV SSID ICETVWTREEhE T,

Enter Wireless Network Password |

Fleaze enter your LEAF username and pazzword to log on to the wirelezs
nietwiork
Uzer Mame ; 51
Fazswiord : setene
Logonto:
Card Mame : Cizco Auronet 80211 a/bs/g Wireless ddapter
Profile Mame Sales
LI, | Cancel

ACS H#—/\ L ® [Passed Authentication] L R— NICIEk, 754 72 MA" RADIUS FZEE ( EAP 52
& SSIDEREE ) ZNALECENRENET, UTH—HITT,



Reports and Activity

Passed Authentications active.csy [ 2etest Wl Lowoac
Zaquar Expressan Stect Dats & Tima End Date & Tima Fows per Fage
| |-'r|rv-.ls'rl.1'.-‘r--,--,- y,.hhimm:ss |rr|*|..-'r|rll.-‘h.l',"|r-.-.I'|h:|'nn':q-= |F.I‘| :J
Aaply Filtar | Clzar Filter |
siltzring iz nol apgied.
. Application-
T | Firre Message- Lser- Group- Caller- MAR- NAR-IP-  Access Ehared Downloadahbls Hﬁﬂ% I‘u:-lur:.-- B g an Eap ﬁ'ﬁ
Iype [Lame Name [0 Porl  Address m BAC ACL Tokan Takan Line oo iva
" 01-4a
101120006 14:43:40 Authen 0K |S1 E‘:'_fault RO-ar- 1 175.10.1.30 {Default] .. e ot oo 17 Eap
"-'--""P ES-E7
-
Default Da oo
2172172006 14:47:0C Authen QK AL - B5-AC- 1 172,16, 2,30 (Defzult) .. 17 |LEAP
SUOUp pp oo

CCT, B¥I—HYA AdminSSID LTV EAL &S EFTBHE, RADIUS H—/\idE M WLAN A
NDI1—F TOEAZEBLET, UTHF—HITY,

Card Mame:  Cizoo Axanet 802 11a/b/g Wirsless Adapter

Ll | FAP Authentication
i Card Name:  Clsco Alronet 802, 11afbjg Wirehess Adapter
-» 1. Stasting ' "_5

2 E}'IEE{";.I'I"F] Profle Mame:  Admin
4. Hanswinc Macsnge: Uniable bo sutherticate wirslass usar,

: Maka sure vou have entered Ehe corract user
4. Detecting name and password and bry again.
B Finding O

O
Cancel |

CHDESICLT, SSDICEDVWTIA—H FTIOEANERENET, TOX—TSAARETE
. BEOBBICABTAINTOI—HE1D20TIL—TICFINL—TTE, CORFIXUN
THBEENTVRESIC, FHTDSSIDICETVTWLANAND T O EAEEZNFETEET,

hZ7)Za1—b
hSTAYI—F 4V QLHOIAIV K

TIORTYIRNAEZ=TVEY=) (BEFI—HEH) (OIT) F. BEND show IX> R&H
AR—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,

X :debug ONV REFEATSHEIC, Tdebug AN ROEEZER. 25RBL T EEV,
. debug dot1x aaa enable : 802.1x AAA DA > RZ 9> a>OFNY T RAZ—TIIZLET

. debug dot1x packet enable : T XT®D dotIx NT Y RODFNY T E# AL Z—TILICLET,
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. debug aaa allenable : TXTD AAA XY E—JOF/NY T ERELE T,
F /=, Cisco Secure ACS H—/\T [Passed Authentication] L 7R— ~ & [Failed Authentication] L
R—REERALT, BEENZ TN 21—FT12JTEET, CNSOLAR—KEE. ACSGUI D
[Reports and Activities] 71 > RJICHY E T,

BYH 1§

- EAP BBREE WLAN O bO—F (WLC ) OERESHI

. I94¥LALAN O bO—5 M Web SEREE N & EHI

cIOAVYLALAN O NO—FZEALE AP JFI)L—7 VLAN O FRTEHI
QA VYLACBT HR—N R—=D
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