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--- System Configuration Dialog ---

Enabl e secret warning

In order to access the device nmanager, an enable secret is required

If you enter the initial configuration dialog, you will be pronpted for the
enabl e secret

If you choose not to enter the intial configuration dialog, or if you exit setup
wi t hout setting the enable secret,

pl ease set an enable secret using the following CLI in configuration node-
enabl e secret 0 <cleartext password>

Wuld you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?'" for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basi ¢ managenent setup configures only enough connectivity
for nanagenent of the system extended setup will ask you
to configure each interface on the system

Wul d you like to enter basic nmanagenent setup? [yes/no]: yes
Configuring global paraneters:
Enter host name [Controller]: w-5760-1

The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
entered, becones encrypted in the configuration.

Enter enable secret: cisco

The enabl e password i s used when you do not specify an
enabl e secret password, with some ol der software versions, and
sone boot inmmges.

Enter enabl e password: cisco

The virtual termnal password is used to protect
access to the router over a network interface.
Enter virtual term nal password: cisco

Configure a NTP server now? [yes]:
Enter ntp server address : 192.168.1.200
Enter a polling interval between 16 and 131072 secs which is power of 2:16

Do you want to configure wireless network? [no]: no
Setup account for accessing HTITP server? [yes]: yes
Usernane [admin]: admin
Password [cisco]: ecisco

Password i s UNENCRYPTED.

Configure SNVMP Networ k Management? [no]: no



Current interface sunmary

Any interface listed with OK? value "NO' does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
VI anl unassi gned NO unset up up

G gabi t Et hernet 0/ 0 unassi gned YES unset up up
Tel/0/1 unassi gned YES unset up up

Tel/ 0/ 2 unassi gned YES unset down down
Tel/ 0/ 3 unassi gned YES unset down down
Tel/ 0/ 4 unassi gned YES unset down down
Tel/ 0/ 5 unassi gned YES unset down down
Tel/ 0/ 6 unassi gned YES unset down down

Enter interface nane used to connect to the
managenent network fromthe above interface sunmmary: vlanl

Configuring interface M anl:

Configure IP on this interface? [yes]: yes
I P address for this interface: 192.168.1.20
Subnet mask for this interface [255.255.255.0] : 255.255.255.0
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

W rel ess managenent interface needs to be configured at startup
It needs to be mapped to an SVI that's not Vlan 1 (default)

Enter VLAN No for w rel ess managenent interface: 120
Enter | P address :192.168.120.94
Enter |P address mask: 255.255.255.0

ROAV74F1L—232 ANV R ATV TRMAMERENEL I

w 5760- 1

enabl e secret 4 tnhtc92DXBhel xj YK8LWIr PV36S2i 4nt Xr pb4RFnf gY*Q
enabl e password ci sco

line vty 0 15

password ci sco

ntp server 192.168.1.200 maxpol!l 4 ninpoll 4

usernane adnin privilege 15 password cisco

no snnp-server

|

no ip routing

!

interface Vl anl

no shut down

i p address 192.168. 1. 20 255. 255. 255.0
!

interface G gabitEthernet0/0

shut down

no i p address

!

interface TenG gabitEthernet1/0/1

interface TenG gabitEthernet1/0/2
interface TenG gabitEthernet1/0/3
interface TenG gabitEthernet1/0/4

interface TenG gabitEthernet1/0/5



interface TenG gabitEthernet1/0/6
vlan 120

interface vlian 120

ip addr 192.168.120.94 255.255.255.0

exit

wi rel ess managenent interface W anl20

!
end

[0] Go to the 10S comand pronpt wi thout saving this config.
[1] Return back to the setup w thout saving this config.
[2] Save this configuration to nvramand exit.

Enter your selection [2]: 2

Bui | di ng configuration...
Conpressed configuration from 2729 bytes to 1613 bytes[ (K]
Use the enabl ed node 'configure' command to nodify this configuration.

Press RETURN to get started!

BERTITIEA RA NCBERRRE

E EE-JONILBRETARAAYFICELV boot AN RABHBD L ZBERLET, 7
Zv21ETREATNTVSE S, w-5760-1(configi#boot system flash:packages.conf
bootAY > RFMBETT,

RY RND—UEEERELET. CAPWAP RS 74Y 0 JO-HN AN RITIRND

DRONY OR—=2 FZY RD—=DICEHEENTZ TenGig DA R —T I A AZRELEXT,
COFITIEE, FHENTVS 1 X—7 I 14 AWETenGigabitEthernet1/0/1 T3, VLAN1&
VLAN 1208"5FAIEhTWVWE T,

interface TenGigabitEthernetl/0/1

switchport trunk allowed vlan 1,120

switchport mode trunk

ip dhcp relay information trusted

ip dhcp snooping trust
T7FINNIL=KNTIONNIRZRODELSICEELET,

ip route 0.0.0.0 0.0.0.0 192.168.1.1

Web 7OV EAZREL ET, GUI & hitps:// <ipaddress>/wireless Y S AFTEET, OY

1 2EHIE. BREFATOTTITILERETNTLRT,

username admin privilege 15 password cisco

BVAVLAEBAVE—T I/ AN ELKREENTVR L ZHEFELET,

wireless management interface V1anl20
W 5760- 1#sh run int vlan 120
Bui | di ng configuration...

Current configuration : 62 bytes

|

interface VMl an120

i p address 192.168. 120. 94 255. 255. 255.0
end

W 5760- 1#sh ip int br
Interface IP-Address OK? Method Status Protocol
VI anl 192.168. 1. 20 YES manual up up



VI an120 192.168.120.94 YES manual up up

G gabi t Et hernet 0/ 0 unassi gned YES unset down down
Tel/0/1 unassi gned YES unset up up
Tel/ 0/ 2 unassi gned YES unset down down
Tel/ 0/ 3 unassi gned YES unset down down
Tel/ 0/ 4 unassi gned YES unset down down
Tel/ 0/ 5 unassi gned YES unset down down
Tel/ 0/ 6 unassi gned YES unset down down
Capwap2 unassi gned YES unset up up

w 5760- 1#

A TIOTATBSA AN B AP count TEMELENTVWD & ZMRBLET, FE : 1)
5760 I E T VT 1 7T ETA BV A LRILABL, BRETTICIPH—ER 4 X—
TEBITWVWET, 2) Mobility Controller (MC ) &L TEET 3 5760 Ik, &K 1000 E®
AP ZHR—KNTBENTEEXT,
w-5760-1#license right-to-use activate apcount <count> slot 1 acceptEULA

5 AP fEATNTVWAENAFXFEICH>T, ELLEESH WLC TREThTWVWAZL
ZHFILET,

W 5760- 1#show wireless country configured

Configured Country.............................. US - United States
Configured Country Codes
US - United States : 802.11a | ndoor, Qutdoor/ 802.11b / 802.11g

EESZ2ZEITAICE. KOOV RZADLTLSEE L

w- 5760- 1(confi g) #ap dotll 24ghz shutdown
w- 5760- 1(confi g) #ap dotll 5ghz shutdown

w- 5760- 1(confi g) #ap country BE

Changi ng country code coul d reset channel and RRM groupi ng configuration.
If running in RRM One-Ti ne node, reassign channels after this command.
Check customized APs for valid channel values after this conmand.

Are you sure you want to continue? (y/n)[y]: vy

w 5760- 1(confi g)#no ap dotll 24ghz shut

w- 5760- 1(confi g) #no ap dotll 5ghz shut

w- 5760- 1(confi g) #end

W 5760- 1#wr

Bui | di ng configuration...

Conpressed configuration from 3564 bytes to 2064 bytes[ (K]

W 5760- 1#show wireless country configured

Configured Country.............................. BE - Belgium
Configured Country Codes
BE - Belgium: 802.1l1a Indoor, Qutdoor/ 802.11b / 802.11g

6. AP A" DHCP #7°> 3> 43, Domain Name Service ( DNS ), F7 (& CAPWAP O ftt D&
HANZZXLT, WCOIPTRLA (ZOBITIE 192.168.120.94 ) LB TED L&
BLET,

R

AP FEEEhic L 2RI HICIE, XD showapsummary AX READL TS EZ W,

W 5760- 1#show ap summary



Nunmber of APs: 1

G obal AP User Nanme: Not configured
G obal AP Dot 1x User Nane: Not confi gured

AP Nane AP Nbdel Et her net MAC Radi o MAC State

APa493. 4cf 3. 232a 1042N a493. 4cf 3. 232a 10bd. 186d. 9a40 Regi stered
— -~
NZ7)Za—b

AP OIMAICBET BB ERNT TN 1 —T 12T FREMBETNY T .

W 5760- 1#debug capwap ap events
capwap/ ap/ events debugging is on

W 5760- 1#debug capwap ap error
capwap/ ap/ error debugging is on

W 5760- 1#debug dtls ap event
dt| s/ ap/ event debugging is on

W 5760- 1#debug capwap ios event
CAPWAP Event debugging is on

5760- 1#debug capwap ios error
CAPWAP Error debugging is on

3850 A4 ¥ FOHIRAE

COETR 3850 TS/ VLAY—ERERANTB O ICBBERRECOVTHALET,
B
7Y NPYT ROUT B

--- System Configuration Dialog ---

Enabl e secret warning

In order to access the device nmanager, an enable secret is required

If you enter the initial configuration dialog, you will be pronpted

for the enabl e secret

If you choose not to enter the intial configuration dialog, or if you

exit setup without setting the enable secret,

pl ease set an enable secret using the following CLI in configuration node-
enabl e secret 0 <cleartext password>

Wuld you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?'" for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.



Basi ¢ managenment setup configures only enough connectivity
for managenment of the system extended setup will ask you
to configure each interface on the system

Wul d you i ke to enter basic nanagenment setup? [yes/no]: yes
Configuring global paraneters:

Enter host name [Switch]: sw-3850-1

The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
entered, becones encrypted in the configuration.

Enter enable secret: cisco1l23

The enabl e password is used when you do not specify an

enabl e secret password, with some ol der software versions, and
sone boot images.

Enter enabl e password: ciscol23

The virtual term nal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: Ciscol23
Do you want to configure country code? [no] : yes
Enter the country code[ US]: us
Note : Enter the country code in which you are installing this 3850 Switch and
the AP(s). If your country code is not recognized, enter one that is conpliant
with the regul atory domain of your own country
Setup account for accessing HTTP server? [yes]: yes
Usernane [adnin]: admin
Password [cisco]: eisco
Password i s UNENCRYPTED.
Configure SNVP Network Management? [no]: no
Current interface sunmary

Any interface listed with OK? value "NO' does not have a valid configuration

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
VI anl unassi gned NO wunset up down
G gabi t Et hernet 0/ 0 unassi gned YES unset up up

G gabit Et hernet2/0/ 1 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 2 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 3 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 46 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 47 unassi gned YES unset down down
G gabi t Et hernet 2/ 0/ 48 unassi gned YES unset up up
G gabitEthernet2/1/1 unassi gned YES unset down down
G gabi t Et hernet2/1/2 unassi gned YES unset down down
G gabit Ethernet2/1/3 unassi gned YES unset down down
G gabitEthernet2/1/4 unassi gned YES unset down down
Te2/1/1 unassi gned YES unset down down
Te2/ 1/ 2 unassi gned YES unset down down
Te2/ 1/ 3 unassi gned YES unset down down



Te2/ 1/ 4 unassi gned YES unset down down

Enter interface nane used to connect to the
managenent network fromthe above interface summary: wvlanl

Configuring interface M anl:

Configure IP on this interface? [yes]: yes
| P address for this interface: 192.168.1.2
Subnet mask for this interface [255.255.255.0] : 255.255.255.0
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

ROAV74F1L—232 ANV R AVUTMNFEREhEL

host nane sw 3850- 1

enabl e secret 4 vweGvdcUZcRMCyxaH2WOY/ PTuj snQAPSbt . LFG8I hTw
enabl e password G scol23

line vty 0 15

password Ciscol23

ap dot 11 24ghz shut down

ap dot 11 5ghz shut down

ap country US

no ap dot11l 24ghz shut down

no ap dot11l 5ghz shutdown

usernane admn privilege 15 password 0 cisco
no snnp-server
|

no ip routing

interface Vl anl

no shut down

ip address 192.168.1.2 255.255.255.0
|

interface G gabitEthernet0/0

shut down

no i p address

|

interface G gabitEthernet2/0/1
!

nterface G gabitEthernet2/0/2

nterface G gabitEthernet2/0/3

nterface G gabitEthernet?2/0/46

nterface G gabitEthernet2/0/47

nterface G gabitEthernet?2/0/48

nterface G gabitEthernet2/1/1

nterface G gabitEthernet2/1/2

nterface G gabitEthernet2/1/3

nterface G gabitEthernet2/1/4

nterface TenG gabitEthernet2/1/1



1
i. nterface TenG gabitEt hernet?2/1/2
1

i. nterface TenG gabitEthernet2/1/3
1

i. nterface TenG gabitEthernet2/1/4
1

énd

[0] Go to the 10S comand pronpt wi thout saving this config.
[1] Return back to the setup w thout saving this config.
[2] Save this configuration to nvramand exit.

Enter your selection [2]: 2

The enabl e password you have chosen is the sanme as your enable secret.
This is not reconmended. Re-enter the enabl e password.

Changi ng country code coul d reset channel and RRM groupi ng configuration.
If running in RRM One-Ti me node, reassign channels after this conmand.
Check custonized APs for valid channel values after this conmmand.

Are you sure you want to continue? (y/n)[y]: ¥

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (el apsed tinme was 1 seconds)

Bui | di ng configuration...
Conpressed configuration from 4414 bytes to 2038 bytes[ (K]
Use the enabl ed node 'configure' command to nmodify this configuration.

Press RETURN to get started!

BERTITIEA RA NCBERRRE

X EE-@YA& boot AN RAIVA—NIL AV T74F21L—230THREEATVSE S
EZEBRLET, 75V 1 LTRAES N TVWSEEE. boot system switch all
flash:packages.confAN > RFHKRETT,

1. D4 VYL ATRZHZRELET, D1 VLA H—ERZEMELTSICEF. 3850 &
ipservices £ =i ipbase DT A AZRTIIHBENFHYVET,

2 ALY TFTIAVLAZEBEMELLE T, F: AP EEU VLAN ETF7 IR E—RODAA Y
FR—NIERTIXVENf HVET, D1 VL AEBRZBAMLLET,

sw 3850- 1(confi g) #wireless management interface vlan <1-4095>

MCZE&ELET, AP DELRZHFNIDLEHDICMC ZERTIHLEN HYET, <0 3850
" MC (% %54, wireless mobility controller AN RZABDULET,

sw 3850- 1 (config)#wireless mobility controller

¥ COREZEICRVUT—MYBETT, CcO380NEEUTA I8
(MA) ELTH#EETDHAIE, XOONREFEALT. MCOIPPRLAICZODZEE
RLET,

sw 3850- 1 (config)#wireless mobility controller ip a.b.c.d

REMC TR, ROONZ RZAHDLET,

3850MC(confi g) #wireless mobility controller peer-group



3850MC(confi g) #wireless mobility controller peer-group

TAEAOUAMERRELET, TOTATBEAP S/ VAN MC THEATERD LR
BELTLKEEVW (MAK, MCTT7I9T17tenkS4>RAE2FERALET ), E: 1)
3850k, 3850T VA VL AG—ERAZBMC TS 1=HIC. ipservicesE 1z l&ipbaseZ 1 &
VAZRRITIBRRBENBYNET, 2)APHI NS AEARBMCTERE h, MATESHH
C7OEDa”Z_>I0B8rTEAETNET, 3) MCE L THEET 5385550,

sw 3850- 1#show license right-to-use summary

Li cense Nane Type Count Period | eft
i pservices per manent N A Lifetinme
apcount base 1 Lifetime
apcount adder 49 Lifetinme

Li cense Level In Use: ipservices

Li cense Level on Reboot: ipservices
Eval uati on AP-Count: Di sabl ed

Total AP Count Licenses: 50

AP Count Licenses In-use: 1

AP Count Licenses Renmining: 49

3850 TAPcount A AT IOT 1474 BIZIE,. MC ICHEXR AP count ZIEEL T
RXOIAN RZAHBLET,

sw 3850- 1#1license right-to-use activate apcount

AP FARAANY TOEAERELET. APAIVRO—FICMATEEHICE. ALY
FIR—RNEEETVA VL ABE VLAN TPIVEAR—RNELTRETHIHBENIHYET,
VLAN100 2D A VL ABBA UV RX—T7IAAICERATIHE :

sw- 3850- 1(confi g) #interface gigabit1/0/10
sw 3850-1(confi g-if)#switchport mode access
sw 3850- 1(config-if)#switchport access vlan 100

.Web 7Ot A%KEL £9, GUI [& https:// <ipaddress>/wireless » S AFTEFET, OV
1 UERE, VBBREAATOJTITICERENTVET,

username admin privilege 15 password 0 cisco ( usernane for Wb access)
APABAEHTVRIEORF RXAVIZH#ST, ELVEBESHFIASMYFTEREEATL
Pl EBRLET,

sw 3850- 1#show wireless country configured

Configured Country.............................. US - United States
Configured Country Codes
US - United States : 802.11a | ndoor, Qutdoor/ 802.11b / 802.11g

EESZ2ZEITAICE. KOOV RZADLTLSEE L

sw 3850- 1(confi g) #ap dotll 24ghz shutdown

sw 3850- 1(confi g) #ap dotll 5ghz shutdown



sw 3850- 1(confi g) #ap country BE

Changi ng country code coul d reset channel and RRM groupi ng configuration.
If running in RRM One-Ti me node, reassign channels after this conmand.
Check custonized APs for valid channel values after this conmmand.

Are you sure you want to continue? (y/n)[y]: vy

sw 3850- 1(confi g) #no ap dotll 24ghz shut

sw 3850- 1(confi g) #no ap dotll 5ghz shut

sw- 3850- 1( confi g) #end

sw 3850- 1#wr

Bui | di ng configuration...

Conpressed configuration from 3564 bytes to 2064 bytes[ K]

sw 3850- 1#show wireless country configured
Configured Country.............................. BE - Belgium

Configured Country Codes
BE - Belgium: 802.11a |ndoor, CQutdoor/ 802.11b / 802.11g

3

AP AMMAL K &R TS I(CIE. showap summary IX > READLET,

SW 3850- 1#show ap summary
Nunber of APs: 1

G obal AP User Nanme: Not configured
G obal AP Dot 1x User Nane: Not confi gured

AP Nane AP NMbdel Ethernet MAC Radi o MAC State

APa493. 4cf 3. 232a 1042N a493. 4cf 3. 231a 10bd. 186e. 9a40 Regi stered
— ~
NZ7)LZa—b

AP OMAICBET2BEEERNT TN 1 —T 12T FR2EMBETFNY T .

sSw 3850- 1#debug capwap ap events
capwap/ ap/ events debugging is on

SW 3850- 1#debug capwap ap error
capwap/ ap/ error debugging is on

SW 3850- 1#debug dtls ap event
dt| s/ ap/ event debugging is on

sSwW 3850- 1#debug capwap ios event
CAPWAP Event debugging is on

sw 3850- 1#debug capwap ios error
CAPWAP Error debugging is on
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