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3. 473 a3 T ATV a s E 16 ERMTAILET,
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c0a80a14 ( 192.168.10.20 ) I E#E hET, CONFIAALNShB &,
f108c0a80a05c0a80a14 IZ7% V) £F, DHCP A1—7 2 & 1id Cisco I0S X
K. option 43 hex f108c0a80a05c0a80a14 T,
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Cisco IOS® DHCP % —/\

Cisco Aironet AP ( Cisco IOS )

Cisco |I0S N"'#&&) 95 X T D Cisco Aironet AP (IZDWT, #&kiAdk Cisco IOS DHCP H—/NIZ

DHCP #7232 43 ZRET B I,
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1. Cisco IOS CLI TEREE— RICAVW F T,

2.F7 AN L= —NBHREDUBERZRNTXA—INFEENE DHCP =)L ZERL F
9o RIZCDHCP AO—70HlERLET,

ip dhcp pool <pool name>

network <ip network> <netmask>
default-router <default-router IP address>
dns-server <dns server IP address>

3. Option 43 DITICROXZEMLE T,

option 43 hex <hexadecimal string>

FIEID16ERXFHIE, 723430 T AT a>THZIZ XA T+REHEDOTLVEED
ST UAELTHAILTESNET, Type ld. BElICH T A7 a> I—R0oxf1 (kW E

T, Length GO NA—FOEEIP 7 RLADOEK®D 4 Z0 16 EBRFETT . Value [F)E
BIZVARNENEONO—S0OIPTRLAD 16 EHBRFTETT .

A, BBAVEZ—TIAADIP 7 RL A 192.168.10.5 B LT 192.168.10.20 Z £ A
527000 MA—FHFHBDELET, Type l& 0xf1 T, Length [ 2*4=8=0x08 T
T, &IP 7 KL Al c0a80a05 ( 192.168.10.5 ) & c0a80al4 ( 192.168.10.20 ) |Z L& h
F9, COXFINEXNS NS &, f108c0a80a05c0a80a14 (% V) £9, DHCP AJ1—7
[ZIEIR D Cisco 10S N RAEBMENET,

option 43 hex f108c0a80a05c0a80al4

Linux ISC DHCP H#—/\

CDHETEF. RA—EHBOE#H%E Lightweight Cisco Aironet 1) —X AP (23R 3 7= 8 ® Linux
ISC H—NDEREFEZICOVWTHBALET, XROBITIE, ROF—EEFDOEHR%ZE 1140, 1200,
1130, 1240 ') —A® Lightweight AP IZIR 3 & S (C Linux ISC H—/NEREL TVET, <D
REZZELTHO LAP ICEBERAT3CEETEET,

ddns-update-style interim;
allow bootp;
option space Cisco_LWAPP_AP;
option Cisco_LWAPP_AP.server-address code 241 = array of ip-address;
subnet 192.168.247.0 netmask 255.255.255.0 {
authoritative;
option routers 192.168.247.1;



option subnet-mask 255.255.255.0;

option domain-name "cisco.com";

option domain-name-servers 192.168.247.2, 192.168.247.3;
range dynamic-bootp 192.168.247.11 192.168.247.254;
default-Tease-time 300;

class "Cisco-AP-c1140" {

match if option vendor-class-identifier = "Cisco AP c1140";
option vendor-class-identifier "Cisco AP c1140";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.5; }

class "Cisco AP c1200" {

match if option vendor-class-identifier = "Cisco AP c1200";
option vendor-class-identifier "Cisco AP c1200";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.55; }

class "Cisco AP c1130" {

match if option vendor-class-identifier = "Cisco AP c1130";
option vendor-class-identifier "Cisco AP c1130";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.5; }

class "Cisco AP c1240" {

match if option vendor-class-identifier = "Cisco AP c1240";
option vendor-class-identifier "Cisco AP c1240";
vendor-option-space Cisco_LWAPP_AP;

option Cisco_LWAPP_AP.server-address 192.168.247.5; }

Cisco Network Registrar DHCP t—/\

Cisco Y RD—2U LY ANT DHCP H—N\Tlk, RUFA—EBEOBUAYR—FEhTVE
T, ECBN. GUITRERZCNSDRMEDRERFITEREA. COREICE CLI 2FERATILEN
HWET,

DHCP #7232 43 TO L3-LWAPP 4 AHNUEHR— N2k, ROREFIEEERTL
9,

~ ECLION > RY —JLIE, Network RegistrarF 4 L 2 k 1J(C:\Program Files\Network
Registrar\BIN\ nrcmd.bat)iC& V) &3,

1.DHCP #—NIZOJ A2V L&ET, ROATYTZERTLET,

username: admin
password:
100 Ok



session:
cluster = Tlocalhost
default-format = user
user-name = admin
visibility = 5

nrcmd>

RDFIET, Cisco AP1000 U —X AP ADORV A — U ZARBBIFZERLET,

nrcmd> vendor-option airespace create Airespace.AP1200
100 Ok
airespace:

name = airespace

read-only = disabled

vendor-class-id = Airespace.AP1200

RDOFIET, Cisco AP1200 U —X AP ORI Z— S AHBAFRERLET,

nrcmd> vendor-option aironetl200 create "Cisco AP c1200"
100 Ok
aironet1200:

name = aironet

read-only = disabled

vendor-class-id = "Cisco AP c1200"

Nt OEFLOLAPOBAE. R1OBENOVCIZE S Trendor-class-d/S S X — &
ZEEMAET,

.DHCP H—/\#", #7°'< 3> 60 " Airespace.AP1200 ICEREET NEEREZZ (T - 54
=, DHCP offer TEETE2EZBEMNITET, DHCP A7 3> 43 Tk, BUAT>
A343 D7 A —)LRTEBOEEYR—NTEET, ChsoAT2avlk, 7247
TEZICEBAENBDBENSHYET,

COBEE, ENf1OEGMBET, YT RATRETETT, L. Cisco Network
Registrar (CNR ) DERETR YT RA T A7 a2 ERTIVEN HVET,

Cisco AP1000 >~ 1) —X AP

<#root>
nrcmd>
vendor - opti on

airespace definesuboption controller_ip 1 BYTE_ARRAY
no-suboption-opcode, no-suboption-len
100 Ok

controller_ip(1) : byte_array(no-suboption-opcode,no-suboption-T1en)



Cisco AP1200 =~ 1)U —X AP

<#root>
nrcmd>
vendor - opti on

aironet1200 definesuboption controller_ip 241 IPADDR_ARRAY
100 Ok
Controller_ip(241) : +ipaddr_array

100 Ok

vendor-option aironetl200 enable read-only

100 Ok

read-only=enabled

nrcmd>

policy systemdefault_policy

setVendorOption aironetl1200
controller_ip <ipl>,<ip2>
100 Ok
aironetl1200 controller_ip[0](241) IPADDR_ARRAY(1l) = <ipl>,<ip2>

. —HAT., Y724 THEEZERKEL T, IPEZEEXSTOXFH (BYTE_ARRAY ) 1%
EETHLEHIC, CNR TR, YT RA470DID EREEZHBRIDBEN T Z N PR—KN&
NTVWET, no-suboption-opcode & no-suboption-len X ns5NDT7ZI T,

Cisco AP1000 >~ 1) —X AP

<#root>
nrcmd>

vendor-option |ist

100 Ok

airespace:
name = airespace
read-only = disabled
vendor-class-id = Airespace.AP1200

nrcmd>
vendor - opti on

airespace Tistsuboptions
100 Ok
controller_ip(241) : byte_array(no-suboption-opcode,no-suboption-1en)

Cisco AP1200 > 1) —X AP



<{froot>
nrcmd>

vendor -option |ist

100 Ok

airespace:
name = aironetl1200
read-only = enabled
vendor-class-id = aironet1200

nrcmd>
vendor - opti on

aironet1200 listsuboptions
100 Ok
controller_ip(241) : ipaddr_array(no-suboption-opcode,no-suboption-Ten)

RDESIC, DHCP 77— )LICESVWTEZEENTET.

Cisco AP1000 2 !) —X AP

<#root>
nrcmd>
policy VLAN 52

setvendoroption airespace controller_ip
31:30:2E:31:35:30:2E:31:2E:31:35:2C:31:30:2E:31:35:30:2E:35:30:2E:31:35:2C
100 Ok
airespace controller_ip[0](1) BYTE_ARRAY(1l) =
31:30:2e:31:35:30:2e:31:2e:31:35:2c:31:30:2e:31:35:30:2e:35:30:2e:31:35:2c

Cisco AP1200 >~ 1) —X AP

<#root>
nrcmd>
policy systemdefault_policy

setVendorOption aironetl1200
controller_ip <ipl>,<ip2>
100 Ok
aironetl1200 controller_ip[0](241) IPADDR_ARRAY(1l) = <ipl>,<ip2>

COBITE, CNRTIZTAAN A E—TIA AL TEREZHAD VLAN-52 £ V5



B/ O DHCP 7'— LA, Airespace.AP1200 /N1 AN SDERZZ TE > =BIC, 7>
3> 4310.150.1.15,10.150.50.15 TREESNE T,

% 7£:31:30:2e:31:35:30:2€:31:2€:31:35:2¢:31:30:2e:31:35:30:2e:35:30:2e:31:35:2clE .
N *%110.150.1.15,10.150.50.15MD 16 EEKREZ T T .

6. X&IC. DHCP RREZ®REFL T, YO—RLET,

<tfroot>

nrcmd>

save

100 Ok

<#root>
nrcmd>

dhcp rel oad

100 Ok
nrcmd>

exit

Lucent QIP DHCP ¥ —/\

ZMIETIE, Lightweight Cisco Aironet 1) —X AP IR A —BEBDIEHRZIR T -8 D Lucent
QIP DHCP 4 —N\NDOREFEICETIE A2V 2P BNALET,

N HESBREEETAFIECOVTE. AU —FEETE REFIAXY NESBLTL
EE,

DHCP #7232 43 ICik, FEORVA—BEEBHREMYVIACZENTEET, DHCP H—/N\
A5k, COBHRIE 16 EBLFIDOFERT, DHCP A7 7—%2Z WD O0T4T7 > NZESHh
x£9,

Lucent QIP DHCP ¥ —/\Tl&, R A —EHE#HIE [DHCP Option Template- Modify] K—> T A
HTE&EET, [Active Options] T') 7 T. [Vendor Specific Information] ZiEiR L, [Value] 7 1 —
LREZDIEHREADLET,



=! BHCP Option Template - Modify

Svalabls ClassesTiptons: Aecinve Diplions:
M ame Mame | Value
+ [ Packet Cable Options Subret Mazk [1,5m] Same az in Subret Frofie
+| [ RFC 1437 Vendor Extensions Reutes [2.gw] Same a3 in Subred Profile
= IFL Fasameters per Hogt + - Domen Hame Server [B.dz] Lizer Dafiresd
J i + - Domman Hame [15,dn) Izt Drsfired

[0 IP Lawes Paismeters per bnbeilsce
] Lirk Layer Farametess per Interface
| TCP Paameters

A =y

‘Wendor 5pecihic: Informaton (43, vg]

F1l0BcDad0alscladlald

HetB105 oves TCPAP Mame Server [44bw] 17223821

MNetB10S cwer TCPAR Mode Tupe [45 by B-node
(3 Apphcation and Service Pacamebers cuDglete | |* IP Addiess Lease Time (51.8) Limited
(] DHCP Estensions Reerweveal [T1] Tie (53.01] 43200
1 Novell Optians Riebinding (T 2] Time [5312] 75600
(£ RFC 26632 Options Wendor Clasz |dentiher [BO.ck) Crco AP 1130
3 5LP Protsesl Options P Pheane Option 150 (15015 1722280

2 User Authersication Protocol Opticrs
3 RFC 3397 Option

o | | o o) e () ()|

Value

| £108c0aB0a05c0aB0ald

O RO—ZDIP7 RLA%ZDHCPA > 343Xy —2JICEHDICIE. QIPODHCPA 7S 3
T L—NCE—016EHE[ip hex]& L TIEHREALLET,

DHCP #7232 43 TIP 7 RLAZEEEEFETSICE, QP D DHCP A7 3> 7> 7L —
NICE— 16 EHUE ( [ip hex],[ip hex] TlE%& <, [iphexiphex]) ELTHEHREANDLET,
NDiHE, DHCP Tk, QIP S EET N3 XFEH OB THEBOD U NICK V) BB/ BELET,

FezalE, BBAZ—TIAADIPT7RLA192.168.10.5 B LT 192.168.10.20 ZEH T3
220V RO—S5HHBELET, Type ld Oxfl TF, Length i 2*4=8=0x08 TFo & IP
7 KL Al c0a80a05 ( 192.168.10.5 ) & c0a80a14 ( 192.168.10.20 ) - L& hEF, COXFE
FIFAW NS D&, 108c0a80a05c0a80a14 (27 V) ¥ 3, Lucent QIP DHCP H—/\Tlk, DHCP
AA—TICEBMEhBDBEOH S 16 ERXXZHIEIRDOKLSIZKRVY) ET,

<#froot>

[ f108c0a80a05c0a80al4]

16 EBXFHEARAY IJTHENTVRIZENF HYVET, CORADY IFYUEATT, DHCP #7
JAVABHNDEERRTIDELSICHBEEND &, LAP TR NO—Z OB & B&A A6
KV ERT,

HEsE
AL
COEOa> TR, RENDEIEICODVWTHHALET,

TORTYRNAVE=TIERY—) (BRI-YEA ). HEOD show IV REHYR—KL



TWET, show AN ROHEHI DB ZRTIT BICIE. Output Interpreter Tool ZEAL £,

a2 Y—)L R—KNZ#HD 1130/1200/1230/1240 ') —X LAP ZfEA L TW 35S, DHCP IP
TRLAOE)HETHIZWLC O IP T RLAN LAP ICRHEEhD EZHIETEERT, ROH
l& Cisco 1230 U —X LAP A5 OH > FIEHHITT,

<#root>

*Mar 1 00:00:17.497: %LINEPROTO-5-UPDOWN: Line protocol on Interface
DotllRadiol, changed state to down

*Mar 1 00:00:17.898: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Dotl1Radio0, changed state to down

*Mar 1 00:00:25.352: %DOT11-6-FREQ_USED: Interface DotllRadioO, frequency
2447 selected

*Mar 1 00:00:25.353: %LINK-3-UPDOWN: Interface DotllRadio0O, changed state
to up

*Mar 1 00:00:26.352: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Dotl1Radio0, changed state to up

*Mar 1 00:00:29.440: %LWAPP-5-CHANGED: LWAPP changed state to DISCOVERY

*Mar 1 00:00:29.475: %LINK-5-CHANGED: Interface DotllRadioO, changed state
to reset

*Mar 1 00:00:29.704: %LINK-3-UPDOWN: Interface DotllRadiol, changed state
to up

*Mar 1 00:00:30.121: Logging LWAPP message to 255.255.255.255.

%SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CLI
initiated

%LINK-3-UPDOWN: Interface DotllRadioO, changed state to up

%LINK-5-CHANGED: Interface DotllRadiol, changed state to reset

%LINK-3-UPDOWN: Interface DotllRadiol, changed state to up

%LINK-5-CHANGED: Interface DotllRadioO, changed state to reset

%LINK-3-UPDOWN: Interface DotllRadioO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface DotllRadiol, changed state
to up

Translating "CISCO-LWAPP-CONTROLLER"...domain server (255.255.255.255)

%DHCP-6-ADDRESS_ASSIGN:

Interface FastEthernet0 assi gned DHCP address
A.B.C. D, nask 255.0.0.0, hostname AP001lb. d4e3. a8l1b

%LWAPP-3-CLIENTEVENTLOG:

Control |l er address 192.168. 10.5 obtai ned t hrough DHCP

%LWAPP-3-CLIENTEVENTLOG:

Control |l er address 192.168. 10.5 obtai ned t hrough DHCP

Cisco 10S DHCP #—/N& AL TW3 54, DHCP 254 7> MCEIY % TS hiz DHCP 7 K
LAOUARNZRRTSIZIE. showip dhep binding AN REASLET, FUHL F—E2D
BlEXDESTT,

<tfroot>



2800-ISR-TSWEB#

show i p dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.168.25.1 000b.855b.fbd0 Jun 29 2007 11:49 AM Automatic

WLC CLI T, show ap summary AN RZAAL T, APA WLC ICBRENI-CEZIRFETE
353-0 3)&13\ 7'_5‘@@“(17)’10)3:3‘59)_(“3'0

<#root>
((Cisco Controller) >

show ap sunmary

ap:5b:fb:do0 2 AP1010 00:0b:85:5b:fb:d0 default_location 1

DA YL ALAN A"RREEThTLVBIBA. show client summary Y RZA DL T, WLC (&
BEENTVBRITSAT U RNERRTEET,

<#root>
(Cisco Controller) >

show client summary

Number of Clients........ciiiiiiiiii i iaiinnnnn 1
MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:a1:45:42 ap:64:a3:a0 Associated 4 Yes 802.11a 1

NZ7IL>a1—hk
COETR, BEORS LS 1—F AL TEOVTHALET,

TIORTYRNAVR=TVRY—) (BRI-FEHEAH)F. HEOD show AYY RZEHR—KL
TWET, show AN ROEI DB HZRTTBICIE. Output Interpreter Tool ZEAL £,



o debug AN RZFEHTSHIIC. Tdebug AN ROEELEHKI 25RBL T EE
Uo

DHCP H—N&EOTZA T REATRELEARNDIEFZRTT S ICIE,. WLC T debug dhep
message enable AN RZADLET, FU0HAL TF—E2OHIRRODEHVTT,

<#root>

(Cisco Controller) >Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0
dhcp option len,
including the magic cookie = 38
Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:

recei ved DHCP DI SCOVER msg

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 57, len 2

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:
skipping option 55, len 6

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcp option:

vendor class id = Airespace. AP1200 (|l en 16)

Thu Jun 28 17:07:53 2007: 00:0b:85:5b:fb:d0 dhcpParseOptions: options end,
len 38, actual 64

Thu Jun 28 17:07:53 2007: dhcpd: sending 300 bytes raw
0.0.0.0:68 -> 10.77.244.212:1067

Thu Jun 28 17:07:53 2007: dhcpd: Received 300 byte dhcp packet
from Oxd4f44d0a 10.77.244.212:68

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option Ten, including
the magic cookie = 50

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option: received DHCP

REQUEST msg
Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:

requested ip =
192.168.25.1

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option:

server id =
192. 168. 25. 10

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option: skipping option 57,
Ten 2

Thu Jun 28 17:07:58 2007: 00:0b:85:5b:fb:d0 dhcp option: skipping option 55,
Ten 6

WLC D IP7RLAEZEBRETZDLEOOT A ANNVFEELTDHCP #7232 43 FfEfREh
TWiZ & %9 WLC A5 M debug Iwapp packet enable X ROH D ZEXRICRLUET,



<tfroot>

Thu Jun 28 17:51:47 2007: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:5b:fb:d0
to 00:0b:85:33:84:a0 on port '1'
Thu Jun 28 17:51:47 2007: Successful transmission of LWAPP Discovery-Response
to AP 00:0b:85:5b:fb:d0 on Port 1
Thu Jun 28 19:22:39 2007: Start of Packet
Thu Jun 28 19:22:39 2007: Ethernet Source MAC (LRAD): 00:D0:58:AD:AE:CB
Thu Jun 28 19:22:39 2007: Msg Type :
Thu Jun 28 19:22:39 2007: DISCOVERY_REQUEST
Thu Jun 28 19:22:39 2007: Msg Length : 31
Thu Jun 28 19:22:39 2007: Msg SeqgNum : 0
Thu Jun 28 19:22:39 2007:
IE :

UNKNOWN | E 58

Thu Jun 28 19:22:39 2007: IE Length : 1
Thu Jun 28 19:22:39 2007: Decode routine not available, Printing Hex Dump
Thu Jun 28 19:22:39 2007:

00000000: 03

Thu Jun 28 19:22:39 2007:

IES8 NS A—RDE., T14AANI RA4T7%ZRLTWVWET, DCHP #7232 43 DFAE 3
CZVYET,

Cisco IOS DHCP H—N\ZIL—ZXTHEAL TWBHBAIC, DHCP V547 N — N0 8E%E
F=ARTBICIE. debug dhep detail 1Y > R & debug ip dhep server events N> RZ AN TE R
9, debug ip dhcp server events X > RASOHBHIZERIZRLET,

<tfroot>

*Jun 28 11:49:33.107: DHCPD: Sending notification of DISCOVER:

*Jun 28 11:49:33.107: DHCPD: htype 1 chaddr 000b.855b.fbd0

*Jun 28 11:49:33.107: DHCPD: remote id 020a0000c0a8190a01000000

*Jun 28 11:49:33.107: DHCPD: circuit id 00000000

*Jun 28 11:49:33.107: DHCPD: Seeing if there 1is an internally specified
pool class:

*Jun 28 11:49:33.107: DHCPD: htype 1 chaddr 000b.855b.fbd0

*Jun 28 11:49:33.107: DHCPD: remote id 020a0000c0a8190a01000000

*Jun 28 11:49:33.107: DHCPD: circuit id 00000000

*Jun 28 11:49:38.603: DHCPD: Sending notification of ASSIGNMENT:

*Jun 28 11:49:38.603: DHCPD: address 192.168.25.1 mask 255.255.255.0

*Jun 28 11:49:38.603: DHCPD: htype 1 chaddr 000b.855b.fbd0

*Jun 28 11:49:38.603: DHCPD: lease time remaining (secs) = 86400

*Jun 28 11:49:38.607: DHCPD:

Sendi ng notification of ASSI GNVENT:

*Jun 28 11:49:38.607: DHCPD:

address 192.168. 25.1 nmask 255.255.255.0



*Jun 28 11:49:38.607: DHCPD: htype 1 chaddr 000b.855b.fbd0
*Jun 28 11:49:38.607: DHCPD: lease time remaining (secs) = 86400

DHCP 95 A T MCEBIWHTSNIZDHCP PRLADV AN ZRRTBIZIE. showip dhep
binding AN RZAHBLET,

<ffroot>
2800-ISR-TSWEB#

show i p dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.168.25.1 000b.855b.fbd0 Jun 29 2007 11:49 AM Automatic

BYIE 5 ¥

Autonomous Cisco Aironet 77t R R4 > @ Lightweight E—RAQFT Y 7T L —RF|E

« ZEITBRIVAVYLAIANINOA—FANDMADZSH D Lightweight 7V ERA RLA > RO
RERE

s DAYV L AHRICETIHR—K
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