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1. [Programs] > [Administrative Tools] > [Internet Authentication Service] ® JEIZZERL .
Microsoft 2000 H#—/N LT IAS ZEEL £,
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*# Internet Authentication Service

| aton vew ||« = |E|E SR 0E

Tree I
 Binterrek futbentication Service (Local) '\ﬁ) Welcome to Internet Authentication Service
=] Clents

[FH_] Remats Access Logaing

T dthentication ! o2 (A : : k= rticati
-5 Ramate ¢ Pollcies Interret Authentication Service (125 perfor ms centralized authentication,

authorization, and accounting of users who connect to s network using virtusl
private retwork (vPr) and diakup technology. TAS implaments the IETF
standard Remote ALFentication Dial-n User Service (RADILS) promcol,

To enzhle the 1AS server o read the remote access properties of ussr
accounts in the active Direchory, on the Action menu, click Register Service n

Bctive Directary.

For mare informaton sbout sething wo 145, see "Checklist: Configuring [AS for
dial-up and YPH access" and "Chedkdlst: Configuring 145 to outsource dial-up
arcess” nonline Hel,

For mara infor mation on LAS doploymant scenariog, soe opice "Diakup

corporate access", "Buranet access for business partners”, "Internet Access®,
"Cutsowrced corporate access through service praviders” in online Help.

For troubleshacting nfor mation, see topic Troubleshooting in anline Help.

2.[Clients] 7#IZ%#HFV'1) Y UL, [New Client] Zi#ZRL T, LW RADIUS V5147 > b~
ZEMLETD,

3.[Add Client] 94> KT, 9547 hOEZHEASL, Z7OKRILELT [RADIUS] %
BIRLET, RIZ, Next] ZOUYILET, cOBITRE, 74T MOERTIE WLC-1
T9, E:F72)IbTRE. 7ORILNEFERADIUSICEREENTWVWET,



Add Client Ed

Mame and Protocol
Azzign a name and protacal far the chent.

Type a friendly name and prokacal for the client.

Eriendly narne: WLC-1

Frotocol RADIUS |

< Back M et I Cancel

4.[Add RADIUS Client] 74 > R9T, #54FYRIPFRLA, 9547 RORVH—,
BROMBEHREREEAILET, V547 MeBEADL LS, [Finsh) 29UV ULFE
T CcOBITEE, 9547 NORHIE WLC-1THY), IPFT RL AWK 172.16.1.30. V=5
AT ROR R —E Cisco, MBHERIE cisco123 &, TNRENHREETNATVETD,




Add RADIUS Client Eq |

Client Information
Specify information regarding the client.

Client address (IP or DHS):
[17216.1.30 Vi |

Clent-\endar:
I Cizco j

[T Client must always send the signature attibute in the request

HEXENNNE

Shared zecret;

HEENEEEEE

Confirm shared secret:

< Back Finizh I Cancel

CORMZK2T, IASH—NNDAAAIZAT>RELT, WLC1 LB IF SNz WLC
AMEMENRTT,



“#Internet Authenticabion Service

| Ackion Miew _{F-'P|EIE " B R

e | FondyMore  [Addes  IProtool [ Gleoivendo
BB Ireernet Authertication Servics (Local) et o Welelao  RADWS  Oseo
" Cienks

H-{] Remote Access Loggng
+ :'-2’ Remote Sccess Policies

al [ vl
RDOFIETE, VE—NTIOEA RIS —FERL, VSAZRELET,

IASTUE—RFPOEARVS —%BET D

ASTHLWUE— RO EARUS—ERETBICE. ROFIEERTLET,

1L.[VE—KRTO9EARV—=12FEIVIYIL., HLWIE-—RNFPILARD—]ZBIRLE
F, [Policy Name] 714> RIOANRRENET,
2.R)—OBEZAAL, [Next] ZOUYOLET,



Add Remote Access Policy

Policy Mame
Specify a fnendly name for the policy.

A Remote Access Policy 1z a et af actiong which can be applied to a group of uzers
meeting certain conditions.

Analogous ba iiles pou can apply to incoming mail in an e-mail application, you can
zspecify a =&t of conditionz that must be matched for the Remote Access Policy bo apply.
“'ou can then specify actions to be taken when the conditions are met.

Policy friendly name:
Airezpace WS4

< Back Mewut » I Cancel

BRDIAVRIT, UE—KRTIVERBARVI—HNBERENDRHEZBRLET, [Add] 27
Vv oL, ZHEZERLET,

- | | ]
Cardiars Selact the bype of attibute bo add, and then chck, the Aod bution
Determine bhe condhons ba malch
Lilnbubte lypes:
Blame | Diescnphion
Sty tha condlions o match L all=d-Staiion-1d Fhiare numbssr dizsl=d by us=:
_ Caling-5iahiond Fhane numbesr from which cal onginsted
Coreliors: ClerFriendyMame  Frendle name fe the BADIUS chent 145 oriy)
Chest IP-Ad ez P address of RADIUS chert. 145 onl)
ClentVendor Marufzciurer of RADIUS prowy or KAE AT onl
Dray-fird-Time-Rectic . Time perods and days of weak duting which e
FramedPretocel The profocal o be wed
NS ddarbili=i Shireg edarhlvrg Fe HAS oicrsing the isques!
NS F-Addness IF addrezs of th=e HAS onginsbing 1he ieques! [l
&S -Fort-Type Type al physical port used by ihe HAS onginatn
Service-Type Type al service waer has requested
Tuwned Type Tuwrading protocols bo be wsed
“Windowes Fiouns “Windowes groups that usen baiongs o
ot | e ‘ | o

< Back | Pt | Cancel | Le I Eancal I

4. [Attribute types] XZ1—»'5, XDOEMEZEIRL £7, [Client-IP-Address] : AA A V5147
MOIPFZRLAZAALET, COBITIRE, WLC A SEFBEND/NTY NZRD D —H
BRAENDELSIC, WWCOIP T RLAFAIEATVET,



Client-IP-Address K |

Type aword or a wild card [for example, abe.®);
|1 7216.1.30

OE | Cancel |

I[Windows
Groups] : RU—HEAE NS Windows JI—7 (1—HT)IN—7) ZBRLET, UT
75\“_1§|J-C“3-o

Gows ____EH

The fallowing groups are currently in thiz condition.

Groups:

M ame
CAT-TD-2kMT est-Clients

Hemowve

] Cancel




Add Remote Access Policy |

Conditions
Determine the conditions ta match.

Specify the conditions to match.

LConditions:

. 72160 AR
Windows-Groups matches "CAT-TD-2EMT est-Clients"

Add... Hemove Edit...

< Back Heut » Cancel

COBITEE, 2DOOFHGNBIRENTVERT, TSICHKHZEBRTICE. BULSICEZLGZE
BiL, [Next] 22U Y 2 L&ET, [Permissions] 74 > RINRRENET,

5. [Permissions] 7 4 > R*J T, [Grant remote access permission] ZiBIRLET, COF T
AVEEBERTDE, (FIE2T)EBETNLEZHIC—HITBZI—HICEK, TUOEANREME
nE9g,



Add Remote Access Policy

Permizzionz

Dreterming whether to grant or deny remote access permizsion.

Y'ou can uze a Remate Access Policy either to grant certain access privileges to a

group of uzers, or to act ag a fiker and deny access privileges to a group of uzers.

[f a uger matches the specified conditions:

{7 Deny remate access pemmission

£ Back Mest =

Cancel

6.[next] 20 )Y ILET,

7.XROFECHST, I 7O 7ALNERELET. REICESVWT, PIOERAZESR
FERFHAIRI—HVEZEELLEBETH>TEH, I—HFEUTRI —ORHGEHNLEES

NBBERICE. #REBYTAT 7ML ZERTIHENF HYVET,



Add Remote Access Policy Ed I

Izer Profile
Specify the user profile.

Y'ou can how specify the profile for uzers wha matched the conditions vou have
zpecified.

Mote: Even though you may have specified that ugers should be denied accesz, the
profile can ztill be used if this policy's conditions are overridden on a per-uzer basis.

Edit Profile...

£ Back

Cancel

A—Y 7O77 4N %ERETSICIE. [User Profile] 7 4 > RDT, [Edit Profile] 201 v ¥
L &9, [Edit Dial-in Profile] 71 > RUNFKRTRENET,



Edit Dial-in Profile | 2] [

Buthentication | E ncryption I Advanced I -

Dial-in Constraintz | I I b ultilink I
 Diseannsct i dis for [ = mn

[T RBestict masimum session to; 1 _I: rmin. |

T Restict access to the following days and times;

Edi. |

[T Restrict Dial-in to this number only: I
— Restrict Dialin media:
O oD i’
[ Taoken Ring
Ol wireless - IEEE 802,11

L] 'wireless - Other |
[ Cable ;I

Q. I Cancel | Spply

. [Authentication]
27%02)YO0L, WLAN ICERTHRAFRNEBRLET, ZOFITE. [Unencrypted
Authentication (PAP,SPAP)] /"&IRe hTWE T,



Edit Dial-in Profile HE ||
Diskin Constraints | P | Multilink
Authentication | Encryption I Advanced I

Check the authentication methods which are allowed far this connection.

Extensible Authentication Protocol |

Select the EAP type which iz acceptable for thiz policy.

| Frotected EAP (PEAP) || Corfigure.

[ Microzoft Encrypted Authertication version 2 [MS-CHAP +2)
[T Microzoft Encrypted Authertication [MS5-CHAP)

[T Encrypted Authentication [CHAP
¥ Unencropted Authentication [FPAP, SPAPE

R

hauthenticated Access

r Allowe rermote PPP clients to connect without negatiating
any authentication method.

(] % I Cancel Apply

[Advanced] 27
ZOVYOLET, F7ANRNONTAX—ZZFTNTHIERL, [Add| 20 UY I LET,



Edit Dial-in Profile

Dial-in Constraints

Authentication

Specify additional connection attributes to be returned to the Bemate

bcocess Server.

Pararmeters:

i E3

| IP | Muliiek |
I E ncryption Advanced

Mame

Yendar Yalue

Hemaowe Edit... |

] Cancel Apply

[Add Attributes]

T4 RIH S, [Service-Type] ZiBIRL ., ROV 4> RIT [Login] DIEZEIRLET,

T add & alinibuba to the Prafle, selact tha sirbute and cdick Aod

RADILS afribuhess: Enumerable Attribute Information
Name [ endor | Desciition ] .
ReplpHiezsage RADIUS Standard  Message tobe dizplayed ta user when authenccat Aitlinuba name:
Service-Typ= RADIUS Standard  Type of s=ivice user haz iequested ISH“WTM
Turmel-Aszigriment-D RADIUS Standsed  Turnel toowhich & sssmon i@ 1o be assigred
Tumel-Cienkduch-10 RADIUS Standsrd  Mame used by the bunnel inbsbor cunng the sulben ARibule Aurber
TurmelCienb-Endpl RADIUS Standsrd  |F addresz of the inbebor erd of the unnel
lurmnebMedum-T yoe RADIUS Standsrd  Transpail medium lo use when cieshng s unnel io IE
[urmelHassvod RADIUS Standsd  Faspword lor suthenlicsting ba & remale serer
TurmekPislersros BADIUS Standad  Felalve prelemenice assgned b sach bnnel winen Athiube fomak
TurmelPylGioug|D FADIUS Standard  Groug (D 1o 8 partiuls lurnsked s2eoon IEnl.chr-:lIl:\r
TurmelSare-huba D RADIUS Standaed  Mame ueesd by the bunrel lmngo duersg e auk
Turriel5aivee-Endpt BalbIUS Standard  IP addiess of he serven end of he lunred Allributs vahuer
TurriekType BADIUS Standard  Turmeleg piotocols b ba usad v
Werdor-Spaciic RADIUS Standard  Usad bo supoot piopestaim MAS fazhaes m
Cizconi'-Pair Cizco Clgcao AW Pair V54
laore-User-Diain-Propaitise Miciosoft Igcee the uger's diakin propertie:
USR-ADCH-Twoe LS Foboticz, | Dresciiotion rot 2valabl
USR-AT-CalInput-Files 15 Fobovicz, 1. Descriotion not avalabla ITI Cance |
USR-AT-CalDutpue-Filter 105, Fobovics, | Dresciition not avalabla
UERAT Inpus-Fiter U 5. Fobatics, | Dezciiption ot avalablz
USRAT DupubFiter L5, Robotics. |

1]

Drescrintion rot avalablz -
| 3

Add | Closa |

RIZ. RADIUS OEM ARNA S, [Vendor-Specific] ZEIRL &7,



Add sttributes K3 E3 || r-wiltivalued Arteibut e Indiormatinn HE

To add sr sttrbaes (o e Piolle, sslecd the stinboie snd click Add alnbide nam=.

RADILIS atfributes: [¥erdor-Gpectic
M ame | endor | Dazesiption = ;
Reply-Mesnage FLDIUS Slardsd  Meszage tobe displaped Io user when sulbericss Altribue nuner
LErvces | ype FODIE Slardad | ups ol seimce wsen bas iegquedsd -—I |23
Tirrahazzignmanl-I0 BADIIE Standad  Turea! boshich a session i loba assigned
TurewhClenkdu il F&DILE Stardwd  Mame used by the amel inisator dusiag the authon Attribus fomat:
Turi=HC lertEndpt FADIUE Stardwd  |F addiess of the rtiston end of e furee
TurmsHsdue:-Tyoe FaDIUE Slandsd  Transpok mediom to use wahen cr=eling & bunnel fo |I:I|;!,vat‘3h'm
TurratF sz oo FaDIUS Slardad  Passvmid o aidbsanlicatiod 1o & namola serva)
TurnalFrefarance FADILS Standad  Raldive pealerence assgned to each lunnel when Aftribube vahizs:
Turee Pt G- ID FADILS Standawd Geowp D for a padicudan heeeled session Vends Vake Mow= L |
Turi=tS aresr-Authd D FLDIUS Stardsid Mame us=d by the hnnel i=imirstor duning e stk
[ umnsHServer-E ndpt F&DIUS Slardad  IF addiess of the ssiver end of the humsl Werer Dioem
TierahT yoe EADIUE Stendad  Tueeling piotocok hoba wsad =
Weridor S pecitic F&DILE Standard  Used to support propristam H&S feates
Ciscord -Fair Ciscn Cisco &% Fair W54
lgriote-User-Dishn-Pioperber Micmosclt Igriote the user's disl-n pioperbes
USR-ALCKM-Tyae 1.5, Robotice. | Demenplion ot 2valabie LHlteas |
L5EAT-Cal-lrpul-Filer LS. Robotic. | Dragcnplion rok avalable
USRAT-CallQuiptFkar LS Rabotizz | Dlesoription rok available E |
LI SA-AT It -Filker .5, Aabchizs, | Dimzenplion rat svailsble
L5A-AT-DulpukF = U5, Aobohics, | D'=sorphon ot swalshle - . ﬂ
1] | ¥

s | o | tf | ceres |

RODITA2RIT, [Add] 20Dy oLT, #ILWVSA ZENML E T, [Vendor-Specific
Attribute Information] 7 1 > RN RRENE T, [Specify network access server vendor] M
T . [Enter Vendor Code] Zi#IRL £, Airespace VSA DR A — J—RZADLET
o Cisco Airespace VSA DX A — 11— K& 14179 T3, < DEMIE. RADIUS RFC @
VSA HHRICERL TV 2o, [Yes. It conforms.] ZEIRL £T,

¥Yendor-specific Attribute Information

Attribute name:

Yendor-5pecific

Specify network, acceszs zerver vendar.
" Select from list RADIUS Standard =

¥ Enter Vendor Code: 14179

Specifiy whether the attribute confarms ta the RADILS RFC specification for
wehdaor zpecific attibutes.

i Mo, It does not conform.

Configure Attribute. .

k. Caricel

[Configure Attribute]
Z#91)Y 2O LET, [Configure VSA (RFC compliant)] 74 > RIT, RA—IZE|W)HTS
nEMES. BHOENX, BLUVBEMEZALLET. RBROMER, FHATS VSAIZK
D2TEABYET, I—HZT &I, ROKXSIZ WLAN-ID Z5REL£9 ., B4R : Airespace-
WLAN-IAR A — LBV Y TS h2BHEES . 1BHEOER : Integer/Decimal ( BE/10 i




% )fE : WLAN-IDBI1
Configure ¥SA {RFC compliant) ]

Yendaor-aszigned attnbute number:
1

Attribute format;
Decimal j

Attribute walue:
2

Ok Cancel |

1—HT eI, RO
L5 QoS ZFREL T, MR : Airespace-QoS-LeveI RV A —ICEIV) TS hIRHEE
B 2BMMEDOFER : Integer/Decimal ( BEU/10 % ) 48 : 0 - Silver, 1-Gold, 2 - Platinum,

Configure ¥5A (RFC compliant) |

Wehdor-aszigned attribute number:
2

Attribute format:
Decimal j

Attribute value:

3

ak. Cancel
3 - Bronze#fl 2 1—
HIEZ, RDEKSIZDSCP Z2FRELFT ., WKER : Airespace-DSCPARY A —ICEIY HT
Sh3EBHEES  SEHEDOFER : Integer/Decimal ( BE/10 #%1 ) 48 : DSCP EHl 3




Configure ¥SA (RFC compliant) K |

WYendor-azzigned attnbute number:
3

Attnbute format:
Drecimal j

Attribute value:
46

ak. I Cancel |

1—HZElc.

NDESIC802.1p RV ZRELE T, MR : Airespace-802.1p-TagR A —ICHW HTS
ho2BMUES  AMEDOFER : Integer/Decimal ( BHy/10 %K ) 8 : 802.1p-Taghl 4

Configure ¥SA (RFC compliant)

“Yendor-azzigned attribute number:

4

Attribute format:
Decimal j

Attribute walue:
a]

Q. I Cancel

d—H¥Z &L, XD

&SI VLAN ZREL 9., BHER : Airespace-Interface-NameXR A —ICEIV) ¥ TS5 ID

BEES SBEOFR : String (XF5 )E: 1 >F—T T4 AEHI5



Configure ¥S& (RFC compliant) K |

Wendaor-azzigned attribute Aunmber:
a]

Attribute format:
String j

Attribute walue:
vlanid

Ok Cancel |

1—HZ &L, XD
KSIZACLZRELET., MR : Airespace-ACL-NameR A —ICHV ¥ TSh2EHESE
B 6MMEDOFR : String ( XF3 ) 8 : ACL &4l 6

Configure ¥S& (RFC compliant) |

“endaor-aszigned attribute number:
B

Attribute forrmat;
String j

Attribute walue:
ACLY|

k. Canicel

8.VSADRENTET LIS, [OK|ZT7UYILET, AT, - 70774 T4 R
IHNRRENKT,

9.[Finish) 27y OLT, REZZTLET, UE—KNTIEARIZ—OTICHL WK
S=HFRRENTVET,
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H1-_ Remeote Access Logaing

=l :@? Remote hooess Policies

BEH

COBITIE, WLAN (& Web BBELAICREE N TVER T, I—HIFIAS RADIUSH —/NIZ & 2 TR
ifEh, RADIUSH—NRGI—HZEICQoSRU T —ZE) HTADRSICREETNET,
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a - .ﬂ iﬂ L ‘lri{ & i:' St ackdvess | @l Pepesif172.16.1 0jsremesiies v [Ed G0 Lnks  horion accins @ - -

Bikgn Svireui 5 Corhguraton Logout  Fetresh
ONTROLLER  WIRELESS  SECURITY  MAMAGEMEMNT
WLA WLANS > Edil < dack | Apply | =
WLANS WILAN 1D 1
WAk WLAN 5510 S5I0-WLCZ2
AF Groups VLAN
Ganeral Policles Security Policles
Badio Polcy [t L 1
N Layer 2 Securty Hone -
&d Statn v Enabbed
i e o ) ] MAE Fittering
’-d_ggu.'.nn—'ﬁmm:sﬁ ] __— — —
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Configure ¥9A {RFC compliant) K |

Wehdor-aszigned attribute number:
2

Attribute format:

Decimal j

Attribute value:

3

ak. Cancel

IASH—NTUE—RNTIEARII—ZRETDHEDFHMIIOVTR, CORFIXVID
MASOUE—RTOHEARIV—QFE, V232 ZZRBLTLKEEZV,

IASH—/\. WLC. BLULAPH COEY NTYTZTHICEEENDE, DAVYLARISATURN
(EWebiRilZFERAL TELTEET,

CCTR, BRENEFEICHEL TLVILESHEERLET,

I—HAI—FIDENAT—REFEAL TWLANICER TS &, WLCH UL T2 v LEIAS
RADIUSH—/NIZEL ., IASRADIUSH—NIEUE—KRTFIVEAR) S —THREShEZHFEI—
H7O7 74U TIA—YE2FIALET, I—HRIAICKIIL =HSICIE. RADIUS H—/\
H\NMOWWE@BEBWWMSM%ME?Eﬁbiio:@%%EH,J—ﬁWQﬁﬁ
) —HBRENET,

WHFICRETDARINDD—T 2 AESRT S -HIC, debug aaa all enable Y > R ZEHK1T
?j%?EE?ro L&Lu-ﬂjjbﬂm%iZFlliE?ro

(Cisco Controller) > debug aaa all enable

Wed Apr 18 18:14:24 2007: User admin authenticated

Wed Apr 18 18:14:24 2007: 28:1f:00:00:00:00 Returning AAA Error 'Success' (0) for
mobile 28:1£:00:00:00:00

Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97c

Wed Apr 18 18:14:24 2007: SErUCtUreSizZe. o vttt it e e e e e e e 70

Wed Apr 18 18:14:24 2007: resUltCode. & v ittt it e e e e e e e e 0

Wed Apr 18 18:14:24 2007: protocolUsed. . .o ittt e e e e e e e e e 0x00000008

Wed Apr 18 18:14:24 2007: ProXyState. . v i e e e e e e e e
28:1F:00:00:00:00-00:00

Wed Apr 18 18:14:24 2007: Packet contains 2 AVPs:

Wed Apr 18 18:14:24 2007: AVP[0l] ServViCe—TyYD . v vttt ettt et ettt ettt eeeeeean

0x00000006 (6) (4 bytes)
Wed Apr 18 18:14:24 2007: AVP[02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:14:24 2007: User admin authenticated



Wed Apr 18 18:14:24 2007: 29:1f:00:00:00:00 Returning AAA Error 'Success' (0) for
mobile 29:1£:00:00:00:00
Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97c

Wed Apr 18 18:14:24 2007: SErUCtUreSiZe. o i ittt it e e e e e 70

Wed Apr 18 18:14:24 2007: resUltCOde. & v ittt e e e 0

Wed Apr 18 18:14:24 2007: ProtocolUsed. . ittt it et e e e e e 0x00000008

Wed Apr 18 18:14:24 2007: ProXyState. v ottt e e e
29:1F:00:00:00:00-00:00

Wed Apr 18 18:14:24 2007: Packet contains 2 AVPs:

Wed Apr 18 18:14:24 2007: AVP[01l] ServiCe—TyYD . v v v ittt ittt ettt et eeeeeean

0x00000006 (6) (4 bytes)
Wed Apr 18 18:14:24 2007: AVP[02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:15:08 2007: Unable to find requested user entry for User-VLAN10
Wed Apr 18 18:15:08 2007: AuthenticationRequest: Oxa64c8bc

Wed Apr 18 18:15:08 2007: Callback. « vttt e e 0x8250c40

Wed Apr 18 18:15:08 2007: PrOLOCO L Y e v v i e e e e e ettt e e e e e e e e e 0x00000001

Wed Apr 18 18:15:08 2007: ProXyState. . oottt e e e e e e e
00:40:96:AC:E6:57-00:00

Wed Apr 18 18:15:08 2007: Packet contains 8 AVPs (not shown)

Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Successful transmission of Authentication Packet
(id 26) to 172.16.1.1:1812, proxy state 00:40:96:ac:e6:57-96:ac
Wed Apr 18 18:15:08 2007: 00000000: 01 l1a 00 68 00 00 00 00 OO OO0 00 00 OO OO 00 00
B o T
Wed Apr 18 18:15:08 2007: 00000010: 00 00 00 00 01 0d 55 73 65 72 2d 56 4c 41 4e 31
...... User-VLAN1
Wed Apr 18 18:15:08 2007: 00000020: 30 02 12 fa 32 57 ba 2a ba 57 38 11 bc 9a 5d 59

0...2W.*.W8...]Y

Wed Apr 18 18:15:08 2007: 00000030: ed ca 23 06 06 00 00 00 01 04 06 ac 10 01 le 20
B

Wed Apr 18 18:15:08 2007: 00000040: 06 57 4c 43 32 1la Oc 00 00 37 63 01 06 00 00 00
WLC2....7c. ...

Wed Apr 18 18:15:08 2007: 00000050: 01 1f Oa 32 30 2e 30 2e 30 2e 31 le 0d 31 37 32
...20.0.0.1..172

Wed Apr 18 18:15:08 2007: 00000060: 2e 31 36 2e 31 2e 33 30 .16.1.30

Wed Apr 18 18:15:08 2007: 00000000: 02 la 00 46 3f cf 1b cc ed ea 41 3e 28 7e cc bc

Fo..... A> (~
Wed Apr 18 18:15:08 2007: 00000010: 00 el 61 ae la Oc 00 00 37 63 02 06 00 00 00 03
- D oo,
Wed Apr 18 18:15:08 2007: 00000020: 06 06 00 00 00 01 19 20 37 dO0 03 e6 00 00 01 37
........ Tooo.o0.7
Wed Apr 18 18:15:08 2007: 00000030: 00 01 ac 10 01 01 01 c7 7a 8b 35 20 31 80 00 00
........ z.5.1

Wed Apr 18 18:15:08 2007: 00000040: 00 00 00 00 00 1b ......

Wed Apr 18 18:15:08 2007: ****Enter processIncomingMessages: response code=2

Wed Apr 18 18:15:08 2007: ****Enter processRadiusResponse: response code=2

Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Access-Accept received from RADIUS server
172.16.1.1 for mobile 00:40:96:ac:e6:57 receivelId = 0

Wed Apr 18 18:15:08 2007: AuthorizationResponse: 0x9802520

Wed Apr 18 18:15:08 2007: SErUCtUreSizZe. o i ittt it e e e e e 114

Wed Apr 18 18:15:08 2007: resUltCode. . ittt ittt e e e e e e 0

Wed Apr 18 18:15:08 2007: ProtocolUsed. . ittt ittt e e e e e e e 0x00000001

Wed Apr 18 18:15:08 2007: ProXyState. . ottt e e e e e

00:40:96:AC:E6:57-00:00

Wed Apr 18 18:15:08 2007: Packet contains 3 AVPs:

Wed Apr 18 18:15:08 2007: AVP[01] Airespace / QOS-Level.......uiiiiinnennn
0x00000003 (3) (4 bytes)

Wed Apr 18 18:15:08 2007: AVP[02] ServViCe—TyYD . v vt ittt ettt ettt e et eeeeeean
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:08 2007: AVP[03] ClasS. i it ittt ittt ettt e e e

DATA (30 bytes)
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Applying new AAA override for station
00:40:96:ac:e6:57
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57



source: 48, valid bits: 0x3
gosLevel: 3, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlanIfName: '', aclName: '

Wed Apr 18 18:15:12 2007: AccountingMessage Accounting Start: Oxa64c8bc

Wed Apr 18 18:15:12 2007: Packet contains 13 AVPs:

Wed Apr 18 18:15:12 2007: AVP[0L1l] User-Name. .. .. tu vttt timeeneeneeennnn.
User-VLAN10 (11 bytes)

Wed Apr 18 18:15:12 2007: AVP[02] Nas-POrt ... ..ttt ittt ittt
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[03] Nas-Ip-AddressS . . v i v ittt it tte e e eeeeaenn
Oxacl00lle (-1408237282) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[04] NAS-Identifier.......... ...t
0x574c4332 (1464615730) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[05] Airespace / WLAN-Identifier..............
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[06] Acct-Session-TId........uuitmmmmmnnnnnnnn
4626602c/00:40:96:ac:e6:57/16 (29 bytes)

Wed Apr 18 18:15:12 2007: AVP[07] Acct-Authentic.......... i,
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[08] TuNNel-TyPe. « ittt ittt et ettt e eeeeeeenn
0x0000000d4 (13) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[09] Tunnel-Medium—TyPe. « o v vttt mmeeeeenneennn
0x00000006 (6) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[10] Tunnel-Group-Id. . ......uuuiimueneeennnnnn
0x3230 (12848) (2 bytes)

Wed Apr 18 18:15:12 2007: AVP[11l] Acct-Status-TypPe. . v ittt tieeennnns
0x00000001 (1) (4 bytes)

Wed Apr 18 18:15:12 2007: AVP[12] Calling-Station-TId.........uuuiiuneennn
20.0.0.1 (8 bytes)

Wed Apr 18 18:15:12 2007: AVP[13] Called-Station-Id...........uiieiienienn..

172.16.1.30 (11 bytes)
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