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CLIICKDEREDNHIZRICRLET,

AccessPoint

AccessPoint#show running-config

Current configuration : 2535 bytes

!

version 12.3

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname AccessPoint

|

!

ip subnet-zero

|

!

aaa new-model

!--- Enable AAA. ! ! aaa group server radius rad_eap !
aaa group server radius rad_mac ! aaa group server
radius rad_acct ! aaa group server radius rad_admin
cache expiry 1 cache authorization profile admin_cache
cache authentication profile admin_cache ! aaa group
server tacacs+ tac_admin

!-—- Configure the server group tac_admin. server
172.16.1.1

!--- Add the TACACS+ server 172.16.1.1 to the server
group. cache expiry 1

RN T



!--- Set the expiration time for the local cache as 24
hours. cache authorization profile admin_cache

cache authentication profile admin_cache

!

aaa group server radius rad_pmip

!

aaa group server radius dummy

!
aaa authentication login default group tac_admin

!--- Define the AAA login authentication method list to
use the TACACS+ server. aaa authentication login
eap_methods group rad_eap aaa authentication login
mac_methods local aaa authorization exec default group
tac_admin

!--—- Use TACACS+ for privileged EXEC access
authorization !--- 1f authentication was performed with
use of TACACS+. aaa accounting network acct_methods
start-stop group rad_acct aaa cache profile admin_cache
all ! aaa session-id common ! ! username Cisco password
7 00271A150754 ! bridge irb ! ! interface DotllRadioO no
ip address no ip route-cache shutdown speed basic-1.0
basic-2.0 basic-5.5 basic-11.0 station-role root bridge-
group 1 bridge-group 1 subscriber-loop-control bridge-
group 1 block-unknown-source no bridge-group 1 source-
learning no bridge-group 1 unicast-flooding bridge-group
1 spanning-disabled ! interface DotllRadiol no ip
address no ip route-cache shutdown speed station-role
root bridge-group 1 bridge-group 1 subscriber-loop-
control bridge-group 1 block-unknown-source no bridge-
group 1 source-learning no bridge-group 1 unicast-
flooding bridge-group 1 spanning-disabled ! interface
FastEthernet0 no ip address no ip route-cache duplex
auto speed auto bridge-group 1 no bridge-group 1 source-
learning bridge-group 1 spanning-disabled ! interface
BVI1 ip address 172.16.1.30 255.255.0.0 no ip route-
cache ! ip http server ip http authentication aaa

!--- Specify the authentication method of HTTP users as
AAA. no ip http secure-server ip http help-path
http://www.cisco.com/warp/public/779/smbiz/prodconfig/he
lp/ea ip radius source-interface BVI1l ! tacacs-server
host 172.16.1.1 port 49 key 7 13200F13061C082F tacacs-
server directed-request radius-server attribute 32
include-in-access-req format %h radius-server vsa send
accounting ! control-plane ! bridge 1 route ip ! ! !
line con 0 transport preferred all transport output all
line vty 0 4 transport preferred all transport input all
transport output all line vty 5 15 transport preferred
all transport input all transport output all ! end

E:COREQOINTOINY RAELSEEISICE, CiscolOSYT RhITFTUI—A
12.3(7)JALNEEA RETT, HW CiscolOS Y7 hIIF UU—ATR, —&OIN RAEH
TERLWHENHIET,

CoT, BEFERCHELTVIAES HERBLET,

TIORTYINAEZ=TVEY=) (BEEI—HEH) (OIT) F. BEND show IX> R&H
A—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,
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REZHRITDICE, GUI LR CLIZEALTAPICOTJALTHET, APICTOEAR%Z
AAkdDE, A—HRENAT—ROANEZROSNET,

Enter Network Password el

% Fleaze type pour uzer name and password.

Site: 1¥216.1.30

Fealm lewvel 1_access

Uszer Mame  |Uzer

Pazzword e

[ Save thiz pazsword in your password list

k. I Cancel

A— OLFoov )N ZEAAnTRE, APREILFV v )& TACACS+ H—NIZEEL £,
TACACS+ H—NNiEk, F—EXR—ADEHRZEIZLTILF O vILZRKRIIL, BN KINT S
EAPADTIEAZHFALET, COI—FOFIANRBIL & Z2HFEITHICE. ACST
Reports and Activity > Passed Authentication MO JEIZi#IR L . Passed Authentication L 7/R— K & f§
ALET, UTHF—HITT,

select |

[ Refresh [ Download

Passed Authentications active.csv

. Message- User- Group- NAS-  NAS-TP-
Date % | Time Type Name Name Laller-1D Port Address

03/10/2006 |14:57:.01 |Authen OE  |Userl |ﬁLdm1'nT_Tsers 172.16.1.1 |ity1 172.16.1.30

showtacacs V> RZFEFHL T, TACACS+ H—N\NDRENELWVWC L ZHERBIBDELETE
ijo J*XT??J“—@'J_C‘?O

AccessPoint#show tacacs

Tacacs+ Server : 172.16.1.1/49
Socket opens: 348
Socket closes: 348
Socket aborts: 0
Socket errors: 0
Socket Timeouts: 0
Failed Connect Attempts: 0
Total Packets Sent: 525

Total Packets Recv: 525



ACS 5.2 OREE

ACS52Ah5, A4 VLTV Y IILOHAAN KBU AR L A ZHETEET,
1. [Monitoring Reports] > [Launch Monitoring and Report Viewer] ®IEIC 2 Y O LET, XY
DAR—RHAZOHLWRY TTY THRRENET,

2. [Authentications-TACACS-Today] 27U Y VL& T, Ik, REBURIL EH&DF
HARTENET,

| = Rl

BREDNZ TN 2A—FT 1420 %T5ICIE, AP TR® debug X RIERATEET,

X :debug NV RZFEATSHEIIC., Tdebug X ROEEZEH. 2FRL TSEEL,

. debug tacacs events : DI > Ri&k, TACACS RADEICREL ARV NDI—T VA
ZRRALET, COONROEHHIZRICRLET,

*Mar 1 00:51:21.113: TPLUS: Queuing AAA Authentication request 0 for
processing
*Mar 1 00:51:21.113: TPLUS: processing authentication start request id 0

*Mar 1 00:51:21.113: TPLUS: Authentication start packet created for 0(Userl)
*Mar 1 00:51:21.114: TPLUS: Using server 172.16.1.1
*Mar 1 00:51:21.115: TPLUS(00000000)/0/NB_WAIT/C6DC40: Started 5 sec timeout
*Mar 1 00:51:21.116: TPLUS(00000000)/0/NB_WAIT: socket event 2
*Mar 1 00:51:21.116: TPLUS(00000000)/0/NB_WAIT: wrote entire 25 bytes request
*Mar 1 00:51:21.116: TPLUS(00000000)/0/READ: socket event 1
*Mar 1 00:51:21.117: TPLUS(00000000)/0/READ: Would block while reading
*Mar 1 00:51:21.120: TPLUS(00000000)/0/READ: socket event 1

)

*Mar 1 00:51:21.120: TPLUS (00000000
16 bytes data)
*Mar 1 00:51:21.120: TPLUS (00000000

/0/READ: read entire 12 header bytes (expect

) /0/READ: socket event 1
)

*Mar 1 00:51:21.120: TPLUS(00000000)/0/READ: read entire 28 bytes response

*Mar 1 00:51:21.121: TPLUS(00000000)/0/C6DC40: Processing the reply packet

*Mar 1 00:51:21.121: TPLUS: Received authen response status GET_PASSWORD (8)
*Mar 1 00:51:21.121: TPLUS: Queuing AAA Authentication request 0 for processing
*Mar 1 00:51:21.121: TPLUS: processing authentication continue request id 0

*Mar 1 00:51:21.122: TPLUS: Authentication continue packet generated for 0

*Mar 1 00:51:21.122: TPLUS(00000000)/0/WRITE/C6DC40: Started 5 sec timeout

*Mar 1 00:51:21.122: TPLUS(00000000)/0/WRITE: wrote entire 22 bytes request

*Mar 1 00:51:21.178: TPLUS(00000000)/0/READ: socket event 1

*Mar 1 00:51:21.178: TPLUS(00000000)/0/READ: read entire 12 header bytes (expect

6 bytes data)

*Mar 1 00:51:21.178: TPLUS(00000000
*Mar 1 00:51:21.178: TPLUS(00000000)/0/READ: read entire 18 bytes response
*Mar 1 00:51:21.179: TPLUS(00000000)/0/C6DC40: Processing the reply packet
*Mar 1 00:51:21.179: TPLUS: Received authen response status PASS (2)

) /0/READ: socket event 1
)

- debug ip http authentication : HTTP BBEIOBEZ NS /N1 —F42 T 32 LHOII>
I\-c--g-o )I/ Q/J‘EFHL/TLWh\nEH_ttWh\nEﬁﬁo)'{ﬁ;R)(‘yt “Eiﬂ_‘bivo
- debug aaa authentication : AAA TACACS+ FREEICBAT 2 1EHERRLET,

TACACS+ H—NIZFEELBVWI—HYRZI1I—FFANTRE, RBIEFERBLET, XKL LR
fE %9 % debug tacacs authentication 1Y > ROH D ZEXRICRLET,

*Mar 1 00:07:26.624: TPLUS: Queuing AAA Authentication request 0 for processing
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*Mar 1 00:07:26.624: TPLUS: processing authentication start request id 0

*Mar 1 00:07:26.624: TPLUS: Authentication start packet created for 0 (User3)
*Mar 1 00:07:26.624: TPLUS: Using server 172.16.1.1

*Mar 1 00:07:26.625: TPLUS(00000000) /0/NB_WAIT/A88784: Started 5 sec timeout
*Mar 1 00:07:26.626: TPLUS(00000000) /0/NB_WAIT: socket event 2

*Mar 1 00:07:26.626: TPLUS(00000000) /0/NB_WAIT: wrote entire 25 bytes request
*Mar 1 00:07:26.627: TPLUS(00000000) /0/READ: socket event 1

*Mar 1 00:07:26.627: TPLUS(00000000)/0/READ: Would block while reading

*Mar 1 00:07:26.631: TPLUS(00000000)/0/READ: socket event 1

*Mar 1 00:07:26.632: TPLUS(00000000) /0/READ: read entire 12 header bytes (expect 16
bytes data)

*Mar 1 00:07:26.632: TPLUS(00000000) /0/READ: socket event 1

*Mar 1 00:07:26.632: TPLUS(00000000) /0/READ: read entire 28 bytes response

*Mar 1 00:07:26.632: TPLUS(00000000)/0/A88784: Processing the reply packet

*Mar 1 00:07:26.632: TPLUS: Received authen response status GET_PASSWORD (8)
*Mar 1 00:07:26.632: TPLUS: Queuing AAA Authentication request 0 for processing
*Mar 1 00:07:26.633: TPLUS: processing authentication continue request id 0
*Mar 1 00:07:26.633: TPLUS: Authentication continue packet generated for 0

*Mar 1 00:07:26.634: TPLUS(00000000)/0/WRITE/A88784: Started 5 sec timeout

*Mar 1 00:07:26.634: TPLUS(00000000) /0/WRITE: wrote entire 22 bytes request
*Mar 1 00:07:26.688: TPLUS(00000000) /0/READ: socket event 1

*Mar 1 00:07:26.688: TPLUS(00000000) /0/READ: read entire 12 header bytes (expect 6

bytes data)

*Mar 1 00:07:26.689: TPLUS(00000000

*Mar 1 00:07:26.689: TPLUS(00000000) /0/READ: read entire 18 bytes response

*Mar 1 00:07:26.689: TPLUS(00000000)/0/A88784: Processing the reply packet
1 00:07:26.689: TPLUS: Received authen response status FAIL (3)

) /0/READ: socket event 1
)

*Mar

Reports and Activity > Failed Authentication ®JEIZEBIRT B &, ACS TERMLU LRI OHATZHE
RTEET, UTFF—HITT.

Message- User- Group- Caller- Authen- Author- Author- | NAS-

Date¥  Time “rype  Name Name | ID Failure-Code % Data | Port
05/17/2006 |15:40:14 | Authen failed | User3 CS user
unknown

CiscolOS Y7 RIITT DU—R123(7TVJA KWHID) ) —A% AP THEAL TVREEEF.
HTTP ZFALTAPAOOT M ZHADECICHFESICEBITDAEMEN HVY) £9, Cisco
Bug ID l&. CSCeb52431 ( BZFI1—HEHH ) TI,

CiscolOS V7 RTJIT7 O HTTP/AAA DEETIE, EXD HTTP #EHZ & CHMIZ U RNV E

T3 74V LACiscolOSYT7RITIT GUIIZIE, B—D Web R—ZSRHICZSHOERZ T 7
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cache expiry

cache authorization profile
cache authentication profile
aaa cache profile
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ZO77AMNDEE, 0232 2S5RBLTLKEE,

CDOHgEZ GUI TEMICT B, Security > Admin Access D JEIZEIRL . Enable
Authentication Server Caching 7T Y U RY JAILF IV IR —V&2FHET, <O I\=\=1 X
NTlk CiscolOS Y7 RhJITF7 DU—RA123(7)JAZFERALTVWAHNDT, CNDEE%Z "58E, T
RENTVRESICEALTVET,
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