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Cisco ISR R ) —ADMOETFIICE, BURENBRAETIET,

COREZTIOEIC, ROEBEH{NFBLEATWBR L Z2BRALET,
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BEEBIODVTHEICERL TBBENfGVET,
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CHORFIXVRNTR, RORY ND—UREZFEALEXT,

COEYRTYTTR, TAVLALAN OSATNE, 870 L—RICBAERITFSNET, 870
JL—2 O A EF Dynamic Host Configuration Protocol ( DHCP ) H—/NZ#ERAL T, D4 VYL A &
SATNZIPT7RLANFREHENET, 870ISR & WLAN 954 7> NTlk, WEP BES{LA
BB LDTVET, LEAPFRAIZFEALTOA VLA I—9HFREEEch, 870 L—2 LoO—
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TOCBARANELTIDAVYLAIZAT RS OBENTERZZTR/TSLSIC 871W
ISR ZRETRICE. ROARTYTEXTLET,

1. Integrated Routing and Bridging ( IRB ) Z8&EL., 77U v JI—T%RELET, IRB &
BHMCTDICE., JO-NIL OV 74F1L—232 E—RASRKROOANRZAHDLE
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WirelessRouter<config>#bridge irb

!--- Enables IRB. WirelessRouter<config>#bridge 1 protocol ieee !--- Defines the type of
Spanning Tree Protocol as ieee. WirelessRouter<config>#bridge 1 route ip

! -—— Enables the routing of the specified protocol in a bridge group.

. Bridged Virtual Interface ( BVl ) ZBRELE T, BVIICIP 7 RLAZEYWEHTET, J0O—
NILAVT74F1L—232 E—RAPSROOAN 2 RZAHALET,
WirelessRouter<config>#interface bvil

!--- Enter interface configuration mode for the BVI. WirelessRouter<config-if>#ip address
172.16.1.100 255.255.0.0

TORBARADRNDT VYD TIN—TOMEEICE T DEEMIE. TCisco AironetD 4 ¥ L A
BTOVLANOERL © "POEARANETVYSOT VYD IIN—T8EL £U> 3
vEZRBRLTLSEZD,

.871W ISR ICA#B DHCP # —/\#EEZREL £F, IL—2ORNEB DHCP H—/\#EE= EA
LT, L—ZICEERFEhDI DA VYLAITATRNIIPTRLAZENH TR EN
TEFET, JO-N)NL A0 74F1L—>232 ET—RTROOAN RZETLET,
WirelessRouter<config>#ip dhcp excluded-address 172.16.1.100 172.16.1.100

! -—— Excludes IP addresses from the DHCP pool. !--- This address is used on the BVI

interface, so it is excluded. WirelessRouter<config>#ip dhcp pool 870-ISR
WirelessRouter<dhcp-config>#network 172.16.1.0 255.255.0.0

E:O9FATFTRNTPHTRE, DHCPH—NASIPTRLAZZTAND RS ICRET DL
BEHWUERT,

.871W ISR ZO—AJL RADIUS H—NE&LTRELEY, JO0—-/N)L A T714Fa2L—>
32 E—RTXRXOOY RZADLT, 871WISR 20— )L RADIUS H—/N& L TERE
LET,

WirelessRouter<config>#aaa new-model

! -—— Enable the authentication, authorization, and accounting !--- (AAA) access control
model. WirelessRouter<config>#radius-server local

!-——- Enables the 871 wireless-aware router as a local !--- authentication server and enters
into configuration !--- mode for the authenticator. WirelessRouter<config-radsrv) #nas
172.16.1.100 key Cisco

!-—- Adds the 871 router to the list of devices that use !--- the local authentication

server. WirelessRouter<config-radsrv>#user ABCD password ABCD
WirelessRouter<config-radsrv) #user XYZ password XYZ

!--- Configure two users ABCD and XYZ on the local RADIUS server. WirelessRouter<config-
radsrv) #exit

WirelessRouter<config>#radius-server host 172.16.1.100 auth-port 1812 acct-port 1813 key
Cisco

I -—— Specifies the RADIUS server host.

Z :O—HAIRADIUSH—NDOFTBEEET HOT 142 TIE, R—b1812&1813Z AL £
ER

WirelessRouter<config>#aaa group server radius rad eap
!I--- Maps the RADIUS server to the group rad_eap

WirelessRouter<config-sg-radius>#server 172.16.1.100 auth-port 1812 acct-port 1813
!--- Define the server that falls in the group rad_eap. WirelessRouter<config>#aaa
authentication login eap methods group rad_eap

!--- Enable AAA login authentication.

EBRAVR—TIAAERELET. BERAVEZ—T I A ADKREICE, SSID, BSLE
— R, BEZFA47, BE, ERIL—XOREBE, I—F0ETETELERNTA—2DE
ENBENET, COBITRE, Test ELWSHERD SSID ZFEALET, BEAEZ—T I 4
AZREITAICE, JO0-NIL A2 714F1L—232 F—RTROONVREZAHDLE
EE

WirelessRouter<config>#interface dotllradioO
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!--- Enter radio interface configuration mode. WirelessRouter<config-if>#ssid Test
!--- Configure an SSID test. irelessRouter<config-ssid>#authentication open eap eap_methods
WirelessRouter<config-ssid>#authentication network-eap eap methods

! --- Expect that users who attach to SSID 'Test' !--- are requesting authentication with
the type 128 !--- Network Extensible Authentication Protocol (EAP) !--- authentication bit
set in the headers of those requests. !--- Group these users into a group called

'eap_methods'. WirelessRouter<config-ssid>#exit

!--- Exit interface configuration mode. WirelessRouter<config-if>#encryption mode wep
mandatory

!--- Enable WEP encryption. WirelessRouter<config-if>#encryption key 1 size 128
1234567890ABCDEF1234567890

!--- Define the 128-bit WEP encryption key. WirelessRouter<config-if>#bridge-group 1
WirelessRouter<config-if>#no shut

! --- Enables the radio interface.

COFIEFERTIDE, STON—REEREISAT UM SOBEFTERZZFNHTET
o I—Z TEAPRRIIRA 72X ETHEHEE. RAOBBEEZEB IS HIC, BRIAXA7 &L
T [Network-EAP] & [Open with EAP]DHF ZBIRIT B EHRL £ T,

WirelessRouter<config-ssid>#authentication network-eap eap methods
WirelessRouter<config-ssid>#authentication open eap eap methods
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1. ADU O Profile Management 74 > RUT, New Z2 UYL TH LWVWZOT7 7 1 ILEER
LET, General 7T, V95AT7 U NTETENERTZ7O77A4ILBESSIDZEAS
LET, COfITRE., 7O77AI)BICIE 870-ISR, SSID IZIE Test ZEEALET, F
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XFENFNFXBlENhET,
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2ix

General | Security | Advanced |

Prafis Sattngs
Frofile M ame: IE?EHSH

Cliert Name: |LAPTOP-1

— Metwark. Mames

— |
ssin: [Ted — >

S5ID2:

sSID3: |

ok Carnicel

2. Security 7 BB L T, 802.1x Z3&IRL ., 802.1x EAP Type XZ1—5H S LEAP %;&iR
LEF, chllklY), 94T N TETRTLEAP RN BRICHEY FT,

Profile Management ﬂﬂ
Gereral Secuity | Adummd]
Set Security Options

" WPAAPAZ/CCKM WPA/MWPAZ/CCKM EAP Type: [[E00 =]
7 WPAMPAZ Passphrase

) = )

" Pre-Shared Key [Static WEP)

™ None
(f._\b ™ Allow Associstion to Mised Cells
Lonfigure... I loeked Prafile

Group Policy Delay: |E|:| 3: s8C

Ok Canicel

3. Configure 22 1)Y LT, LEAPREZERZLET. CDFRETIE., Automatically Prompt



Z\

LEAP Settings

v Alway: Fesume the Secure Session

— Ugemame and Pazzword Settings

for Username and Password 7> 3> ZBIRLTWVWET, cOF 7> 3>k, LEAP
RN ETENEEEIL, BB LXUO/NAD—REFFAHNTEDLSICEYET,

2]

—{% |Jze Temporary Uzer Mame and Pazsword

™ Usze Windows User Mame and Pazzword

™ Manually Frompt for Dzer Mame and Pazsword

@II}I Prompt for Uzer Mame a@

—{" Usze Saved User Mame and Pazzword

zer [ arme:

FPazzword:

Eanfirm Fassword:

[Damair

I | Inelude wWindows Logen Domain with User Hame

v Mo Mebwork Conmection Unless User |z Logged In

Authentication Timeout Value [in zeconds)

30

=l

Ok,

Cancel

4.0K &%) v 2L T Profile Management 7 4 > R EKTLET,

5 Activate 22U YOLT, CO7OA77ANEITSAT N TETRXTEMICLET,



I?'_Eiscu Aironet Desktop Utility - Current Profile: Test d |
Action  Options  Help
Current Status  Profile Management | Diagnostics
i, Tt ) e
Modify.
Remaove
— Detailz
M ebwark, Type: Infraztiucture Import...
Security Mode: LEAR
Metwork Mame 1[SSID1):  Test Export...
M etwark, Mame 2 [S510Z]: <Emphy S can
M ebwark, Mame 3 [S5103): Lemphys —
[T suto Select Profiles Order Profiles. ..

i

CoTH, BEFERCHELTVIAES HERBLET,

DAT N TRTRESOIIN—ZDREN R TLES, 9S4 TFNTFEA72 07077
A4)L 870-ISR #BEMICL T, BREZEIELET,
Enter Wireless Network Password J 1 > RUARRE NS, I—HRENAD—RZAHDLFE

T, I—HBENAD—RIEE, 87IWISR TERELEEDICHEL TVARSLENHV)ET, <D
FITEALTWAZ7O0774I)L0 1 2@, 1—HEAH ABCD T/NAT—RA ABCD T9,



x
Fleaze enter your LEAP ugername and password to log an ko the wireless
etk
Uzer Mame ABLD
FPazzword o
Logonto:
Card Mame : Cizco Arronet 302.11a/b/g Wirelezs &dapter
Frafile Mame : ar0-15R
Ok Cancel

LEAP Authentication Status 74 > RUNKRRENET, cOV1 > RIUTR, O—AHJ
RADIUS H—/NNICRTHI—HDIL T v ILABRIEENET,

LEAP Authentication Status a0 w2

Card Mame: Cisco Aironet 302,11 a/bsdg Wirelezs ddapter
Profile Mame:  870-15R

Steps Status
. Starting LEAP Authentication Succes
2. Checking Link Status Success
3. Benewing IP addrezs Succesz
4. Detecting IF= Frame Type Success
8. Finding Domain Contraller Succesz
[T Show minimized next time Cancel

D9Z5A4ATF > N WEP S5t & LEAP RRREZERAL TWA Z & &R T S IZIE. ADU @ Current
Status ZF I Y ILEY,




[#]Cisco Aironet Desktop Utility - Current Profile: 870-1SR 2] x|

fiction  Options  Help

Current Status | Prafile Management | Diagnostics

Gisco Svstems

Frofile Mame: 870-15H

Link Status: Authenticated

Wireless Mode: 2.4 GHz 54 Mbpz IP Address: 172.16.1.99
Metwark Type: [nfraztructure Current Channel; 8
erver Based Authentication: LEAP D'ata Encryption: "WEP
Signal Strength: | Good
Advanced

TORTYIDNAVER=TVR Y= (BFRI—YERH) (OIT) F, HED show I RZEYH
R—BLETF, OIT ZFEAL T, show ANV ROHIDDHMERRLET,

. show dot11 association:870)L — 2 DR EZEZL £,

WirelessRouter#show dotll association

802.11 Client Stations on DotllRadioO:

SSID [Test]:
MAC Address IP Address Device Name Parent State
0040.96ac.dd0o5 172.16.1.99 CB21AG/PI21AG LAPTOP-1 self EAP-Associated
Others: (not related to any ssid)
. show ip dhep binding : 754 7> NIZDHCPH —/NBH®DIP7 RL AN H B & Z/EFRL
ER

WirelessRouter#show ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

172.16.1.99 0040.96ac.dd05 Feb 6 2006 10:11 PM Automatic

N | 1 Rl

COtEI>AVTR, CORECHETDINT TN 1TV IERERBLET,

1. RELZ — I ICEMZTBICIE, SSIDDERZ Open ICERELET, Ik, FREOD
R Z 51 % Radio Frequency ( RF; SEiREARE ) ORENRE TS RN HEEIhET
o CLI #*5 no authentication open eap eap_methods, no authentication network-eap
eap_methods, authentication open O & IX >V REFERALET, VT4 F7 > MBEEMNIFIC
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K32 HEICE. RFETYI—a20BEICERLEE A
22.7AVLAN—ZFTHREENTWVS WEP F—#, V54T hTRESNTWS WEP F

—&E—HBIBREEFIVILET, WEP F—A—HLABWVEE, V4T NEDOA4Y

LAN—ZEBETEEEA,
B.IVAVYLAN—RERAY—NETHERENAD—RFEAHLTVS L ZHRBLET

ROTFNY T AR REFEALT, REODKNS TN 1—F 100275 E£TEET,

- debug dot11 aaa authenticator al:MAC# K 'EAPRRRENT Y NOFNY T &2 T OT147ICL
xY,

- debug radius authentication : —/S& 9 Z4 7> NE® RADIUS X I —> 3> & RRL
=7,

- debug radius local-server packets : X2F&h% RADIUS NTY NORBERRLET,

- debug radius local-server client : XUV T4 TP NBRECHRIBDIT— AvE—J &K
RLET,
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- BERE ISR D74 VL ARBEE O E&EH

. Cisco POEA V=R DAY LA AV 74F¥2L—>3> HALK

. N DHCP &A—7RBRtE#ERAT5 1800 ISR DL YL A IL—F DEREHI
AV LACEIRHR—N R=D

- TOZAhIL BHR—BbE RFI1 X DN - Cisco Systems
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