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TYVTITL—RENEVDI—RAIIBITIBDEEEZHBLET, 771ILA
<filename.aes>[Download] ZV VY JULERITAOAOI RI—PFVYTRNIITZ7A4 1A
DWEGH, [Agree (BIZTD )20V ILET, 7PAINE/N—RRSALTICREFELE
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5. Commands > Download File® JIE(Zi#3R L T, Download File to Controllerk—= ZHE &9

.[File Type] ROY Z7H I I)ARNAS, [Code] ZEIRLET

7. [Transfer Mode] ROAY 7RV U ARN S, [TFTP], [FTP]. [SFTP], REWK[HTTP] Zi&
RUFXT HTTPZEIRT B E, 77MIDBFAOAIZROSNET, WLCOGUIILT 7t
ATBPCHASTT7TAINEFERATERRSICTRIHSENHVYET, [HTTP] ZiBIRL =54
CATY T 13 ICEARET,
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cIsco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Reeiimninliniell
Commands

Download file to Controller Clear Download
o
Upload File FieTvne Code
Reboot Transfer Mode MTTP ¥
Config Boot Eile Name | Chooss Fie | Mo file chozen
¢ Scheduled Reboot

Reset to Factory
Default

J>RO—5A\D774IDET>0—K
8. TFTP, FTP, B SFTPH—/\&&BIRITBFSE. TFTP, FTP, F£LWESFTPH—/\D
IPPRLAZAALET
9. TFTPH—NZEAL TLW3EEIE. Maximum Retries7 1 =)L ROF 7 # ) NMETH S
10EOBHT. BELUTimeout7 1 —)L ROGHOBEHTH. RELSLTEELCHELERT
o EREL, BEILISUTINSDEREETEET, EEZETDICIE, TFTP H—/\HY
7RI T70OROO—REHTIDHEAREHZ [ZRAFTEE ( Maximum Retries ) ] 7 4
—LRE, VIRNIIT7OA I O0—-RERTIZD2RMOEH (BEA) £ [RM1ALATIH
(Timeout)] 71 —ILRIEADLET,
10. [File Path] 74 —=J)LRIC., Y7 RDITOFALIRNINAZADLET
11. [File Name] 7 1 —JLRIZ, Y7 NTJ T T 77 A )l<filename.aes>DEFZADLET
12. FTPH—NZEATIEEE. ROFIEZETLET, [Server Login Username] 7 1 —)JL
RIZ, FTPH—NANOOT A ICERT21—HE % AN L EF[Server Login Password]
Z4—=)RIZ, FTPH—NANOAT A ICERATEINATD—READLEIT[H—/NKR—K
%S (Server Port Number )] 74 —JLRIC, FTPH—/NEORX D> O—RAFTONBR—
NESZANLET, 72 NEWR 21 TT,

alvaln, Sawe Configuration  Ping  Logout Refresh
clisco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
COMMmMands Download file to Controller | clear || Download |
Download File
Upload File File Type | Code v
Reboot Transfer Mode |E"j

Config Boot Server Details

-

Scheduled Reboot

1P Address(Ipvd/Ipve) [192.168.1.2
Reset to Factory
Default File Path | rshared/images/3504/ |
Set Time File Name |AIR—CTISM-K‘B-B-10-1?1-G.aes |
Login Banner Server Login Username |admm

Server Legin Password | wens

Server Port Number | 21

FTPER X ERE
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18. (#7732 ) bO—=ZICAVNA=FVYTRNIITHFA VA=) nhTVWDBL%E
BT 2ICE, O NO—FOGUIT[Monitor] 22 'J Y 2L, [Controller Summary] ® T ®
[Software Version] 7 4 —JLRERRLET
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O RNO—SAS FTIPH—/NICEEARETH D L ERRALT, PYTIL—RT774)
FFTPH—NOFALINIICHDEERRBLET,
COFEEFEIY—ILR—KRENLTRITIZDONKRETTHN, WLCEEIPT RL AIC
SSHE =& Telnet ( BMAIHEE ) TEHALTFIEERTIDELETEET, SSHELR
TelnetZEAT2E, A X—2OFX T O—REOVUT7—N7OLATI MNA—F L0
BN EbNET, LEN 2T, PYTIL—RFRBLEBEICONO—FORTTILY
1—FAJEEEERRICTSEOIC, AVY—ILTOEAEERATEET, I O—
ZTHREBLTVARTOV I NV IT7E2BERTZLHIC. I MO—ZICAOJ1>L T,
show sysinfo Y RZRITLET. XIC. I NO—>T851820/HBLTVD L%

A~ gshow sysinfodN > ROELHFIZRLET,
(c3504-01) >show sysinfo

Manufacturer's Name............. ... ... Cisco Systens Inc.
Product Name............ ... ... Cisco Controller
Product Version......... ... ... .. .. .. 8.5.182.0

RTOS Version. . ... 8.5.182.0

Bootl oader Version............ .. ... ... .. 8.5.103.0
Energency Image Version............... ... ....... 8.5.103.0

RDFIEZRTLT, FUVVO-—RNIFA—RZERELET, 77MINEEDE—REE

#&9 % (&, transfer download mode ftp 1< > R & %17 L & Jtransfer download
username/password 1Y > R&ZFHITL T, FIPHY—NICT IV EATH LSOO I—HBE/NA
) — R%ZEZ L & 9 transfer download serverip FTP_server_IP_address 1Y > RZHF1TL T
. FTPHY—=/X®OIP7 RL A% E% L F Jtransfer download path 'FTP_server_path' 1< > R
ZRITLT, O RNAO—F0O0SY T RIITHHBFTIPTF7AILNTFALIRNIDONAZE
E2 L & Ftransfer download filename Y > RZHITL T, 1 X—COBBZEEL T T
TA—HITY,

(c3504-01) >transfer downl oad datatype code

(c3504-01) >transfer downl oad node ftp

(c3504-01) >transfer downl oad usernanme adm n

(c3504-01) >transfer downl oad password ******x*

(c3504-01) >transfer downl oad serverip 192.168.1.2

(c3504-01) >transfer downl oad path / Shared/ Al R-CT3504/
(c3504-01) >transfer downl oad fil ename Al R-CT3504- K9-8-10-171-0. aes

transfer download start AN > RZRTL T, PY7IL—R 7O0AZMBLET, 7V
79L—R Z7O0A0HERICRLUET,
(¢c3504-01) >show boot

Primary Boot Inage.......... ... ... .. 8.5.182.0 (default) (active)
Backup Boot lmage........... ... 8.10.162.0



(c3504-01) >transfer downl oad start

1o o FTP

Dat a TyPe. . ottt Code

FTP Server I P. ... . . . e 192.168.1.2

FTP Server Port........ ... . . i, 21

FTP Path. .. ... ... . . / Shar ed/ | mages/ 3504/

FTP Filename. . ... ... i Al R- CT3504- K9- 8-10-171- 0. aes
FTP Username. . ...t e e e admi n

FTP Password. . ............ i, R

This may take sone tine.
Are you sure you want to start? (y/N) vy

FTP Code transfer starting.

FTP receive conplete... extracting conponents.
Checki ng Version Built.

I mage version check passed.

Executing Product Check TLV.

Executing init script.

Executing backup script.

Witing new RTOS to flash disk.

Executing install _rtos script.

Witing new Kernel-args to flash disk.
Witing new FP to flash disk.

Witing new AP Image Bundle to flash disk.
Witing AVC Files to flash disk.

Executing fini script.

Readi ng AP | MAGE version info.

File transfer is successful.

Reboot the controller for update to conplete.
Optionally, pre-download the image to APs before rebooting to reduce network downtime.

(c3504-01) >show boot
Primary Boot Image............ .. ... 8.10.171.0 (default)
Backup Boot Image........ ...t 8.5.182.0 (active)

TFYTUL—R7OAANETLAESONO—5%2 U7 =KL T, HILLWI—RZBGR
ICLET,

.resetsystem1Y > RZEHITL. Would you like to save them now?, &£ WS BERBICKL T
yElFyesE ABWLET,

(Cisco Controller) >reset system

The system has unsaved changes.



Woul d you like to save them now? (y/N) y
Read from Fl ash Conpleted ...

Updating HBL |icense statistics file
Done.

Configuration Saved!
Systemw || now restart!
Updating license storage ... Done.

Exiting SL process !

There was change in the boot inage, Systemw |l go for a reboot
Cannot Cancel the WDT. Not petting the WDT.

Coll ect the core using oct utility

Rebooting the system.

[ 74411. 034881] reboot: Restarting system

Ci sco boot| oader
Ci sco BootLoader Version : 8.5.103.0 (G sco build) (Build tine: Jul 25 2017 - 07:47:10)

Cct eon uni que 1 D: 03c000610221f 31e0057

OCTEON CN7240- AAP pass 1.3, Core clock: 1500 MHz, 10O cl ock: 800 MHz, DDR clock: 1067 Mz
(2134 Whz DDR)

DRAM 8 G B

Clearing DRAM . .. .. done

CPLD Revision : ab

Reset Reason : Soft reset due to RST_SOFT_RST wite

SF: Detected S25FLO64A with page size 256 Bytes, erase size 64 KiB, total 8 MB

MMC: Ccteon MMC/ SDO: O (Type: MMC, Version: MMC v5.1, Manufacturer ID: 0x15, Vendor: Man
150100 Snr 0707a546, Product: BJINB4R, Revision: 0.7)

Net: octnmgntO, octngm 1, octethO, octethl, octeth2, octeth3, octeth4, octeth5, octeth6
SF: Detected S25FLO64A with page size 256 Bytes, erase size 64 KiB, total 8 MB

Press <ESC> now to access the Boot Menu...

Loadi ng backup i mage (8.8.111.0)

94767283 bytes read in 2229 ms (40.5 M B/s)
Launchi ng. . .

Verifying i mages... K

Launchi ng i mages. ..

[...]

XM. config sel ected

Val i dating XM confi guration

octeon_device_init: found 1 DPs

Cisco is a trademark of Cisco Systens, Inc.

Sof tware Copyright Ci sco Systems, Inc. Al rights reserved.

Cisco AireCS Version 8.8.111.0
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok

[...]
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BRUEYN TBENTRETT, YVIRNTITAX—DFEBER—DICE, VINIITAX—DE
BAT7HAOLIDADIYRN, YTIRNIITAX=2D0BE, D3aJ0OFMEE, AX—DF
BOEERTFLEAEIfr T hELI—TRRENET,

Prime Infrastructure (&, XY RD—V LOFNAADYTRIIT A X—=DZIXNTREL TV
£9, B, BHROBEEN—>2a3aICKHUTEEE NS,

FEHARZAICOVWTRE, TCiscoPIZ—HHA Ry O "TFNARAVTRIVITAX=D
NEE, NEZZRLTIEET W,

HA AP-SSOBRETOWLCOTF Y 7J L — K
ZOto2aTTR, WKIBDYTRITIFFYTIL—RIFUTDUARERLET,

TOT47ANA—=FTYTIRNIITETYTIL—RTDE, AZUNAFY ROV K
A—S0TF7 Y7 L—RABEICITONET

AV —ERTYTIL—REYR—REhTVEVLESD, HARBEOO NO—Z2TF7 Y/
TJL—RIBDHIC, KYRDT—IDEFIRALEFTEITZD_EEHEOHLET

NVIRNDITFOTYTIL—RRBCTOT47A 8 NA-F%)T—TDE, AXVNA
AY R RNO—ZEVUT—REhET

. config boot backupdN > RERTITDHEIZ, 7UOT47AMA—FERZ/NAFRY N
YRNO—Z0mAETNYIFTYTRAICALY I RNIITAX—D2FERTREEHEOHL
£9. \VIOTYTAOTIT47 A MA—ZEARZNAFKRY NI NO—F0O@EAIC
REBDVYITNIITARX=HFHBBEIC. TU7 471> NO—7 Tconfig boot backupT]
NRZRTIHE, MAOIANO—FHFEFNTNRONYITYTAX=2=FEHRALTY
7—KhL. V7RI ITOFR—BICKWHART i hE T,

AT 1= VY MY HARBOEAODY NO—ZICEATAET, E72MNO—7
., 790747 A0 RNO—5TARAT D 1=)enBENfZBITZ108ICUT—RNLET
ATV a=)lEniE)EY M FEENATVWEVESIK, setpeer-system N> REFEHAL

TFOTA7AORMNO—SHASARRUNAKRY NI NO—F& )T —KTEET, D
AN RTARAEZONAKRY RO NO—-ZEFZVEY NTDE, AXNARY ROV B
A—ZLORFENTVEBVREFINTEDINET, TDLEH, AXNAFKRY NV B
A—>&UtYNITBEIZ, PUOT47 AV NO—FLTREZREITDIHEN HYET,

CAXR=DQEERICSSON N H—EhdE, TLAX—20AD O0—-RFBRAEhET
cABUNARY RO NO—F THEATE % Olkdebugandshow AN > RETTT
HA AP-SSOtY K7 Y 7’ TWLCET Y 7L —RIBDFHMBEFIEICOVTEK, TNATXRAZ
EUT1(SSOEAHA Ry RFIXNOFIBEICH>TLSEEZV,
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VT AA=DH D2 DDA XR—DTT o 754X A X—=DF WLC TERAES BT IOT47
BAX=DT, NYITYT AA—DRETITFATBEAX=DICRTINYIOTYTELTER
ehFET,

WLC ZFHIL WA X =TT YTIL—RIDEIC, WLCICKRWUNY IT YT A X=2IZHLW
AX=JHFEBNICIE—ENET,

FALTVWR A MNO—FTREFRBL VDT ITATBAX=2 (T4 A X=D ) &
BRI BICIE. WLC O GUI T [E=% (Monitor )] 22Uy 5L T, WLC ® GUI ® [I> kO

—Z OBE ( Controller Summary )1 IC&% % [V 7 KT TF7/)N—> 32 ( Software Version )] 7 1
—I)LRZFAXET, CLINS, showboot AV RZFEAL T, WLCLEICHBTZAXVENY D
TYVYTDAAXN—DBRRTEET, UTHF—HITT,

(c3504-01) >show boot
Primary Boot Image.............. ... 8.5.182.0 (default) (active)
Backup Boot Image......... ...t 8.10.162.0

WLC TAXA—P QHIBRP LEZZTIICE. RELTBLKAX—=TWICET/—RNT7Y LT
TYVTITL—REZEFTLET, COFETE., FILLWAX=2DICRYNYITYT A X=DH
BEE|IoNET,

config boot <primary/backup>1X > RZFEAL T, WLCODT VT AT T =R A A= FHTE
E9BH_EETELT,

(Cisco Controller) >config boot ?

primary Sets the primary image as active.
backup Sets the backup i mage as active.
configboot 1 X—< 1k, WLC GUI TRRETHCEEHTEET, FHFMAEFIEICODVTR, FOA
YLALANOMOA=F (WLC) TONYITYT AX=—SOFEAF . ZZRBLTLEE

o

EWLCTHLWTITATBAXA—DEFERATBLSICTRICE, WLC OO 7 4F1
L—2a2a®kELTVT—NIIHBENHIET,

e

AARN=ILENTVWBWLCY 7 NI IT7ON—2a> w2 BRBITBHICE, SATFLO) T —KE
> sao—zcad4>LEd,

GUI TRDFIEZERITLET,


http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a00809bcf7e.shtml
http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a00809bcf7e.shtml
http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a00809bcf7e.shtml

Saye Configuration  Fing  Legout Refresh

MONITOR WLAN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP Userzadmin{ReadWrite) M Home
Monitor Summary
Summary
b Access Points
b Cisco Cleanair
b Statistics
¢ CDP
¥ Rogues
Clients
Sleaping Clients Controller Summary Rogue Summary
Multicast Hanagement o
1P Address 192168114, 2128 Active Rogue APs 0 Detad
b Applications [ =
L"' S PO 0.0.0.0, :3/128 Active Rogue Clients [} oeta
b ne : 2 o
v ‘s.:l‘::r-c;r\e 8.10.171.0 Adhoe Rogues L] Detas
Local Profiling Emergency Rogues on Wired Metwork a
b Cloud Services Image 8.5.10%.0
arsion oo L T —

WLC/Y—23 > DR

TYy7JL—R#E, CLIASRKROIOIV REXRFTLET,

(¢c3504-01) >show sysinfo

Manufacturer's Name............. ... Cisco Systens Inc.
Product Nanme........... . .. . . i Cisco Controller
Product Version............ ... . .. 8.10.171.0

RTOS Version. . ... e e e e 8.10.171.0

Bootl oader Version............ ... .. .. .. 8.5.103.0
Energency lmage Version........... ... ... 8.5.103.0

FNvITFTa>

debug transfer allenable 1N > REFEAITH &, I NOA—FVYIRNIITOT7YTIL—RT
OtATRETDIAARNERRTEERT, R, YIRNIITT7YTIL—RIKBL EHE
ICEAE NBddebugdN > ROEHFIERLET,

(Cisco Controller) >debug transfer all enable
(Cisco Controller) >transfer downl oad start

MOde. . . e FTP

Data Type. . ... .o Code

FTP Server I P. ... . . . . e 192.168.1.2

FTP Server Port........ ... .. . . . ... 21

FTP Path. . ... ... e / Shar ed/ Al R- CT3504/

FTP Filename. . ........ . i Al R- CT3504- K9- 8- 8- 111-0. aes
FTP Username. .. ....... i i adm n

FTP Password. . ......... ... i koK koK ok ok ok ok ok

This nmay take sone tine.

Are you sure you want to start? (y/N vy

*TransferTask: Mar 06 14:56:49.928: Menory overcommit policy changed fromO to 1
*TransferTask: Mar 06 14:56:49.928: Del ete randi sk for ap bundle

*TransferTask: Mar 06 14:56:49.939: RESULT_STRING FTP Code transfer starting.
*TransferTask: Mar 06 14:56:49.939: RESULT_CODE: 1

FTP Code transfer starting.

*Transfer Task: Mar 06 14:58:52.024: ftp operation returns error code:0 error: Transfer Successful

*TransferTask: Mar 06 14:58:52.034: tftp = 6, file_nanme=/Shared/ Al R-CT3504/ Al R- CT3504- K9- 8- 8-
111-0. aes, ip_address=192.168.1.2, nsg=Transfer Successful



*TransferTask: Mar 06 14:58:52.034: upd_get_code = 6 (target=268435457 nsg=Transfer Successful)

*TransferTask: Mar 06 14:58:52.034: RESULT_STRING FTP receive conplete... extracting
conponent s.

*Transfer Task: Mar 06 14:58:52.034: RESULT_CODE: 6

FTP receive conplete... extracting components.
*TransferTask: Mar 06 14:59:07.442: RESULT_STRI NG Checking Version Built.

Checki ng Version Built.
*TransferTask: Mar 06 14:59:09.442: RESULT_STRING |mage version check passed.

I mage version check passed.

*TransferTask: Mar 06 14:59:12.443: RESULT_STRI NG Executing Product Check TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING Executing Version Built TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING Executing init script.

*TransferTask: Mar 06 14:59:12.457: RESULT_STRI NG Executing backup script.

*TransferTask: Mar 06 14:59:13.508: RESULT_STRING Witing new RTCS to flash disk.

Witing new RTCS to flash disk.
*TransferTask: Mar 06 14:59:20.810: RESULT_STRING Executing install_rtos script.

Executing install _rtos script.

*TransferTask: Mar 06 14:59:24.878: RESULT_STRING Witing new Kernel-args to flash disk.

*TransferTask: Mar 06 14:59:24.892: RESULT_STRING Witing new FP to flash disk.

*TransferTask: Mar 06 14:59:25.451: RESULT_STRING Witing new AP |Image Bundle to flash disk.

Witing new AP I mage Bundle to flash disk.
*TransferTask: Mar 06 14:59:44.044: RESULT_STRING Witing AVC Files to flash disk.

Witing AVC Files to flash disk.
*TransferTask: Mar 06 14:59:44.703: RESULT_STRING Executing fini script.

Executing fini script.
*TransferTask: Mar 06 14:59:52.860: RESULT_STRI NG Readi ng AP | MAGE version info.

*TransferTask: Mar 06 14:59:52.865: RESULT_CODE: 11

*TransferTask: Mar 06 14:59:52.865: RESULT _STRING File transfer is successful.
Reboot the controller for update to conpl ete.
Optionally, pre-download the image to APs before rebooting to reduce network downti me.

File transfer is successful.

Reboot the controller for update to conpl ete.

Optionally, pre-download the imge to APs before rebooting to reduce network downti ne.
*TransferTask: Mar 06 14:59:58.871: Create randi sk for ap bundle



*TransferTask: Mar 06 14:59:58.884: Menory overcommit policy restored from1l to O

(Cisco Controller) >
NZ7)L>a1—hk

COEITVAVEGBALT, VIRNIIT TYTIL—RORNSTLNZ1—-FT AT EFTVET

o

TY7IL—R7TOEAT, IZ7—HARETIBEENHBVET, cOEIZIDTR—MRHBETL
Z—2VW<O2AHBALBNS, HEANGRERRE, $KRTWLCOYTIRNIIT FTYTIL—RZER
TI2HICHYBIBERRERBNLTVET,

- "% Error:Code file transfer failed - Couldn't connect to the server" : COILZ7— XY —2 4"
RRENDOE, Y—NICEETEBZRWVFEETT, WLCASH—N\DIPEHREZFIYIL
. TFTPIFTPISCPRZ 74 Y UNRY ROD—D0DEDT7TAT O —)LIC&k>2TE£7OY Y
ENTVWARVZEZBRELET, £, TFTPFTP/ISCPH—E AN H—/N—THIICE 2T
WB A, FLEEETEATVIAESHEERRLET, BEICEL>TR., ¥ —N—TF7U7T
—23VERTIBDAVEI—Z—TIFATIA—IIFBMIB>TVDAREENF HYE
T chH, W.COTYTIL—RABEFESY)ICTOLABVERTHDAREMENF HVY) ET

- "% Error:Code file transfer failed - Failure with receiving network datay — OIS —Ik, /N7
YROBEXRIEFORYBE, 77A4NEECIZ—NFH2EBEICRRENET, XY B
D—ONACR2ENTY "RF Y TFrEFERALTINS TN 2 —FT 12 0%1TV, N7V
RAKDIERY TRIEFNAELLKBEVERY TZRDOTBENTERT,

- "% Error:Code file transfer failed - Server returns login failures - ftp/scp
username/password A H—/NOI1—HILFoI ¥ )LE—HLABVESE, COIT—HFKRR
ThET, [REENTVWRI—HREENAT—RH —NEATHREE L TVWDRENDE—H
FTRINESHEERBTEET,

- "% Error:Code file transfer failed - The URL does not exist, wrong path or filename" : ML
T= XY= HFERTENDZOE. Y—NOFT7AI)ILN FALIONIVICVTNDIT TY
T7IL—R 774U HFBVEE, 50V, (O NO—FF7 v 7SI L —R (Controller
Upgrade ) ] R—> D [77A4J)L%& (FileName )] 71 —)LRICEE2 L7 7A4ILEBEZAHLE
BETT, cOIT—ZHBLTICE, I X=2 77402 —NOFT7FI)ILN F4LIKY
ICdE—-L T, ¥—N&[A> NA—FT7 Y 7Y L — R ( Controller Upgrade ) ]| R—Z ® [7
7AI)% (FileName )] 714 —J)LRT, BRIE T T7TAIINLERFAELEICEALTHD Lz
B LET,

BYE 1§

CARADANY LA O NAO—F VV—A88714F21L—>3>2 HAR
N TRAZE)T 4 (SSO) EAHAR
- TOZAI YR—BME RF I XN —Cisco Systems
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
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WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
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