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. Identity Services Engine ( ISE ) /N\—> 32 2.7
CORFIXNDERIE., BEOSRREBICHDTFNAAICEIVWVTERENELE, COR
FAXKRNTERAIZINTOT/NA AR, A (FT7 2N ) REORELSEEBLTVET
o ZEEFODZRY ND—U T, FEOXRIZE>TRIHAEENI HHDEFEE+oHEFL TL
EEV,

BRELHA

EAP-TLS 70—

- = e e === == = BO21IX ¢ = o= o o o o o o o o - = === = RADIUS = = = = = = = = -
S [ Authentication
upplicant AP Cisco WLC Ser’vur

EAP Type=EAP-TLS
EAP Request | Start bit set, no data

1
|

2.
EAP-type=EAP-TLS .
l (TLS client_hello) ‘ | _EAP Response |
EAP-Type=EAP-TLS
a TLS server_hello
| EAPRequest | TLS certificate
TLS server_key_exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server_hello_done
TLS client_key_exchange a4
TLS certificate_verify | EAP Response | -
TLS change_cipher_spec
TLS finished EAP-TypesEAP-TLS
5
| EAP Request | TLS char‘lge__c_lpher_spec
TLS finished
]
| EAP-Type=EAP-TLS l | EAP Response -
7
| PMIKE |

PMIK
]

{ EAP success ] EAP success |

EAP-TLS 7O—DQAFTY

1. DAVYLARIDZAT RN, TORBARA N (AP) ICBEERITShEFT, APRRCDEFR
TRIZATUNCKBDTF—ROEEEFTET, RABRZEELET, Y7UAHVNE
EAPISZEIDTISELE T, WLC A, I1—H ID BHERIAEH—/NICEELE£T, RADIUS ¥
—/)\A. EAP-TLSHABN\TY RTIOZATNIRKRELE T, COBRTEAP-TLS AN
-2 a B ENET,

2.E7IE. NULLICEREE NS THS client helloy N\ R IAIOXYE—D%ED
EAP- ResponseZ#Bal H—/NICIRELET

.Y =N\, REECTIVRAFYLUOONTY NTRHRELET,

TLS server_hello
handshake nessage
certificate

server _key_exchange
certificate request
server_hel | o_done



4.9ZAT > NE, RORBEETEAP-ResponseX Y t—I THELET,

Certificate - Server can validate to verify that it is trusted.

client_key_exchange

certificate_verify - Verifies the server is trusted

change_ci pher _spec

TLS fi ni shed

5954F7 > N EEICRIAE NS E, RADIUSH—/NIE Tchange_cipher_specy & T
handshake finisheds X ¥ £—< % & ¥ Access-challenge TIH&EL £9,

6.chZzZFEITHDE, V74T NERADIUSH—NZRIALTHLOHIC/N\NY 2 1 ZHELET,
7.TLSN\Y RO TAJHRICHLVESEF—2>—JL Y MY SEBNICEEBEND

8/9.EAP : BRIEMICH—NASF—t T4 T—RIZEFEN, YTVAVNIEEhET,

COERT, EAP-TLS HIEDIVAYLAIZA T MDA VLARY RD—JICF7 IV EATE
£

RE

Cisco 74 VYL ALAN > NO—5

ATYT1: BYIOATY 7 Tlk, Cisco WLCTRADIUSH—/\%25&EL£J, RADIUS H—/\%&
WLC (BT B IZE, [EF+ 21T 1 ( Security ) ] > [RADIUS] > [RREE ( Authentication ) ] (CE)
LET. ROKSIZ, [%ﬁ;ﬁ. ( New ) ] 20UV OLET,

MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin{ReadWrite) A
Security RADIUS Authentication Servers _ Apply | m
f "LM Auth Called Seation ID Tpe | AP NamazSSID
4 Ust AES Key Wrap ] (Dsigned for FIPS customens and requires 2 key wrap compliant RADIUS sereer)
MAC Delimiter Calon
Framad MTU 1300
Hetwark Tunmel Server
User Mansgement Proxy Index Server Address{Ipvd [Tpve) Part IPSec Admin Status
0O 0 0O 1 138.77.0.84 1812 Disabled Disabled -]
0 0 O 138.77.0.83 1812 Disabled Disabled a
0O 0O 0O 138.77.97.20 1812 Disabled Disabled a
O 0 O 138.77.97.21 1812 Disabled Disabled -]
O 0 0 * 17T 1812 Disabled Enabled a
b Local EAP | ] O s * 10.100.120.41 1812 Disabled Eratied [~ ]
Advanced EAP
b Priority Order
b Certificate

b Access Control Lists

N Wireless Protection
Puolicles

b Web Auth

TrustSec
Local Policies
¥ Umbrella

b Advanced

ATYT2: ZCT, ISELOWLCZRIT A O ICHEAETNBIPT RLAEHEUER



<password>Z AN TBDHMENHYVET, ROKSIZ, [[BA (Apply) 12TV YILTEHEITLE

ERD

Nimm

clisco

MONITOR  WLANs

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Save Configuration  Ping  Logout Refresh

Security

- AAA
Genera
= RADIUS
Authentication
Accounting
Auth Cached Lisers
Fallack
DS
Dewnlaaded AVP
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
» Disabled Chents
User Login Policies
AP Policies
Password Policies
b Local EAP
Advanced EAP
b Priarity Order
b Certificate
b Access Control Lists

, Wireless Pratection
Policies

b Web Auth

b TrustSec
Local Policies

b Umbrella

b Advanced

RADIUS Authentication Servers > Edit

Server Indax
Server Address{Ipwd/Tpwé)
Shared Secret Format

Usir:ademin(ReadWrits) A Home

o | L |

7
10.106.35.67
L

Shared Sechet
Confirm Shared Secret

Key Wrap

Apply Cisca 1SE Default settings

Apply Cisco ACA Default settings
Port Number

Farver Status

Support for Co

Server Timenut

Retwork User

Management

Management Retransmit Timeout
Tunnel Proxy

Regbn List

PAL Provisioning

IPSec

Cigod ACA

AT Y7 3: RADIUS

[ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

AL D WLAN ZHERLE T,

T, LWL WLAN ZERTEE T, <D WLAN Z, WPA-enterprise T—RZFEATD LS
ICERET D LT, REEIC RADIUS Z R TED KRS ICKRY FT,

ATV 7 4: ROKSIC, XA XZ1—H 5 [WLAN (WLANs )] &Ii&IRL ., [FRICER
(Create New )] Z#IRL T, [EIT (Go)]1ZIVYILET,

Swye Configuration.  Ping  Logewt Relresh

MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP User:admin{ReadWrite) A Home
WLANs WLANs Entries 1 - 15 of 15
=y et a1t (et
WLANs
¢ Adwanced

[ WLAN D Type Profile Hame WLAN SS10 Admin Status Security Policles

ATY 75 FLVWLANICEAP-TLSE VWS HRIZRNITET. ROKLSIC, [EA (Apply )] &Y
DY ILTHEITLET,

Save Configuation  Ping  Logout. Refresh

User:admin(Readwrize) A Home

CIsco

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs WLANSs > New <Back
* WLANs
WLAN Type: WLAK k)
b Advanced Profile Name EARTLS
551D EAR-TLS

1s] 3 B



ATY76: [&£f% (General )] Z2U Y UL, [A7T—X A (Status ) | & [E% ( Enabled ) ] T
HBDEEHBLET, ROKSIC, F7AILMNOEFIUFT14R) D —F 802.1X FRIEE
WPA2 T19,

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs > Edit 'EAP-TLS' _<Back | deply |
¥ WLANs

WLANS

} Advanced

Profile Name EAPTLS

Type WLAN

SEID EAPTLS

s tabed |
Security Policies [WPA2][Auth(802.1X))

[Modifications dene under security tab will appear after applying the changes.)

Radia Pelicy Al
Interface/Interface
Group(6) management v

Multicast Vian Feature [ Enabled
Broadeast SSID Enabled
AG-ID none

11ax Status Eratied

Lobby Admin Acoess D

AT Y77 RIC, [Security] > [AAA Servers] 2 7 ICBBIL, RICRI LI, RELL
RADIUSH —/NZBRL £,

Save Coofiguration.  Ping  Logout Relresh

MONITOR  WLAMS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User-admin{Readwire) A Home
WLANs WLANs > Edit 'EAP-TLS' <hack

General | Security | QoS | Policy-Mapping | Advanced
b Advanced mlll,m: AAA Servers

Select AMA servers below to owerride use of default servers on this WLAN

RADIUS Servers
RADIVS Server Overwrite interface [ JEnabied
Apgly Cisco ISE Default Settings [ JEnabled

Authentication Servers Accounting Servers EAP Paramaters
Erabied Enabied gable [
Server 2 | None | Nome
Server 3 | None | Moo
Server 4 | None w || Nome
Server 5 | Nome | Moo
Server 6 | None ¥ | Nome
Autherization ACA Server Accounting ACA Server
(] enabled [ Enabled
Servér  None v Nome v

3 RICEDHIIC, WLC » S RADIUS H— /\‘c: I ETEDELEAEHETBEEZHEDHL
£9., RADIUS & UDP 7R— K 1812 (FR5EH ) 2EATR LS. CORTTA Y INZRY
RO—oOQECICBVWTETOYITNBEVLSICTRIHUEN HYET,

ISE & Cisco WLC

EAP-TLS &



R —ZERTDEHIC, RUD—TERAIZIHFATORNIILIVANEZERTIBEN HVYE
T dotIx RV —ZERTB Iz, RU—OREFSHICETVWTIHTE D EAP X1 T &8
ELEY,

F7ANRNEFERATIE, BEDEAPEZAIANOT IO AZOY IR I TH2HEN HDIHEEIC
HERIhGZVD, FEAEDEAPER A T 2RIICHERATEET,

ATYT1: RO&KSIZ, [RUS— (Policy ) 1> [R>—EEXE ( Policy Elements ) | > [{& 58
( Results ) ] > [RRRE ( Authentication ) ] > [FFAI& 15 7°'0 )L ( Allowed Protocols ) ] (B8 L
. DBiN(Add)]ZOVYOULET,

"Hses lgentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning ~ Policy Elements

Dictionaries » Conditions  ~Resulis

Allowed Protocols Services

 HIEETIE For Policy Export go to Administration = System = Backup & Restore > Policy Export Page

Allowed Protocols
Edit obAdd [LfyDuplicate Delete

[ Service Name « | Description

» Authorization

» Profiling [ Default Network Access Default Allowed Protocol Service

» Posture

» Client Provisioning

AT Y72 ZO[Allowed Protocol] JART, UARDERIZANTEEXY, COHEE. ADLS
(=, [EAP-TLS#ZZFT (Allow EAP-TLS) | FI Y IORY UREZAFAVICLT, OFIT Y IRY S
ARZFAT7IZLET,



csco  ldentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiing Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  + Resulls

o
- Alloved Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protocols ® Name [EapTiq
» Authorization Description
» Profiling =

w Allowed Protocols
» Posture

Authentication Bypass
¢ Client Provisioning

O Process Host Lookup i

Authentication Protocols
Allow PAPIASCII

O anow cHap

O Allow Ms-cHAPY1

O Allow MS-CHAPYZ

O  allow EAP-MDS

- Allow EAP-TLS

O Allow Authentication of expired certificates to allow cerlificate renewal in Authorization Paolicy (i

L Enable Stateless Session Resume

Session licket time to 2 *

live

Proactive session ticket update will occur after | 10 % of Time To Live has expired
O alow LEAP

v O aiowpeap

PEAP Inner Methods
¥ Allow EAP-MS-CHAPVZ
¥l Allow Password Change Retries| 1 | (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range O to 3)
Y1 Allow EAP-TLS

Allow Authentication of expired cerlificates to allow certificate renewal in Authorization Policy

1

Require cryptobinding TLV

ISE T?D WLC DOFRTE

( Administration ) | > [RY KDO—0 1Y
( Network Devices ) ] > [J&10 ( Add ) ] (C

ATY71: ROKSIC, ISEJVY—IIz2HE, BB
— A ( Network Resources ) | > [RY RD—TF /N1 A
BELET,

ATY72: RICKSIC, EZADLET,



I°" Identity Services Engine Homa » Context Visibility » Operations + Policy = Administration

» Systam ¥ Idenbty Managemant = Network Hesourcas * Dovice Portal Managemant pxlanid Seneoes b Ford Sanreoe *# Threat Ceniric NAC
Chick he

w Metwork Devices  Metwork Device Groups . Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences  NAC Manosgers  External KD ¢+ Location Services
—
[ ]
Neabwork Davicas LIst = How Netwoerk Gevics
Nebwork Devices

PRtwOrk Davicas

Dafault Davice
® Mama | Bharki-WLC
Drevica Security Satlings
Deseription |

| IP Address +| =w: | 10.106.35.67 | ¢ 3=

* Device Profle |2 Cisco | »

Software Verson -

* MWetwork Device Group

Location [ Locations ) Sat To Default |
IPSEC [1s 1PseC Dewice @ | | SetTo Default |

5 | | SetTo Default |

Device Type [a)l Device Types

[+ rADILS Authentication Sotings

RADIUS UDP Sattings
Prodocol  RADIUS

| * Snarcd S2cret [eessseees | [ Show | |

Uss Secand Shared Secrst [
| Show

Cad, Port | Set To Dafaulk

RADMUS DTLS Settings §

ISE TOHFML WI—H DR

ATY71: ROKSIC, [BE ( Administration ) ] > [IDOEE ( Identity Management ) ] >
[ID ( Identities ) 1> [1—H (Users )] >[BM (Add )] cBBEILE T,

£ - = Dussrysien FNine LN | el e o dnant ot fr

ATFYVT2: HOLDSIC, BHREAILET,



“tucs: Identity Services Engine L Y Sl - Administration

» System | = ldentity Management = » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities Groups  External Identity Sources  Identity Source Sequences b Sellings
—
<]
Metwork Access Users List > New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

*Name | bharti

Status Enabled =
Email ' -

w» Passwords

Password Type Internal Users ¥
Password Re-Enter Password

* Login Password | Pr—— | | Prr— ] Generate Password | i
| |

Enable Password | | Generate Password ] i

w» User Information

First Name . - |

Last Name | === |

» Account Options

Description |

Change password on next login O

w Account Disable Policy

[J  pisable account if date exceeds 2018-02-17 (yyyy-mm-dd)

w User Groups

|Se|ect an item

S TN

ISE T ORERA & O EREY

ATV 71 [BE (Administration ) ] > [> AT A ( System ) ] > [REBAE ( Certificates ) ] > [REFR
ENER ( Certificate Management ) ] > [fE¥ T & B RE8E ( Trusted Certificates ) | (CBEL T

o

[4>AR—K (Import) 22Uy o LT ISEICEIHAEE SV R—NLET, WLC ZBIL. ISE
T1—HYZERLES, ISE CAIAEDEREZMITHEVS EAP-TLS DREEELRBHZERE
TTIHRENHYVET, TOLHIC, CSRELERTIBENHYET,

ATV 7 2: ROKSIZ, [BE ( Administrauon ) | > [REBAE ( Certificates ) | > [(IFAEERER
( Certificate Signing Requests ) ] > REFAZEEBE K ( CSR ) MDA ( Generate Certificate
Signing Requests (CSR) ) ] ICBEBIL £ 9,



éﬁ',.';!; Igentlly SendcesEngine  Fome CorteVislly  » Operaions  » Polky  JIRETUITSEN) Lcerse Waring A

=System | b dentity Management b Network Resources ¥ Devica Portal Menagement  pwuGrid Sanvices b Feed Service  # Threat Cantric NAC

Oegloyment  Licensing  wCerifizales  » Loggng  » Maimenance  Upyade  » Backup SRestors b Admn Access  » Setings

[}
AT Certificate Signing Requests
Tuses Cerficates A Cerificale Signig Reauests (C3Rs) must e sert b and signad oy an etemal ahorty CIk "sypor” o danrioad one e more GSRs 50 it eyl be sigees by 2n edemal auhorty, Aer 3 request has een signed, i "and" 1o bind e rexest o e
sk ctfite ssued by hatastiorty, Orce a SR s bourd, 1l be remand from s st
0CSP ClentPrels
Ceic Siing Requests Pren Beme | Xoske | Bnd Cetfcte s 7
Certiica Paindc Check Sati,. [ FriandlyName Gerificats Subject Keylenglh  Portal grouptag  Timestamp & Hast
¥ Certificate Authorty No data avalable

AT VYT IICSREZEMT B ICIE, [Usage] ICBEIL ., [Certificate(s) are used for] RAY 77XV~
F7S 3> H S[EAP Authentication] 23 28IRL £ 3 (RI%ZS8R ),

“asca  Mdentity Services Engine Home ¢ CortewiVibliy  » Operstions  # Poley WRECUUCTC G * Work Ceners Licenge Waming &

wSycham b Wenlty Management v Metwork Resources Device Porial Management  pwGric Senvices  » Feed Service  » Throal Cenlrie MAC

Deplymenl  Licanging  ~Celifcatss  » Logging  » Mainlenanse  Upgrade  + Backup SRestoe  » Admin Acosss b Sellings

-]
+ Cerifficate Mansgement Certificate Signing Request
Cerificata types wil raguirs diferent extended key usages. The [l below oulines which exnended key usages are ragquined for sach perfiicate type:
Systam Geroaies )
ISE Identity Certificates:
Ul S + NLIfUise (Ain, EAP, Portal, peGiid) - Clieel and Samver sulervicaion
DCEP Client Profile o fulmin - Server Authantizaton
P —re—m— » EAP Authenticalian - S=rver Authentication
+ DTLS Auencatn - Sener Atencalon
Centficale Periodc Check Set... + Poral - Server Authenicanon
« pilGrid - Cient and Server Authentication
+ Contificate Authortty + SAML - SANL Skyring Carilicals

1BE Cortificie Autherity Cestificates:

o |5E Rool CA- This is rot @ signing requess, but an abiity b generate a hrand new Riet CA perficass for fe 1SE CA fanctionaliy,

+ I5E s CA - This B an il CA Sigring Raquesl

o Rerew SE DCSP Resoonder GeAMcates - This i nola signing request, bul an abilty 1 ren this GCSP respondes cerincate hat i signed by T
ISE Rool CALSE |nlermedizie CA

Usage

Cerdficate(s) will be used for | EAP Authestication z

Ak Wikicard Certificares [ 1

Nede(s)
Gergrate CER'S for these Nedes:

CER Friendly Name

IabisetEAP Autrenicaion

ATYT4ISETERENIECSRERRTEER T, ROKSIZ, [RR (View )] BV UYILET

o



csve: [EETR]

| =-==BEGIY CERTIFICATE REQUEST=-—
B MIRUFQUATI0GgwggEIMADGCSqGS BIDOER
ACLAM

EDwAaEha BAG TIPS Ts!
LIBFMUCHBUC b G B TLVZSgNINNAIEm -+ bAmMT +KITIATS3NGE6 Tvar
USRI+

H
BLRDLONE TP AN STGITORD
osanZhyKhMOSEE KNI PTIVIGMTNDRK Huloohp Y20 21LAD 4 yd kT3 TS
DNLSAZETpLAGKTHLIZMABOEM A+ TTS000 + TRRRIMAgNBAAG L RIBGKNEIG

AUEDWCEMIFADAIBINHOLE QU AESH L AT

HAWEGCCoAGUFBWMCRBECCACGSAGG +ETB
18+ okEOTAD VR
< L BTYPRYETHE b ZhAL MEy YV PabolEDoicH

dgRACISCINACHITRDRIFL9BHPEERYTIMEzcacNLZLK kb G IACNS AL
I dkeTHOCD

RVCBoI TS DoV I M aLS 5o TNEGGra0 S IDUDBZO0t
PR TA IO AW LY T MH R T KW L 2D VG ==
=-—END CERTIFICATE REGUEST-~-

ATYTECSRIERE NS, RICRTKSIC, CAH—/NZ S8 L. [Request a certificate] &
DY OLET,

Microsoft Active Directory Corfificate Services — fixer-WIN-87Q5HOKPSIG-CA.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:

Reguest a certificate
View the status of a pending certificate request

Download a CA cedificate, certificate chain, or CRL

ATY 76 fIBAEZERT S &, [User Certificate] &[advanced certificate request] D 747> 3
UNRRENFET, XRORIZHATKDIC, [advanced certificate request] 221 Y O LE T,

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjgdvanced certificate reques

ATY 77 £RENT CSR % [Base-64T > 11— REEFAEER ( Base-64 encoded certificate
request ) ] ICBEW ST E T, ROKSIZ, [REBAET 7L —b : ( Certificate Template: ) ] RO
VTR IATS AT H S [WebH—/\ (Web Server ) ] Z3&IRL., [EE (Submit)] 2oV v Y
LET,




i

W Microsoft Active Directory Cartificate Services — fixer-WIN-G7Q5HOKPSIG-CA -

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved Requost:

Basa-B4-ancoded
certificate reguest
(EMC or
| PKCS #10 or
PKCS &T): i

Cartificate Template:

Wb Server q

Additional Attributes:

Attributes:

il
Submt >

ATV 78 [Submit) 2V )Y VTR E, SIRENDRA T ZBIRTBD AT IAVHARRENET,
RIZ. [Base-64 encoded] Z3&IR L, [Download certificate chain] 22 )Y VL &3 (RZSR

)o

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or [@@Base 64 encoded |

:.Ei Download certificate
=={Download certificate chain

ATYTUSEY—NOIAAEOHTVO—RATTLEY, GIAEZHMHTEX T, ABRELCE
DD —NEAEEMOREIIAED2DODIERAEN EENTVWET, IL—NIAERFE., RO
&SI2. [EE ( Administration ) ] > [REBIZE ( Certifictes ) | > SR TZ S FAE ( Trusted
certificates ) | >[4 >7R— N (Import ) ] Z3&RL TA >V R—KNTEE T,

= Syse ¢ idontly Managemest  + Network Rescurcos  » Devico Portal Managoment  pxGrid Services  » Feod Service  » Thvest Coniric NAG - =
Click here 10 6o wirsless 56t and viaibility setep Do not show His again
Depioymant  Licensng  =Cortficstes ) Logging  » Mamienance  Upgrade  » Backup A Resiors  » Admin Access.  » Setings
L]
= Cartificats Managemant Trusted Certificates

f e @rigon | Woaas  Ovien snow [ A1 b

(]| Friencly Name «  Satus Tnated For Serial umber sued To Issued By Valid From Exgration Date




aleil. Identity Services Engine Home » Context Visibility » Operations » Policy ~Administration » Work Centers
~System  » |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

o
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File ~ Choose file  No file chosen
System Certificates
Friendly Name 5 i
Trusted Certificates i I ol !
OCSP Client Profile Trusted For: ;
EelRaleS Uy antes = Trust for authentication within 1SE
Certificate Periodic Check Setti...

O] Trust for client authentication and Syslog

+ Certificate Authori
e oy [ Trust for authentication of Cisco Services

[ validate Certificate Extensions

Diescription |

e o)

AT Y 710[Submit] 01Uy U $2dE, EETEDAHEUANCTHAE BNEhET, £k
EBDEKSIZ, CSRICNAV RTBICIEHBEFEREN BDETT,

*System ¢ ldentity Management  » Metwork Resounces ¢ Device Portsl Management  pwGrd Services ¢ Feed Serdce i+ Threat Centric NAG

Click here 19 00 winslass setup and visiblity ssup Do not show INis again
Deployment  Licering = Cenificales  » Logging  » Maimenance  Upgrade  » Backup & Restore  » Aomin Actass  » Semings

(]
= Cartificats Mansgemeat Certificate Signing Requests
Syataen Cortficatin. Genermte Certficate Signing Requests (TSR]
Trusted Cerificates A Cersficate Signing Requests (CSRs) must be sent 10 and signed by an extamal authority. Click "sxpon™ o downicad one or more CSRs 8o that they may be signed by an extemal authority. Aler & nequest has been signed, click “bind™ 1o bind the request 1o the
signed cartficats srued by Tt suthorty. Once & CSR is bound, it wil be nemoved fram this kL
OCSP Cliertt Profile
Centficaln Sigring Requests Jvew @Epon X Delere Show | Al | %a
Certificals Pariodic Check Setd... [ Friendly Name Certificate Subject Portal Timestam| & Host
+ Cartificate Authority B REAP Authantication CH=ish..00m e Maon, § 2l 2018 L |

AT Y 711:[Bind certificate] 22 U Y V3B &, TFARAUVRNY TIZRFENTVBIAHRET 7 1)L
ZEBRITBDAT2aUNFHVET. IOKSIZ, FEFEAEZEIRL., [EE (Submit)] &S
YIOLET,

“tuey Identity Services Engine Home  »ContextVisbilty  » Operations  » Policy Rt * Work Centers
~System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Bind CA Sigrled Certificate
SyeE Duiioane * Cerlificate File = Choose file | No file chosen
Trusted Certificates
7 OCSP Client Profile Friendly Name | i

Certificate Signing Requests
i Validate Certificate Extensions  [] i

Certificate Periodic Check Setti...

» Certificate Authority .

EAP Authentication: [Jse cerificate for EAP protocols that use SSUTLS tunneling

EnrT

ﬂl_li

ATV 712 FAAEZRTTSICE. RICRT&LSIC, [Administration] > [Certificates] > [System



Certificates] (CBBIL £7,

Liconss Waming & a L] i -

EAP-TLS DUV ZA4F > b
954F> RIS (Windows FRIBMY 7 ) AQ1—YEABROA D> O—R

ATY T 1: EAP-TLS ZFEALTIOA VL A —Y%#BEETBICE. 95A4T7 > NEREZRER
TRDUENFHYVET, U—NICTIEATEDELSIZ, Windows AVE1I—2%EZY ND—5IC
BEHRELULET, Web 757U ERE, XOT RLA%ZAHNLET : https://sever ip addr/certsrv:

ATYT72.CAk, ISERAICGEAEZA V> O—RULIECALRUTHAIBENHYVET,

ZOEBI, Y—NAOTRABOL O~ KICEALE CAY—/NLT 22T B BENBY
£9, AU CATUBERUKLSIC FIAEZERT S ( Request a certificate ) | 20U Y VL&
IH, SEIE. ROXSI(Z, [[AET> 7L —b ( Certificate Template ) ] T [1—Y ( User) ]
ZRRTDMBENHVYVET,


https://sever ip addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

EzAIVKdOPEONKC=BT/3glJecM]l ZgxnL.7BVISPIry
aF4l12alpmDFplPEVEIVaPela/ mej3IXh0RFxBUII
welh0e+V+ehT7ljeTgiwzEEGr /fceYTIakocoSzLijgR

S3ase-b4-encoded
~ertificate request

I:FMC or dD7LeuikxFl93SwvLTKLDIq+00VEAhrxlplPyDZ 3

KCS #10 or ieC/XQshm/0ryD1XuMF 4xhg52ZWo loDOJHE L g+dKX
PKCS#7): |aeeee END CERTIFICATE REQUEST-—---- .
Certificate Template:

Liser E
Additional Attributes:
Attributes: Y
Submit =

ATY 73R, ®ICH—=/NT1T2 & S5IZ, [download certificate chain] 22U Y 2 L%E T,
AAEZMELES, ROFIEICH > TABHEZ Windows ZY T RNY FICAVR—KLET,

ATV 4 GIAEZA 2 R—KMNTBICEF. Microsoft EEI Y —JL (MMC ) A SEEEREICT
VEARATBIBENFHYET,

1. MMC ZB< IZIE. [RZ—K (Start)]>[7 7 AL EEEEL TET (Run ) | > [MMC] I-8
BLET,

2.[774J) (Fie)]>[ATY T4 DEMEHIBR ( Add/ Remove Snap In] ICEEL &9,

3. [REBAE ( Certificates ) 12X 7NN OV Y I LET,

4. [d>E1—Z—FHJ> K~ ( Computer Account ) ] ZiBIRL £,

5. [d—AJ)2>E1—2— (Local Computer ) >[5 7T ( Finish )] Zi&RL E 9,

6.[OK|ZOVY I LT[ARFTY A4 (Snap-in) ]| D4 RIZEKRTLET,

7. [REBAE ( Certificates ) | DIEICH D [+] TV U Y UL, A (Personal )] > [(EEAE
( Certificates ) ] Z3&IRL £ 9,

8. [REBAE ( Certificates ) ] 2B U Y IL, [TNTORAY (Al Tasks ) 1> [1VHKR—k
(Import) ] Z#IRLET,

O.[next] ZOV VYU LZET,



10. [Browse] 27 )Y VL &T,

M. A2KR—KTD cer, crt, Ehld pix 7741 EZBIRLET,

12.[Open] Z0 Y O L&Y,

13. [next] 20 )Y O LET,

14. GIAZEOEREICE SV T, HBNICAIAZA N7 ZEIRT S ( Automatically select the

certificate store based on the type of certificate ) ] Zi#IRL £ 7,

15.[52 T ( Finish )]. [OK] DIBICH U Y ZLTET,
AREDAVR—KFETLES, DAVLAIZAT N ( ZOBITE Windows FAT kY
7" ) % EAP-TLS AICRRET A HENf HYET,

EAP-TLS DA YL AZ7O77()

AT Y7 1: Protected Extensible Authentication Protocol ( PEAP ) @b V) [ EAP-TLS &M
TBEHIZ, PEAP AICUBIICHERENEDAVYLAZ7O7 74N Z2EZEELET, EAP D1 YL
A7A774MNEOVYILET,

ATY 7 2: RO&KSIZ, [Microsoft : AN— RN H— RELGEDMOIEHE® ( Microsoft: Smart
Card or other certificate ) ] Zi#R L, [OK] 2V UY VL&Y,



EAP Wireless Network Properties X

Connection Security

Security type: WPAZ2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

ATY7 3: [RE (Settings )] 27UV IL, IOKLSIZ, CAHY—NASRITEhIz)L— ML
BHEZERLET,



1 ] L]
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:
Entrust.net Certification Authority (2048) A

Equifax Secure Certificate Authority
/| fixer-WIN-97Q5HOKPOIG-CA
| ] GeoTrust Global CA

GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3

GlobalSign
GlobalSign
GlobalSign Root CA v
< >
View Certificate
n 1 1

ATY 7 4 [FEHHELE ( Advanced Settings ) ] 22U Y UL, ROKSIZ, [802.1x5%E ( 802.1x
settings ) ] 27 T [1—H¥ £ k&> E 21 —XFREE ( User or computer authentication ) ] Zi®R L
9,



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon
Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

ATYTB: T, DAVLAZRY ND—=IOAO#EHKFEZBRAITL, ELLVZO7 74 ( ZDHl
TIFEAP ) Zi&IRL T, Connect2 V)Y OLET, ROKSIC, DA VLARY ND—D (&
mENEY,



EAP
Connected, secured

blizzard-legacy
Secured

blizzard

Secured

= intemet
Open

dot1x_test
Securnsd

JioPrivateMet
Securedl H-:,'J‘tEr:u:lt 210

mac_filter

1 Secured

1
Metwork & |ntermet settings

Change setlings, swch as making & connecton melerec

@ L LU
Mobile
Airplane mode  hatspot

CoTE. BEFERCHELTVSAES N ERRLET,
AFYT1: 9FATYRRYS—IR—T ¥ QREFRUNE RRE W TV B LEN BV ET,

chid, 94T, BELZZETL, IP7RLAZEELT, HICRENTVWEIRT 71 Y
VEETEBI TETVWRELEZEKRLET,



fonitor

Summary
b Access Points
¢ Cisco CleanAir
b Statistics
r CDP
F Rogues
¢ Redundancy
Clients
Sleeping Clients
Multicast
b Applications
F Lync
Local Profiling

Clients > Detail

Max Number of Records

10+  Clear AVC Stats

General r AVC Statistics ]

Client Properties AP Properties

MAC Address 34:02:86:96:21:b7 AP Address 00:d7:8f:52:db:al
IPv4 Address 10.106.32.239 AP Name Alpha2802_3rdfioor
IPv6 Address feB0::2818:1524:659:842, AP Type 802.11bn

AP radio slot Id 0

WLAN Profile EAP

WLAN SSID EAP

Data Switching Central

Authentication Central

Status Associated

Association ID 1

4 802.11 Authentication Open System

Client Type Simple IP

Reason Code 1
User Name Administrator

Status Code 0o
Port Number 1

CF Pollable Mot Implemented
Interface management

CF Poll Request Not Implemented
VLAN ID 32

Short Preamble Mot Implemented
Quarantine VLANID 0

PBCC Not Implemented
CCX Version CCXvl

Channel Agility Not Implemented
E2E Version Not Supported

Re-authentication timeout 1682
Maobility Role Local o
Mobility Peer IP N Remaining Re-authentication timeout 0
Address WEP State WEP Enable
Mobility Move Count 0
Policy Manager State RUN Lync Properties
Management Frame o .
Protection Lyne State Disabled
UpTime (Sec) 146 Audio Qos Palicy Silver

ATYT72: &Iz, RICRT LS, 95472 NOFMR—I TWLCOIEL VEAPH R ZHERE

LERT,



Security Policy

Completed ves
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x

Encryption Cipher CCMP (AES)

EAP Type EAP-TLS

SNMP NAC State Access

Radius NAC State RUN

CTS Security Group Not Applicable

] Tag
AAA Override ACL one
Name
AAA Override ACL ‘
Applied Status Unavailable
AAA Override Flex
ACL none
AAA Override Flex .
ACL Applied Status Unavailable
Redirect URL none
IPvd ACL Name none
FlexConnect ACL _
i [
Applied Status Unavailable
o I_PV4 Eeen Unavailable -

ATY73: AV RAO—ZOCLIASDITAT Y NOFMERICRLET (HHZEK) .

(Cisco Controller-Standby) >show client detail 34:02:86:96: 2f: b7

Cient MAC AdAress. . ...t 34:02: 86: 96: 2f: b7
Cient Username ............. .. Adm ni strator

AP MAC AdAress. .. ... e e 00: d7: 8f : 52: db: a0
AP NamB. . . . Al pha2802_3r df | oor
AP radio slot Id........... ... . ... . . . . 0

Adient State....... .. Associ at ed
Wreless LAN Id............ ... .. . .. 5

Wreless LAN Network Nane (SSID)................. EAP

Wreless LAN Profile Nanme........................ EAP

Hot spot (802. 11U). ...ttt Not Supported

BSSI D. .. e 00: d7: 8f : 52: db: a4
Connected FOr ........ .. ... 48 secs

Channel . ... ... . . 1

I[P Address. ... e 10. 106. 32. 239
Gateway Address. . ... ... 10.106.32.1

Net mBSK. . ... e 255. 255.255. 0
Policy Manager State.............. . ... ... .. RUN

Policy Type. ... WPA2

Aut henti cation Key Management.................... 802. 1x



Encryption Cipher........ ... ... . . . . . . . CCVP- 128 ( AES)

Protected Managenment Frame ...................... No
Managenment Frane Protection...................... No
EAP TypE. . ot EAP- TLS

ATY 74 RIZRT &SI, ISET[Context Visbility] > [End Points] > [Attributes] BB L £7,

sl Identity Services Engine Home BRE AL GOl Opestons  » Policy  » Adminis¥aBion  » Work Conters
Engpoints. | Matwork Dedicas

Endpairts » 34:02-86:96:2F BT

34:02:86:96:2F:B7 Oz H

MAC Andness J4:02:86:96:1F .87

Usamame: AdministratoniEfizer.com
| Endpaint Profile: inted-Dovice
E Curment 1P Asdness

- Locanen:
Alribunes Autherucaton Thrsals Vulrmarabiites
—
Ganeral Anributes
Description
Sxatic Assignmant talsa
Erdpoir Polcy intnd-Curvice

Static Group Assgnmpnt {alsa

Idently Group Assignmeni  Profied

Custom Attributes
T Finer = -
Aftribute Nama Attribute Value

X Altrinube Marme e m

Mo data Tound, Add ousiom afrbuios hasrg
Othor ARribubes
B Soreer 12
Al Bl ea Toos 9800 8ac 26 58 10 6T, 58: 43 T e -boooliBd: 57 bd
Airnspace-iian-id 8
AuthenticatiorigenttySiom Irdnmal Uisors

Agtrenticatiorddntnng uEE PRI



BY 0D Regiairathon
Callad-Station-1D
Calling-Siation-10

Diays to Explry
Destination|PAddrass
Destination Por
Dietailedinfo

Dewvice IP Address
Device Port

Devica Typa
DiwvickRegisirationSiaius
ElapsedDays

EnablaFlag
EndPointMACAddress
EndPointPolicy
EndPaimProfilerSarver
EndPointSource
Extanded Key Usage - Mama
Exiended Ky Usage - OID
FallureReasaon
IdentityGroup
InactiveDays

IsThirdPartyDeviceFlow

ILimikon oswm
00-dT-Bf-52-db-al:EAP
34-02-B6-98-21-07

363

10.106.32.31

1812

Invalid usemame or password specified
10.106.32.223

32775

Devica Type#All Davica Typas
MotRegistered

i

Enabled

34-02-B6-06-2F-B7
Intel-Device

. 5, COATY

RADIUS Probe

130, 132, 138

1.36.1.6.6.7.3.2, 1.361.5657.34, 1.3.6.1.4.1.311.7

CH=figar-WIMN-8FQSHOKPAG-Ca), DC=Twer, DC=¢

fixer-YWIN-9TQSHOKPOIG-CA

Issuar - Domain Componeant

fixer, com



" Lacaton Location#All Locations L

MACAddress 34:02:86:96:2F.BT
MaichedPolicy Intel-Device
MessageCoda 5200
HAS-IP-Address 10,106,532 223
NAS-identifier HA_Pri
MAS-Fort 1
MAS-Por-Type: Wireless - [IEEE 802.11
Netwark Device Profile Cisco
NetwarkDeviceGroups Location®All Locations, Device Typefall Devios Types
NitwarkDaviceMama HA_Pri
NetwarkDiavicaProfilild 4A03eaBle-Ta2T-41c3-800b-2THE405 1a08d
NetworkDavicaProfilehame Cisco
1 oW intel Corporate
OpenSSLEmorMessage 55L alert: code={n230=560 \: sowrce=iocal | type=Tatal \; massage="Linknown CA - error unable bo gat

S0 GERilicab: ocally”

14016065381 2504 ermor 14080082 S5L routings: SELI_GET_CLIENT_CERTIFICATERD canificate

OpenSSLEmarStack returned-s3_smrc: 33T

Policy\ersion 0

PostuneApplicabli s

PoslunihssassmeniSiaiug HotApplicabis

RadiusFlowType Wirgless802_1x
RadiusPackelType AcoessRequest

S5ID 00-47-81-52-db-al-EAP
SelectedAccassSarvica Default Metwork Access
SalectedAuthorizationProfles PermitAccess

Sarial Number 10 2941 T8 00 00 00 00 00 11—,

NZ7)L21—b

BE, COREORTTIIND1—TFTAVIIEATEDIRENEREIS) FLA.



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



