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802 1MWk 7L —LZEBSILLERAN, BEIL—LZRBELET., XV E—IHNFEHBEE
ADSEBFENDENRIAETIDZTOLEHICE, XV E—DEEUHFIYIOMC)EZZEMT
DRENHYET, 802.11wTIlE, Integrity Group Temporal Key(IGTK)E FFIEN B FHL WF—H°
BAEhELE, 2OF—R., 7JO—-RFYANILFFYANOBELER L —LZRET
DEHICFERAENET, hild, Wireless Protected Access(WPA) TERAE Nd4F@F—/\ R
JIAVTAOEAN—FELTEHENET, CcOEYH, 802 1MWEFEHAITILEN HDHEEF
. dotIX/BEIRBEF—(PSKINBEIZKVET, F—7 > /webauth® Service Set
Identifier(SSID) T FEATE EE A,
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APH SREEENEENDELBLET, EFEADES. BUATL—LLLTEEENE
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Robust Security Network Information Element(RSN IE)l&, APTHR—KkEhdEF1UFT1 /N5
X—BEEELET, 802.11wTR. 7JO—RFYANINLFFYANOBELERTL—L%
RETDLEHICAPTHEAENDIESASM — L U 2% & T Group Management Cipher
Suite(GMS)EL 2 Z RSN IEICBAE N TVET, Chid. APF80211WERTTHHESH
ZHRFBIDRENDHZETT., chld, RICRTRSICHRITBDEETEET,
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Filter: | whan_mgt.ssid == “PMF*
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VAN Length Info
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108 2.0718%800 Cisco_d1:c8:74 Broadcast 802,11 251 Beacon frame, SNe=3989, FM=0, Flags=....iieun

% Tag: HT Capabilities (802.11n 01.100
= Tag: RSW Information
Tag wumber: RSM Information (487
Tag length: 26
RSN version: 1
2 Group cipher Sulte: 00-0f-ac (IeseB02l) AES (CCM)

Pairwise Cipher Sufte Count: 1
Pairwise Cipher sufte List 00-0f-ac (Ieeed021) AES (CCM)
Auth Koy Management CAKM) Suite Count: 1
Auth key Management (AKM) List 00-0F-ac (TeeeBOZL) wra (SHAZ5S)
= RSN CapabiTities: Ox00es
tier wess seee 2a.0 = REN Pre-auth capabilizies: Transmitter does not support pre-authentication
= REH No Pairwize capabilities: Trandsiteer can support Wer default key O simultancously with Pafrwize key
= RSN PTHSA Replay Counter capabilities: 4 replay counters per PTHSASGTHSASSTAKeySA (0x0002)
. BEN GTKSA Replay Counter capabilities: 4 replay counters per PTESAGTRSASSTAKeySA (0x0002)
= Management Frame Protection Required: True
= Management Frame Protection capable: True
- Peerkey Enabled: False

FHiLD LisT

pl
Group Management Cipheér suite oul: 00-0f-ac (IeesBi2l

Management Cipher Sufte type: BIP (5)

Group

B Tag: | MEAT/5Ec]

ded Su..nnrced Rates 24 35, 48 51

C T, 802.1MwWAMERZ N TWB C & % R 9 group management cipher suite”7 1 —JL RA"%
WET,

RSNMEEICELZEN MAShTVET, E
CERAEhET,

E' v h6:Management Frame Protection Required(MFPR):STAIZ.

EY heE7E, 802 1MWDRBDI/NTA—RERT IS

COEY NZ1IZEREL

T, BEBEEBTL—LORBEIVETHBDEEZT RNZALAALET,
« EY ~7:Management Frame Protection Capable(MFPC):STAlE, cOEY RZ1IZEREL T

BEBEBETL-LAORBIBNTHDCEZT RNZLAALET, APRChERET
2, BEEVL-—LRBEYR-—BPLTVRZEZBHALET,

REAT7VIAVTRECHBUTERTL —LRBERETSE, EY FETORMANREEINE

T, ctildk, RONTY REFYTFTORICRITERY T,

Filter: |wian_mgt.ssid == "PMF" [=] Expression... Clear Apply Save
wzaUCHannek| | - leranneoffsee] |~ [FCSFikarian Frames None E| Wireless Settings... Decryption Keys..
Destination DSCP  Protocol WLAN Length [Info

Mo, Tirne Source
291 Beacon frame, SN=3969, FN=0, Flagss , BI=l0Z, SSID=PMF[Malformed Packet]

GG I T
¥ Tag: HT Capabilities (802.11n 01.100
Tag: RSN Information
Tag Wumber: RSW Information (48)
Tag length: 26

REN version: 1
- Group Cipher suite:r 00-0f-ac (IeseBO21) AES (CCM)

Group Cipher suite QuI: 00-0F-ac (IeeeS021)
Group Cipher Suite type: AES (CCM) (4)

Palrwise Cipher Suite Count: 1
= Pairwisze Cipher suite List 00-0f-ac (Ieee8021) aEs (COM)
rairwise Cipher suite: 00-0f-ac (IeeeBOZl) AES (CCM)
Pairwise Cipher suite ouI: 00-0f-ac (Ieee8021)
Pairwise Cipher suite type: AES (COM) (4)
Auth Key Management (akM) Suite Count: 1
¥ auth Key Management (aKM) List 00-0f-ac (TeesB021) wWPA (SHAZ256)

REN Capabilities: OxUDeS
= RSH Pre-auth capabilities: Transmitter does not support pre-authentication
--0. = RSN No Palrwise capabilities: Transmitter can support wEP default key 0 simultaneously with Palrwise key

RSN PTESA Replay Counter capabilities: 4 replay counters per PTKSA/GTESASSTaKeysa (Ox0002)

............ 10.. =
W10 ..., = RSN GTKSA Replay Counter <apabilities: 4 replay counters per PTRSA/GTHSASSTAKEYSA (0x0002)
= Management Frame Protection Requil red: True

. = Management Frame Protection Capable: True
. = Peerkey Enabled: False

EIEL, ChEeAT2aVICRETDE, RICRTRSICEY MTEFIREENET,
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Filter wilan_mgtasid == "PMF" —l Expaes; Clear fpply Seve

36 2. 00630400 Cisco_21:C0:7h
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Tag: Qpss U 1em91! 3]2.112 CCa version
5 Tag: W &5 (802.11n 0L.10)
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ERSNIER2E—O>&70-7I&ICEMLE T,
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chig, FEHER7 L —LALBEN TR L —ACES{LRBEZEMI S CETRRENET
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REZEFELEBEE., APRREOEKZRTLTASHLVWEREZRKBLET, 802.11w MFPZ &
9356, STAVBRESHShTHY, EB7L—LREMFP)ZXII—NT%E. APR
JR—2VAT—RA]—R30T BEJENHESR’E?EE\biv Association request rejected temporarily; Try again
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~ SE:WLC ( AireOSE (29800 ) Tk, 7547 MH'802.11w PMFE R L B WHEE.
SAT MDY SEGEETNEBEENTRERELERAERT L —LFERENET, 79547
RIVNUE, 94T RFPMFZERTSBEIC. cOXSBTIL—LZZELE
BERICOMIBRENET, chik, PMFOBRVWTIL—AKREFIVFAHFEVED, E
EOHD3TNAALKRDY—ERAERZLBEBITHHTT,
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« 802.11wlEk, IXTD802M1INKISAPTHR—RENET, Chnldk. AP 11308 K TF12401"
802 11w HAR—RNLABVWIEEEKLET,

« 802.11wik, 7.4 1) —ZADflexconnect APH L UV'7510 WLCTlEHR—KhEhEtH A, 7.5V
)—ANSHR—RMFEMENRTVET,

N

AxX ;&

GUI

AT Y7 1:8021x/PSKTREENIZSSIDT, REENLERTL—LZRHICTILENHY)
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CISCo MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANS WLANs > Edit 'PMF’ < Back ap
_ General | Security | QoS | Advanced |

b Advanced LayerZ | Layer3 | AAAServers

[AE]E, 802 1MWEHR—KNLTVEBWVWITA T M EREFITESNEVRSICEELE T,
'Optional'ld, 802.11wZEHR—KNL TWEVWISA T N TEEGZFNIZCLEEELET

o

ATYT 2R, BAREZAN—ESAVIV—DRALTINEEETIZVENHET, IR
ZAR—BF, BENISNEVZAT M AT —FAI—RIOTHRAICEETETLEEEIC, B
ENTZBRATTERRSICBDETHBIDIBEAZEELE T SAVIVRALT IR,
WLCHA TV Z7OtADEHICIZAT U R SOISELERFEIIR[EEELET, V747
YRASKENBEVEE, TOBEERTREIOY NO—ZA25HIBREhET, ChiF, RICRT K
SIEThnET,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MOANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLAMNs = Edit 'PMF" < Back Apply

LA | General | Security | QoS | Advanced |
WLAR
* Advanced Layer2 | Layer3 | AAA Servers

Layer 2 Security § | wPA+WPAZ
MAC Filtringk
Fast Transition
Farit Trangiticn
Protected Management Frame

PMF Regquired T

Comeback timen{1- T —
20msne) '

S Query Timeout{100- -
SO0msec) sl -

WPASWPAZ Parameters

WPA Palicy
WPAZ Policy L
WRAZ Encryption Ll TriF

Authentication Koy Management

ATV 3: RIAF—BTEHIRNELT802.1xZ2EATSHEEE. "PMF 802.1xy ZEMICT B 4%
ENHV)ET, PSKEFEHAITZHEE. RICRTRIDICPMFPSKFIY IRY JA%BRIRT B 4%
BENFHYET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANS WLANS = Edit "PMF' < Back Apply
= w';_"':l“ General | Security | QoS | Advanced
WLANS E |
* Advanced Layer 2 Layer 3 J AAR Servers
34 LU TR AT B =
S00msnc)

WRA+WPAZ Parameters

WRA Policy
WPAZ Policy o
WPAZ Eneryption #ags THIP

Authentication Key Management

s02.3% 2 Enable

CCKM Enable

PSK Enable

FT 202.1X Enabils

FTPSK Enable

PMF B02.1% # Enable <)
BMF PEX Enable

WRA gtk
ng randomize Disable ™

CLI ZES5HE :
e MWHBEZBMELRFEMCTSICEFK., XOOAN RZEFIFTLET,

config wlan security wpa akm pmf 802.1x enable/disable

config wlan security wpa akm pmf psk enable/disable

s RBEENLEEBTL —LZBAMVRELFENCIZICE. ROONY RZEZRITLERT,

config wlan security pmf optional/required/disable
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- BENOEREREBO



config wlan security pmf 11w-associ ation-comeback

« SAVTVBETRALTIRRE :

config wlan security pmf saquery-retry-time

AL
CoTE, REFERCMELTOBSAESHERBLET.

802.1MWDREIFHFTEXRT, WLANEREZTFT I YILET,

(wlc)>show wlan 1

Wi-Fi Protected Access (WPA/WPA2)............. Enabled
<snip>

802 . dX. it ittt it e e e e e Enabled

PSK. i e e e Disabled

COKM. L i i i s s ettt aaas Disabled
FT-IX(802.11r) . i vttt ittt it s e ennenns DisabTed
FT-PSK(802.11r) ..ttt ittt i snennnnnns DisabTed
PMF-1X(802.1IW) . vttt it i et snnennenns Enabled
PMF-PSK(802.11w) .. i vttt eisnnennnnns DisabTed

FT Reassociation Timeout............cuu.... 20

FT Over-The-DS mode.........ciiiiiinnnnn. Enabled
GTK Randomization...........cioiiiinennnnnnn Disabled
<snip>

PMF . e i e e Required
PMF Association Comeback Time................. 1

PMF SA Query RetryTimeout..........ovueuuunnn. 200

NZ7LZ1—-b
CCTR, REORSTAZ1-FTAVJEATEDBHERLET,

WLC?D802.11WNREE RS TIL>1—F 12T FBICE,. RDdebug X REFEHTEET

o

* debug 11w-pmf events enable/disable
* debug 11w-pmf keys enable/disable
* debug 11w-pmf &l enable
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