A4 ¥ LALANI> NO—F(WLC)T®DID
PSKO RSN a1a—F142Y

FRIZIR—F B

TATTATAPSKO70—Ic2W\T
NSTNSA—TF1ATSFVHF

SFTIUANIVDSAT RN EEICERTZS T IVAFOER

SFVA2 DFGAT U RHNE 2 ENAD—RTELEERLD

>+ ) ZA3:Radiusth —/NICEHETE 45 L)

SF)A4. RADIUSH =N\ SIEEEh LR ELEEENTX—X

> F VA5 RADIUSH—NTIOTGA T RRI—HFEEEHTLVAELW

BE

O RFI1XNTIE, Cisco Wireless LAN Controller(WLC) T ®IDZE &I H ¥ —(PSK)#E# 0
BERNZIIN2A—F420FBDHFECOVWVTHALETD,

BIRRA
4

ROERICETDHBAN BB ENFHRENET,

. J1— R8.5LL&# & T¥ldentity Services Engine(ISE)% 5179 % Cisco WLC
cHRTRAAYFITENBWLAN (ID PSKZER L =zFlexConnectO—A L AA Y F > T &
HEYR—KRENATVEREA)
-WLCBXRUISETDT A FT 4T 1PSKERE. Nk, XRDJ U THRETEXT,
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
5/b_ldentity PSK_Feature Deployment_Guide.html

ERAITDIAVR—FT b
CORFIXYNOBERE. RKOYTZRTITEN—RIITON—DIAVIZETVTVET,

V7RI TV —2R8.5.103.01" @B 9 % Cisco 5508 ') —AWLC

- INN—=2 32228 B E T B Cisco ISE
CORFIXNDODEBEHRIEFE.,. BEOTAREBILHZDTFNAAICETVWTHERENELE, COR
FAXKRNTERIZITINTOT/NA AR, YA (F7 2N ) REOREHLNSEEBLTVET
o NRDEY ND—IONEBBPTHIBEICE., EOKDIBIANRIZOVTE, TOEEN


https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/technotes/8-5/b_Identity_PSK_Feature_Deployment_Guide.html
https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/technotes/8-5/b_Identity_PSK_Feature_Deployment_Guide.html

BHEBIIODVTHREICEBLTIEKBENHUET,

FAFYTATAPSKO7O—I2WT

ATYT1: 94T > N, PSK+MACTREEA" B RIC % 2 TL % Service Set Identifier(SSID)(C B8
ENFGERZEELET,

AT Y 7T2MACRRIETWLCO OV B U R E/MIZE>TWS 2%, RADIUSH—NRBGEISA4T
NOMACT RL AZ#HFELET,

ZT‘/73RadIUS-‘j- /\Li7747>|\®n¥%ﬂi’iﬁﬁaﬁb ﬁﬁﬁ?%wunﬁa’r7thPSK€¢
FBCiscoavRT7 &, DSATFT 2 NERATF—EZEELET,

ATV T4 ChNEEENDE, WLCRIZATUNCTIII—2avisEaEELET,
WLCERADIUSH—NNDOEOBEICEEN RELEBE. 94T NET7VYI—>32)—
7IZBKEY) . RADIUSH—N\ASIEEEZEITHHIC2EBEOTYI I3 BREEET S AR
MHAHDIED, COFIEZRBIDCENEETT,

ATYT7 5: WLCE., PMK¥—& L TradiusH—/N\D SEEEnF—EZEALET, RIC,
TORCARANAP)RATIANY RO IAVZEGTL, 94T MNCREENLE/NAD—R
ARADIUSH—NASEBENIEE —HIBD L ZRBLET,

ATYT6: VF4F>NEDHCP7OEAZXET L. RUNRREICBITLE T,
NZTNaA—FT42T>FVF

Identity PSKOREIBEZ NZ TN 1—FT 142 I T3, ROFNY IHFBETT,
WLCTOTF/NY Y :

. debug client client_mac, < T, client_macld V54 F > MDTANDMACT RLATT,
- debug aaa detail enable

SFIAIOTAT M ERCERT DS FUFDOEB

DSATNRETISI—>a > EREAPICEELET,

*apf MsConnTask_6: Sep 21 15:01:43.496: e8:50:8b: 64: 4f: 45 Associ ation received from nobile on
BSSI D 28: 6f: 7f: e2:24:cf AP AP_2802-1

R, WLCA'RADIUSH —/NIZEHEL T, V54T MOMACT RL AZTHBL XTI,

*aaaQueueReader: Sep 21 15:01:43.498: Authenticati onRequest: 0x2b8c8a9c

*apf MsConnTask_6: Sep 21 15:01:43.498: e8:50: 8b: 64: 4f: 45 apf ProcessAssocReq (apf_80211. c: 11440)
Changing state for nobile e8:50:8b:64:4f: 45 on AP 28:6f: 7f:e2:24:c0 from Associ ated to AAA
Pendi ng

*aaaQueueReader: Sep 21 15:01:43.498:
Callback. ... ..o 0x10762018



*aaaQueueReader: Sep 21 15:01:43.498:
protocol Type. . . ... 0x40000001

radiust—/N(&. BRELICERAE NBPSKER R 1 7 &£ F*—EE T Access-AcceptX ¥ £— ThHE
LET,

*radi usTransport Thread: Sep 21 15:01:43.794: Authorizati onResponse: 0x171b5c00

*radi usTransport Thread: Sep 21 15:01:43. 794:
structureSize. . ... 313

*radi usTransport Thread: Sep 21 15:01:43. 794:

resultCode. . ... ... 0

*radi usTransport Thread: Sep 21 15:01:43. 794: Packet contains 5 AVPs:

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 01] User-

NaMB. . . E8- 50- 8B- 64- 4F- 45 (17 bytes)

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 02]

State. . ... Reaut hSessi on: 0a6a20770000000059c346ed (38 bytes)
*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 03]

CaSS. .ot CACS: 0a6a20770000000059c346ed: | SE/ 291984633/ 6 (45
byt es)

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 04] Cisco / PSK-

Mode. . ... ascii (5 bytes)

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 05] Cisco /

PSK. . ci scol23 (8 bytes)

ChEZEITRE, WCHATYSZI—2aVRBEEEEFEL. 4TJIANV R I/ INFRETS
CENDHLYET,

*apf Recei veTask: Sep 21 15:01:43.924: e8:50: 8b: 64: 4f: 45 Sendi ng assoc-resp with status 0
station: e8: 50: 8b: 64: 4f: 45 AP: 28: 6f: 7f: e2: 24: c0-01 on apVapld 1

AJIANRITAD

*Dot 1x_NW MsgTask_5: Sep 21 15:01:43.994: e8:50: 8b: 64: 4f: 45 Sendi ng EAPOL- Key Message to nobile
e8: 50: 8b: 64: 4f : 45

state I NITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00.00
*Dot 1x_NW MsgTask_5: Sep 21 15:01:43.998: e8:50: 8b: 64: 4f: 45 Recei ved EAPOL-key in PTK_START
state (nmessage 2) from nobil e e8:50:8b: 64: 4f: 45
*Dot 1x_NW MsgTask_5: Sep 21 15:01:43.998: e8:50: 8b: 64: 4f: 45 Received valid M C in EAPOL Key

*Dot 1x_NW MsgTask_5: Sep 21 15:01:43.999: e8:50: 8b: 64: 4f: 45 Sendi ng EAPOL- Key Message to nobile
e8: 50: 8b: 64: 4f : 45
state PTKI Nl TNEGOTI ATI NG (nmessage 3), replay counter 00.00.00.00.00.00.00.01
*Dot 1x_NW MsgTask_5: Sep 21 15:01: 44.003: e8:50: 8b: 64: 4f : 45 Recei ved EAPOL-key in
PTKI NI TNEGOTI ATI NG state (nmessage 4) from nobile e8:50: 8b: 64: 4f: 45

CNAETIBE, 54T NEDHCP7OERAEET L. RUNREEICA Y ET (EEL Y
SAVERTEDICHAN IV Y TEhET),



(W.C_ 1) >show client detail e8:50:8b: 64: 4f : 45

Client MAC AdAress. . ..... ...t e8: 50: 8b: 64: 4f : 45

Cient Username ......... ...t E8- 50- 8B- 64- 4F- 45

Hostname: . ... .. ... .. S6- edge

Devi ce TYPe: .. Andr oi d- Sanmsung- Gal axy- Phone
AP MAC AdAress. . ... 28: 6f: 7f:e2:24:c0

AP NaITB. . . AP_2802-1

Wreless LAN Network Name (SSID)................. ldentity PSK

Wreless LAN Profile Name........................ ldentity PSK

Security Policy Completed........................ Yes

Policy Manager State............. ... ... ... . .. ..... RUN

FVA2: DFAT U MFBRPENAD—RTERZRAXD
AFYTOBRANDI—T AR, BEEhiRIEEAUEETT,

ODTAT IR TIZI—2a BREZEAELET,
-WLCIHEChZzZ2ET5E. RADIUSH—NEDBEZRBLT, 9547 KOMACT RL
AZHERLET,
- RADIUSH—NICOZAT NOFMNF HBD5E,. PSKTHDIF—ELRRIAMRA T &2ERAL
'Caccess acceptZiZfELE T,
wﬁﬁkéhéﬁﬁﬁ&tb/a/u AJDIANRIIADTT,
AP(d!)(“Jt I1ZEEL, 94T RNEXYE—D2TRELET,

*Dot 1x_NW MsgTask_7: Sep 21 15:12:47.661: 50:8f:4c:9d: ef: 87 Recei ved EAPOL-key in PTK_START
state (nmessage 2) from nobile 50: 8f:4c: 9d: ef: 87

EEL, PMKF—0OfE (NAT—R)HFEBDLO, APEITZATVNEIEBDF—ZEHEL
XY E—D2TEMBMICEENI KELXT,

*Dot 1x_NW MsgTask_7: Sep 21 15:12:47.662: 50:8f:4c:9d: ef : 87 Recei ved EAPOL-key M2 with invalid
M C from nobi |l e 50: 8f: 4c:9d: ef: 87 version 2

*osapi BsnTinmer: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 802.1x 'tineoutEvt' Timer expired for
station 50:8f:4c:9d: ef:87 and for nessage = M

*Dot 1Xx_NW MsgTask_7: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 Retransmt 1 of EAPCOL-Key ML (length
121) for mnobile 50: 8f: 4c: 9d: ef : 87

The client then is then de-authenticated by the W.C
*Dot 1x_NW MsgTask_7: Sep 21 15:12:50.825: 50:8f:4c:9d: ef: 87 Sent Deauthenticate to nobile on
BSSI D 28: 6f: 7f:e2:24:c0 slot O(caller 1x_ptsm c: 655)

<noscri pt >

£E51D0ERBZEEH DK, Tshowclientdetails TFo KIC. 954 T2 MNFSTARTIRED X F
CBE2>TVWBEZRLET,

*Dot 1x_NW MsgTask_7: Sep 21 15:12:47.662: 50:8f:4c:9d: ef : 87 Recei ved EAPOL-key M2 with invalid
M C from nobi |l e 50: 8f: 4c: 9d: ef : 87 version 2

*osapi BsnTinmer: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 802.1x 'tineoutEvt' Timer expired for
station 50:8f:4c:9d: ef: 87 and for nessage = M2

*Dot 1x_NW MsgTask_7: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 Retransmt 1 of EAPCOL-Key ML (length
121) for nobile 50:8f:4c:9d: ef: 87

The client will then be de-authenticated by the W.C
*Dot 1x_NW MsgTask _7: Sep 21 15:12:50.825: 50:8f:4c:9d: ef: 87 Sent Deauthenticate to nobile on
BSSI D 28: 6f: 7f:e2:24:c0 slot O(caller 1x_ptsmc: 655)

>F V) A3 Radius—/NICBETERZWV



WLCIZ, T‘J:/I—‘/EI/E‘J?’EyJﬁ@“é&:\ RADIUSH—N\DOEHZHITLET,
RADIUSH—/NICEBETE B VEE, WLCKR ( BRETERICET 3% T ) RADIUSH —/SA 0
HZRY)IBRURITLE T, RADIUSH—NHNREETNEBRITER (77 4 MERKS ) ORI
FETRETHD e REEndE, WLICRRICRTESICAT—RAI—RI1OTYII—
AVISEEEELET,

*apf Recei veTask: Sep 21 15:28:55.777: 50:8f:4c:9d: ef : 87 Sendi ng assoc-resp with status 1
station: 50: 8f: 4c: 9d: ef : 87 AP: a0: e0: af: 62:f3:c0-00 on apVapld 1

*apf Recei veTask: Sep 21 15:28:55.777: 50:8f:4c:9d: ef : 87 Sendi ng Assoc Response (status:
"unspecified failure') to station on AP AP_2802-2 on BSSID a0: e0: af : 62: f3:c0 ApVapld 1 Slot O,
mobility role O

RADIUSH —/NDRFTIEHRTHEMIBDBAITEREZANALATIVNEROBRZHRFAITDELETE
£9, COFEIE. XORIZRT &S IZ[Monitor] > [Statistics] > [RADIUS Servers]ic BB T& £
C

alfial]la
CISCO MONITOR WLANs CONTROLLER WIRELESS
Monitor RADIUS Servers > Authentication Stats
Summary
b Access Points Server Index 2

Sorver Address  10.1.1.1
fgmin Status Enabled

¢ Cisco Cleanalr

« Statistlcs

E:"]z:"_l"” Authentication Server Statistics

Pafts Mzg Round Trip Tirme (milliSeconds) 0O
RADIUS Servers

Moty Statistics
iPwE Nelghbor Bind Retry Reguests 33

First Requesis B

EaLIIPI‘:ErtH-‘L Statistics Accept Responses o
Preferred Mode Reject Responses o
Dptimized Roaming Chalagt Resonsss o
b U Malformed Messages 0
F Rogues Bad Authenticator Msgs o
Clients Pending Requésts ]
Sleeping Cllants Timeout Requests B
Multicast Unknewn Type Msgs 0
Other Drops 0

F  Applications
F Lync

Local Profiling

23U F4. RADIUSH — /D SEBENER>ZLBENTA—4

PSKEF—ELEEICTYIATERNT A=AV 2D HYET, Z&XE. VLAN, ACL, 1
—HO—-)LBETT, 2L, RADIUSH—NASEFENIZACLI NUNFREEATLAEL
B8, RADIUSH—NATEAIERZFFBL TE, WLCRIZA TV R ZHEBLET, chiF. 7
ZATROTNY JTHEICHERETERY,



*radi usTransport Thread: Sep 22 14:39: 05.499: Authorizati onResponse: 0x171b5c00

*radi usTransport Thread: Sep 22 14:39: 05. 499:
structureSize. . ... 376

*radi usTransport Thread: Sep 22 14:39: 05. 499:
resultCode. . ... 0

*radi usTransport Thread: Sep 22 14:39: 05. 499:

protocol Used. . ...... ... .. ... 0x00000001

*radi usTransport Thread: Sep 22 14:39: 05. 499: Packet contains 7 AVPs:

*radi usTransport Thread: Sep 22 14: 39: 05. 499: AVP[ 01] User-

NaMB. . E8- 50- 8B- 64- 4F- 45 (17 bytes)

*radi usTransport Thread: Sep 22 14: 39: 05. 499: AVP[ 02]

State. ... Reaut hSessi on: 0a6a20770000002659c493e9 (38 byt es)
*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 03]

CasSS. . oo CACS: 0a6a20770000002659c493€9: | SE/ 291984633/ 78 (46
byt es)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 04] Cisco / PSK-

Mode. . ... ascii (5 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 05] Cisco /

PSK. . ci scol23 (8 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 06] Unknown Cisco / Attribute
19, ... teacher (7 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 07] Airespace / ACL-

Name. .................... testing (7 bytes)

VAT ROTNY T

*apf Recei veTask: Sep 22 14:39:05.564: e8:50:8b: 64:4f:45 ACL received from RADI US does not exi st
in W.C de-aut henticating the client

*apf Recei veTask: Sep 22 14:39: 05.628: e8:50: 8b: 64: 4f: 45 Sendi ng assoc-resp with status 12
station: e8: 50: 8b: 64: 4f: 45 AP: 28: 6f: 7f: e2: 24: c0-01 on apVapld 1

>F VA5 RADIUSH—=NTITZA T MRV —FREETRTLEL

RADIUSH—/NICEEREET., 7547 NORADIUSH—/NICAKRU S —HFBREES A TVEVEES
. WLANTIO—NILICEREENEPSKZFEAL TVWAEEICOKEBRTEETT, DI KN
FEREBLET, POT 147 TJO—/N)LPSKERILE T U7 14 7 751D PSKFRELZ X B ¥ % 5l x <
&, 7Yy 1&EhdLEEE/NT X—2H 7% debug Authentication, Authorization, and

Accounting ( AAA ; FR3EE. BRI, PHOT1427 ) OEAICERSNhET,

*radi usTransport Thread: Sep 22 14:32:13.734: AuthorizationResponse: 0x171b5c00

*radi usTransport Thread: Sep 22 14:32:13. 734:
structureSize. . ....... .. .. 269

*radi usTransport Thread: Sep 22 14:32:13. 734:
resultCode. . ... . 0



*radi usTransport Thread: Sep 22 14:32:13. 734:

protocol Used. . ...... ... .. ... 0x00000001

*radi usTransport Thread: Sep 22 14:32:13. 734:

proxyState. .. ... 50: 8F: 4C: 9D: EF: 87-00: 00

*radi usTransport Thread: Sep 22 14:32:13. 734: Packet contains 3 AVPs:

*radi usTransport Thread: Sep 22 14:32:13. 734: AVP[ 01] User-

Name. . ... .. 50- 8F-4C-9D- EF- 87 (17 bytes)

*radi usTransport Thread: Sep 22 14:32:13. 734: AVP[ 02]

State. ... Reaut hSessi on: 0a6a20770000002359¢c49240 (38 byt es)
*radi usTransport Thread: Sep 22 14:32:13. 734: AVP[ 03]

Ol aSS. .t CACS: 0a6a20770000002359c49240: | SE/ 291984633/ 74 (46
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