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L 3 CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Interfaces > New < Back ] Apply J

Interface Name wlan2&01

WLAN Id 2001
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Profile Mame profile-name |

551D S510-name |

CLI :

> config wlan create <wlan-id> <profile-name> <ssid-name>

ATYT2ZWLANIZEIY ETS AV 2—T7 T4 RAZERLET,

WLANS > Edit "WLAN-yellow' < Back | [ Apply |

General = Security QoS | Policy-Mapping | Advanced |

Profile Name WLAN-yellow

Type WLAN

551D WLAN-vellow

Status Enabled

Securty Policies [WPAZ][Auth({PSK)]

{Modifications done under security tab will appear after applying the changes.)

Radio Paolicy All v
Interface/Interface .
Group(G) vian2601 v

CLI :

config wlan interface <wlan-id> <interface-name>

AT Y 73 [Security] R 7 ICBBL., EX¥1UT 1 AREBRLET,

COBITIE, WPA2-PSKZEAL TVWET,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS > Edit "WLAN-yellow'

-General Security QoS | Policy-Mapping | Advanced

Layer 2 Layer 3 | AAA Servers |

Fast Trarsition

Protected Management Frame

PMF Disabled %

WPA+WPA2 Parameters

WPA Palicy
WPAZ Policy-AES L

Authentication Key Management

802.1X Enable
CCKM Enable
I PSK #| Enable I
FT 802.1X Enable
FT PSK Enable
PSK Format ASCII &

WPA gtk-randomize State

H -
14 Disable ¥

CLI :

config wlan security wpa akm 802.1x disable <wlan-id>
config wlan security wpa akm psk enable <wlan-id>
config wlan security wpa akm psk set-key ascii <password> <wlan-id>

AT Y 7 4:[Advanced]| 2 7 ICBEIL, [DHCP Required| 2 B#ICLET,

RRDHCPZ AT 2k, DHCPLZARBEN BETT,

LAMNs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs > Edit "WLAN-yellow' < Back ] Apply ||

General | Security | Qos | Policy-Mapping | Advanced

ST =
DHCP Server Ovarride
Caverage
Hole + Enabled
Detection DHCP Addr.

+ B uired

ASAigriment
Enable Session Timeout g

P A

CLI :

config wlan dhcp_server <wlan-id> 0.0.0.0 required

AT Y 75 [Advanced] 2 7 ICBE L. [Flexconnect Local Switching] & [Central DHCP
Processing] 2 BRICLET. WLANICEIY HTshiEHYTRY RAVE—R YA MCERELEL
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WLANSs > Edit "WLAN-yellow’

< Back | Apply I

|

General | Security | QoS | Policy-Mapping = Advanced

Off Channel Scanning Defer

Local Client Profiling

Time(msecs)

FlexConnect

Scan Defer 0123 4586 7
Priority 7 |
Scan Defer 100

DHCP Profiling

HTTP Profiling

Universal AP Admin
Support

Universal AF Admin

1liv BSS Transition Support

FlexConnect Local

BSS Max Idle Service Ld

Directed Multicast Service

+# Enabled
Switching 2
El;ax{:nnnect Local Auth Enabled
Igaam Cliant IP Addrass ¥ Enabled
Via n b.?ﬁedl ;:e ntral Enabled
Switching ==
Central _DHCP @ Enabled
Processing
Override DNS Enabled
NAT-PAT # Enabled
Central Assoc Enabled

mDNS
mbONS Snonping o
Enablad
mDNS "
Profile default-mdns-profile &

Fnnt Mnatac

CLI :

config wlan flexconnect local-switching <wlan-id> enable

config wlan flexconnect local-switching <wlan-id> central-dhcp enable

AT Y 76 [General| R 7 IZBEIL., WLANZEBRIZLET,



WLANSs > Edit "WLAN-yellow' < Back | Apply ||

General Security QoS Policy-Mapping Advanced

Profile Name WLAN-vellow
Type WLAN

S5ID WLAN-vellow
Status # Enabled

Security Paolicies [WPA2][Auth{PSK)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy All =
Interface/Interface "
Group(G) vian2601 o

CLI :

config wlan enable <wlan-id>
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All APs > Details for Flex-1

General | Credentials | Interfaces | High Availabilil

General
AP Name Flex-1
Location default location
AP MAC Address f0:7f:06:e1:9e:a0
Base Radio MAC f0:7f:06:ee:f5:90
Admin Status Enable »
AP Mode FlexConnect =
AP 5ub Mode MNone =

ATY T1TWLANZER L E T,
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WLANSs > Edit "WLAN-yellow' < Back | Apply

General | Security | QoS | Policy-Mapping | Advanced

) Local Client Profiling
Off Channel Scanning Defer

DHCP Profiling

Scan Defer 012 32 4586 7
Priority 7 o HTTP Profiling
Universal AP Admin
Scan Defer 160 Support
Time({mseacs) Universal AP Admin
FlexConnect 1iv BSS Transition Support
i L
;Iezfi{:?negt Local 7 Enabled BSS Max Idle Service
witehing = Directed Multicast Service
El;ax{:c:nnect Local Auth Enabled mDNS
i mDONS Snoopin
Learn Client IP Address 4 Enabled ping Enabled

5

Wian based Central

Switching 12 Enabled
‘ Efc?ct;:;g:cp | Enabled
Qverride DNS Enabled
|__NAT-PAT Enabled |
Central Assoc Enabled

AT Y 7 2:FlexConnect AP THRDHCPZEMICLE T,

[WIRELESS] > [Access Points] > [All APs] > [AP-name] - BBL £¥,

MONITOR WLANs CONTROLLER WIRELESS

Wireless All APs
v Access Points Current Filter None
All APs
= Radios
802.11a/n/ac Numbar of APs 2

802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced AP Name IP Address(Ipv4/Ipvé)
Flex-1 fom FEE
Mesh Flex-1

RIZ, [FlexConnect]2 7 (C#H L. [Central DHCP Processing]Z22 )Y VL& T,
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All APs > Detalls for Flax-1 <0

General | Credentials | Interfaces | High Availability | Insentory FlesCanmect Advanced

WLAN
Sappeet

Mative VLAN [D 2687

-

¥LAN HMappings

Fieaaresgor

Iroup M fHee-prp

Freduthaniication ficoess Controd Lists

Extermad Webhutheobcatian MOLy
bhaatal So%i ACLS

I Eeckral DHEP Protessing I
Layerd ACLs

ZDHE, WLANDOFRDHCPENAT-PATZEMICLE T,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > Flex-1 > Central DHCP Processing < Back Apply
AP Name Flex-1
Base Radio MAC "' ... ic.ceiciow

WLAN DHCP Mapping

WLAN Id "]
Central DHCP

Override DNS

MNAT-PAT
]|

WLAN Central Override NAT-

Id WLAN Profile Name DHCP DNS PAT Inheritance level

1 e wian [~

3 S Wian [~}

4 tol i sl St Wian [~}

6 T ea Wian [~
|7 WLAN-yellow v 4 | Wlan +]

CLI :

config ap flexconnect central-dhcp <wlan-id> <AP-name> enable override dns disable nat-pat
enable

FlexConnect/ IL—7"Z & O R RDHCP
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FlexConnect Groups > Edit

‘flex-grp’

General = Local Authentication = Image Upgrade

~ ACL Mapping  Cent

Group Name flex-grp

Enable AP Local AuthenticationZ -

FlexConnect APs AAA
Sen

Add AP | Ip
Add
AP MAC Address AP Name Status Sen
') Flex-1 Associated [+ | Typ
Sha
Seq

ATY T1TWLANZER L £ T,
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FlexConnectOd— NN AL Y F I E#BRCITBETTT,. chicky), BOAPICEKELTLS
D9S54F > NE, VE—RMNYARMNTO—HDILEARLYFITENBDHCPT 1 AANUNT Y B

ZMBTEET,



WLANSs > Edit "WLAN-yellow' < Back Apply
| General | Security | QoS | Policy-Mapping | Advanced
) Local Client Profiling
Off Channel Scanning Defer
Scan Defer 012 32 4586 7 DHCP Profiling
Priority 7 o HTTP Profiling
Universal AP Admin
Scan Defer 160 Support
Time({mseacs) Universal AP Admin
FlexConnect 1iv BSS Transition Support
;Ie:fs_nnegt Local 7 Enabled BSS Max Idle Service
Witching = Directed Multicast Service
IFI:,chmnect Local Auth Er=hled S
i mDONS Snoopin
1§_earn Client IF Address ¢ Enabled ping Enabled
'u'la_n bésedigentral Enabled
Switching ==
Central DHCP Enabled
Processing
Qverride DNS Enabled
| NAT-PAT Enabled |
Central Assoc Enabled

AT Y 72:FlexConnectZ )L —7 " THRDHCPEZB®ICLE T,

[WIRELESS] > [FlexConnect Groups] > [Group Name] > [Central DHCP]I_BE L &9 . WLAN-

IDZABL. Central DHCPENAT-PATZB®ICLTA S, [Add|Z2V Y OLET T,

FlexConnect Groups > Edit ‘flex-grp’

Apply

| General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP WLAN VLAN mapping |

Central DHCP - WLAN Mapping

WLAN Id 7
Central DHCP |«
Override DNS

NAT-PAT rd

Add




FlexConnect Groups > Edit 'flex-grp’

Lam | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

Central DHCP - WLAN Mapping

WLAN Id 0
Central DHCP
Override DNS
NAT-PAT

add |

WLAN Central Owverride NAT-

Id WLAN Profile Name DHCP DNS PAT

7 WLAN-yellow s y O
CLI :

config flexconnect group <flexconnect-grp-name> central-dhcp <wlan-id> enable override dns
disable nat-pat enable
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