AireOS WLC ED802.11vERHY—EZA &Y b
(BSS)

&

BE

S

FALOIBRIILFF ¥ ABRH—ERZ(DMS):
BSSHATF A R)LHARE .

BSSB{TER

EEER

Unsolicited Load Balance E 3K

Unsolicited Optimized Roaming &3k
FRAAPD VS A F > b AT T (Flexible Radio Assignment)
i

BSSEBTEERNE

[FIEr % San

i

FRIZIR—F b

BRE

XY BNID—=D

B

axX iE

AL RIILFF ¥ AR —EZX(DMS)
BSSHEAT A RIHEEE

BSSE{TERE

SSIDOHR— b

DFAT > b YR—K

DSAT U RNTIOTAETADTINY Y
DMS¥égEZiBX V54T b

94T NBSSBATRIS
2EEH
=

CORFIXYNTR, WLC (P74 VYLALANO> NO—7 ) TOZOMIIL802.11vDHR—
NCOWTHALEY,

BRELHA

802.11vl& ., IEEE(Institute of Electrical and Electronics Engineers)802.11 Wireless Network
Management(Amendment 8)Z3E L £ 7,

WNM ( BRZRY RD—VER ) ZHYR—KNIDAT—232@, NT7F—NVRAZRLEED I



OIZ, BVWE(TIERARAI DV NEEBRIZATURN ) BREXBTEXRT,
AireOS WLCNN—2 3 28 1BETIE. XKOWNMY—EANHPR—REATLVET,

AL RMIIILTFFE Y AN —E X(DMS)
-BSS (EXY—EALY ~) 74 RILBBOFKEE
- BSSBITERE

ALLYMINLFF++ANY—EA(DMS):

DMSEHHR—RFBITA T N, HAFIVIXTFAFTAN—LBEDESIZ, ILFF
T ARARNY—AZIZF T ARNELTEETHLSICAP (FIEARAVN ) CERTEET

o

XTFATAN)—LDFHM : VideoStream EAF A R

DMSZFERALBZEWEE, VAT RMENILFFYARNNT 74V U ZZETH1HICDTIME
REEWLDIAOTYTIRUENHYET, DMSEREATRE, AP(TIVERARAIUDN ) B%
EQOITZATRNOINFFYANNS T4V &NV TTIIL, DFATRNNFITAY
TYv793E, CORTZTAVIORERTDEOHICIAZFYANTIL—LZREFELET., Chil
KV, VAT NIREBAV—TRECEY, NvTUEBHEZHNTEET, VILFF+R
N7L—LAREBRTIZF Y ARELTERFEN, DMSELTHEAZATVWETF—ZL—K&Y)
EEVWTF—RL—RNTREEENET,

DAVYLAIZAT> ME, DMSERZ A 7T DAId7 L —LZEEFEL T, 12U LEOBEDONILTF
FYARARNI—LDORT 74V OZIZFYARNELTEBFITBDELSICAPIZERTEET,

EBJL—L -DMSEREAT


/content/en/us/support/docs/wireless/5500-series-wireless-controllers/112889-cuwns-vidstrm-guide-00.html

Octats 2 2 & G 6 2 4 0-2320 4

Frame ) - - Sequence HT Frame -
Control Duraticon Address 1 Address 2 | Address 3 Cortrol Conirol Body FCS

/
DMS
Cabegory Action Diialog Token Request
Elepmend
Octats \'ﬂrlﬂtV
5 CMS
Blement ID Length Diescriptor List
Ot 1 varialile
Zang of mone
TCLAS
Elsmants
TCLAS
TCLAS Processing gﬁﬁiﬁt Cpticnal
Elernents Elament fexdienal) Subalements
(optional)
Crotats variable 0ar 57 variable
Eberment 1D lﬁ_rﬂ“h LUsar Priofity Frame Classifier

Octats i variable
ClassBerTip® | CiassterMask | Versiond et | Do ® | SowcePot | Desination Port DsCP Frotocol Flesenved
1 1 ' I 3 2 2 1 1 1

DMSERICE3IDDERATHFHYWET,
L EXRE2ATE

pEWII 0
HIBR 1
Change 0

Reserved 3-255

DMS request-AddIC IEDMSEERFAEENE T,

DMSEERFIVARNAIICE, DAV LAIVTZAT M IZF Y ANELTHEBZERTHVILTF
FYARNRNSTAVIARN—LZEBETATCLASEENH ' ET., TCLASIEK, FEET/HEE
IP7 RLA, #Em/BER—N, TOMEOT1—)LREZIEELET,

AP, ChEORST7AYOARARNI—LZEIZFYARNELTIAVLARYSA T MNIREL
. . DMSEHR—RLTVWEBVWRY NDO—JAOHBO IS AT MIIILFEYANELT
EELETET.

DMSER 7L —ARICE, TSPECEZR (A7 3 )2 ERATREETEET, COERTR
 IOANVYLAODZAT NN RS 74Y 0 70—DOQoSEHEBFHEZEETEERT,

X TSPECRYR—REhTLEREA



cOBITE, 94T MHDMSER(BERB7L—A, A7TdVI—R1I0CWNM, 79> 3> 10—
K23:DMSER, 4 JL—7224.0.0.251, UDP ( 7O MW7) DILFFE+ ARARNY—L4
IPVADFBHAR—KRY (2D RF I X NTIE, WiresharklEDMSERZZE£ICTFI—RTEEFHA
) o

! 3.. Apple 58:95:@a Ciscolnc 7d:d9:10 882.11 DMS Request[Malformed Packet]
¥ Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@@ bits) on interface @
# Radiotap Header v@, Length 18
#- 802.11 radio infomation
.
=

& Fixed parameters
i~ Category code: WNM (10)

- Action code: DMS Request

2060 eooocboe oooboooe C0Ole0le 0eOCEGEE 00101110 6leeloee ooLoBRED eebeeBoe  ..... H..
2005 000010000 000010 100101 20001001 10100000 200CEEEP 11011010 GEOGRLE1 e e
0010 o0ocecooeco cooooeoo 11lelooee cecooteoe 00111lelo ceoocecel @111116e eceellle o——
2018 1leellle 1111101 l1lelleel eeoleece 1010010 11116001 11101699 elelloee T X
A28 10010101 60001010 £11111068 AARA1I11A 11AAT11A

90628 111106660 11611161 Category I Action l Dial.Token

0030 [ owsiengn [ rewrvoe | genrans [ tengnwen | userpronty | clssitre | clssitus
ee3s Source IP address | Destination IP address

%49 Source Port .- Destination Port l DsCP l Protocol %111111
8048 TIV0ilve U1iUv1ivodw LoLLi909 L e

I.ength

|_Wersion (3)

! 3.. Apple 58:95:@a Ciscolnc 7d:d9:1e 8@2.11 DMS Request[Malformed Packet]

# Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@0@ bits) on interface @
#-Radiotap Header v@, Length 18

#- 882.11 radio information

1EEEENBO2 1Y Action N Elags: B e C

E.

é EHFixed parameters

. i~ Category code: WNM (10)

| - Action code: DMS Request

A}

0000 O2eooeeo oooLooEEe ceolecle coeorec? 00101110 eleecloet eccoceoee ceeoeeee ... H..

0GOS 00010000 0POR2010 10000101 00RE1001 10100000 00000000 11011010 0022101  ........
0010 0000000 0DOROCE0 11010000 00OODE00 00111010 0000001 ©1111100 ©00e1110 :

pO18 11001110 01111101 11011001 00010000 10100100 11110001 11101000 01011000
0820 10010101 00001016 f1111166 11421110 .
2028 11110000 11011101 00000101 01100011 aealleae 0000000¢|
CEEIN 00010110 POOR0000 00001110 00010011||00000000

EEERN00000000 00000000 DDODD0D 0ODOODDD 111993@399:499999 999989891111191
LI RN00000000 00000000 O ""'[W]W EEEEEERE 00111111

0048 TIPPII00 V1010000 IVILI000

APEDMSERIZH L TDMSIEZ%ZIR L £9, DMS/HEE. DMS response-Accept® 7= & DMS
Response-Deny® VN A TT,

APA"DMS response-AcceptZiZET2 &, TOBE7O—ICDMSIDEE|V) HTS5NET,



DMSERRXA TOEEZTAVLAVZAT>NTHEALT, BRFODMSIDZZEETEE T, /-
EAF. N 714y 070 ICBIDOTSPECZERTEERT,

¥ DMSOZEERFHR—REhTVWEEA

EEB 7L —L -DMSRHERAT

Oclals 2 2 6 3] B 2 4 0-2320 4
Frame - - Saquence HT Frame -
Control Duration Address 1 Address 2 | Address 3 Control Control Body FCS
i}
Cabagory Action Diindag Taken DMEE;':;;}""""
Oclels vnr-able/
Length DS Siatus List
viariablhe
TCLAS
Last TSPEC
oS Response TCLAS Frocassing Optional
DMSID 1 Length Type Eé'l":.:rﬁe Elements Element |EI=|:E::|t| Subslements
(optional) P
Oclats: 1 i 1 2 variable Oord Oor 57 wariable

DMSORBERA T IZIE, RDII2HHBYET,

7 1—)l R{E HHA
0 Accept
1 Denied
0 wT

3-255 Reserved

ZDOPITIE. APIEDMS Response-AcceptZiAfEL., VT4 T2 M SEFEE N IZDMSERI(C
DMSID1Z&IVETET,



| 3. CiscoInc 7d:d9:10  Apple 58:95:@a  802.11  DMS Response[Malformed Packet
Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
[+ Radiotap Header v@, Length 18
+-882.11 radic information
IEEE 802.11 Action, Flags: ........ C
IS8 IEEE 8082.11 wireless LAN management frame
. [ Fixed parameters
= Category code: WNM (1)
‘Action code: DMS Response (24
.
B
2088 ©0000000 POOCOODD COO10G10 POCCOPDD GO101119 P9l00lP00 COOOODOD CODGEBRD  ..... H..
885 ©Beelecee ccoeeele leceslel eceelesl leleesce eoeeesee 119lelel eeeeelel ........
8018 POEL00000 SOGLCERRD 11010000 COOEGED 11011610 co00GG00 10100100 l1llll6601 ........
2018 1lleleee olelleee leelelel eeeelele elllllee eeeellle 1lleellle elllllel .X..l..}
2826 1lelleel eeeleeed elllllee eeeellle lleellle 1111161 11811661 eeeleeee -,
0028 01110000 01000000 | cetezon acton | vutroken | Bementio || vengn #
0030 [ omstengn I Resp-Trpe | test Sequence Contr | 10011100 @PIGIGI1 10611110 @PEPEPIL .
| 3. Ciscolnc 7d:d9:10 Apple 58:95:@a  802.11  DMS Response[Malformed Packet

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
‘Radiotap Header v@, Length 18

-802.11 radio information
IEEE 802.11 Action, Flags:

~[0-F-F-E-E

IEEE 802.11 wireless LAN management frame
=l Fixed parameters
- Category code: WNM (1@)

‘Action code: DMS Response (24

™
E].

eeee
eees
eale
eels
8e2e
ee2s8
Ba3e

eooeecee eeceeooe
egeleece oeeeeale
eooeeecee eeooeooe
llleleee elelleee
llelleel eeeleess
elllecee eleeeose

egeleele
legeelel
1leleeee
leelelel
el1lllee
peeelele

20000000 22101110
2000108681 leleoeee
20000000 11011010
20001010 21111100
20001110 11001110
hoo11000] Poeee101
leelllee

eepeeoce
ll1elelel
leleelee
lieellle
1181188l
geeeelel

leelllle

eeeeooee
eagaelel
1llleeel
el1iiliel Xeo].-}
2ealesee

cccccccc

eeeellle
81111101
plleeles

""" eglelell eegceeell

TOHE, BEITIN—7224.002510ONTY RFR—RNICHEETRDE, ZTONTY NEXILTFF
YARNELTERIEEFEEN, DMSERZRXEELEITATURFERLTIZF Y AMELT
FETEDLSICBBDET, APLENYTI7UVTEhET,

chiF, BEOVILFFYARNELTERENBR—KIDTIL—7224.0.0251\D/NT Y N3E
ZEOBTY, ZEMEREOMACT RLANFNILFFYARNTIL—TE2ZRBLTVBREILEER
LTLSEEL,



[+-Radictap Header v@, Length 18
-- 882.11 radio information
-} IEEE 8@2.11 Data, Flags: ...... F.C
.~ Type/Subtype: Data (@x@028)

. Frame Control Field: @x0802

?-Snurce address: Intel[nr 7c:38: 58 (E4 b3: 18 ?c 3& EEj
-~ B55 Id: Ciscolnc_7d:d9: 18 (7c:Be:ce:7d:d9:1@)
-~ 5TA address: IPvdmcast _fb (81:88:52:88:88:Th)

S iaa aass a... BBB@ = Fragment number: 8

?-Ella @ee8 eale .... = Sequence number: 1538

- Frame check sequence: @xb8fad3le [correct]
.~ [FCS Status: Good]
[+ Logical-Link Control
-- Internet Protocol Version 4, Src: 172.16.0
- User Datagram Protocol, Src Port: 59887, Dst Port: 9
§ ?"Snurce Port: 59887

- Destination Port: 9

- Length: 11@

= Checksum: 8x6288 [unverified]

?-[[hecksum Status: Unwverified]

= [Stream index: 124]

chid, DMSERZEBLEIZATUMIAZFYANELTEBEND 7L —LDEITT,
CCT, BETRLAEZREFETRLARK, YIAFF¥AMMACT RLATREEL, 95472k
OMACT RLATY, £z, YILFF¥ARNTY MEFAMSDUE L TEFEIET,



-- Radiotap Header v@, Length 21
-- 8082.11 radio information

- IEEE 882.11 QoS Data, Flags:

- Type/Subtype: Qo5 Data (@x@828)
. Frame Control Field: EixEEEI-E

= Transmitter address:

~ Source address:
- B5S Id:
- 5TA address: Apple 58:
e e aaaa
- eaae aeal eeae . ...
- Frame check sequence:
-"[F[S Status: Gnnd]

- Destination address:
- Source address: IntelCor 7c:38:58
- A-MSDU Length: 138

#- Logical-Link Control

#- Internet Protocol Version 4, Src:
- User Datagram Protocol, Src Port:
~ Source Port: 59887

- Destination Port: 9

- Length: 118

-~ Checksum: @x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

IntelCor 7c:38:58 (e4:b3:18:7c:38:58)
CiscoInc_7d:d9:18 (7c:Be:ce:7d:d9:18)

95:8a (a4:Tl:e8:58:95:8a)
Fragment number:
Sequence number:
@x174f6716 [correct]

a
16

IPvamcast 88 (Pl:88:52:80:808:88)

(ed4:b3:18:7c:38:58)

172.16.@.51 pst: 224.8.8. 251
59887, st Port: 9

DANVYLAIDZATME, AZFYANELTNILTFFYANAN)I—LZZETIHEN R
<BHE, TO7O0-2BALP1EHICHLUVDMSEREEETE., APICK > TUEIICEIVYHTS
N7-DMS IDZEFERALET, ChIEFDMSER - X4 7D HIER(1)



49165 133.31482@ Apple 58:95:8a CiscoInc 7d:d9:1@ 862.11 DMS Request

0-#=-E-FH-E

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
‘Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

£ Fixed parameters
Category code: WNM (1)

- Action code: DMS Request (23
E:IIIIIIIIIIIIIIIIIIIiiIIIIIiIIhIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

G000 00000000 CECPERPE0 00Pleele CEOPOREO PR1e1116 01001600 CRCRPERPE0 OCOBGRERE  ..... H..
G005 00010000 02010 10000lel 0PE1e01 101G0eee fPOEEeeS l1lelllel eeeeelel ........
8010 00000000 CP0PERE0 lleleeee CEERERE0 92111016 00QEEE91 01111106 6eeellle ceenie|
8818 11061116 81111191 1lellefl 9010000 leleelee 11110601 1119166 elelleee I PP ¢
00826 leelelel eeeelele elllllee eeeellle lleellle elllllel llelleol eeoleeee sa|aafas
8028 11110000 11100001 | cuoy | awon | ceroten W ccmcs W teown W owo | ..

ee3se |_I_'|1101u11u 1Y111¥6Y BUlllvyl ..94

M5 Length Req- Type

49165 133,314820 Apple 58:95:0a Ciscolnc 7d:d9:10 802.11 DMS Request

0-#-H-5H-3

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame
[+ Fixed parameters
Category code: WNM (1@)

Action code: DMS Request (23
) llllllllllllllllllliilllllillilllllllllllllllllllllllllllllllllllllllllllllll

0000 Peecoeee oceecooee eepleele cececeee eelellle eleeleee coeoooee ceeceeee ssssaHen
G005 oeolecee ooooecle looeelel eooeleel lolececd ceeeccod llelllel ceeselel cessasas
8010 oecooeocee ocoooecee llelevee cooobose eolllele eeeeceol elllllee eeegllle cennia]s
8018 11leellle e1l1111el 1lelleel eeeleeee leleelee 1llleeel 111eleee elelleee ) P X
8026 1l1eelelel eeeelele elllllee eeeellle 1leellle 111116l 116l1leel e86lesoe .

8028 1l1lllleeoe 1119&9&1[
8030 il yREE sl | L11W11e 11 1l10vy YULlllvvl €

T POAGEO11 PAREARA]

e1djeee1011] jpeceel1l

P1166611

APl&. DMSIEZE R A 7THIHQ)ZEFERAL T ORIFZEIELET



| 49170 133.317305 Ciscolnc 7d:d9:.. Apple 58:95:0a 802.11 DMS Response

Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information
IEEE 882.11 Action, Flags:

IEEE 802.11 wireless LAN management frame

(] (- [ ¥ [#]

£ Fixed parameters

&

Category code: WNM (1)

Action code: DMS Res

nse

24

eeee
eees
eele
eels
ee2e

sooooeee ooecooee oceeleele
eoolesee ooecoole leeevlel
eeeooeee coececte 110106060
1lleleee elelleee leelelel
1lelleel eeeleeee AL11LIAO

eeoooeoe eolellle elecleee ceooecde ecoooevod
gegoleal loleecoe ececooeee 11elelol ecoeelel
eeteeeee 110l11ele oeeceese leleelee lllleeel
eegelele elllllee eeesllle lleellle elllllel

8023
Boe3e

AAAG1I116a 11861110
Category Bction Dial Token Blement-D Length DMS I

Lest Sequence Cantral 8elllele leellele eeeleeol eocoeelee

DMS Length Rezp- Type

| 49170 133.317305 CiscoInc 7d:d9:.. Apple 58:95:0a 802.11 DMS Response

Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 802.11 Action, Flags:
IEEE 802.11 wireless LAN management frame
- Fixed parameters
Category code: WNM (1)
Action code: DMS Response

(0] - [ () [

24
[

Beee
Bees
eale

eeeeoees
Boeleeee
eoeoooes
llleleee

20200000 co0leele
20e0e01e leeeelel
20000000 llolecee
eels 2181106 leelelel eeeelele elllllee
eeze mlmﬁ G11111 660 GAAGBTI160 11481116
9028 01100000 21100000 0001010 boo1100d Boooo11d

ee3e 30000018 11111111 11111111 gsl«Fuual:]

egeeooee eelellle
eeeeloel leleceee
egeeooee llellele

eleelees
eoooeese
eooooeee
eeeellle

eeoooeee
1lelelel
leleelee
1lleellle

eeecooee
eeeeelel
1llleeel
elllllel Xeo|.a}

rrrrrrr

--------

rrrrrrrr

211881066

leellele

BSSBAT7 A RILIEMA :

APHF DAV LAOSAT MDY S—EOHEAIL—LZZELELSLZDE, V94T MR Y
RO—UONSBRL., BEEMNTZHRLZEEEL ET, BSS Maxidle periodid, APA"OZ 47
VhZEBMENTHRTACEN TEDIHRHBETHY ., 7L —LZZEIIXERFHNELA (V54
P7RERA)—TREZHIZITEXRT ), cOfElFE, 7Y I—23a0LVUCB7YII—23
ORBETIL—LBBUTIDAVYLAIVZAT O NIBHIENET, ChiCkY), 9F54T7 > NE
REBAU—TIREZ#ERZEL, NV TUEHZHNTEET,

BSS Max idle periodid, 7Y I—> 3B 7L —AFEGFBT7YI—23avp&E7L—A
ICOHAKRTENET



________ PR —— oy == —_—

I 8082.11 r‘adm 1nf4:lr‘rr|at1clr1
_. IEEE 8@82.11 Asscciation Response, Flags: ........ C
=l IEEE 8@82.11 wireless LAN management frame
FFixed parameters (6 bytes)
El Tagged parameters (153 bytes)
#- Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 13, [Mbit/sec]
[ Tag: Extended Supperted Rates 24, 36, 48, 54, [Mbit/sec]
#-Tag: HT Capabilities (882.11n D1.18)
#- Tag: HT Information (882.11n D1.18)
H- Tag: Extended Capabilities (4 octets)
Cl Tag: B5S Max Idle Period
¢~ Tag Number: BSS Max Idle Period (98)

- Tag: Vendor
- Tag: Qo5 Map Set

BSS& AT A4 RILEAR X, 1000 TU ( B R ) THEEENE T, KEEME1.024ZURTT
TARILEALT I ~=1.024 x BSSERKAT 1 RILEEE=X¥

COBDTL—LTRE, RONEZRLET,

TARILEZALT I b=1.024 x 405 = 414.72%

Protected Keep-alive RequiredEEY RHFMIZEREE N TVBBE, T4/ VYL AIVZA T NETA
RILZAX—=) LY I\?%)LKNZRSN{%=E7 L—ALZAPICEETHIHEN HYYET, CcOHID
$5LZOC:EQE€ NTVBBEE, D41 VYLRIVZAT U NIEEZEORATOTL—AL (REFLEE
FRE ) ZBEELT, APOT7A RILZAX—)EY NTEET,

BSSE{TEHE

802.11v BSS Transition Management Request(BSS)ld. 774 7V MIRRENDRERTT, ¥

547’“/#(.1 RECHSHESHZMBICAETER T, BENTHEREENBMICHZ>TV
BBE. VAT I\@Bﬁﬁﬁﬁﬁil‘?’i?ﬁ%ﬂ?éﬁio DAT R HERENBAPOLVT A

ICBEEMTLAVGS, —EHRAEBRICIZA T NOBEENTZRRLET,

802.11v BSSETIlX. 04> F U A ICEHEENET,
EEER

DAV LARIZAT > NE, BEEGTIBAPOLYRVAT >3 EaROTO—Z2TT%H
(Z, 802.11v BSS Transition Management Query(BSS)ZiAEL £ 9,

802.11v BSSBITEE I TV 0 fi



" Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
#- Radiotap Header v@, Length 18

-- 882.11 radic information

- IEEE 882.11 Action, Flags: ........ C

- IEEE 862.11 wireless LAN management frame

F- Fixed parameters
..

GEEE bopeRece coooopee peoleele ceopboee @2lellle elealess cecpooel GpeoezEe ..., H..
GE0E  eeelecpe eeoeeele leesslel eeeelesl lelesees cobbeess 111elell esspelel ........
GE1E BeaRRozE GeoeepEE 1lleleess bEoREoEE 82111616 eeeeeeel ellllles eaeallle venata]s
G818 11eellle 611111el1 1lelle6l eeeleecse lleeeles 81111161 eleellll éelllele i A O F

BE2E  BeeR1111 6lellles 81111166 eEeallle llelleal aaalaess RN P
8828 1lleeses 1111eele | Category [tAction 3} DialToken jQReason |@gelleesl leeslesl  ...... 1.

BE368 8111816l eleallll ud

! 1893 2.515163 CiscoInc 3a:8f:.. Ciscolnc 7d:d9:1é 202.11 BSS Transition Management Query

-~

-Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
~Radiotap Header w8, Length 18

-882.11 radic information

~-IEEE 882.11 Action, Flags: ........ C

-IEEE 882.11 wireless LAN management frame

F Fixed parameters
..

G000 ©PDEROOD DOPERODD COOlEGle PEEODR @Alollle loOleEe DDDDRODD DOBEGOED ... .. ..
0007 ©ER1ECEP PROEEPLR 190EPlAl GO0RLPRL 10100000 RO 11101811 GEEEALAL  ........
0010 ©0OPEEOED PEOEE00R 11010000 0O0ERREE GA111010 0PDEEEAl @1111100 0EEO1110  ....:.|.
9015 11801110 91111101 11011991 9001000 11900102 91111101 @1601111 @811181@  .}...}O:
0020 @eEe1111 91011100 @1111160 00091118 11811001 @ee1esee  .\|..}..
9028 11100000 11110010 mm%%ﬁ%um1 10001001  ...... 1.

BE58  B8ll1elel eleellll ud

QReasonld, BSSEB VI U—0EBHEZEKLET., chiF, 975472 MEHBAPUARNZE
RITBDEHTT, cOBITE., 9547 MELowRSSIHCX ST 2EHR16ZEXELEL =, ER
OIT—OEBHOZTELHZEJANCIDWVWTIE, IEEE 802.11-20120%8-138% B L TS &L\,

BRECOTL—LZRETDE, BSSEBEEER(TMS)THEL T, APRFE U AN ZRAL
£9,

1898 2.,522295 Ciscolnc /d:d9:.. Ciscolnc 3a:8t:5c 582.11 BESS Transition Management Request

Frame 1898: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Radictap Header vB, Length 18
882.11 radio information
IEEE 882.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
£ Fixed parameters
- Category code: WNM (18)
- Action code: BSS Transition Management Request (7)
- Dialog token: @x@s
= 1 = Preferred Candidate List Included: 1
Abridged: @
Disassociation Imminent: 1
v . B5S Termination Included: @
..8 .... = ES5 Disassociation Imminent: @
- Disassociation Timer: 1953

& o -

5 = oe o
-

nm nn

Unsolicited Load BalanceZE3R

WLCTO— R/NS > AMEE+ BSSBITABMICE > TLWBBE. APRERAN BV & & ICSR#K



JL—LZDAVYLAOTZATNIEGELELSEZY), BRFMBEVEIOAPETAYLAIZAT
VRIRETRI-HICBSSBITEBERZEBFLET,

O—RNSVABEOFHFMIIOVWTR, ReSBRLTLKEEY, ZILYS2TO-RNZVIY
JDERE

Unsolicited Optimized RoamingZE3R

WLCTO—X2J OHREILEBSSBITNBMICZ>TVEHE, V74T M &IRSSI (Fiz
FO—I2JV0REBENMICEETZZOMONTX—5 ) Zi&IZLTVEWEE, APIIBSSBITE
BEEELT, DJA4VYLAIZATUNIL)RVAPZLSLEY,

BRELEhEO—IT#EDOFMICOVWTR., XESBLTLKESV, CiscogBtO—=>27

FRAAP®D Y Z A4 7> M AT T (Flexible Radio Assignment)

94T NAFRAAPROBETEVELICEBETSE. APRC DY T 17> MI802.11v
BSSETEEERBSS)EEELET,

FRA ( 2800%°38007%. & ) Z2HR—KNFTBDAPHN5GHzO & ZFRT2HE. 220EIL (X420
BRI 7OV ) FBYVET, VAT MAIZ2ONLICERZLTVSY, YX4120EIL0
FHB&EZEES (RSSUICET< ), 8022221111111 MMM IMIIN I TA T MCERL T, XA
0l 0BEBZRERRL, TOFERRLET,

COBEEE, N—>3282 11005 EHATEET,

FRA®MEE4A : Flexible Radio Assignment(FRA)E K U T EELE

it it =

BSSETE®E )V T ANKT, [Disassociation Provisioned]7 1 —JL RZBIMTEE T, < DKRE
&, 9547 "FBIOAPICBEEMRITENEVESIC, —EHEORBRICIS AT NOE
B E@EBRIBZETT,

Unsolicited Optimized RoamingZERA" M) H—& B &, APIEBSS Transition Management
Request(BSS) 2V A 7 NMIHEEL, TORBERICOIZA T MK YBEYZAPICO—Z
TJULBWVEE, APRITZATUROTIYS I3 #RERTTLED,

Unsolicited Load Balance(ULOS)ERA" KN Zj—& 15 &, APIEBSS Transition Management
Request(BSS)Z2 V7 ZA4 7> NMIEFL, TORBERICITZA T NFBBEOLBZVAPICO—X
JOLBVWEER., 94T RNOTIII—23av@BexETLET,

BEN T RBRABICE > TVWBBSSBITEE 7L —L0OHF :


/content/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
/content/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
/content/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html

#-882.11 radio information

I-IEEE 882.11 wireless LAN management frame
B Fixed parameters

b~ Category code: WNM (1@)

- Action code: BSS Transition Management Request (7)

BRSNS S Preferred Candidate List Included: 1
o g abcideed: o
g g g Disassociation Imminent: 1 I
s B, = Do rermination Inciudea: ©
ey ESS Disassociation Imminent: @
i-Disassociation Timer: 200
i~ Validity Interval: 208
“-BSS Transition Candidate List Entries: 341854a274eded@4e70820000000b870301fTdd1ldea48960¢. ..

I ughn

BSSE{TEEIEE

DAYLRUVSAT > NHIBSSBITEBREREZEL &L, BSSBITEEBINEEXEETEDD
ESD, FERFEBFBTEERA, V54T M BIOAPICEBITTRE, AT—RAD—R
Accept TIREEENE TN, BROEHRTELUAPICEEEZFENEAR. AT—XAO—NR
Reject EREHTHEFBLET,

BSS Transition Management Response(BSS)7 L —A 0 #i

60272 12:16:06.114913 Apple_58:95:8a Ciscolnc_e8:32:7@ BSS Transition Management Response

» Frame 60272: 51 bytes on wire (408 bits), 51 bytes captured (408 bits) on interface @
» Radiotap Header v@, Length 18
» 8082.11 radio information
» IEEE 802.11 Action, Flags: ........ (¢
v IEEE 802.11 wireless LAN management frame
v Fixed parameters
Category code: WNM (10)
Action code: BSS Transition Management Response (8)
Dialog token: @x@c
| BSS Transition Status Code: 1 |
BSS Termination Delay: @

COPITRE. DAVLARIZATY MIAPIRBE) AN ZEEL, BIOAPICO—I2JLERA
o AT—RAO—R1GE, 94T MNESSZERNZEHZRLEXT, AT—RXRAO—RERD
2BV ANIDOVWTIE, IEEE 802.11-2012M 5%8-253Z SR L T & L\,

Bl 4
B

WLAN®D802.11viEEZ FIA T B (IC1F. 802 1MVEHR—KNTB DL VYLAIVZATY NABET
EE

FERATZIAVR—ZFT b
WLC v8.3

Ipod Touch 62E61t4Xv10.1.1

E

:%g



ZY hO—UK

WLC v8.3

N N

RE

ALY MNILFF ¥ ANF—ER(DMS)
DMSZB%IIC T DWLANLDEZE :
CLIEERE :

> config W an di sable <w an-i d>

> config W an dns enabl e <w an-i d>
> config W an enabl e <w an-id>

GUIRRE (N\—2 32838 S FIMAIEE )

AT Y 7 1:[WLANs] > [Wlan-ID]icBEIL. WLANZE YUY UL TDMSEBAMICLET,



cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open

AT Y 72:[Advanced] > [11v BSS Transition Support]ic#E L . [Directed Multicast Service]Z &
WCLET

WLANSs > Edit "11v'

General ] Security | Qos | Policy-Mapping I Advanced I

FlexCannect Local

Switching 2 U Enabled HTTP Profiling O
FlexConnect Local Auth 22 Enabled Uniswces] A0 S0mIN BNRAGYE
Learn Client IP Address & Enabled HLlvEtaalinp e O]
o ] . 11v BSS Transition Support

S nable
Switching 23 BSS Transition [l
Central DHCP Processing Enabled Disassociation Imminent |
Override DNS Enabled Disassociation Timer(0 to 3000 TETT)
NAT-PAT Enabled optimized Roaring Disassociation Tirmer(0 to 40 TETT)
Central Assoc [0 Enabled BSS Max Idle Service

11k I Directed Multicast Service I

fssisted Roaming mDNS
Prediction Optimization LI Enabled

) ) mODKNS Snooping Enabled
Neighbor List Enabled

: : mOKS Profile | default-mdns-profile
Neighbor List Dual Band [ Enabled

Denial Maxzimum Count
Prediction Minimum Count

BSSBAT 1 RILHEEE

BSS& A7 A RILHBEEEZFMICTDWLANLEDERE :

CLIFRE :

config w an di sable <w an-id>

config wW an bssnaxi dl e enabl e <wl an-i d>
config w an usertinmeout <seconds> <w an-id>
config w an enable <w an-i d>

V V V V

<seconds> Client Idle tineout(in seconds) on this WLAN. Range 0, 15- 100000 secs. O in order to
di sabl e



GUIFRE :

AT ¥ 71:[WLANs] > [WLAN-ID]ICBEIL. WLANZ 2 UYL TBSSOBAT A RILEAKE%RE
LET,

CISCO MOMITOR  Wl&Ms COMTROLLER  WIRELESS — SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open
[]z W LAM 11w

AT Y 7°2:[Advanced] > [11v BSS Transition Support]iCcEBE L . BSS Max Idle Servicez B%1C L
=7,

WLANs > Edit "1y’

| General | Security | QoS | Policy-Mapping | Advanced

FlexConnect Local D o
Switching 2 Enabled HTTP Profiling []
FlexConnect Local Auth £2 Enabled Unhrgtsl A Sigpont
Learn Client IP Address & Enabled Uileefaaliak tnmin 0
Ulsn basedicertral e 11v BSS Transition Support

T nable o
Switching 22 BSS Transition D
Central DHZP Processing Enabled Disassociation Imminent U
Override DNS Enabled Disassociation Tirmer(0 ta 3000 TETT) 200
MAT-PAT Enabled Cotirized Roaming Disassociation Timer0 to 40 TETT) 40
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

fssisted Roaming mDNS
Prediction Optimization L1 Enabled

_ ) mDMNS Snooping Enabled
Meighbor List Enabled

) } mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

0

X 2OGUIAT>avN—23283TEAEThE L, ETO/N—23 2 Tk, config
wlan bssmaxidle enable <wlan-id>Y¥ > RE@HAL TS &

AT Y 7°3:[Advanced] > [Client User Idle timeout]ic BEIL ., XA ATV NEZRENTHRELE
¥,



WLANs > Edit "11v'

General | Security | QoS | Policy-Mapping | Advanced

SLAUC IF TAITenry = LACTaurey

Wi-Fi Direct Clients

Salicy |D|sahled v|
Maximum Allowed 00
Clients Per &P Radio
Zlear HotSpot
: .|:| DEnaI:uIe::I

Client user idle
timmeout(15-100000)

Client user idle threshold 3 Sl
(0-10000000% yies
Radius MAI-Realm il

1lac MU-MIMO

Off Channel Scanning Defer

Scan Defer Priarity o1 2 3 4 5 6 7
HiE{EIN []
Scan Defer Time{msecs) 100

FlexConnect

BSSB{THE

BSSB{ITEEZAZX—7I)LICTBHWLANLEDERE :

X :BSSEBDANBMBEHEE, TIVEARA MNHBSSEBEEER(TMS)7 L —LA%ZiX
FEIPHE—DFERF. TAVLAIZATRNIBSSEBEEIIV 7L —LZEETDH
&TY,

E I APHERANEVEEICBSSBITERERZEFIAZLSICTSICE., BSSBIT+O— R
NZDAZBMCTIBENFHYERT,

E:DAVLAIZAT 2 MIRERBRSSIANZVEEICAPABSSBITERER(TMS)Z 1%
BIBRDICTRICE, BSSBIT+REBEILO—IVIZBMCITZILEN HYKRT,

BEER

CLI

SN

A E .



> config W an di sable <w an-i d>
> config w an bss-transition enable <w an-i d>
> config W an enabl e <w an-id>

GUIFRRE :

AT Y 7°1:[WLANSs] > [WLAN ID] > [Advanced](iC#E L . [BSS Transition]Z 5L E T,

WLARNSs > Edit

"11¢*

| General |_' Security | QoS5 ! Policy-Mapping | Advanced

FlexConnect Lacal

HTTFP Profiling

Universal AP Admin Support

Universal &P Admin

11v BSS Transition Support

BSS Transition

Switching 2 L Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 Erakles
Central DHCP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

an:nl:lsizii:%aprg:w:igzation L] Enabled
Meighbor List Enabled

Meighbor List Dua

Denial Maximum Count

Prediction Minimu

| Band [ Enabled

i

m Count

I

Unsolicited Load Balance E3R

CLIFRE :

>
>
>

>

config W an
config W an
config W an
config W an

GUIRRRE :

di sable <w an-id>

bss-transition enable <w an-id>

| oad- bal ance al |l ow enabl e <wl an-i d>
enabl e <w an-i d>

Cisassociation Imminent
Disassociation Timer{0 to 3000 TBTT)
Optimized Roaming Disassociation Tirmer{D to 40 TETT)

BSS Max Idle Service

Directed Multicast Service
mDMS
mODMS Snooping Enabled

mDNE Profile | default-mdns-profile -

AT Y 7"1:[WLANs] > [WLAN ID] > [Advanced]ic#E L . BSS Transition & [Client Load
Balancing|ZBMICLE T,



WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping l Advanced |

;I:e\lit:i:l;e_;tiocal [ Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

WLANs = Edit "11v'

Optimized Roaming Disassociation Timer(d to 40 TETT)

BSS Max Idle Service

Directed Multicast Service

mDNS

HTTP Profiling |
Universal AP Admin Support

Universal &P Admin |
11v BSS Transition Support

BSS Transition [7

Disassociation Imminent ]

Disassociation Timer(d to 3000 TBTT) zZoo

|'- General | Security | Qos | Policy-Mapping §| Advanced |

Layerz acl Mone
URL ACL

P2P Blocking Action |Disab|ed v|
Client Exclusion 3 Flenabled |5U |
Timeout Value (secs)
Maxirnum Allowed
Clents 8 E
Static IP Tunneling 2 [Jenabled
Wi-Fi Direct Clients :
Bliny |D|sab|ed v
Maxirnum Allowed B
Clients Per AP Radio
Clear HotSpot Clenabied
rable

Configuration

Client user idle

timeout(15-100000) Timeout Yalue (secs)
Client user idle threshold I:I S
{0-10000000) LA

Radius MAI-Realm [
Unsolicited Optimized RoamingZER

CLIFRE :

config W an di sable <w an-id>

config W an bss-transition enable <w an-i d>
config wan chd <wl an-i d> enabl e

config W an enabl e <w an-i d>

V V V V

mOMS Snooping

mDME Profile | default-rndns-profile -~

Management Frame Protection (MFP)

MFP Client Protection £ | Optional

DTIM Period {in beacon intervals)

80Z.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1

MNALC

MaC State | Mone w

Enabled

Load Balancing and Band Select

Client Load Balancing

Client Band Select

Passive Client

] B

Passive Client

Yoice

Media Session Snooping

> config advanced { 802.11a | 802.11b } optim zed-roani ng enabl e

GUIFRRE :

AT Y 7°1:[WLANSs] > [WLAN ID] > [Advanced]ic#E L. [BSS Transition]&[Coverage Hole

Detection|Z2BRIICL £ T,




WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping | Advanced |
FlexConnect Local '

Switching 2 L1 Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {itmet sl AR AHNIIN Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
Gith hased tertea) o 11v BSS Transition Support

e nable
Switching £2 BSS Transition %
Central DHZP Processing Enabled Disassociation Irmmminent D
CQverride DNS Enabled Disassociation Timer{0 to 3000 TETT) zo0
MNAT-PAT Enabled Optimized Roaming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization L1 Enabled

: s mOMS Snooping Enabled
Meighbor List Enabled

: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimum Count

WLANSs > Edit "11v'

| General | Security | QoS | Policy-Mapping

Allow AA8 Override [ ] Enabled

Coverage Hole Detection Enabled

Enable Session Timeout [—

Alranet IE [ JEnabled

Diagnostic Channe| 28 [ lEnahbled

Override Interface &CL IPvd | Mone IPvE | Mone s
Layerz acl Mone -
HRL ACL Mone -
PP Blocking Action Disabled w
. s
Client Exclusion 2 MEnabled &0

Timeout Yalue (secs)

Maximum &llowed
Clients &

AT Y 7°2:[WIRELESS] > [Advanced] > [Optimized Roaming]lic & L ., W5 ®#i5 TOptimized
Roaming ModeZE%h(C L £9 . Optimized Roaming/A\Z X—A2 D&k, XORFI1XU N2S
BLTLKEEZV, BBETIARVIVAHDX)EAAHA KR, J1J—2A8.0



/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80

cisco MONITOR — WlAMs CONTROLLER  WIRELESS — SECURITY

Wireless Optimized Roaming

= Access Points

All APs 802.11a
» Radios
g0z.1la’nfac
a02.11b/g/n Cptimized Roaming Mode Enahble

Cual-Band Radios
Global Configuration

Cptimized Roarming Data Rate Threshald mbps

= RF Managment

Flexible Radia 802.11b

fssignment
Load Balancing

Cptimized Roaming Intervyal ag SEC

Cptimized Roaming Mode

Band Select

Cptimized Roaming Interval ag SEC

Cptimized Roaming Data Rate Threshaold mbps

» 105
Preferred Calls 1. CHOM configuration can be done in Wirelsss---= BF Srofile ---= Eqit
Y = I T R o B R B e R T B T T T o L I T B T
B ZE
1 —1.
CLIEX=E :

config w an di sable <w an-id>

config w an bss-transition enable <w an-id>

config w an di sassoci ation-i nm nent enable <w an-i d>

config w an bss-transition disassociation-immnent oproamtinmer <timer-in-TBTT> <W.AN i d>
config w an bss-transition disassociation-immnent tinmer <tiner-in-TBTT> <W.AN id>

config w an enable <w an-i d>

AT Y 7°1:[WLANSs] > [WLAN ID] > [Advanced]icBE L . [BSS Transition], [Disassociation
Progimant]ZE&%ilc L, [Disassociation Timer]# & TF[Optimized Roaming Disassociation Timer] &
BRELET,

V V.V V V V

GUIERRE :



WLARNSs > Edit "11¢*

| General I Security | QoS ! Policy-Mapping | Advanced
FlexConnect Local S

Switching 2 L Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Prediction Minimum Count

Cenial Maximum Count

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

BSS Transition [7
Disassociation Imminent ]
Disassociation Timer(d to 3000 TBTT) zZoo
Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service
Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

WLANs > Edit "11v'

| Gen:ral | ;%Elf]itv | QoS | Policy-Mapping | Advanced

i 01 Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Vlan based Central

Switching 3 sl
Central DHCP Processing Enabled
Override DNE Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k
L L e

HTTP Profiling

Universal AP Admin Support

Universal AP Admin

11v BSS Transition Support

BSS Transition

Disassociation Imminent

Disassociation Timer(0 to 3000 TBTT)

[ii]

l

[

200
Optimized Roaming Disassociation Timer{0 to 40 TETT)

BSS Max Idle Service
Directed Multicast Service

mDNS

¥ 24—, FE-AVBEOA > X—NILEFETHDTBTT ( X—J'Y RE—VIEE
B ) BUTEELET, F7F2I) TR, IXTOE—DHMMO0IUBZEICHEFEE N
21, F7AIRNTREITBTIT =100 VRICBYNET, X4 —=XTBTT/10 = x¥,

TR

RORIFE, & FTEEE802.11vH—E AIZH T BWLAN(Wireless Local Area Network)& D1 ¥ L

AUZAT Y NOBR—RERLTLET,
SSIDOHR—b

- DMS



- 802.11 radio information

'J IEEE 8@2.11 Eeacon frame, Flags: ........ C

4 Fixed parameters (12 bytes)
Timestamp: @:x2202202a235f23006
Beacon Interwval: @.124448 [Seconds]
» Capabilities Information: @x1@11
4 Tagged parameters (267 bytes)
+ Tag: 53ID parameter set: tst-5@211wv
b Tag: Suppeorted Rates 12(B), 18, 24, 356, 48, 54, [Mbit/sec]
b Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
I Tag: Country Informatien: Ceountry Cede US, Environment #Any
- Tag: QBSS Leoad Element 882.1le CCA Wersicon
+ Tag: HT Capabilities (8@82.1ln D1.1@}
I Tag: RSN Information
© Tag: HT Information (582.1ln D1.1@)
4 Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8
I Extended Capabilities: @x@@ (octet 1)
Extended Capabilities: @x1@ (octet 2)
I Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
.. = thannel Usage: Not supported

s Paas UTC T53F Oftfset: Not supported
.@ .... = Peer U-APSD Buffer 5TA Support: Not supported
@ .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@.. ..., = Interworking: Not supported
 Extended Capabilities: @x@l1 {octet 5)
b Extended Capabilities: @&x4@ (octet &)
» Esxtended Capabilities: @x@@ {(octet 7)
I Extended Capabilities: x40 (octet 8)
» Tag: Cisco CCX1 CKIP + Device Name
Tag: Vendor Specific: Airenet: Aironet DTPC Powerlevel 8x@3
I Tag: WHT Capabilities (IEEE 5td 882.1lac/D3.1)
4 Tag: WHT Operation (IEEE Std 8082.1lac/D3.1)

- BSSBITHE




& Fu:ed parameters {12 bytes)
El Tagged parameters (231 bytes)
#- Tag: SSID parameter set: tst-11v
#-Tag: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec]
- Tag: DS Parameter set: Current Channel: 11
28 Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code MX, Environment Any
‘Tag: QBSS Load Element 802.1le CCA Version
Tag: Power Constraint: 3
Tag: ERP Information
Tag: HT Capabilities (802.11n D1.18)
Tag: RSN Information
Tag: HT Information (862.11n D1.18)
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (6 octets)
~-Tag Number: Extended Capabilities (127)
-~ Tag length: 6
B Extended Capabilities: @x@@ (octet 1)
#- Extended Capabilities: @x1@ (octet 2)
rﬁ Extended Capabilities: @x@8 (octet 3)
“sens 2:.8 = TFS: Not supported
..8. = WNM-Sleep Mode: Not supported

..@. .... = AC Station Count: Not supported

@.. .... = Multiple BSSID: Not supported
““@... 2... = Timing Measurement: Not supported

[" Extended Capabilities: ex@@ (octet 4)

#-Extended Capabilities: ex@l (octet 5)
| [ Extended Capabilities: ex4@ (octet 6)
- Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel @x82
. Tag Number: Vendor Specific (15@)

94T hMYR—b

- DMS



802.11 radig
b IEEE 8@2.1 S S O
4 IEEE 822.11 wireless LAN management frame
4 Fixed parameters (4 bytes)
Capabilities Information: @x1@11
Listen Interval: @x@al4
4 Tagged parameters (144 bytes)
» Tag: 351D parameter set: tst-8221lvy
» Tag: Supported Rates 12(B), 18, 24, 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 3, Max :22
© Tag: Supported Channels
> Tag: RSN Information
b Tag: HT Capabilities (8©2.11n D1.1@)
4 Tag: Extended Capabilities (4 octets)
Tag Number: Extended Capabilities (127)
Tag length: 4
» Extended Capabilities: @x2@ (octet 1)
Extended Capabilities: @x@@ (octet 2)
i Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
R Channel Usage. Not supported
supported

wen. @... = UTC TSF Offset: Not supported
<@ .... = Peer U-APSD Buffer STA Support: Not supported

..@. .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@... ... = Interworking: Not supported

Tag: Vendor 5pe:1f1c. EBroadcom
> Tag: Yendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
b Tag: Vendor Specific: Microsof: WMM/WME: Information Element

- BSSBITERE




- Fixed parameters (4 bytEEJ
D-Tagged parameters (140 bytes)
-Tag SS5ID parameter set: tst-1lv
: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec

0 5

,_.
!

“Tag: Supported Channels
RSN Information
HT Capabilities (802.11n D1.18)
Tag: Extended Capabilities (3 octets)
“Tag Number: Extended Capabilities (127)
Tag length: 3
# Extended Capabilities: @x8@ (octet 1)
[#- Extended Capabilities: @x@@ (octet 2)
=} Extended Capabilities: @x@8 (octet 3)
...8 = TF5: Not supported
..8. = WNM- Sleep Hode Not supported

- =
o o
oo oo

SRETI, r » : - pported
LB aeee = AC Statlon Cnunt Not suppﬂrted
... .... = Multiple BSSID: Not supported

“@.v. e... = Timing Measurement: Not supported
-Tag: RM Enabled Capabilities (5 octets)
~Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.10)
~Tag: Vendor Specific: Microsof: WM/WME: Information Element

IDZAFRNFIOTAETAOFINVYT

MWDRIZATRNTIOTAETAZEBRTDICE, ROOAX RZFEHATEXRT,

> debug client <mac-add-of-client>
> debug mac addr <mac-add-of-client>
> debug 11v all enable

DMSBREZBRI=OFAF > b

DZAT > MNME1IvEIS

*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Association received fromnobile on

BSSI D 7c: Oe: ce: 7d: d9: 10 AP AP-3700-1

*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Cient is 11v BSS Transition capabl e

DS5ATY NET I —7224.0.0.251 udpR— ROIC K BDMSERE3#EL . APIFDMSS
BEELET

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95: 0a Received a 11v Action Frane w th code

[23] fromnobile station

*apf MsConnTask_0: Nov 01 22:56:43.928: Received 80211v_DMS_REQ Action Frane
*apf MsConnTask_0: Nov 01 22:56:43.928: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Posting nsg of type:



APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,sl ot: 0, |en: 26

*apf MsConnTask_0: Nov 01 22:56:43.928: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:56:43.929: Tclas found:

*apf 80211vTask: Nov 01 22:56:43.929: [

*apf 80211vTask: Nov 01 22:56:43.929: Version = 4,

*apf 80211vTask: Nov 01 22:56:43.929: Destination IP = 224.0.0.251,

*apf 80211vTask: Nov 01 22:56:43.929: Destination Port = 9,

*apf 80211vTask: Nov 01 22:56:43.929: Protocol = 17,

*apf 80211vTask: Nov 01 22:56:43.929: ]

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1:e8:58:95:0a New client requesting DM for this Tclas
*apf 80211vTask: Nov 01 22:56:43.929: DMS Request IE processed: State: DMS_REQ ADD_ACCEPTED

*apf 80211vTask: Nov 01 22:56:43.929: DMS Response IE created.

*apf 80211vTask: Nov 01 22:56:43.929: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:56:43.929: DVMS ID: 1, DMS Length: 3, Response Type: DMS_RESP_ACCEPT,
Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:56:43.929: dnmsRequest State = DMS_REQ ADD ACCEPTED

*apf 80211vTask: Nov 01 22:56:43.929: a4:fl:e8:58:95:0a apf802llvSendPacketToMs: 802.1lv Action
Frame sent successfully to wlc

*apf 80211vTask: Nov 01 22:56:43.929: apf80211vDmsDB_AJddSTA: New DMS Client: a4:fl:e8:58:95:0a
created and added under DMS ID: 1

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95: 0a apfPost Dhsd i ent Request Msg: posti ng
capwap for ms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:56:43.929: 11v g _nmsgQueue = 0x2b415828, osapi MessageSend rc
=0

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95:0a apf80211lvHandl eDrsMsgSend: send capwap
for STA Iradmac 7c:Oe:ce: 7d:d9: 10

DZAT 2 N EBENTWVWBAPHY S

AP# debug dotll dotllv all

*Nov 1 22:51:04.323: DOT1lv: Inside DMS ADD QOperation

*Nov 1 22:51:04.323: DOT1lv: TCLAS found in DVS DB

*Nov 1 22:51:04.323: DOT1lv: New client detected

*Nov 1 22:51:04.323: DOT1lv: Ref Cnt: 1

*Nov 1 22:51:04.323: DOT1lv: dient A4:F1:E8:58:95:0A added to DVMS DB Entry

*Nov 1 22:51:04.323: DOT1lv: DWVMS Add Operation Succeeded

*Nov 1 22:51:04.323: Received and decoded a DVS client request payl oad SUCCESSFULLY

FTDE, V54T NFWLANODMSTF—ER—AICEMENET, AUIILFF¥ ANEFET
(Xt L TDMS Request-AddZIEZET B INTDITA T M, IUDMSIDOTICUAREh
£7,

> show wlan 1

WLAN Identifier....... .. .. . . .. 1
Profile Name.......... ... .. 11v
Network Nanme (SSID)........... ... 11v
Stat US. . . i e Enabl ed
Nunmber of active DMS dients..................... 1

DVMS ID Cdient MAC Addresses
1 a4:f1:e8:58:95:0a

DMST*—ZXR—AlE, COITATY M ERENTVRAPICREENET,

AP# show controllers dotllRadio { 0 | 1 } | beg Global DMS



G obal DMS - requests:2 uc: 130 drop: 0
DVS enabl ed on WLAN(sS): 11v
11v

DM5 dat abase:
Entry 1: mask=0x55 versi on=4 dst| p=0xEO0000FB srcl p=0x00000000 dstPort=9 srcPort=0 dcsp=0
protocol =17
{dient, SSID}: {08:74:02:77:13:45, 11v}, {A4:F1:E8:58:95:0A, 11lv},

DAY LARISAT> NNFDMST7O—%F LU % &, DMS Request RemoveZAEL T

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11v Action Frane w th code
[23] fromnnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211lv_DMS_REQ Action Frame

*apf MsConnTask_0: Nov 01 22:57:33.990: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request IE processed: State: DMS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: pMs ID: 1, DMS Length: 3, Response Type:
DMS_RESP_TERMINATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dmsRequestState = DMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf802llvSendPacketToMs: 802.11lv Action
Frame sent successfully to wlc

*apf 80211vTask: Nov 01 22:57:33.991: STA: ad4:fl1:e8:58:95:0a has dequeued and deleted from the
DMS Entry with ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDmsDB_DeleteSTA: STA: a4:fl:e8:58:95:0a deleted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95: 0a apfPost DnsCl i ent Request Msg: posti ng
capwap for nms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 11lv g _nsgQueue = 0x2b415828, osapi MessageSend rc
=0
APH S

*Nov 1 22:57:33.167: DOT1lv: Renoving client A4:F1:E8:58:95: 0A fromDVS DB Entry
*Nov 1 22:57:33.167: DOT1lv: DMS DB Del ete Operation Succeeded
*Nov 1 22:57:33.167: Received and decoded a DVS client request payl oad SUCCESSFULLY

9514 F > MBSSBITHB

74T MEIVS

*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13: 45 Associ ation received fromnobile on
BSSI D f0: 7f: 06: €8: 32: 76 AP AP-3700
*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13:45 Cient is 11v BSS Transition capabl e

94T NBSSBBEEIIVZEFELEY

*apf MsConnTask_1: Nov 14 05:40:32.857: c4:7d:4f:3a:0f:5c Got action frame from this client.
*apf MsConnTask_1: Nov 14 05:40:32.858: c4:7d: 4f:3a: 0f : 5¢ Received a 11v Action Franme w th code
[6] frommobile station

*apf MsConnTask_1: Nov 14 05:40: 32. 858: Received 80211v_BSS_TRANS_ QUERY Action Frame

*apf MsConnTask_1: Nov 14 05:40:32.859: WAN-id: 1| vap_ip: 1

*apf MsConnTask_1: Nov 14 05:40:32.859: c4:7d:4£:3a:0£f:5c Posting msg of type:



APF 80211v_MSG_BSS_TRANS_QUERY for STA and LRAD:00:c8:8b:26:2c:d0,slot:0,

*apf 80211vTask: Nov 14 05:40: 32. 860:
*apf 80211vTask: Nov 14 05:40: 32. 860:
*apf 80211vTask: Nov 14 05:40: 32. 860:
*apf 80211vTask: Nov 14 05:40: 32. 860:
*apf 80211vTask: Nov 14 05:40: 32. 860:

*apf MsConnTask_1: Nov 14 05:40: 32. 861:

rc =0

*apf 80211vTask: Nov 14 05:40: 32. 861:
*apf 80211vTask: Nov 14 05:40: 32. 861:
*apf 80211vTask: Nov 14 05:40: 32. 862:

00: ¢8: 8b: 26: 2c: dO rsch parent
*apf 80211vTask: Nov 14 05:40: 32. 862:
*apf 80211vTask: Nov 14 05:40: 32. 863:

Franme sent successfully to wc
*apf 80211vTask: Nov 14 05:40: 32. 863:
STA: c4:7d:4f:3a:0£:5c

WLAN TDisassociation Progre& t1 A"

MAC ADDR:. 00:c8:8b: 26: 2c:dO rscbh mac address:

len:1
Session URL is not NULL

Disassociation Imminent is 1
Disassociation Timer is 200

Bui | di ng BSS Transition Request Framne

Addi ng Nei ghbor List Subel ement

11v g_nsgQueue 0x2b415828,

osapi MessageSend

Location Info: 0,0,0 for BSSID: 7c:Oe:ce: 7d:d9: 10

Data Length of BSS Transition Request Frane: 73

apf 80211vHandl eBSSTransQuery: | radMVacAddr:

00: 00: 00: 00: 00: 00
11v Action Frane sent:

c4:7d: 4f : 3a: Of : 5¢ apf80211vSendPacket ToMs: 802. 11v Action

Successfully sent BSS Transition Request Action Frame to

BMCEO>TWB =8, Disassociation XA X —H KT3I

EVZATNOBEENTABRENET

*apf 80211vTask: Nov 14 05:40: 32. 863:

starting session timer for the mobile

Nov 14 05:40: 32. 863:
Nov 14 05:40:52. 768:
i mredi ate del etion

Nov 14 05:40:52. 768:

*apf 80211vTask:

*o0sapi BsnTi ner :

mark nobile for

*o0sapi BsnTi ner :

Expi ri ng Mobil e!
*apf Recei veTask:
*apf Recei veTask:
Changi ng state for
Di sassoci at ed

*apf Recei veTask: Nov 14 05: 40: 52. 769:
(apf_80211. c: 3541) Changing state for
Di sassoci ated to Di sassoci at ed

*apf Recei veTask: Nov 14 05: 40: 52. 769:
00: c8: 8b: 26: 2c: d0-0 (reason 1, caller
*apf Recei veTask: Nov 14 05: 40: 52. 769:

Nov 14 05:40:52. 769:
Nov 14 05:40:52. 769:

nobi | e c4: 7d: 4f : 3a:

cd4:7d:4£:3a:0f:5¢c Setting Session Timeout to 20 sec -

c4:7d:4£:3a:0£:5¢c
c4: 7d: 4f : 3a: Of : 5¢

Disassociate client in 20 seconds
Aut henti cati on session tiner expired:
c4:7d: 4f: 3a: Of : 5¢ apf MsSessi onExpi reCal | back (apf_ns.c:707)
apf MsExpi reMobi | eStati on: Del ete | nmediately

c4: 7d: 4f: 3a: Of : 5¢ apf MsExpi reMobi | eStati on (apf_ns. c: 7521)
Of : 5¢c on AP 00: c8: 8b: 26: 2c: dO from Associated to

c4: 7d: 4f: 3a: Of : 5¢ apf SendDi sAssocMsgDebug
mobi | e c4: 7d: 4f : 3a: Of : 5¢ on AP 00: c8: 8b: 26: 2c:d0 from

c4:7d: 4f : 3a: 0f : 5¢ Sent Di sassociate to nobile on AP
apf _ms. c: 7614)
c4: 7d: 4f : 3a: Of : 5¢ Sent Deaut henticate to nobile on BSSI D

00: c8: 8h: 26: 2c: dO sl ot O(caller apf_mns.c:7616)

*apf Recei veTask: Nov 14 05: 40: 52. 769:
*apf Recei veTask: Nov 14 05: 40: 52. 769:
aut henticating the client.

*apf Recei veTask: Nov 14 05: 40: 52. 769:

00:c8:8b:26:2c:d0, slotId: 0, vapId:

APAO—RNS VI DEHICBSSEBEE T L — ATMS)E%E

*apf MsConnTask_3: Apr
1lv queue.

*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask: Apr 12
*apf 80211vTask: Apr 12

12
12
12
12
12

10:
10:
10:
10:
10:

47:
47:
47:
47:
47:
10: 47:
10: 47:

18.
18.
18.
18.
18.

789:
789:
789:
789:
789:
18. 789:
18. 789:

Apr
Apr
Apr
Apr
Apr

12 10:47:18. 785:

c4: 7d: 4f :
c4: 7d: 4f :

3a: Of
3a: Of

:5c Setting active key cache index 8 ---> 8
:5c Deleting the PW cache when de-

Sent Deauthenticate to STA: c4:7d:4f:3a:0£:5c on BSSID:
1

08:74:02:77:13:45 1llv BSS Transition Request is posted to

Session URL is not NULL

Di sassociation Inmnent is 1

Di sassociation Tiner is 200

Bui | di ng BSS Transition Request Frane

Addi ng Nei ghbor List Subel ement

Data Length of BSS Transition Request Franme: 22
apf 80211vHandl eBSSTransQuery: | radMVacAddr:

fO:7f:06:e8:32: 70 rscb parent MAC ADDR fO0: 7f: 06: €8:32: 70 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Apr 12 10:47:18.789: 11lv Action Frane sent:

*apf 80211vTask: Apr 12 10:47:18.790: 08:74:02:77:13: 45 apf80211lvSendPacket ToMs: 802.11v Action
Franme sent successfully to wc

*apf 80211vTask: Apr 12 10:47:18.790: Successfully sent BSS Transition Request Action Frame to



STA: 08:74:02:77:13:45

RBCEAIZO—I2TIC&KY), APHBSSEXRER 7L —LAZIEE

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a Posting nmsg of type:

APF 80211v_MSG BSS TRANS QUERY for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:0

*apf MsConnTask_0: Nov 04 04:58:55.320: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a 1lv BSS Transition Request is posted to
11lv queue.

*apf 80211vTask: Nov 04 04:58:55.321: Session URL is not NULL

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Imrinent is 1

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Tiner is 40

*apf 80211vTask: Nov 04 04:58:55.321: Building BSS Transition Request Frane

*apf 80211vTask: Nov 04 04:58:55.321: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Nov 04 04:58:55.321: No Nei ghbor Candi date found : Resetting Candi date |ncluded
Li st

*apf 80211vTask: Nov 04 04:58:55.321: Data Length of BSS Transition Request Frame: 4

*apf 80211vTask: Nov 04 04:58:55.321: apf80211lvHandl eBSSTransQuery: |radMacAddr:

7c: Oe:ce: 7d: d9: 10 rscb parent MAC ADDR: 7c:0Oe:ce: 7d: d9: 10 rschb nac address: 00:00: 00: 00: 00: 00
*apf 80211vTask: Nov 04 04:58:55.322: 11lv Action Frane sent:

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1l:e8:58:95:0a apf80211lvSendPacket ToMs: 802.11v Action
Frane sent successfully to wc

*apf 80211vTask: Nov 04 04:58:55.322: Successfully sent BSS Transition Request Action Frame to
STA: a4:f1:e8:58:95:0a

*apf 80211vTask: Nov 04 04:58:55.322: a4:fl:e8:58:95:0a Setting Session Timeout to 4 sec -
starting session timer for the mobile

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1:e8:58:95:0a Disassociate client in 4 seconds

SEEH

& :802.11r, 802.11k, 802.11v, 802.1MwEHEHITO—Z>J

|IEEE Standard for Information technology : AT ABOBES KEHERIBEO—NILERTX B
ORVEZTIVTERY NO—VBBOEH - N—M1:DA VL ALANX T A T T 72 AHIH
(MAC)& &K U ¥ & (PHY) D Lk
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