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HIIR R

=
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GUI ICLBEE

CLI & BT
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20V
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B=

CORFIXVNTE, BaiHLEF— (PSK) ZEA L &= Wireless Protected Access ( WPA ) &
KT WPA2 DEARBICDOVWTRHEAL X,

B FRHF

EH

RKOERICETDHBAN BB N HRENET,

. Cisco |OS®‘J7 ROJIF7OGUI EEEIANRZA2 A2Z—TITA4A(CLI)
. PSK. WPA., & LT WPA2 D4

ERATIIAR—FT B

CHORFIXNDERIE, CiscolOSY T RIITT UIJ—2R 15.2JB 2E1T9 % Cisco Aironet
1260 PO E2ARA N (AP) ICESIKENTY,

CORFIXVNORHRE. HEDFARRELCHAZTNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REDREASBELTVERT
o WRODRY RD—UNEBRBHTHIBHEICEF. ENOLXSBOANVRIEDVTE, TOEEN
BEEIDODVTHRIERL THBENfBYUET,



RE

GUI LK BDRRRE

RDOFEF, CiscolOS YT RIITT GUI TPSK ZEALTWPABLY WPA2 ZRET S5
EEHRALTVET,

1. Service Set Identifier ( SSID ) AICEZEE TV VLAN ® Encryption Manager 2t Y N7
Y 7LUE T, [Security] > [Encryption Manager] \c#E L. [Cipher] "EMICZ>TWD &
EHEL. MWHO SSID ICEATBEESLE LT [AES CCMP + TKIP] ZZIRL £ 7,

T

2 ATY 71 TEBLVLERSHUNSX—2ZFEAL T, ELWVWVLAN ZBMICLET,
[Security] > [SSID Manager] B8 L. [Current SSID Lis] *5 SSID Z&RLET, DA
TV 7k, WPA & WPA2 DERETHETTT,

3. SSID R—T T, [Key Management] Z [Mandatory] ICEXE L. [Enable WPA] FIT Y J7RY
DABAVICLET. ROYTHIY URARDS [WPA] ZZBIRL., WPA ZBRICLET,
WPA OERIHEF—ZADLET,



e ettt Fap iy M

Py Bt Wi w = ¥ [eadiarifa  wia ) -

W 158 bl sy

4. ROYZTHYY UARHS [WPA2] &38R . WPA2 #EXICLET,

[T IS T S A T S

LA LR Wadilury & =] Cll BT SR TR

AR e b Bey Je— - | #a AR

CLI IC&BDRTE

p: 3

SNt IAVTHEAETNZD AT ROFMICOWVWTIE., Command Lookup Tool ( B
—HERA)EFALTLSEZL,

TIORNTYNAVER=TUR Y= (BEI—HYER) . $ED show IV RZHR
—RMLUTVWET, show IX ROE IO HZRTT S IZIE. Output Interpreter Tool Z

ALERT,

ChiE CLIRTITSRELREALUTY,

sh run

Bui | di ng configuration...Current configuration

|

! Last configuration change at 04:40:45 UTC Thu Mar 11 1993
version 15.2

no service pad

service tinestanps debug datetine nsec

service tinmestanps |og datetine nmsec

servi ce password-encryption

|

host nane ish_1262_1 st
!

5284 bytes

!

logging rate-limt console 9
enabl e secret 5 $1$I ykv$it UkNYeB6onkK41S18l ThQL
!

no aaa new node

ip cef

i p domai n nane ci sco.com

!

!

!

dot 11 sysl og

!

dot 11 ssid wpa

vlan 6

aut henti cati on open

aut henti cati on key-managenent wpa
nbssi d guest - nbde


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

wpa- psk ascii 7 060506324F41584B56

!

dot 11 ssid wpa2

vlian 7

aut henti cati on open

aut henti cati on key-managenment wpa version 2
wpa- psk ascii 7 110A1016141D5A5E57

!

bridge irb

!

!

!

i nterface Dot 11Radi 00

no i p address

no i p route-cache

!

encryption vlan 6 node ciphers aes-ccmtkip
!

encryption vlan 7 node ciphers aes-ccmtkip
|

ssid wpa

!

ssid wpa2

!

antenna gain O

nbssi d

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

!

i nterface Dot 11Radi 00. 6

encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 subscriber-1oop-contro
bri dge-group 6 spanni ng-di sabl ed

bri dge-group 6 bl ock-unknown-source
no bridge-group 6 source-Iearning

no bridge-group 6 unicast-flooding

!

i nterface Dot 11Radi 00.7

encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 subscriber-1oop-contro
bri dge-group 7 spanning-di sabl ed

bri dge-group 7 bl ock-unknown-source
no bridge-group 7 source-Iearning

no bridge-group 7 unicast-flooding

!

interface Dot 11Radi ol

no i p address

no i p route-cache

!

encryption vlan 6 node ciphers aes-ccmtkip
!

encryption vlan 7 node ciphers aes-ccmtkip
|

ssid wpa

!



ssid wpa2

1

antenna gain O

no dfs band bl ock

nbssi d

channel dfs

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 spanni ng-di sabl ed
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning
no bridge-group 1 unicast-flooding
1

interface Dot 11Radi 0l1. 6
encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 subscriber-1oop-contro
bri dge-group 6 spanni ng-di sabl ed
bri dge-group 6 bl ock-unknown-source
no bridge-group 6 source-Iearning
no bridge-group 6 unicast-flooding
1

interface Dot 11Radi 0l.7
encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 subscriber-1oop-contro
bri dge-group 7 spanning-di sabl ed
bri dge-group 7 bl ock-unknown-source
no bridge-group 7 source-Iearning
no bridge-group 7 unicast-flooding
1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

no keepalive

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

no bridge-group 1 source-Iearning

1

interface G gabitEthernet0.6
encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 spanni ng-di sabl ed

no bridge-group 6 source-Iearning

1

interface G gabitEthernet0.7
encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 spanni ng-di sabl ed

no bridge-group 7 source-Iearning

1

interface BVI1

i p address 10.105.132. 172 255. 255. 255. 128
no i p route-cache

1

ip forward-protocol nd

ip http server



ip http secure-server

TR

RENBEYICEEL TVD & EHERRT S ICIE, [Association] ICBEIL, V547> M EHEE
hTW\WBez®BRELET,

gt Cofiguames B wagie  Eetaid

e ARE A w apene b weah | dpey, § e, W edearies

RD syslog XY =TT, CLITOUVSA T NBERITEBERTEE T,

*Mar 11 05:39:11.962: %O0T11-6- ASSCC. Interface Dot 11Radi 00, Station
ish 1262 1 st 2477.0334.0c40 Associ ated KEY_MGMIT WPAv2 PSK]

NZ7L>1—b

3 :debug X REFEATDHIKC, "TNYYT OAXVROEFELER, 25BLTILKE
=L,

ERICEIZBEORNS TN A —T 12T ZTS5ICE, XD debug AN REFALET,

- debug dot11 aaa manager keys : pairwise transient key ( PTK ) & group transient
key (GTK) XX I—NFBDEEICAPEVTSAFTUNETRETD/N\RIIAVER
ALET,

. debug dot11 aaa authenticator state-machine : 754 7> M FBEMN (T ERIAZRT T
CEBBLTVWKXOSI—2a e T EEREERTLET, REBRK., ThThoR
EBERLET,

- debug dot11 aaa authenticator process : R IT— a3V REOBEFCHIIBMEZZH T
2BE. CDdebug IVY RBEFELCHMTY. COOVY RICK 2> TRRE NIFBER
CE, RAZI—2320FNTRORANFEBLENEE, ES—FFBEBELEABN KRR
ENET, O debug IV RiE, debug radius authentication AN REGFATICEE
TEET,

- debug dot11 station connection failure : —® debug AX > Rk, 954 F > MFEHRICKK
LTVWRAESHZHBILEY, RELEEROREZRELEY THEECFEHATTY,


/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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