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AT Y 72:[Certification Authority], [Network Device Enroliment Service], # & TF[Online
Responder| DEEENF BIREhTVWBH L EMEBL. [Next]ZBIRLET,



e Add Roles and Features Wizard |;|E-

DESTINATION SERVER

Select server roles Chuu-Wint2.chu-domainocal
Refore You Reain Select one or more roles to install on the selected server,
Before You Begir
nstallation Type Roles Description
. : ) ) . ) - Windows Server Essentials Experience sets
4 [m] Active Directory Certificate Services (1 of & installed) i 2
up the IT infrastructure and provides
| Lertification Authonty (installed powerful functions such as PC backups that
¥ Certificate Enrollment Policy Web Service helps protect data, and Remote Web

Access that helps access business

| Certificate Enroliment Web Service ) . .
information from virtually anywhere.

Certification Authority Web Enrollment

v

v

[v| Metwork Device Enrollment Service
[+ Online Responder

| Active Directory Federation Services
| Active Directory Lightweight Directory Services
Active Directory Rights Management Services

Application Server
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] DESTINATIOM SERVER
SE‘ rvice ACCOU l“lt fC}i“ N D E S Chuu-Win12.chuu-domain.local
Credentials Specify the service account
Role Services

Service Account for NDES Select the identity the Network Device Enrollment Service (NDES) will use.

RA Information O] Specify service account (recommended)
The account must be a member of the domain and must be added to the local IS_IUSRS group.

CHUU-DOMAIN\Administrator

) Use the built-in application pool identity

More about Service Account for NDES

ATYTT  ROBEET[Next]Z&RL, 1 VAN —IRBZKRTLET, 1 AM—ILE,
SCEP URLIEEENOWeb7 I H THEATE EF, URL http://<server
ip>/certsrvimscep/mscep.diliCBE L, Y—EANFFAAETHD EZRERBLET,
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Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

@ Network Device Enrollment Serv. X -+

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .

SCEP B®F v L >2 NAD— ROEBEHOEIL

T 7 # )L N Tk, Windows Serverld B F ¥ L > /NNAD—RZ#EHL T, Microsoft
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ATYT1: LPANVIFAY RNTF—L%ERAE, [AZ—NXZ1—7H S[Regedit| 2K L =
£

AF ¥ 72:[Computer] > [HKEY_LOCAL_MACHINE] > [SOFTWARE] > [Microsoft] >
[Cryptography] > [MSCEP] > [EnforcePassword]ic BB L &9

AT Y 7' 3:EnforcePassword DEZOICEZEEL £ T, T TICONERIE. TOEFEELET,




o Registry Editor — o [

File Edit View Favorites Help
MSCEP “~ || Name Type Data
- CAType ab](Default) REG 57 (value not set)

- CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0)
=1 EnforcePassword

: PasswordVDir
b UseSinglePassword
QD
Protect
Providers
Services
Userlnterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< 11} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

n

AT 7L—BMELZANY ORBRE

AAECZTOEEF -, CAY—/NAOTTUT—232 RIS —ICL2TERENDELDE
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R —HFWLCH RVAPIEHAEICHREET N TVWR L 2B ITHICE., BYBARETTL—
REERL. THhENDESLZARNUICYYE T LERT,

AT Y 7'1:[Start] > [Administrative Tools] > [Certification Authority]ic BB L £ 9

ATY T2:CAServer7 # LAY 1) —%EB L. [Certificate Templates] 7 # L ZX & HVJYIL T
[Manage] Z:ZIRLE T,

ATY73: A—H¥—fHET L —bEHEIVYOILT, OAVTFAKMXZ1—T[Duplicate
Template] 2 ZIRL £ 7,

ATY TA[Genera| R 7 ICBEL. TO7L—MNREBFVMHBZXECSUTEEL, TO/O
F72AVEINTHATORFRICLET,

AR BWHEZEETRHEE, AAKEO)L—NMIAEOEMBEI) KE<BZVI L
EHABLTLSEZL,




=

[ Publish cerficate in Active Directory

| | Do not automatically reenroll § a duplicate cedificate exists in Active
Directory

ATYTE THTOIORNE, 27 CBBLT, "ERAOHRIE) FBREATVWS L EHER
LET, AIAENEZEZNBIZLHICEBENARNIVERVWCEZRIRY TT Y THRR
Thizs, [OKZERLET,



Compatibility | General | Request Handling | Cryptography | Key Attestation
Superseded Templates Bxensions | Security
Subject Name Server lssuance Requirements

(®) Supply in the request

r—1 Use subject information from exdsting certificates for autoenrollment
= renewal requests )

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplfy cerificate administration.

AT Y 76:[Extensions] 2 7 ICBE L. [Application Policies] 77> 3> %8R L. [Edit.]R2> %
BIRL E£7, [Application Policies] 7 1> ROV SA T RN RRENRTVD CEERERL
£9, ThUADBEE, [Add] Z#IRL TEMLFT,

Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Altestation
Subject Name Server | Issuance Requirements
Superseded Templates Extensions Security

To modify an exdension, select it, and then click Edit.

-~

AT Y 7'T[Security] R 7 ICBE L, Windows ServerCSCEPY—ERZEXMICTD AT Y T6TE
BLEY—EATHINCTOZ7L—NO7)O2 MO ERF &3 & ERREL T,
[Apply]l. [OKIZBIRL FF,



Compatibilty | General
Subject Name

Group or user names:

Fl o —
HWMMJ
82, Domain Users (CHUU-DOMAIN\Domain Users)

H2, Enterprise Admins (CHUU-DOMAIN\Entemrise Admins)

-3
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[« &) &) [Wfs]

AT Y 7'8:[Certification Authority] 7 1 > RJIZER V). [Certificate Templates] 7 # LA &ZH 1) v
2 L. [New] > [Certificate Template to Issue]ZiRIR L £ ¥,

ATYTOHICERL IR ETF L — R Z2BIRLET, COPITIE, 9800-LSCTT, KIZ,
[OK|ZZIRLET,

F:HUKERULEIBAET 7L —KNE, IXTOY—NTERITIVEN HB0H, &
BOH—NNEBRATUANCIERRITDICEBEANI DL ZDBEN BYET,



Select one Centificate Template to enable on this Cedification

Mote: F a cedificate

Authorty .
that was recently created doss not appear on this kst, you may need to wai unti

information about this template has been replicated to all domain controllers.
Al of the cerificate lemplates in the organization may not be available to your CA
Certificate Template Concepts,

For more information, see

File Action View Help
o 7 = H

i Certification Authority (Local)
4 g CHUU-WINIZ-CA
) Revoked Centificates
1 Bsued Certificates
] Pending Requests
) Failed Regquests
| Contfiate Ternplates

Intendsd Purposs

Chent Authentscation, Secure Email, En...

%MHHM

2 Exchange Enralirment Agent (Offline r...

2 IPSec (Offline request)

2 CEP Encryption

3 Diwectory Email Replication

3 Domain Controller Authentication
3 Kerberos Authentication

3 EFS Recovery Agent

3 Basic £FS

& Dornain Controller

3 Wiet Server

Z Computer

2 User

2 Subgedinate Cenification Autharity
3 Administrator

Chent Authentscstion

Cemtificate Request Agent

I security IKE intermediate

Cerificate Request Agent

Directony Service Emasl Replication

File Recovery

Encrypting File System

Chent futhentscstion, Server Suthentic...
Server Authentication

Chent Authenticstion, Server Authentic...
Emcrypling File Syttern, Secure Email, CI...
o Al

Microsoft Tnust List Sagning, Engrypting...

ATY710: LYAKNY

—3 I 7 14 X(Registry Editor)V 4 > RJICEV)

[Computer] >




[HKEY_LOCAL_MACHINE] > [SOFTWARE] > [Microsoft] > [Cryptography] > [MSCEP](CBEIL &
LK

AT Y 711: EncryptionTemplate, GeneralPurposeTemplate, # & U'SignatureTemplatel 2 A ~
DEmEL T, MILERENEIRET T L—MEEELET,

File Edit View Favorites Help
). CertificateTemplateCa ~ Type Data
L. Defaults REG_SZ (value not set)
414 MSCEP b EncryptionTempl.. REG_SZ 9800-LSC
. 2;STMMM 20 GeneralPurposeT... REG_SZ 9800-LSC
ab|SignatureTempla.. REG_SZ Q800-L5C

.

bk
| EnforcePassword
| PasswordVDir
| UseSinglePasswo
. OID
. Protect
Providers
. Senvices
. Userinterface
l:
Datadccess
DevDiv
Device Association Frame
Dirg
DFs
DHCPMibAgent
DirectDraw
_ Directinput o
< | n » <| m

Computer\HKEY_LOCAL_MACHINEVSOFTWARE \MicrosoftyCryplograp

4
b
4
P

AT Y T12:.NDESH—/V%& U 7 — K L. [Certification Authority] 7 1 > ROICRY, H—N\NE%&
RU . [Stop and Play]’R X > ZERICEIRLET,

o n o= H|rw

! . o tipan O ul-ll D'l.'.ll} Flamie
.ﬂ CHUL-WINN2-CA | | Reveked Certilic ateg
Fevoked L ermicales T lssised Certificates
| Istued Carificates _ Pending Requests
_:I F"ﬁ_rﬂmn Requests | Failed Regquests
. Failed Requests | Centificate Templates
0 Cestificate Termplates

98007 /Y1 AD M ZAMRA > D DRE



O O—Z, APA 7O a”Z>Jdchics, APERIATBZIEHICNTARNRSA 2V NEE
RIDVENFHYVET, NTARKRAUBNIE, ABUCAH—/Y ( 2 DOHITIEMicrosoft CA) A5
EBLULECAL—REERAEE EEIZ, 98007 /N1 AFEAENEENE T, FAEZRNTARMRA
YNIZAVARN=ILTBIZE, Y72 IO RNEBRHEThICEER TS NERSABORTHFEEN
TVRRBENHYET, BERF. Web/ U EZ—TIAAFXLEREION RTA 2 FERAL TEITE
nE9,

AT ¥ 71:[Configuration] > [Security] > [PKI Management]ic# %) L . [RSA Keypair Generation] &
TJ7EBRUET, [+ AddREZVEBRLET,

ATY T2 F—RTICEERTSNEFIRILZERL. [T AR— KA BE(Exportable)]F T v
RYDANFBIRENTVDR L ZBFELET,

rity = »  PEl Management

RSA Keypair Generation

Key Label Key Exportable eroise RSA Ke
TP -saff-signed- 1997 188793 No m Key Label® AP-LSC
2048

haincest M B Zorcise

TP -salf-sigr 1997188 |~'t:\-E~::::'I::::!L-' ‘
copevd_SwoLiseacy K — o

CISCO_IDEVID_SUD Mo | & Zoroiso |

SLA-KeyPair e

SLA=KeayPair2 Yas B Zeroisa

AT Y T1E2DCLIFRE. COREHI T, FRIAP-LSCEED 1T AYH A X2048E Y N THF—
RT7FERENET,

9800- L(confi g) #crypto key generate rsa exportable general-keys modulus

The name for the keys will be: AP-LSC

% The key nodul us size is 2048 bits
% Cenerating 2048 bit RSA keys, keys will be exportable...
[OK] (el apsed tinme was 1 seconds)

ATYTIRALUEIZ VAT, [NFARNRAUNEZTEZBRL, [+ AddRZZRBIRLET,
ATYTARNTSARNKRA Y NOFMICTINA AEHRZ AL, [Apply to Device] 2 BIRLE T,

. [Label] 74 =)L RIE., RZARMRSA U NCEENFTSNIERBTTY

- BRURLOBASIE. "Windows ServerTSCEPH—ERZEBMICT S, I3V DOATY
7TTEHLUZURLEFEAL &9

- [Authenticate] F T Y VRY VAZFICL, CARIBAEZAX VD O—RLET

RXAVRI7 AL RE, GEAEERORBEERMHE L TERHEENET



. [Key Generated] F I Y ORY VARZEAVICTRE, ROAVIAIIXZ1—HNRREHh, A
TYT2TERENEF—RTHFBIREIET

- [Enroll Trustpoint] F T Y VRY DARABAIZTDE, 2DONAT—RT71—=)L RFRREHN
£ NATD—RZAHDLET, chlik, FNA AAEECAIRAECIAIAEZTF—ZF 1 —
VIR EHILERAEhET

B 98000 FO—FWRLSCAVARN—ILDOZEHY—NFI—2%HR—KLTVAEW

2O, L—HhCAR., OV NO—FEAPHSOIARAEERICBZE TSI —NCATHILE
NHYNET,

Add Trustpoint x

Label* 9800-L5SC Enroliment LIRL :ertsrv/mscep/mscep.dil
Authenticate ol
Subject Name
Country Code M State COMX
Location Juarez Organisation Wirgless TAC
Domain Mame chuu-domain.local Email Address jesuherr@cisco.com
Key Generated -
Available RSA AP-LSC -
Keypairs
Enrall Trustpodint o
Password (I ITT ]
Re-Enter Password [TT1IT111]
| O cance

= Apply to Device

ATY T3EANDCLIERE :
X : subject-nameiRETIE., LDAPBXT7 4+ —X Y NTDUEBENHYWET, 74—V
RUBEWES, ORNO—FTRITANShETEE A,

9800- L(confi g) #crypto pki trustpoint

9800- L(ca-trustpoi nt) #enrollment url http://



9800- L(ca-trust poi nt)#subject-name C=

9800- L(ca-trust poi nt) #rsakeypair

9800- L(ca-trust poi nt) #revocation-check none
9800- L(ca-trustpoi nt) #exit
9800- L(confi g) #crypto pki authenticate

Certificate has the follow ng attributes:
Fi ngerprint MD5: E630EAE6 FBB824658 690EBOF5 638D7224
Fi ngerprint SHAl: 97070ACD CADO3D5D 0ClA6085 19992E0D 6B8C4D38B

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

9800- L(config)#crypto pki enroll <trustpoint name>
%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nake a note of it.

Passwor d:
Re- ent er password:

% The subject nane in the certificate will include: C=MX, ST=CDMX, L=Juarez, O=Wrel ess TAC,
CN=9800- L. chuu- domai n. | ocal / ermai | Addr ess=j esuherr @i sco. com
% The subject nane in the certificate will include: 9800-L.al zaval a. | ocal

% I nclude the router serial number in the subject name? [yes/no]: no

% I nclude an | P address in the subject nane? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose AP-LSC commandwi Il show the fingerprint.

APRBINTA—RLEHREENSFAMRSAY NOER

APEERTIE., UBIICERLENZARNRSA MOFHAZEAL T, O NO—FAMHEERZ
BETRIY—/NOFMERELET. IV NO—JRAAFTEROTOFELTERET LD
O, AABERLCEFTNDIHTOIVRONTIA—RZRBIDLENHYET. RER.
WebA 22 —T7 I A AFLGEIN RZAVZEALTETENET,

AT ¥ 71:[Configuration] > [Wireless] > [Access Points]ic#E L, [LSC Provision| X —_1—%2&
BAL XTI,

ATY T2 APEBHEERIC AL E h /=B % [Subject Name Parameters]iZ A L. [Apply] & iZiR
LET,



Subject Name
Parameters

Country

State

City

Organisation

Department

Email Address

ATY T1E2OCLIFKE :

MX

CDMX

Juarez

Cisco TAC
Wireless TAC

jesuherr@cisco.com

9800- L(confi g) #ap lsc-provision subject-name-parameter country

9800 WLCTREMARIAE BV, BEFESBED2XFICHRE AT T IR
BNTA—RBBEICEEIIHENHIET,
FHICOVTE, TEBCSCv0729992 ML TKEEWSRELT

ATY73 BAUXZ1—AT, ROVIFTHIVVARDSUBICERLIENTARRSA Y N & #
RU. APIIADREITER (MICZBECXRAIZHOMARTAREZERLET ) ZFEEL. iLH
EX—HAXERELET. RIC, [Apply] 2V VY I LET,

Status

Trustpaint Mamses

Mumber of Join Atempts

Key Size

Add AP= to LSC Prowision
List

AT Y 73DCLIFE

Subject Name B apphy

Parameters

Country W

Stater CDREX
City JuBrer
Cirganisation CEoo TAC


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo72999

9800- L(confi g)#ap lsc-provision join-attempt
9800- L(confi g)#ap lsc-provision trustpoint

9800- L(confi g)#ap lsc-provision key-size

ATYT4: (F723> ) MO—FICMALTVBIXNTOAPELEIFEMACT RL AU ARNIC
EETCNTULVAREDAPICHL T, APLSCYOEa—_> Y& NJAH—TEFET, AUXZ2
—T., TFARNT A4 =)L RIZAPA —H XY RMACT RL AZ&XxXxXXXXXXXXXXDFERTADL,
+ie5ZE VUV IOLET, £hEF, APOMACTRLARZECcsVvZ 74 I 2Ty 7O—RL, 7
TAILEBRLTAS[Z77A4IINOT Y 7O—R1ZRBIRLET,

ZA:J2bO-F&. CSVZ7AIAT, ZMLTVWBAPURA KA SEEE NhBELVMACT
RLAZRAFYTLET,

Add APs to LSC Provision
List

& Select File

@
AP MAC Address Q MAC/Sear | ==
APs in Provision List : 1
2861, 7fcf.53ac ||
s »

AT Y T4DOCLIFERE :



9800- L(confi g) #ap lsc-provision mac-address

ATYT7 5: [Status]ZRIILOWED RO Y 7A 7> XZ 1—7# S[Enabled]& 7= & [Provision List] &
i#IR L T. [Apply to Trigger AP LSC enrollement]2 2 U Y 2 L £,

X AP, SFAEER, AU O—R, BLEFA VAN —ILEZBEBLET, SIAENF TS
WCAVAR=)EandE&, APREUT—KL, HILLVIEAEEFEAL TMAZTOERAZHA
LET,

EN:7OEDa>UARNEEEICERBOI NO—F%2FEHL TAPLSCZOED
ATV RTSEEEF. AAEN O a0 hiEsAPTI M) ZHIBRLEWTL
EEW, chzTV, APAMICIC7 #—I)LNY O LTREIUEBEs O NO—ZICMAT
&, LSCEIHEN BHEENE T,

W LSC Provision

" |
l Ciat Enabie v Cubject Name

Parmamaters

AT Y 7T5NOCLIFRE :

9800- L(confi g) #ap 1lsc-provision

I'n Non- WLANCC npde APs will be provisioning with RSA certificates with specified key-size
configuration. In W.ANCC node APs will be provisioning with EC certificates with a 384 bit key
by-default or 256 bit key if configured.

Are you sure you want to continue? (y/n): y If specific AP list provisioning is preferred then
use: 9800-L(config)#ap lsc-provision provision-list

AT Y 7°6:[Configuration] > [Interface] > [Wireless]icBEBIL T, BB X —T7 I/ AZERL &
o [NTFARNKRAUNT A=) RT, ROAVFEIUAXZ1—DSHLWNFTARNKRA D NZE
RL. [Update & Apply to Device] 82U Y VL £,

ERE LSCHEMT, 9800 WLCH KT ARKRAS Y RAMICEZIEXSSCESRHBLTWVWSHEE
. APREBEENLEHOMAORTICKHL TLSCADOMAZEITLET ., ZFARTEHRICE
I5E, APIEMICIC7 #—=)LINY O LTBESMLERITN, LSCZTOEEZSa_ > JIFENM
CBE2TWVWB S, APEFILVWLSCZERLET, chilcky), CAH=NBUAPICKL
TEICEHEIZERZ L. APHjoin-request-reboot)L—FICBED EVWSIIL—THRLELET

o

X LSCAIHEZFRITDLSICEERNTSARNKRA U M EFEND E, HILVAPK
MICEFERLTO N NO—ZICSmMTEREL<AEYET, BE, O3 ZT971420RD
ZERKHAR—NEBHYYEEA,. FILVWAPEAAN—ITEIXEN HDEERE. EENS
ARRAY NADAPERIUCAICK 2> TEBRENAELSCEERIC7OED3a - JLTHL
VENHV)ET,



Edit Management Interface x

Interface Vian2622 -
Trustpoint AP-LSC %
MNAT Status |. DISABLED
2 Cancel r+1 Update & Apply to Device

AT Y T6MCLIFRE :

9800- L(confi g) #wireless management trustpoint

R
> bO-SHERROA > A ~—)LORE

9800 WLC R ZARKRA Y NMILSCEHmA ® B &L 2R T 528 (Z. show crypto pki
certificates verbose <trustpoint name><Y > RERFTLE T, 2O OFHEN. LSCOT7OED 3
O EEBOEDICERENIERSARNRSA U MCBEERFFSNET, cOfiTRE. RSAK



RA > MBI "Tmicrosoft-cay TY (BEETAHAEFARRENET ),

9800- L#show crypto pki certificates verbose microsoft-ca
Certificate
Status: Available
Version: 3
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CHUU- W N12- CA
dc=chuu- donai n
dc=l oca
Subj ect :
Name: 9800-L. al zaval a. | ocal
cn=9800-L.chuu-domain.local/emailAddress=jesuherr@cisco.com
o=Wreless TAC
| =Juar ez
st =CDWVX
c=MX
host nane=9800- L. al zaval a. | oca
CRL Distribution Points:
| dap: / /1 CN=CHUU- W N12- CA, CN=Chuu-
W nl12, CN=CDP, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Coi nt
Validity Date
start date: 04:25:59 Central May 11 2020
end date: 04:25:59 Central May 11 2022 Subject Key Info: Public Key Al gorithm rsaEncryption RSA
Public Key: (2048 bit) Signature Al gorithm SHA256 with RSA Encryption [...] Authority Info
Access: CA | SSUERS: | dap:/// CN=CHUU- W N12-
CA, CN=AI A, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Conf i gur ati on, DC=chuu-
domai n, DC=l ocal ?cACertifi cat e?base?obj ect 0 ass=certificati onAuthority [...] CA Certificate
Status: Available
Version: 3
Certificate Serial Nunmber (hex): 37268ED56080CB974EF3806CCACC77EC
Certificate Usage: Signature
| ssuer:
cn=CHUU-WIN12-CA
dc=chuu- donai n
dc=l oca
Subj ect :
cn=CHUU- W N12- CA
dc=chuu- donai n
dc=l oca
Validity Date:
start date: 05:58:01 Central May 10 2019
end date: 06:08:01 Central May 10 2024 Subject Key Info: Public Key Al gorithm rsaEncryption RSA
Public Key: (2048 bit) Signature Al gorithm SHA256 with RSA Encryption

9800 WLC LSCRE N R

DAVLABENZANRSA NIBET2FMZHEFET 321, show wireless management
trustpoint V¥ > REZEFTLT, ELVKRFARMRASA N (LSCOFHZEL N TARKRA N,
ZOBITIEAP-LSC ) AEAFRTH Y. [Available:

9800- L#show wireless management trustpoint

Trustpoint Name : AP-LSC

Certificate Info : Available

Certificate Type : LSC

Certificate Hash : 9e5623adba5307f acf 778e6ea2f 5082877eadbeb
Private key Info : Available

APLSC7EI|:/EI_/'7E§'ZELE§?%>.=¥%H’E Z7OoE>a>yURRNIEMENIZAPOURANE



EEICHERT B ICIE. show ap Isc-provision summary AN > RZRTLFET, ELLV7OED I
—VTRENRRENATVAD CEZERELET,

9800- L#show ap lsc-provision summary

AP LSC-provisioning : Enabled for all APs
Trustpoint used for LSC-provisioning : AP-LSC
LSC Revert Count in AP reboots : 10

AP LSC Parameters :
Country : MX

State : CDWX

Cty : Juarez

Ogn : Csco TAC

Dept : Wreless TAC

Email : josuvill @isco.com
Key Size : 2048

EC Key Size : 384 bit

AP LSC-provision List
Total nunber of APs in provision list: 2

Mac Addresses :
XXXX. XXXX. XXXX
XXXX. XXXX. XXXX

FORARAY NEARD A > A N—)LO#EFR

APIZA 2V AR=)LENTVSIAEEEIE T SICIE, AP CLIN Sshowcrypto 1N > RERTL
. CAL—REIAEBETFNA AGLAEOMAN FETAD L ZHWALET (HAHICEEETET—
BEGHFRRENET ),

AP3802#show crypto

------------------------------------------------------------------------------ LSC: Enabled

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
73: 00: 00: 00: Ob: 9e: c4: 2e: 6¢: el: 54: 84: 96: 00: 00: 00: 00: 00: Ob
Si gnature Al gorithm sha256WthRSAEncryption
I ssuer: DC=l ocal, DC=chuu-domai n, CN=CHUU- W N12- CA
Validity
Not Before: May 13 01:22:13 2020 GVI
Not After : May 13 01:22:13 2022 GVI
Subject: C=MX, ST=CDMX, L=Juarez, O=Cisco TAC, CN=ap3g3-
286F7FCF53AC/emailAddress=josuvill@cisco.com
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
Publ i c- Key: (2048 bit)

----------------------------- Root Certificate -------------------------------
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
32:61:fb: 93: a8: 0a: 4a: 97: 42: 5h: 5e: 32: 28: 29: 0d: 32



Signature Al gorithm sha256W t hRSAEncryption

| ssuer: DC=l ocal, DC=chuu-domai n, CN=CHUU- W N12- CA
Validity

Not Before: May 10 05:58:01 2019 GVI

Not After : May 10 05:58:01 2024 GMI
Subject: DC=local, DC=chuu-domain, CN=CHUU-WIN12-CA
Subj ect Public Key Info:

Public Key Al gorithm rsaEncryption

Publ i c- Key: (2048 bit)

ALY FR—NdotIxFRAADLSCHERAE N TVBIEE., APASRKR—RNERIENFEMICEZ 2TV
BDHESHEEIBTEET,

AP3802#show ap authentication status
AP dot1x feature is disabled.

¥ : APOR—BNdotIxZBMICTDICIE, APTO77AIINEERFIAI—EZFERL APR
EBET, APOdotIXILF oIV ) Z2EETHAHVEN HYET,

ST 1—hb
— B9 75 PO

1. 727 L= —=NLPARNIICELLKIYE D TENTUVWEREWVES, £EEH—=/NECN
AT—ROF¥LUDHBERZESE. 9800 WLCE = IFAPDIIAZEERFIIERTETNET,

2.UISHOTF 7 A ) "4 RHFEMICE 2> TVEEHEES, SCEPH—ERAEEMICH>TVD D,
RSARKRA NTEZENLURLICESETE T, 9800 WLCIHEIBAEERZXELEEA

3. H—/N&9800 WLCH B THRZNBEHE ATV EVEES., BRAOZYUUF IV INKKTS
=Y, SIS AI AN —ILehERA,

debug®B & ¥logAV > K

98000 NO—ZRIABOBRE NS TN 1—T 12 JF2ICRF. ROOAY REFEALET

o

9800- L#debug crypto pki transactions
9800- L#debug crypto pki validation
9800- L#debug crypto pki scep

APEBEO KNS 1—FT 4V JEERICE, ROOXYY REFEALET,

AP3802#debug capwap client payload
AP3802#debug capwap client events

APONY RZ AN 5., showloggingld. APIZEEFAED A AN —ILICEAEN H>hESHL =
ERLU, SEABNAM VAN =IlEenBh > BHOFEMERRLET,

[...]

Mar 19 19:39:13 kernel: *03/19/2020 19: 39: 13. 3429] AP has joined controller 9800-L Mar 19
19: 39: 13 kernel: 03/19/2020 19:39:13.3500] SELinux: initialized (dev ntd_inodefs, type

nt d_i nodefs), not configured for |abeling Mar 19 19:39:13 kernel: *03/19/2020 19: 39: 13. 5982]



Generating a RSA private key Mar 19 19:39: 14 kernel: *03/19/2020 19: 39: 13. 5989]

....................... Mar 19 19:39: 15 kernel: *03/19/2020 19:39: 14.4179] .. Mar 19 19:39:15
kernel : *03/19/2020 19:39:15.2952] writing new private key to '/tnp/lsc/priv_key' MNar 19
19: 39: 15 kernel : *03/19/2020 19:39:15.2955] ----- Mar 19 19:39: 15 kernel: *03/19/2020

19: 39: 15.5421] cen_validate |sc: Verification failed for certificate: Mar 19 19:39: 15 kernel:
*03/19/ 2020 19: 39: 15. 5421] countryName = MX Mar 19 19: 39: 15 kernel: *03/19/2020 19: 39: 15. 5421]
stat eOr Provi nceName = CDMX Mar 19 19: 39: 15 kernel: *03/19/2020 19: 39: 15.5421] localityNane =
Juarez Mar 19 19:39:15 kernel: *03/19/2020 19: 39: 15. 5421] organi zati onNane = ci sco-tac Mar 19
19: 39: 15 kernel: *03/19/2020 19: 39: 15. 5421] conmonNanme = ap3g3- Mar 19 19: 39: 15 kernel :

*03/19/ 2020 19: 39:15.5421] enmil Address = jesuherr @i sco.com Mar 19 19:39: 15 kernel: *03/19/ 2020
19: 39: 15.5427] LSC certificates/key failed validation! Mar 19 19:39: 15 kernel: *03/19/2020

19: 39: 15. 5427]

B&R ORI

chid, AV MO-ZETNICRETIAPOMADERANKIIL LBED, AIROT/NY T DH
ATY,

9800 WLCADCAIL— NEAZED A 2 R—b

[...]

Certificate has the following attributes: Fingerprint MD5: E630EAE6 FB824658 690EBOF5 638D7224
Fi ngerprint SHAl: 97070ACD CADO3D5D OClA6085 19992EOD 6B8C4AD8B % Do you accept this certificate?
[yes/ no]: yes CRYPTO PKI_SCEP: dient sending Get CACert request CRYPTO PKl: Sending CA
Certificate Request: GET /certsrv/nscep/ nscep.dl|/pkiclient.exe?operation=CGet CACert &ressage=AP-
LSC HTTP/ 1.0 User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8
CRYPTO_PKI : | ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: http connection opened
CRYPTO_PKI : Sendi ng HTTP nessage CRYPTO PKI: Reply HTTP header: HTTP/ 1.0 User-Agent: Mdzilla/4.0
(compatible; MBIE 5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC,
refcount is O CRYPTO PKI: | ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKl: Header |ength
received: 192 CRYPTO PKlI: parse content-length header. return code: (0) and content-length :
(3638) CRYPTO_PKI: Conplete data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O
CRYPTO _PKI: Reply HTTP header: HTTP/ 1.1 200 OK Content-Type: application/x-x509-ca-ra-cert
Server: Mcrosoft-11S/8.5 X-Powered-By: ASP.NET Date: Tue, 19 May 2020 21:47:34 GMI' Connecti on:
cl ose Content-Length: 3638 Content-Type indicates we have received CA and RA certificates.
CRYPTO_PKI _SCEP: Cient received CA and RA certificate

CRYPTO _PKI : crypto_process_ca_ra_cert(trustpoi nt =AP-LSC) The PKCS #7 nessage contains 3
certificates. CRYPTO PKI:crypto_pkcs7_extract_ca_cert found cert CRYPTO PKI: Bypassi ng SCEP
capabilities request 0 CRYPTO PKI: transacti on CRYPTO REQ CA CERT conpl eted CRYPTO PKI: CA
certificate received. CRYPTO PKI: CA certificate received. CRYPTO PKI:

crypto_pki _get_cert_record_by cert() CRYPTO PKI: crypto_pki _authenticate_tp_cert() CRYPTO_PKI:
trustpoint AP-LSC authentication status = 0 Trustpoint CA certificate accepted.

9800 WLCT* /N1 AR :

[...]

CRYPTO_PKI : using private key AP-LSC for enroll ment CRYPTO PKI_SCEP: Cdient sending Get CACert
request CRYPTO PKI: Sending CA Certificate Request: GET

/certsrv/mscep/ mscep. dl |/ pkiclient.exe?operati on=Cet CACert &ressage=AP-LSC HTTP/ 1. 0 User - Agent:
Mozillal/4.0 (compatible; MSIE 5.0; G sco PKI) Host: 172.16.80.8 CRYPTO PKI: | ocked trustpoint
AP-LSC, refcount is 1 CRYPTO PKI: http connection opened CRYPTO PKI: Sending HTTP nmessage
CRYPTO PKI: Reply HITP header: HITP/ 1.0 User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; Gisco
PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O CRYPTO PKI: | ocked
trustpoint AP-LSC, refcount is 1 CRYPTO PKI: Header |ength received: 192 CRYPTO PKlI: parse
content-length header. return code: (0) and content-length : (3638) CRYPTO PKI: Conpl ete data
arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O CRYPTO PKI: Reply HTTP header:
HTTP/ 1.1 200 OK Content-Type: application/x-x509-ca-ra-cert Server: Mcrosoft-11S/8.5 X-Powered-
By: ASP. NET Date: Tue, 19 May 2020 21:48:33 GMI' Connection: close Content-Length: 3638 Content-
Type indicates we have received CA and RA certificates. CRYPTO PKI_SCEP: Cient received CA and
RA certificate CRYPTO PKI:crypto_process_ca_ra_cert(trustpoi nt =AP-LSC) The PKCS #7 message
contains 3 certificates. CRYPTO PKI:crypto_pkcs7_insert_ra certs found RA certs



CRYPTO PKI : crypto_pkcs7_insert_ra_certs found RA certs CRYPTO PKI_SCEP: Cdient Sending Get CACaps
request with nsg = CGET /certsrv/mscep/ nscep.dl|/pkiclient.exe?operati on=Get CACaps&nressage=AP-LSC
HTTP/ 1.0 User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; GCisco PKI) Host: 172.16.80.8 CRYPTO PKI:
| ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: http connection opened CRYPTO PKI: Sending
HTTP nmessage CRYPTO PKl: Reply HTTP header: HTTP/ 1.0 User-Agent: Mozilla/4.0 (conpatible; MSIE
5.0; Gisco PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O

CRYPTO PKI : | ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: Header |ength received: 171
CRYPTO PKI: parse content-length header. return code: (0) and content-length : (34) CRYPTO PKI:
Conpl ete data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is 0 CRYPTO PKI: Reply
HTTP header: HTTP/ 1.1 200 OK Content-Type: text/plain Server: Mcrosoft-11S/8.5 X-Powered-By:
ASP. NET Date: Tue, 19 May 2020 21:48:33 GMI Connection: close Content-Length: 34 CRYPTO PKI:
HTTP header content length is 34 bytes CRYPTO PKI _SCEP: Server returned capabilities: 92

CA CAP_RENEWAL CA CAP_S al z_9800(config)#HA 1 CA CAP_SHA 256 CA CAP_SHA 512 CRYPTO PKI:

transacti on CRYPTO REQ CERT conpl eted CRYPTO PKI: status: %Kl -6- CSR_FI NGERPRI NT: CSR

Fi ngerprint MD5 : 9BFBA438303487562E888087168F05D4 CSR Fi ngerprint SHA1L:
58DC7DB84C632A7307631A97A6 ABCF65A3DEFEEF CRYPTO PKI: Certificate Request Fingerprint MD5:
9BFBA438 30348756 2E888087 168F05D4 CRYPTO PKI: Certificate Request Fingerprint SHAl: 58DC7DB8
4C632A73 07631A97 ABGABCF65 A3DEFEEF PKI : PKCS7 to i ssuer cn=CHUU- W N12- CA, dc=chuu-donmi n, dc=I ocal
serial 18 00 00 00 38 DB 68 64 CO 52 CO OF OE 00 00 00 00 00 38 CRYPTO PKI: Deleting cached key
havi ng key id 65 CRYPTO PKI: Attenpting to insert the peer's public key into cache

CRYPTO PKI : Peer's public inserted successfully with key id 66 CRYPTO PKI: Expiring peer's cached
key with key id 66 PKI: Trustpoint AP-LSC has no router cert PKI: Signing pkcs7 with AP-LSC
trustpoint tenmp self-signed cert CRYPTO PKI_SCEP: dient sending PKCSReq CRYPTO PKI: | ocked
trustpoint AP-LSC, refcount is 1 CRYPTO PKI: http connection opened CRYPTO PKI: Sending HTTP
nmessage CRYPTO PKI: Reply HITP header: HTTP/1.0 Host: 172.16.80.8 CRYPTO PKI: unl ocked
trustpoint AP-LSC, refcount is 0 CRYPTO PKI: |ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI:
| ocked trustpoint AP-LSC, refcount is 2 CRYPTO PKI: Header |ength received: 188 CRYPTO PKI:
parse content-length header. return code: (0) and content-length : (2807) CRYPTO PKl: Conplete
data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: received nsg of
2995 bytes CRYPTO PKI: Reply HTTP header: HTTP/ 1.1 200 OK Content-Type: application/x-pki -
nmessage Server: Mcrosoft-11S/8.5 X-Powered-By: ASP. NET Date: Tue, 19 May 2020 21:48:33 GMI
Connection: close Content-Length: 2807 CRYPTO PKI: Prepare gl obal revocation service providers
CRYPTO_PKI : Del eting cached key having key id 66 CRYPTO PKI: Attenpting to insert the peer's
public key into cache CRYPTO PKl:Peer's public inserted successfully with key id 67 CRYPTO PKI:
Expiring peer's cached key with key id 67 CRYPTO PKI: Renove gl obal revocation service providers
The PKCS #7 nessage has 1 verified signers. signing cert: issuer cn=CHUU W N12- CA, dc=chuu-

domai n, dc=l ocal serial 1800037A239DF5180C0672C0000037 Signed Attributes: CRYPTO PKI_SCEP: dient
recei ved CertRep - GRANTED ( AF58BA9313638026C5DC151AF474723F) CRYPTO PKI: status = 100:
certificate is granted The PKCS #7 nessage contains 1 certs and O crls. New y-issued Router
Cert: issuer=cn=CHUU- W N12- CA, dc=chuu-domai n, dc=Il ocal seri al =1800043245DC93E1D943CA70000043
start date: 21:38:34 Central May 19 2020 end date: 21:38:34 Central May 19 2022 Router date:
21:48: 35 Central My 19 2020 %Kl - 6- CERT_I NSTALL: An ID certificate has been installed under
Trustpoint : AP-LSC |ssuer-nanme : cn=CHUU- W N12- CA, dc=chuu- domai n, dc=l ocal Subj ect - name :
cn=9800- L. chuu- donmai n. | ocal / emai | Addr ess=j esuherr @i sco. com o=Wr el ess

TAC, | =Juar ez, st =CDMX, c=MX, host nane=al z_9800. al zaval a. | ocal Seri al - nunber:
1800000043245DC93E1D943CA7000000000043 End-date : 2022-05-19T21: 38: 34Z Recei ved router cert from
CA CRYPTO_PKI: Not adding al z_9800. al zaval a. | ocal to subject-alt-nane field because : Character
allowed in the domain nane. Calling pkiSendCertlnstall Trap to send alert CRYPTO PKI: All

enrol | ment requests conpleted for trustpoint AP-LSC

O hO—Z A S DAPEET/NY JH N T, 9800 WLCICHIAL TWBRAPZ LI, ROHD
AEHERVBEEIhET,

[...]

CRYPTO _PKI : (A6964) Session started - identity selected (AP-LSC) CRYPTO PKI: Doing re-auth to
fetch RA certificate. CRYPTO PKI _SCEP: dient sending Get CACert request CRYPTO PKI: Sending CA
Certificate Request: GET /certsrv/nscep/ nscep.dl|/pkiclient.exe?operation=CGet CACert &ressage=AP-
LSC HTTP/ 1.0 User-Agent: Mdzilla/4.0 (conpatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8

CRYPTO _PKI : | ocked trustpoint AP-LSC, refcount is 2 CRYPTO PKI: http connection opened
CRYPTO_PKI : Sendi ng HTTP message CRYPTO PKI: Reply HTTP header: HTTP/ 1.0 User-Agent: Muzilla/4.0
(compatible; MSIE 5.0; G sco PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC,
refcount is 1 CRYPTO PKI: | ocked trustpoint AP-LSC, refcount is 2 CRYPTO PKl: Header |ength
received: 192 CRYPTO PKl: parse content-length header. return code: (0) and content-length :



(3638) CRYPTO PKI: Conplete data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is 1
CRYPTO PKI: Reply HITP header: HTTP/1.1 200 OK Content-Type: application/x-x509-ca-ra-cert
Server: Mcrosoft-11S/8.5 X-Powered-By: ASP. NET Date: Tue, 19 May 2020 21:51: 03 GMI' Connecti on:
cl ose Content-Length: 3638 Content-Type indicates we have received CA and RA certificates.
CRYPTO PKI _SCEP: Client received CA and RA certificate

CRYPTO PKI : crypt o_process_ca_ra_cert (trustpoi nt =AP-LSC) The PKCS #7 nmessage contains 3
certificates. CRYPTO PKI:crypto_pkcs7_insert_ra_certs found RA certs

CRYPTO PKI : crypto_pkcs7_insert_ra_certs found RA certs CRYPTO PKI: Capabilites already obtained
CA_CAP_RENEWAL CA CAP_SHA 1 CA CAP_SHA 256 CA CAP_SHA 512 PKCS10 request is conmpul sory

CRYPTO PKI: byte 2 in key usage in PKCS#10 is Ox5 May 19 21: al z_9800(confi g)#51: 04. 985:

CRYPTO PKI: all usage CRYPTO PKI: key_ usage is 4 CRYPTO PKI: creating trustpoint clone Proxy-AP-
LSC8 CRYPTO PKI: Creating proxy trustpoint Proxy-AP-LSC8 CRYPTO PKI: Proxy enroll nent request
trans id = 7CBB299A2D9BC77DBB1A8716E6474C0C CRYPTO PKl: Proxy forwadi ng an enrol |l nent request
CRYPTO PKI : using private key AP-LSC for enroll ment CRYPTO PKI: Proxy send CA enrol |l ment request
with trans id: 7CBB299A2D9BC77DBB1A8716E6474C0C CRYPTO PKI: No need to re-auth as we have RA in
pl ace CRYPTO PKI: Capabilites al ready obtai ned CA CAP_RENEWAL CA CAP_SHA 1 CA CAP_SHA 256
CA_CAP_SHA 512 CRYPTO PKI: transaction CRYPTO REQ CERT conpl eted CRYPTO PKI: status: PKI:PKCS7
to i ssuer cn=CHUU- W N12- CA, dc=chuu-domai n, dc=l ocal serial 18 00 00 00 38 DB 68 64 CO 52 CO OF OE
00 00 00 00 00 38 CRYPTO PKI: Deleting cached key having key id 67 CRYPTO PKI: Attenpting to
insert the peer's public key into cache CRYPTO PKl:Peer's public inserted successfully with key
id 68 CRYPTO PKI: Expiring peer's cached key with key id 68 PKI: Trustpoint Proxy-AP-LSC8 has no
router cert and | oaded PKI: Signing pkcs7 with Proxy-AP-LSC8 trustpoint tenp self-signed cert
CRYPTO_PKI _SCEP: dient sendi ng PKCSReq CRYPTO PKI: | ocked trustpoint Proxy-AP-LSC8, refcount is
2 CRYPTO PKI: http connection opened CRYPTO PKl: Sending HTTP nmessage CRYPTO PKl: Reply HTTP
header: HTTP/ 1.0 Host: 172.16.80.8 CRYPTO PKl: unl ocked trustpoint Proxy-AP-LSC8, refcount is 1
CRYPTO _PKI : | ocked trustpoint Proxy-AP-LSC8, refcount is 2 CRYPTO PKI: |ocked trustpoint Proxy-
AP- LSC8, refcount is 3 CRYPTO PKI: Header length received: 188 CRYPTO PKI: parse content-length
header. return code: (0) and content-length : (2727) CRYPTO PKI: Conplete data arrived
CRYPTO_PKI : unl ocked trustpoint Proxy-AP-LSC8, refcount is 2 CRYPTO PKI: received nmsg of 2915
byt es CRYPTO PKI: Reply HITTP header: HTTP/ 1.1 200 OK Content-Type: application/x-pki-nmessage
Server: Mcrosoft-11S/8.5 X-Powered-By: ASP. NET Date: Tue, 19 May 2020 21:51: 03 GMI' Connecti on:
cl ose Content-Length: 2727 CRYPTO PKlI: Prepare gl obal revocation service providers CRYPTO PKI:
Del eti ng cached key having key id 68 CRYPTO PKI: Attenpting to insert the peer's public key into
cache CRYPTO PKl: Peer's public inserted successfully with key id 69 CRYPTO PKI: Expiring peer's
cached key with key id 69 CRYPTO PKI: Renove gl obal revocation service providers The PKCS #7
nmessage has 1 al z_9800(config)# verified signers. signing cert: issuer cn=CHUU- W N12- CA, dc=chuu-
domai n, dc=l ocal serial 1800037A239DF5180C0672C0000037 Signed Attributes: CRYPTO PKI_SCEP: dient
received CertRep - GRANTED ( 7CBB299A2D9BC77DBB1A8716E6474C0C) CRYPTO PKI: status = 100:
certificate is granted The PKCS #7 nessage contains 1 certs and O crls. Received router cert
from CA CRYPTO PKI: Enroll nment poroxy callback status: CERT_REQ GRANTED CRYPTO PKI: Proxy
received router cert from CA CRYPTO PKI: Rcvd request to end PKI session A6964. CRYPTO PKl: PKI
sessi on A6964 has ended. Freeing all resources. CRYPTO PKI: unlocked trustpoint AP-LSC, refcount
is 0 CRYPTO PKI: Cleaning RA certificate for TP : AP-LSC CRYPTO PKI: All enroll ment requests
conpl eted for trustpoint Proxy-AP-LSC8. CRYPTO PKI: Al enrollment requests conpleted for

trust poi nt Proxy-AP-LSC8. CRYPTO PKI: unl ocked trustpoint Proxy-AP-LSC8, refcount is 1

CRYPTO PKI: Al'l enrollnment requests conpleted for trustpoint Proxy-AP-LSC8. CRYPTO CS: renoving
trust poi nt cl one Proxy- AP- LSC8

APl 5 DAPEET/NY Tl .

[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 40 |en 407

.. Vendor Type: SPAM VENDOR_| D_PAYLOAD(104) vendl d 409600

... Vendor SubType: CERTI FI CATE_PARAMETER_PAYLOAD(63) vendl d 409600
LSC set retry nunber fromWC 1

Generating a RSA private key

[ ENC] CAPWAP_WI'P_EVENT_REQUEST( 9)
... Vendor SubType: LSC CERTI FI CATE_PAYLOAD(64) Len 1135 Total 1135
[ ENC] CAPWAP_CONFI GURATI ON_UPDATE_RESPONSE( 8)



.Msg El em Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 41 len 20

.. Vendor Type: SPAM VENDOR | D PAYLOAD( 104) vendl d 409600

... Vendor SubType: LSC _CERTI FI CATE_PAYLQAD(64) vendl d 409600
LSC_CERT_ENROLL_PENDI NG from W.C

[ ENC] CAPWAP_CONFI GURATI ON_UPDATE_RESPONSE( 8)

.Msg El em Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
Recei ved Capwap wat chdog update nsg.

[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 42 len 1277
.. Vendor Type: SPAM VENDOR | D PAYLOAD( 104) vendl d 409600

... Vendor SubType: LSC _CERTI FI CATE_PAYLQAD(64) vendl d 409600
LSC ENABLE: savi ng ROOT_CERT

[ ENC] CAPWAP_CONFI GURATI ON_UPDATE_RESPONSE( 8)

.Msg El em Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 43 len 2233
.. Vendor Type: SPAM VENDOR | D PAYLOAD( 104) vendl d 409600

... Vendor SubType: LSC _CERTI FI CATE_PAYLQAD(64) vendl d 409600
LSC ENABLE: savi ng DEVI CE_CERT

SC private key witten to hardware TAM

root: 2: LSC enabled
AP Rebooting: Reset Reason - LSC enabl ed

CNhT, SCEPICLBLSCEERDHEMIZEKT T,
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