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Enter Admi nistrative Password (24 characters max): *****
Managenent Interface |IP Address: 10.10.80.3

Managenent | nterface Netmask: 255.255.255.0

Managenent | nterface Default Router: 10.10.80.2
Managenment Interface VLAN ldentifier (0 = untagged):
Managenent | nterface DHCP Server |P Address: 10.10.80.2
AP Manager Interface |P Address: 10.10.80.4

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway |IP Address: 1.1.1.1

Mobi lity/ RF Group Name: Security

Net wor k Name (SSID): Enterprise

Allow Static | P Addresses [YES][no]: yes

Configure a RADI US Server now? [YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802. 11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

Configuration saved!
Resetting systemw th new configuration.

CNESDNTAXA—=ZRICKY), WLC HEXBERICREENET T, COREHITIE, WLC FERE
AR —TIAAIPFTRLAELT10.10.80.3 #FAHL. APYZR—S%¥ /X —TIAAIP
7RLAELT10.10.804 ZFEALTVET,

TOMOMEERE WLC ETRETHHIIC. WLC T LAP 2B B I3 UEENHET, CORF2
X RNTlE, LAP A" WLC ICBEBRENTVWB ZENFRERZE > TVWET, Lightweight AP 0 &%
AENDESICWLC TITHNBHLOFFMIC DV TIE. TLightweight 7OV EARARDEHD
WLAN O hO—S5O7 T —IAFA—/N—0DFEH|s O "Lightweight AP Z WLC IcEFZRT D, D
023 ESBRLTILKEEY, ZOREHTE, AP1240 & WLAN O ~hO—3
(10.10.80.0/24 ) A5 EMI L =Y 7 XY M (10.10.81.0/24 ) ICEBEEh, O NO—KE%E
T5EH DHCP #7°>a> 43 MfEAEhTVWE T,
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Cisco Secure ACS %4t L 7= RADIUS EBEE

WLC (&, Cisco Secure ACS H—NNADA—HDILF oY IINEEETEILIDICERETIHEN
HYWVET, TS5FBE, ACS H—/Ni&E ( BREZ A D Windows F—ER—RAZNLT ) 1—%®0
DLFovY ) ZRIAL, DANVLAI9TATURNITORAEEZRELET,

ACSH—NADOAZ1=45—>3a> AICWLC ZRETDICEF. XROFIEZETLET,

1.2 MA—Z® GUI A5 Security & RADIUS Authentication Z2 ') Y 2 L T, RADIUS
Authentication Servers R—2 ZRRLET, HiLVW T New 22V Y O LTACS H—)\2E
HLE9,

SeOurny RADILES furthentication Sanssrg Apply uea. |
Gall ot ko 10 Type | 1P Sddrm
Grimlaatisls Gathing [

Ui AES Kay Wrag [

|||||

2. [RADIUS Authentication Servers] > [New]X—= TACSH—/N\ONTX—2 2 E&EL T,
chs5ND/NTX—ZICIE, ACS IP Address, Shared Secret, Port Number, & &k T Server
Status "EENE T, F: R—FFES1645F 1F18121F. RADIUSFRIIADACSE Btk
HHVYET, Network User FT YU RY U AL Management FIT Y U RY AT, X
YRI—4 1—H (WLAN SA T RAEE ) E&E (DEVEEI1—Y ) I RADIUS X
—ADNRIAZERTADCEZEBELET, REHITIEE., XDKSIZ, Cisco Secure ACS %
IP7RLAA 10.1.1.12 TH3 RADIUS H—/N& L THEAL £,

Seririty FAL LS Aaushericotion Bersers - ew Liwwias| [asikie]
RN Berver I (Priatg]

Server IPAddrexs 1L 1L

Eharid Faord Farsal Lrisii

Ahared fscres -

Gordem ahared e

BarT 1P &S

Ahared faore Farmai

Access Comirod Lists
IPGer Cordficates Bl oniiiosd
N Cribhasl
I Corichorin Kirg Wrap a
‘Wph Auth Cprificets
i raliess PhrpbsCiion Port Kumiar 1%2
Pellr
Peel HErver SLBUS Eraped W
atw
Lk Hupport far RFC D578
£
-
-:'., Relransm # T ot T secrnila
F = F
:3;1:‘:_’:_'."“"'""‘ nnnnn i LIS 1 Enabin
Whieh Lagle Page [P —— O enobis
Ll Lok
SamE n—
Stanwed Cmrn L [ Enabla
(— )
WLAN NS X—R DFETE

COtEY> 3> Tk, Cisco Secure Services Client DEREIC DV TEHBALET, CORFI XD
NDFITlE., CSSC v4.0.5.4783 A" CiscoCB21AG VAT N PR 7REEEICERAETA TV
F£¥9,CSSCYTRIITZEAVARN=ITBHEIC, CB2ZIAG ADRZFANDIKEDN A1 ARN=)L
& . Aironet Desktop Utility (ADU ) A4 Y AR—LENRTVWAVWZ & 2RBEL T EE W,



CDIVTRIDITHAVAR=IIEh, Y—ERELTEHETRILSICEDE, TOY—ERR
ERAARERY ND—DZAF YL, EHARERY ND—UZRRLET,

3 : CSSClEWindows Zero ConfigZZ EXIZ L £ T,

F:70-KF+AMCHLTEMICEZ>TVWABSSIDETAERENET,

Cisco Secure Services Client

iZlienkt  Administrakion  Help

Create Metworks | Manage Nebworks |

Arcesy A~ Data Secunty
ﬁ“ bigronkey [2 acceszes detected)

il
N emplayee-local

0071 4165a2bd0  High Signal
00141b5azbdf High Signal
0014165a33d0 e High Signal
00714165a33df. High Signal

guest-central

guestnet [B accesses detected)
H-REAP_TEST_1
H-REAP_TEST_3
H-REAP_TEST_4
H-REAP_TEST_G
H-REAP_TEST_E

H-REAP _TEST_7

Create Netwnrk|

E :WLANO>MNO—Fk, F7FI)KTSSIDET7O—RFYARNTDIEH, AFvroEntk
SSIDM[Create Networks]'J A M CERRE NFE T, Network Profile ZHERT B ICIE. VAR
( Enterprise ) @ SSID $ & U Create Network 77> 3> REAVZ DIV VI BLETTEXRET

o

WLANA > 75 ARSOF v T7O—RF v+ ARSSIDAEMICREE N TVBIHEEEF, SSIDEF
BTEMTZIBENHV) ET, [Access Devices] D F[Add]A 7> avRE &2V UY O L, B
758SID ( Enterprise’s & ) ZFEBTAALES, V74T NOTOT 47 70— 8EZRE
LET, 2FY., 94T NEREFADSSIDET VT4 7IC7O—7 LET, [Add Access
Device] 7 1 > RT™JT [SSID] Z AL k=5, [Actively search for this access device] ZIEEL £ T



o

¥ EAPRREERREN 7O7 7AINICH UL THRADICEREES N TUVEWVWEES, R—RRETRIAX
— 754 XE— RBO2AX)FHTEhEL A,

Create Network 7°> 3> R& > % # ¥ & Network Profile 714 > ROARTREN, ZOT1>
K TRBRE & (EEEREEH ) O SSID ERIAXA N - XLE BERHTB-ENTEET,
TO77A4I)ICHBENBEREZEV)HTET,

F:ZCORAE7O0774L TR, EBROWLANEF I VF 1 24 7£-ESSIDEBEENITA &
NTEEXT,

RF AN—SBEHNICHZIZBICIVZAT RN EZEBNICRY ND—JICEREEDICE,
Automatically establish User connection Zi#RLEJ, cO7O7 74N EIXZ Lo 11—
HTHOREEEIIERATRCENEXLLBEVIES, Available to all users DF T ¥V U &4
L &9, Automatically establish AMEIRENTWAWEE, 1—HHN CSSCI 1 RIUZRHEE,
Connect 77°> 32 RZ > T WLAN R ZFHTHRIBDMENF YV ET,

A—HY O A OHIC WLAN EZ5 %2 BB T2 ENEFL WBEIE. Before user account %12
RUET, chickY, RESAEI—YOOLF oY EZERLES TN YA F 8
HABEICKEYET (NAD—RELGIAASBEAP-FASTRTTLS AT 2B R AN—NA

- I< ) o



Netwark Profile @

M ebwark,

Marne: |Enterprize Metworl,

Ayailable to all ugers [public profile]

[] Automatically establizh Machine connection

Automatically establish User connection

Before user account [supportz srmartcard/pazaword only)

M etwork, Configuration Surmrmary:

Authentication: [FAST:

Credentials: | Request when needed and remember farever.

.....................................

b odify.
Accezz Devices
Aoceszz £ 5510 b ode Maotes
Enterprize WPAZ Enterprize
Add... | t odify Configuration. .. Hemove
Help | k. | | Cancel

3 : Cisco Aironet 350 ) —X VAT NP H T2 EERL IZWPATKIPERET I, WPA/\>
ROTIAVRIMZEMITIMEN HDYVET, chik, BE, CSSCUTA T RNEIBORT AN
OBEICWPANY RO IA VRILICEAT D IERRMAN $H S 1= TT, [Client] > [Advanced Settings]
> [WPA/WPA2 Handshake Validation]| CEERIIC& Y FF, BMICE /N RO I A OKRIAITR
MAELTWPAICEEDEF I VT A HEE (TKIP ONT Y R EDF—ERB KU Message
Integrity Check ) BFFAIENETH, KID WPA F—FERENFBUMICEhET,



Add Access Device

Avallable Access Devices:

Aooezs A Crata Secunty

ﬁ" bigmonkey [2 accesses detected] @ WHAZ

Ul emplayes-ocal B wPa2

il a8,
001416552640 High Signal \WhRAZ
001 41b5a2bdt High Signal WRAZ

001416523340 High Signal WEAZ
001 4165a33dE - High Signal WEAZ

A quest E_ Open

1l guest-central & | Open
L |

Access Device:

Aocezs [S5I0] |Enterprize

[[] Actively search for thiz access device

Enterprize Port Settings:
Mode: | WPAZ Enterprize

Add Access | | Cancel

Network Configuration Summary ® T~ T Modify 221 )Y LT EAP/VLFI ¥ )L DOREZR
ELET, Tun On FREEZIEEL . Protocol O T T FAST ZiZ#ERL, (HHO EAP EXRTI1—H
BEFEALBZEVE®HIC ) 'Anonymous' as Identity Z3#IRL £9, Use Username as Identity %& 5
I EAP BBIBHME L THEATAICERARETTYN, BEROSSTRRAOESLETLELY
EAP ERTCI1—H ID ZRRIDERFLEEThFLA, XY NDO—ORAAOOTA> VLT
¥ )L =ERT3ICIE. [Use Single Sign on Credentials] Z3E L £ 9, Configure 2971 v 9
L T EAP-FAST ONNTX—2%Z&ELE T,



Network Authentication... @

Metwark: | Enterprize Mebwarl:

Authentication b ethods: Ilzer Credentials:
{3 Tum Off {3 Usze Machine Credentials
{*) Tum On

{3 Usze Single Sign on Credentials

{*) Usze Uzemame az [dentity

() Usze '‘Anonymousz’ az |dentity (&3 Requestivhienn=sded

{#) Remember farever
Protocal 25

{3 Remernber far thiz session
[] EAP-MDA () Remember for 5§ minutes

[] EAP-MSCHAPZ

[] EAP-TLS —

......................

[] GTC o Configure. .

| Help | k. | | Cancel

FAST 522D T Tk, EAP-FAST £ 3> ORI DFIIC EAP-FAST #—/\ (ACS ) SEFRE%R &
SAT > MNNRBRIETE %K SI2F S Validate Server Certificate ZIEETEE T, Chl-kt), &
HOEEEFTIER EAP-FAST H—NA\NQEHP, EETELRVY —AANTHEICRIAOLEHD Y
LFov)LERITLTILESCENS, 9FA4T N FNAAZRETEET, ChillF,
ACS H—/NICEIEAEN AV AR —ILENTVRHRERFLEL, EEISATORNERETS
Root Certificate Authority FEEREN 1 VAR —ILENTVRIRBEEH V) EL A, COBITR, —
NEERAEDRKRILEBEMTREHY EE A,

FAST 5RE® T Tk Allow Fast Session Resumption 21§ ET 2 ENTARETT, chilZ&kV), &
273 EAP-FAST BRI ZHZEBEHTIC, ORI (TLSEYZ 32 ) BHRICE I < EAP-
FAST v > a> OB TREICKEY ET, EAP-FAST H—NEIZA T2 M &RAID EAP-
FAST SRR TERIASI—RE D TS Y2 a v EREHBL THEEL TVWRHE, &Y
>avOBRENFTREICAYET,

3 EAP-FASTH—NEOSA T NOBANEAP-FASTEY L a VEBERAICEEEhTVWS &4
ENfHYET,

[Tunneled Method] > [EAP-TLS Settings]T. [Any Method] ZEEL T, PACOE®HOE> 3
>~ BIZEAP-MSCHAPV2%ZEFAT L, REEAICEAP-GTCEE AL £, Active Directory %% & M

Microsoft XXX D TF—ZX—AZFEH L/"CL"'C FTOTF—RIR—ATERY NTJD—2U LD EAP-FAST
VI 9F AT MY R—NENTVEVIEES, Tunneled Method & L Tlk MSCHAPV2 M & O fiE



RZEETHELEETERT,

F:Z2DOT142 RIUDEAP-TLSERETIX. 77 7 )L N T[Validate Server Certificate] A" %5 7% 2
TVWET, COHITIEASPERIAEFRE L TEAP-TLS ZFEAL TV EVWESD, D7 1—)L R

BRATEEREA, COT7A—I)LRFBUMTHBEE. EAP-TLSHATOIZA T NEAEDO Y —
NZRBRIEICIMA T, 94T "N G—/\FIAEZRIATDELEETEET,

Configure EAP'Method...

FAST zettings:

Uze Smartzard-bazed Client Certificates Onlp
[ ] “alidate Server Certificate

Allow Fast Seszion Resumption

Tunreled Method

Ay Methiod

EAP-TLS Sethings:
[ ] Uze Smartcard-bazed Client Certificates Only

Yalidate Server Certificate

Help ok ||

EAP-FAST OREZRETDICIEOKEIVVYILET, VAT NE7O077A4ILOTFTT T
automatically establishy AICEREEThTVWSH, BBNICRY ND—D N7V I—>3>
[FREEA B E NE T, Manage Networks 27 @, Network, Status, @ & TF Data Security 7 «
—ILRBEOZAT NOEGREZRLTVET, COFITIE. Profile Enterprise Network A" i
A™® T, Network Access Device(NAD)A'SSID Enterprise THd c EAFDAVYVNET, Chl.
Connected:AuthenticatedZ 7R L, AutoconnectZfEfH L &3, Data Security 7 1 —J)L Ri&, A
ENRTVA 802.11 2R 7ERLTVET ( ZOHFITIF WPA2)



LCizco Secure Services Chant
Client  Admiristration Help

Creste Melworks  Manage Metworks

Connected Authenbicated [SutoConnect] £55 WPA2

Cornect Configure

DSAT 2 NIRRT L&, BEROFHEBERZRSTSICIE. [Manage Networks] X7 ®
[Profile] ® T~ T [SSID] Z#R L, [Status] 22 1) Y U LET, [Connection Details] 7 1> RJIC
. 94T FNAA, BEORBERT., BRORAAXNCETIERIRTENET,
[WiFi Details] 2 7 (Zl&, 802.11 MFLREICETHHMBBRAIRRENETH, ChilE
RSSI, 802.11 F+¥ XJ., BLUERIA/BEENEENET,



Connection Status

:Connection Details;

WwiFi Details |

Status:

Diuration:

Metwark, Prafile:

Mebwork Adapter:

Connected: Authenticated

Oc:o0: 47

Enterprize Metworl,

Cizco Arronet B02.11a/b/g Wireleszs
Adapter [Microzoft's Packet

Scheduler)
Client MALC Address: 00-40-96-40-36-2F
Aoocesz Device: Enrterprize
Aooess Device MALC Addreszs: 00-14-18-Ré4-33-00
Tranzmitted packets: 121
Fecerved packets: G
Speed: 54.0 Mbpz
Authentication Method: FAST A GTC
Authentication Server: THME [nat verfied)
IF Address: 10.710.82.11

Help Cloge




Connection Status

Connection Detais | WiFi Detais |
Aocess Device MALC Addrezs [BS510): 00-14-18-R4-33-00
Charnnel: 1
Signal Strength: Wem High
Azzociation Method: WPAZ Enterprize
E nicrpphion: AES
Help . Cloge

JATLEBETHAS 1Y, BEDCSSCF1ANIJEI—>3a > TCRATRELAZHM1I—T
11)7 1 TdH % Cisco Secure Services Client System Report ZEFA T2 ERNI HVIET, <Dl
—TA)TARAR—N XZ1—FEW@F CSSCTFILINUNSERTEET, F—XEHE
9 %I l&. [Collect Data] > [Copy to Clipboard] > [Locate Report File]Z2 )Y VL&Y, chick
V). Microsoft File Explorer 7 1 > R T, zip Efic L R—KN 774U HDF1L I
DARRENET, zip EBENLET77AILATIE. log (log_current) D FICHREBFRET—X
FHYVET,

COI1—TFT14)T14h5Fk, CSSC, 1 ZFZ—TIA A, BT RTA/NOFMBEHRODEEDIR
BT I T <, WLAN O3 (KR Ehi SSID, PYSI—IavRERE ) FoHYET,
COI—T4 )T 4k, 45 CSSC & WLAN PR 7 2ZOENOEGEOREEZZH T A DOICERT
9,
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Cisco Secure ACS #—/Y, WLAN O RO—3, CSSCUVZA4 T2 hDOERE., BRTBHEESL
ELOLWEREET—EXR—AREIL—>320D%., WLAN XY N —2 (& EAP-FAST FRiEH &
OCEEBIVTATNBERICEREEAE T, X178 EYv2 a2 0EHICK, EITRR/IZ
—ZFIVIOTREDICERTELEBZSDRSA I BYET,

REEZTANTBICE, EAP-FAST il 2EALTIOA VYL A V47> & WLAN O MO
—ZEBENITTHET,

1. CSSC A" Auto-Connection ICEREET N TWVWBIFEE., 9547 NG oLz BBHMNICHT
L ¥ 9, CSSC A Auto-Connection £ 2T ) A4 AV EBEICERES N TVWEWVES.,
d—HE Connect #7323 REAICKY) WLAN G2 HBTH2HREN HYET, ChiZ

&), EAPRRREA 1THhNB 80211 7Y I—>32 JOELANBHRENE T, RICHIZ TR
LEXY,

Cisco Secure Services Client
Client  Administration Help

Create Metworks b anage Metwarks

Metworl, Statusg Drata Securty

Mot Available [k anual)

Connect || Configure || Remowve

2. #HWT1—E ( EAP-FAST PAC Authority E£7z1& ACS A#'S ) EAP-FAST SREEA O 1—4
B, OWTNAT—RZANTDELOSROSNET, RICHZRLET,



—

Enter Your Credentials

L.E‘?

Fleaze enter your credentialz for
fiebwork, Enterprize, access akita_phc

lsername: [tmeuser3

send... .||

Cancel

=

Enter Your Credentials

|
8.

Fleaze enter your credentialz for netwark,
Enterprize, access akita_phkc

sername: [tmeuser3

Cialog expirez in 10 second(z)...

Welcome ta the Richfield TME PAC Auth

Send...

Cancel

3.CSSCUTZAT U RNEHEVWT, JLFUIYIIZRIAITSHIC, WLC ZFEALTI—H
DU L7+ )% RADIUS H—/\ ( Cisco Secure ACS ) ICELE T, ACS Ik, F—&R <&
BEBRHRDT—IR—A (REHTEFIEHT—2X—AIE Windows Active Directory ) Ot
BICKkWI—HOIOLFoIvI)LEHERL., 1—HY0IL TV IINEBMNTHZBEEEGE
CDAVLARA VAT RNCT O RAEZRHELE T, ACS —/N LD Passed
Authentications L7R—RNIZI&, 75472 M RADIUS/EAP BREEZ/NAL e ENFREh

ia—o /A(ru—{ﬁ“&’j_\l/i?o
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00z 141 LB Shs 30100 ¥ 11 | 60% 1.0} 14| 00. 254455 | BO2. 11 Ach | FeSauasnnns

00z 14: LE: Sz 33:D0 Ll 4% 4.0 147 DD. 298550 | BD2. 1w FCu.F.R. ..., GH=2875, FH= 0
Riconeti A 36; JF il | EEL] P10 Gdg | 00, ALB0ET | EAP Hespomee L P Ty v n il H,FH= 1)
00z 140 LB She 33100 ] 11 T0% L.0 14 DD. ALE=3 | BO2. 11 Aok FC®auauinnns

00z 142 LE: ER= 33:D0 L -1 5.0 a4 0D, 326233 | BDA. 1 FC=.F......,SH=3377 FH= 0
005 14: LB SAs 33500 11| LEA] 54,0 | a4 | 00, I2ENEE | B02. Ly | FEma FuBv oo, SHE2ATT, FHe 0
00214 LE: Rz 33100 11 Th £3.0 44 DD. 326522 | BD2. 1 FCu.F.F..c.  GH=2377,FH= 0
00z 14: LB: SRz 33:D0 Li ] £7% 4.0 ] 157 ] 0. 3365449 ] B02. Ly ] Pe=.Fvrres LSEM=28TE FH= 0
Aiconeti A0z 361 2F | 1] 57% 1.0 157 0D.333742 | ERPOL-Eayp LT P T T
00z 142 LE: ER= 33:D00 [ 1§ To% L.0 14 DD. 330005 | BD2. 11 Aok PCm.cusscs =

U0z 14 LB SRz 3005 DI Il LEL] 44,0 | wl? | 0o, JA0ET | BOZ. Ly JFEm e, SRR, FHe 1
00z 141 LB Sho 33100 11 67 54.0 207 0D0. 34LL3D | BD2. 1w FCs.F.F. .., GH=2873,FH= 1
Aiponer: W0s 364 2F L 5% L.O 138 00 34F ez | EAPOL=Eay FCuT. ... .-- LGH= L0, FH= 0

CONTY NE, &¥D EAP-FAST EAP i5&EZRLTVWET,

F :CSSCUSATURTHREENTVRLSIC, RYDEAPISETIEAZEAPIDEL T
anonymousA"ERAZE & T,

[ ocier: IRCEN | S

E i Fromes ConBwnl Flage: &0000000L0 [1]
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f‘l o Laat or Dedragesoted Frass
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f Duration: Ald  Microsecomds (E-3]

'ISSII: O0: 14: 18: 3A:33: 00 [4-3]

'5!":.: O00:40: 98 : A0:38: 2F Airomsk-A0:JE-2F [LO=-15]

00: 14: 18: EA: 33: 00 [LE=21]
& foq, Hushewr: 3 [E2-23 Wack 0xFPPO]
P Frag. Nasher O [2F Hagh 0wl

= T 92 ¥ Rogpical Lisk Costeol (LLC) Meader
H Dumt. SAP: Oxkh SMEP [24]

' Demtinakion:

i Source SAP:
1 Corwand :
1 Yendow TH:

Ozhh SEF [I5]
O0zx0] Uroxadarsed Inforsdtbicn [Z6]
O=000000 [27-23]

Q Frobnonl Typs: Oxgddd §FoF. iv Amthamtisatden [A0-311
[ a8 s Bsthentication

i Protocel Yurwion: L raEi

if Packhat Typw: 0 KAF - PFacksk [33]

@ Body Length: 14 [34-35]

E-T Exktensible Aukhsnkticstion Probocol

& Coda: 2 Reapoose [36]
1 Tdanki fiae: 1 1371

i Langth: 14 [38-39]

i Typa: 1 Fdarskiby 401

i Typa-Data: Enonymous |[Sl-&9)

WLAN O bO—-FTOF/NY T

AR OETRREERTZEHIC, WLAN IV RO—F TEXD debug IX > RAERTE
79,

- debug aaa events enable
- debug aaa detail enable



- debug dot1x events enable

- debug dot1x states enable
TNV JZ2FERALTWLAN O NO—Z TERE iz, CSSC VT4 7> h& ACS OREDFEE
NZ2oH02a>0ORBOHFZRICRLUET,

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processing RSN | E type 48,
I ength 20 for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Received RSN |E with
0 PWKIDs from nmobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f dot 1x -
nmovi ng nobi |l e 00: 40: 96: a0: 36: 2f into Connecting state

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP-
Request/Identity to nobile 00:40:96: a0: 36: 2f (EAP Id 1)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Received ldentity Response
(count=1) from nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f EAP State update from
Connecting to Authenticating for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f dot1x - noving nobile
00: 40: 96: a0: 36: 2f into Authenticating state

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Entering Backend Auth
Response state for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20: 54 2006: Authenticati onRequest: 0x138dd764

Thu Aug 24 18:20: 54 2006: Cal | back....... 0x10372764

Thu Aug 24 18:20:54 2006: prot ocol Type. .. 0x00040001

Thu Aug 24 18:20: 54 2006: proxyState..... 00: 40: 96: AO: 36: 2F-11: 00
Thu Aug 24 18:20:54 2006: Packet contains 15 AVPs (not shown)

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Successful transni ssion of
Aut henti cation Packet (id 84) to 10.1.1.12:1812, proxy stateO
Thu Aug 24 18:20:54 2006: ****Enter processlncom ngMessages: response code=11
Thu Aug 24 18:20:54 2006: ****Enter processRadi usResponse: response code=11
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Access-Chal | enge received from
RADI US server 10.1.1.12 for nobile 00:40:96: a0: 36: 2f rec?
Thu Aug 24 18:20: 54 2006: Authorizati onResponse: 0x11c8a394

Thu Aug 24 18:20: 54 2006: structureSize. . 147

Thu Aug 24 18:20: 54 2006: resul t Code. . . .. 255

Thu Aug 24 18:20: 54 2006: pr ot ocol Used. . . 0x00000001

Thu Aug 24 18:20: 54 2006: proxyState..... 00: 40: 96: AO: 36: 2F-11: 00
Thu Aug 24 18:20:54 2006: Packet contains 4 AVPs (not shown)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access- Chal | enge
for nobile 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Entering Backend Auth Req state
(id=249) for nobile 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f WARNI NG
updated EAP-Identifer 1 ===> 249 for STA 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP Request from
AAA to nobile 00:40:96:a0: 36: 2f (EAP Id 249)

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Recei ved EAP Response from
nmobi | e 00: 40: 96: a0: 36: 2f (EAP Id 249, EAP Type 3)

RIS, (WPA2RBRLZEAL 2 ) O MO—F FNY IR SOEIIL Iz EAP RTET ZRL &K
ER

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access-
Accept for nobile 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Appl yi ng new AAA
override for station 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Override values for station



00: 40: 96: a0: 36: 2f source: 4, valid bits: 0x0

gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTi neout:
-1 dataAvgC. -1, rTAvgC -1, dataBurstC -1, r1

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Unable to apply override
policy for station 00:40:96: a0: 36: 2f - VapAl | owRadi usOverride E

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Creating a new PMK Cache Entry
for station 00:40:96: a0: 36: 2f (RSN 2)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Addi ng BSSI D
00: 14: 1b: 5a: 33: d0 to PMKI D cache for station 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: New PMKID: (16)

Thu Aug 24 18:20:54 2006: [0000] a6 cO 02 95 66 €8 ed 9b 1c 65 9b
72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP- Success
to nmobil e 00:40:96: a0: 36: 2f (EAP 1d 0)

Thu Aug 24 18:20:54 2006: Including PWKID in ML (16)

Thu Aug 24 18:20:54 2006:
[0000] a6 cO 02 95 66 e8 ed 9b 1c 65 9b 72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message to
nmobi | e 00: 40: 96: a0: 36: 2f state I NI TPMK (nmessage 1), replO

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Enteri ng Backend
Aut h Success state (id=0) for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved Aut h Success
while in Authenticating state for nobile 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f dot 1x -
nmovi ng nobil e 00: 40: 96: a0: 36: 2f into Authenticated state

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL-
Key from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Invalid EAPOL version
(1) in EAPOL-key nessage from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL- key
in PKT_START state (nessage 2) from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f St oppi ng retransm ssion
timer for nobile 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message
to nmobil e 00:40: 96: a0: 36: 2f state PTKI Nl TNEGOTI ATI NG ( nessal

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved
EAPCOL- Key from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Invalid EAPOL version (1)
i n EAPOL- key nessage from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL-key in
PTKI NI TNEGOT! ATI NG state (nessage 4) from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: AccountingMessage
Accounting Interim 0x138dd764

Thu Aug 24 18:20:54 2006: Packet contains 20 AVPs:

Thu Aug 24 18:20:54 2006:

AVP[ 01] User-Nane.................. enterprise (10 bytes)
Thu Aug 24 18:20: 54 2006: AVP[02]

Nas-Port...... ... .. . ... . ... ... ... 0x0000001d (29) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 03]

Nas-Ip-Address. .................... 0x0a0a5003 (168448003) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 04]

A ass. ... CACS: 0/ 28b5/ a0a5003/ 29 (22 bytes)
Thu Aug 24 18:20: 54 2006: AVP[05]

NAS-Identifier..................... ws- 3750 (7 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 06]

Ai respace /| WAN-ldentifier........ 0x00000001 (1) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[07]

Acct-Session-ld.................... 44ede3b0/ 00: 40:

96: a0: 36: 2f/ 14 (29 bytes)
Thu Aug 24 18:20: 54 2006: AVP[08]

Acct-Authentic..................... 0x00000001 (1) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[09]
Tunnel -Type. . ... ... . 0x0000000d (13) (4 bytes)

Thu Aug 24 18:20:54 2006: AVP[10]



Tunnel - Medi um Type. . ..
Thu Aug 24 18:20:54 2006:
Tunnel -G oup-1d.......
Thu Aug 24 18:20:54 2006:
Acct - St at us- Type. .. ...
Thu Aug 24 18:20:54 2006:
Acct - I nput-Cctets.....
Thu Aug 24 18:20:54 2006:
Acct - Qut put -Cctets. ...
Thu Aug 24 18:20:54 2006:
Acct - | nput - Packets. . ..
Thu Aug 24 18:20:54 2006:
Acct - Qut put - Packet s. ..
Thu Aug 24 18:20:54 2006:
Acct - Session-Tine. . ...
Thu Aug 24 18:20:54 2006:
Acct-Delay-Time.......
Thu Aug 24 18:20:54 2006:
Calling-Station-1d....
Thu Aug 24 18:20:54 2006:
Cal | ed-Station-1d.....
Thu Aug 24 18:20:54 2006:

............. 0x00000006 (6) (4 bytes)

AVP 11]

............. 0x3832 (14386) (2 bytes)

AVP[ 12]

............. 0x00000003 (3) (4 bytes)

AVP 13]

............. 0x000b99a6 (760230) (4 byt es)
AVP[ 14]

............. 0x00043a27 (277031) (4 bytes)
AVP[ 15]

............. 0x0000444b (17483) (4 bytes)
AVP[ 16]

............. 0x0000099b (2459) (4 byt es)
AVP[ 17]

............. 0x00000a57 (2647) (4 bytes)
AVP[ 18]

............. 0x00000000 (0) (4 bytes)

AVP 19]

............. 10.10.82.11 (11 bytes)

AVP[ 20]

............. 10. 10. 80.3 (10 byt es)

00: 40: 96: a0: 36: 2f

Stopping retransm ssion timer for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:57 2006:
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