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2. CHAP = Challenge Handshake Authentication Protocol ( F¥ L > N RS T4 OREZ7OKI)L)
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4. NCP = Network Control Protocol ( %Y RD—2&#7’'O0K3)L)
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maui-soho-01l#debug ppp negotiation
PPP protocol negotiation debugging is on
maui-soho-01#
*Mar 1 00:06:36.645: %LINK-3-UPDOWN: Interface BRIO:1, changed state to up
! -——- The Physical Layer (BRI Interface) is up. Only now can PPP !--- negotiation begin. *Mar 1
00:06:36.661: BRO:1 PPP: Treating connection as a callin *Mar 1 00:06:36.665: BRO:1 PPP: Phase
is ESTABLISHING, Passive Open [0 sess, 0 load] !/--- The PPP Phase 1is ESTABLISHING. LCP

negotiation now occurs. *Mar 1 00:06:36.669: BR0O:1 LCP: State is Listen *Mar 1 00:06:37.034:
BRO:1 LCP: I CONFREQ [Listen] id 7 len 17

!-—— This is the incoming CONFREQ. The ID field is 7. *Mar 1 00:06:37.038: BRO:1 LCP: AuthProto
PAP (0x0304C023)

*Mar 1 00:06:37.042: BRO:1 LCP: MagicNumber 0x507A214D (0x0506507A214D)

*Mar 1 00:06:37.046: BRO:1 LCP: Callback 0 (0x0D0300)

! -——- The peer has requested: !--- Option: Authentication Protocol, Value: PAP !--- Option:
MagicNumber (This is used to detect loopbacks and is always sent.) !--- Option: Callback, Value:

0 (This is for PPP Callback; MS Callback uses 6.) *Mar 1 00:06:37.054: BRO:1 LCP: O CONFREQ
[Listen] id 4 len 15

I-—— This is an outgoing CONFREQ, with parameters for the peer to implement. !--- Note that the
ID Field is 4, so this is not related to the previous !--- CONFREQ message. *Mar 1 00:06:37.058:
BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:37.062: BRO:1 LCP: MagicNumber 0x1081E7E1l
(0x05061081E7E1l) !--- This router requests: !--- Option: Authentication Protocol, Value: CHAP !-
-- Option: MagicNumber (This is used to detect loopbacks and is always sent.) *Mar 1
00:06:37.066: BRO:1 LCP: O CONFREJ [Listen] id 7 len 7

!-—— This is an outgoing CONFREJ for message with Field ID 7. !--- This 1is the response to the
CONFREQ received first. *Mar 1 00:06:37.070: BRO:1 LCP: Callback 0 (0x0D0300)

!-—— The option that this router rejects 1is Callback. !--- If the router wanted to do MS
Callback rather than PPP Callback, it !--- would have sent a CONFNAK message instead. *Mar 1
00:06:37.098: BRO:1 LCP: I CONFACK [REQsent] id 4 len 15

!-—— This is an incoming CONFACK for a message with Field ID 4. *Mar 1 00:06:37.102: BRO:1 LCP:



AuthProto CHAP (0x0305C22305) *Mar 1 00:06:37.106: BRO:1 LCP: MagicNumber 0x1081E7E1l

(0x05061081E7E1l) !--- The peer can support all requested parameters. *Mar 1 00:06:37.114: BRO:1
LCP: I CONFREQ [ACKrcvd] id 8 len 14
!--- This is an incoming CONFREQ message; the ID field is 8. !--- This is a new CONFREQ message

from the peer in response to the CONFREJ id:7. *Mar 1 00:06:37.117: BR0O:1 LCP: AuthProto PAP
(0x0304C023)

*Mar 1 00:06:37.121: BRO:1 LCP: MagicNumber 0x507A214D (0x0506507A214D)

! --- The peer has requested: !--- Option: Authentication Protocol, Value: PAP !--- Option:
MagicNumber (This is used to detect loopbacks and is always sent.) *Mar 1 00:06:37.125: BRO:1
LCP: O CONFNAK [ACKrcvd] id 8 len 9

!--- This is an outgoing CONFNACK for a message with Field ID 8. *Mar 1 00:06:37.129: BRO:1 LCP:
AuthProto CHAP (0x0305C22305)

!--- This router recognizes the option Authentication Protocol, !--- but does not accept the
value PAP. In the CONFNAK message, !--- 1t suggests CHAP instead. *Mar 1 00:06:37.165: BRO:1
LCP: I CONFREQ [ACKrcvd] id 9 len 15

!--- This is an incoming CONFREQ message with Field ID 9. *Mar 1 00:06:37.169: BRO:1 LCP:
AuthProto CHAP (0x0305C22305)

*Mar 1 00:06:37.173: BRO:1 LCP: MagicNumber 0x507A214D (0x0506507A214D)

! --- CHAP authentication is requested. *Mar 1 00:06:37.177: BRO:1 LCP: O CONFACK [ACKrcvd] id 9
len 15

!--- This is an outgoing CONFACK for a message with Field ID 9. *Mar 1 00:06:37.181: BRO:1 LCP:
AuthProto CHAP (0x0305C22305) *Mar 1 00:06:37.185: BR0O:1 LCP: MagicNumber 0x507A214D
(0x0506507A214D) *Mar 1 00:06:37.189: BRO:1 LCP: State is Open

!--- This indicates that the LCP state is Open. *Mar 1 00:06:37.193: BRO:1 PPP: Phase is
AUTHENTICATING, by both [0 sess, 0 load]

!-—- The PPP Phase is AUTHENTICATING. PPP Authentication occurs now. !--- Two-way authentication
is now performed (indicated by the both keyword). *Mar 1 00:06:37.201: BRO:1 CHAP: O CHALLENGE
id 4 len 33 from "maui-soho-01"

!--- This is the outgoing CHAP Challenge. !--- In LCP the routers had agreed upon CHAP as the
authentication protocol. *Mar 1 00:06:37.225: BRO:1 CHAP: I CHALLENGE id 3 len 33 from "maui-
soho-03"

!--- This is an incoming Challenge message from the peer. *Mar 1 00:06:37.229: BR0O:1 CHAP:
Waiting for peer to authenticate first *Mar 1 00:06:37.237: BRO:1 CHAP: I RESPONSE id 4 len 33
from "maui-soho-03"

!--- This is an incoming response from the peer. *Mar 1 00:06:37.244: BR0O:1 CHAP: O SUCCESS id
4 len 4
!--- This router has successfully authenticated the peer. *Mar 1 00:06:37.248: BRO:1 CHAP:
Processing saved Challenge, id 3 *Mar 1 00:06:37.260: BRO:1 CHAP: O RESPONSE id 3 len 33 from
"maui-soho-01" *Mar 1 00:06:37.292: BRO:1 CHAP: I SUCCESS id 3 len 4
l--- This is an incoming Success message. Each side has !--- successfully authenticated the
other. *Mar 1 00:06:37.296: BRO:1 PPP: Phase is UP [0 sess, 0 load]

!--- The PPP status 1is now UP. NCP (IPCP) negotiation begins. *Mar 1 00:06:37.304: BR0O:1 IPCP: O
CONFREQ [Closed] id 4 len 10

*Mar 1 00:06:37.308: BRO:1 IPCP: Address 172.22.1.1 (0x0306AC160101)

!--- This is an outgoing CONFREQ message. It indicates that !--- the local machine address 1is
172.22.1.1. *Mar 1 00:06:37.312: BRO:1 CDPCP: O CONFREQ [Closed] id 4 len 4 *Mar 1 00:06:37.320:
BRO:1 CDPCP: I CONFREQ [REQsent] id 4 len 4 *Mar 1 00:06:37.324: BRO:1 CDPCP: O CONFACK
[REQsent] id 4 len 4

! -—- These messages are for CDP Control Protocol (CDPCP). *Mar 1 00:06:37.332: BR0O:1 IPCP: I
CONFREQ [REQsent] id 4 len 10 *Mar 1 00:06:37.336: BRO:1 IPCP: Address 172.22.1.2

(0x0306AC160102) !--- This is an incoming CONFREQ message that indicates that the peer !---
address is 172.22.1.2. An address of 0.0.0.0 indicates that the peer !--- does not have an
address and requests the local router to provide it !--- with an address in IPCP negotiation.

*Mar 1 00:06:37.344: BRO:1 IPCP: O CONFACK [REQsent] id 4 len 10 *Mar 1 00:06:37.348: BRO:1
IPCP: Address 172.22.1.2 (0x0306AC160102) *Mar 1 00:06:37.356: BRO:1 IPCP: I CONFACK [ACKsent]
id 4 len 10 *Mar 1 00:06:37.360: BRO:1 IPCP: Address 172.22.1.1 (0x0306AC160101) *Mar 1
00:06:37.363: BR0:1 IPCP: State is Open !/--- The IPCP state is Open. Note that in the IPCP
negotiation, each side !--- accepted the IP address of the peer, and one was assigned to the
peer. *Mar 1 00:06:37.371: BRO:1 CDPCP: I CONFACK [ACKsent] id 4 len 4 *Mar 1 00:06:37.375:
BRO:1 CDPCP: State is Open

!--- This indicates that the CDPCP state is Open. *Mar 1 00:06:37.387: BRO IPCP: Install route
to 172.22.1.2

!--- A route to the peer is installed. *Mar 1 00:06:38.288: $SLINEPROTO-5-UPDOWN: Line protocol
on Interface BRIO:1, changed state to up *Mar 1 00:06:42.609: %ISDN-6-CONNECT: Interface BRIO:1



is now connected to maui-soho-03
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CONFNAK (_Configure Negative Acknowledge ) :
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ECHOREQ ( Echo Request ) & ECHOREP ( Echo Reply ) :
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. I—2H5 ECHOREP 7L —AN 5 BEAFENBEA 2 EBEIC, TOVIOEAILEE
MrE ., PPP AA D IRREIZARY) ET,

TERMREQ ( Termination Request ) :

CO7L—LE, COTL—LZEELIZPPPETTPPPEGRANKRTENLEEZERLET

o

TERMACK ( Termination Acknowledge ) :




COXYtE—TE, TERMREQ XY E—ADKBEELTEEEINET, COXYE—DIC&L?
T. PPPE#HEN7O0—AEnET,

TERMINATING

COXYtE—TF, PPPEGEN T I REICHEDTVWAZEEZRLET, LCP LS E/-(E NCP
Bik., XoBeICImTEET,

- EBIO-ANThNIZBE (LCP OBEET ).
C TRELARIL (BAVILTY TELR, ISDNBE ) HFTION F7 H—EZAOREICE > 1256

o

ROV I—2arFRIALBDL 2 EHE,
BRI —THREENiEEE

LCP

ACCM ( Asynchronous Control Character Map ) :

Zhik CONFREQ 7L—LALRK® LCP TXxO>I— t\éﬂn67r7/a/o>1a'ca“o ACCM &,

TART—7 =T ANZFZHZELET, ACCMAS, R—MNIZHLT, F—X ANJ—LALRK
DEENHHENFZER IS LI>BHNENET, i&%—m FOHDI)I— 'Sl'CACCMZZI/I—‘/
AUAYR—RENTVEREVEEE., TOR—KNIE FFFFFFFF 2R 35 &S5 HHlchET,
NDHEE., XOOAIX > REHITLET,

ppp accm match 000a000

ACFC ( Address and Control Field Compression ) :

ACFC &, &KW RMBMBXY t—IJORFEIEFEEI RRA NTHABEICTS LCP AT 3>
T9Y,

AuthProto ( Authentication Protocol ) :

AuthProto EFRFEZ’ORIINDREZA T T, RATI—ATHERAETEND LD ICNED PPP #iET
Blc&H W T CONFREQ 7L — L\P\TCZZI/I RENBDENDTT, PPPERENEREST TV
WiEA k., CONFREQ 7L —ANZROSI -3 NTX—=RICCOHBHEBEIhEFRA, EAE
N3 {ElEX CHAP £7=l& PAP T3,

Callback "#" :

COXY =2, OA=IANY O A72a NI -3 R THBDEZRLTVET,
Callback DBXIC#HELSBEEIF, XA I—REh2O-INY O 72308 EEZRLTVE
T, BEFS0IXEED PPP I—I)/NY 0T, %S 6 & Microsoft A—ILINY VDA a>TT
(Ciscol0S® Y7 RII T YU—R 13T BT EBWI-ERTEICBYET ).

CHAP (_Challenge Handshake Authentication Protocol ) :




COXY =2k, XA I—>a FoRA7O0R IS CHAP THBEZRLTVET,

EndpointDisc ( End Point Discriminator ) :

ChFPPPILFUVEGTPPPET ZEBEI TR -HICERATS LCP XT3 TY, &
Mk, TXLFUIPPPNYRIOGBEERE, 22RBLTEE,

LCP:State is Open

COXYtE—TF, LCP ROV I3 VAELKETLECEZRLET,

LQM ( Link Quality Monitoring )

LQM (&, PPP A"RITE B IXTOI VTN AV E—TIAALTHERAAETT. LQM &, U
DUODMEBEEZERL. TORENRETNTVREEUATEA2LEEICVVIEAIVERE
T, CcOERR, BEEREOMAMIIODVWTIHEEIINET, REORER. REEThL2NT
YRENANOHZE, TOETTRZELEENTY NENANOBELBRL THEENET., B
EOmER. BEENLELENTYRENANOHE, TOETTEELEENTY RENI KD
BELBLUTHEELAET,

LQM A"/ Z—7 )L M{B4 . Link Quality Report (LQR ) '+ —7 754 7 OERBI L ILEEEh
F9. LARBF—TT7IA47ORDYELTEBENET, BEIDF—TT7I7147k., IXT
BYIICKEENET. LAMABREENTVEVEERE, F—T T4 70BRIEICF—T TS
ATHEEEN, BETDINTOLQRIZIEF LAQR THENRENET,

MagicNumber

ROV FUN—, YUFNL AV E—TIAATHR—RERTVETS, PPP T, BICT
SvY FUN—OFASI—RER&ET. hid, L—7/XY 2L TVBZRY NT—2 Ol
CERENES. SUALBANUDIAUSHICEEE R, BUENRoTELBAEE. I
—RTETOUSITIL—T Ny IFFbhT WD LML ET,

IW=TNY OPFRBREEhEEEZEICU IR TOFTBNESHIE. down-when-looped N> R
DEALCE>TREYET,

PAP ( Password Authentication Protocol )

COXYE—2F, PPPETICLZHERAZXOI—2a 2 R0RA7ORILY, PAPTHS
CEZBRLTVWET, PAP IOV TOFMIE. TPPP/NRAD—RFBIIZ7O KT (PAP) OFRE
ERTGTNA=—TF 42T #BRLTEE,

PFC ( Protocol Field Compression )

cOA72avFE, ZORIN 71— RIENTDEBEA > EIEAFT7ICLET,

MRRU ( Max Receive Reconstructed Unit )

ChiEFPPPIYILFII LCPREVMEBARICEZRISI—RNENBLCP A3 TT, CcOF
7avik, JL—LOBBRHNAEEREARNA M ZEHMLET, LCP TMRRUAZXIT I —
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N&EhixLESE. Multlink PPP ( MPPP; YILFUY I PPP) 2V L TEFTHERTE
FH A,

MRU ( Maximum Received Unit )

MRU &, CONFREQ 7L —ATRXO>I—RENB ILCP A7 3> T, XPEhBNTY D
A A &ZAI—NTBDENDTT,

[Authentication]

AUTH-REQ ( Authentication Request )

CO7L—A, RIANFMZ—TILICHE2>TVWRHERIC, O—AHILOPPPETASUE—~OE
_’(,‘_l_1n'c‘.‘1’l.¥3'o JE—HM E7ICHL T, PPPEFZORIEICEMBRI—FREBENAT—ROIE
1|:|Eg-.kl/353—o L_a)7|/ Ll PAP‘CT‘L‘J’EFﬁéﬂﬁjo

AUTH-ACK ( Authentication Acknowledge )

COT7L—AF, B2 PPPETAS, RBAITHAINO PPPETAESNDENDTT,
CO7L—ALF., BRI —HEENAT—RORTEHRELET., COT7L—LALIE. PPP &
DEEEAIC PAP FEAE N TVBRBEICEFERELET,

AUTH-NAK R £ & FAILURE

CDT7L—ALE, FBIAETHEO PPPETTRILICKBLIZEZIL, TOPPPETASEEFEEN
£9,

CHALLENGE

chnid, BATHHOPPPETHAS, BIAENBRO PPPETAESNSD CHAP Fyv L2
7L—ALTY, FYLZ JL—L4K., ID, &L, $RTO—NLOBEFEY—/NODRARNELV
E—KNTFNAADI—HEOVWThATERENE T, COTL—AR. PPPELORILAIC
CHAP FERZhTLWARBRICETHEAETNET,

RESPONSE

CO7L—LAE, FEENBROPPPETHL S, RIAETZRD PPP ETAESNS CHAP LA
RIATT,

BERENDLARVAR, XD 2 2OWHTHEENET,
- HEMEROMDS /\Y > 1HA

CE—N FNAADKRARNED, UE—KN FNARALOI—HBEOWVWT D
(-@7'/ A(i PPP E%’T’@wunﬁﬁq‘lh CHAP b‘ﬁﬁﬁéhf\/‘%*’ﬁA(ﬂ_T— Wﬁﬁﬁéﬂi?o

NCP

Address a.b.c.d




. BfE CONFREQ XY t—2 Tk, COERKO—DIL IL—FZNFEAZLEATVS IPTRLA

E/T\bi?o COFT RLAN0.0.0.0NFBE., COO—HIL I, EFZICRLTERT
BERIPT7RLAZERMIZCEZERLTVET,

. BfE CONFREQ XY t—2 Tk, COERETHFERAZLEATVWSIP7PRLAZRLET
o cOT RLAN0.0.00NHEE, cOETIE, O—HIL X ICHUTHERAARER IP 7R
LAZRBITEHEZERLTVET,

. 35S CONFNAK XY £—I Tk, CO{EIE CONFREQ XY £t— TETASEBRENLET
RLAOKDLYELT, EFICERASEBEVWIP PRLAZRLTVET,

. BfE CONFNAK XY £—2 Tk, COfEIRER® CONFREQ XY E—J TiRRRENET R
LAORKDYELT, COO—AIL X THERATBIPTRLAZRLTVET,

- BE CONFACK XY t—2 Tk, COfER, E7ASERENZIP 7 RLANO—AHIL X
SUTHRTETHD D EZERLET,

. BfE CONFACK XY t+—I Tk, COfElk,. O—HIL XA SEREhELIPT7 RLAYN
E7 CHEARURETHA_EZRLET,

CCP ( Compression Control Protocol )

COXYE—TF, PPPETRETERZ7ORNINA RIS I—3a2HhTHBIEZTRLET,
CiscolOS Y7 hIITF TR, ChSOEMZ7ORNINN PPPEHETRISI—MEh3d&LS5(C
BR—REATLET,

- MS-Point-to-Point Compression ( MS-PPC )
- ARZY A
TLT0R

CDPCP ( Cisco Discovery Protocol Control Protocol )

COXYE—2E, NCP 7I—ATCDP XA I—3a>rof1Tbhbhad a2 RLTVWET, I
—XTCDP&ZA7ICF3ICIE, nocdprun IN> RERITLET,

CODEREJ ( Code Reject )

CODEREJ /7 v Mg, MIRFAHEE/NTY NEUE—K PPPETFHSSELHBEICREEE
nET.

Install route to a.b.c.d

L—2TlE, IPCP(IPOL3Z7ORINLICHTBNCP 7I—X ) DRTEIC, 5X5hiE=IP T
RLRZIL—FT420 T—7ILAOYE—-RNDOPPPETIZREL, ZTOIL—TFT12T 7—=7)
RATEHBEENEIL—PNELTREBIELDICTIMENHYET, COXYE—INFRRENEL
B& &, nopeerneighbor-route X > RAFREET ATV BV EZBERL T LEEL,

IPCP ( IP Control Protocol )

DB, IPANCP 7I—ATEXIAI—2a>H0ORYRNI—I LAV THBEERLE
ERD

IPCP State is Open




COXYE—=JRIPCP(IPOLIZORINIERTSBINCP 7JI—X)HAELKETLECEZE
R~LET,

PROTREJ ( Protocol Reject )

PPPETI., RAOZ7ORIN 74— RZFEDPPPNTY hZZFELEEIZ, PROTREJ
Xvte—TFERALT, SR—MEATVAVTORILOERAFETTHAS NI EZTRL
£Y9, PPP F/NAATPROTREJ XY =TI A EEFEEThDE, ZO7ORINICKBINTY AD
KEEZRRICEFELEIIBENHYET,

B 18 #§

-PPPNRAD—REBEZ7ORIL (PAP) OBREE RS TN A=F 42T

- ppp chap hostname @ & T¥ ppp authentication chap callin Y > RZ&E{#ER L &= PPP R
. PPP CHAP BRI DB S KU ERTE

. PPP (CHAP E /& PAP ) BRBEIICBIT A NS TN a—F12T
BAYLTO/00—ICRTBRYR—N R=D

- TO_HILYR—B - Cisco Systems
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