ppp chap hostname & & T ppp authentication
chap callin AN > RZ{EMA L 7= PPP F83k

A&

BE

Bl R SR

RELE

EZ#®
FEAIRIAVR—F b
BRI

"

EBRE
B —7 M CHAP SREEMDERTE
I—ZRRBEEBDI—HFRDERE
XY RI—UK
EXE
X BI T B FHEA
o
N Sl
debug t 116l
B E B R

B=

PPP 2> I—3 3 ICik. Link Control Protocol (LCP; U2 > hO—J)L 77O ) X
d>IT—> 3>, 3. & & Network Control Protocol (NCP; &Y KD—2 > hO—I)L 7
ORI ) ZRIAZI—2a > 0R5BEHROBEREIBYET, MY 4 RFBYENTX—2TH
BETERVEE, BREKRTENET, VUIBIUIETADE, WA LCP X3 I—> 3
WCRESHAERIA7OMNINEERAL T, HERLEZTVET, REEE. NCPXI>I—23>
ZRABIBDEICEKIIL TV EBGNERY) TEA,

PPP (XM 2 DORRIAZ7’ORNINZEHR—KNLET, NAD—REBIAZOKRIL (PAP ) BLV
Challenge Handshake 528E7°'0 K JJL (CHAP ) T9,

B SR

RFIXDRREOFMIE., RO TIZANTAYTAORREE 2ZRLTEEL,

B
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CORFIXVNIEULTRERNOREFHREHY) A,

FATAIIR—F b

CORFIXYNOBHE. ROVYIRNITTEN—RIITON—TAVICEI<KEDTT,
. Cisco IOS(R) Y 7RI T UU—2Z 11.2 Lk

ERER

PAP BT, VI LETA—HYHRENARDT—REJVT7 THFARNTEFITD 204 \VR
SIAOFThNET, TOLED, TLANY IBLTSTAURACHT I REREESHY EE
Ao

—%. CHAPRREE Tk, RU—"JIA4 N R TA O ZFEALT, EHPHNICUE—KF /—KR®D
TFATUTATANRIAETNET, PPP U INBIESNDE, FARNDS TFYLT, XY
T—IHNVE—K /—RIZEBEENET, JE—N /—RTRE. 140N\ VvS151E# %
FEALCAHEENEEZISELET, RANTR IO ER, BETEHLE/NY S 2 HEFEE
BSLAEDLETRIILET. EN—BITHE5EE. RAEEREEENETT, —BLAVES, #
AR TLETD,

E

COEVIVTRER, CORFIXNTHAIZIHEZRETDLOICHLEZBTRERAL
W&E7,

%I{!:

F:CORFIXINTERAENATVWSIY Y ROFEMZEFANSDICIE, 10S Command Lookup®
—LEERALTEEL

B —7%[m CHAP BREEDERTE

BE, 2200F7F/NA AN CHAP R 2R T2HE. WANFFrLOIZEEL, CnlC®LT

HFRIAFrNELT, F¥ L///L1=.15|J'C &b‘ﬁbhﬁ@'o ZRTOMFROFRIEE < IZ1TD

NET, DAOIN—ZUAT, RBEAZHR—PNTEBVIL—REFTLETFNA AZRERICZEH

9 %35 & &, ppp authentication chap calin AN RzZERAL T &L\, ppp authentication 1Y
>~ R7%Z callin =\’——'7— Rz TERATDE, PTORAS—NTR, VE—K FNA AN =)
ERELESE (LA, VE—BNFNAANF "TOA=IA421 LEBE)DUE—HF FNA1A
EizsR nEl/i'd'o CDIFE, RIARERE (ZF ) A—LOKIZEEENET,

LN—2BERBRDII—TEORE

ERFEERXOERELD AT LEEAARHBUAO L NI IIL—F, 12 Z—FY N H—E
AZ7ANAA (ISP) ., FEEE ML IIL—Z20oO0—2)—0WTFnHlIC. VE—KFRAROL
— BN ERTEES. RAMNBERLDRM1— *ﬂ'%’é IETRIMENF HYVET, cORSEIR
MTE, L—ZFZDORARNBIE, BEEATVEVD, BEILE>TELRDHZENHYET (O—
R)—), i, ISPIC&2TEVWIRS i1 — "T%EE)&U/\Z'? RA, VDE—NIL—2DK
ARBEREBRDBEEHNET, CORSKIFEICIE, ppp chap hostname IX > REFEAHL
. %”.\,\Eﬂlﬁﬁﬁﬂ'éﬁ%l HEEEELET,

EEARF, BEOVE—N FNAAFERNTL A RZFAYILALTVIRREEZTL



EEW, BEDO CHAP ZiLZEA T %456 VE—K FNAAD (KRARNBEBDETD

) I—HEBRVUH E@TM&%EE'&/I\7)L)L—?TEQE@“%%E#"@U?@% cOFIF
Tk, FRIL—ZOREOCERICHEFA ALY, BMICEDZZENFHYET, £EL, UE—HK
TFNAANRARNBERBDDI—HEZEAITIE, ChZEBIDCENTERT., BHOA
AVYNA2 DFAT 2 NORIACEATERE-—DI—HFREHABWETHRY A NERETE
£9,

XYBRMD—IRK
L—BAFN—22A0 D=L ERBTDE, L—R2BIIL—F1UCFrLOSLETH. IL—2

1MFIL—R2IZFF¥ LD LEEA, chik, JL—21Tppp authentication chap callina<Y > R#F
BRETIhTVAEDTT. ChBREAMBRIEOGHTT.

CDFRETIE, ppp chap hostname alias-r1 AX> RAN— 1 CREE M TLVET, IL—X 1
&, CHAP BREEFRA KRB EL T "M" ORDH V) (C "alias-r1" ZFEALET, IL—R2OFX ATV
7'&&., )L—Z1Dppp chap hostname& —H L TVWBUENFHVET, TS5LEVE, 2 D0 B-
channel A" 1 A D& 1 DF DY EhTLEVET,

Houter 1 ISDN/PPP Houter 2

RUE
=21

1

isdn switch-type basic-5ess

!

hostname rl

!

username r2 password 0 cisco

! -- Hostname of other router and shared secret !
interface BRIO/0 ip address 20.1.1.1 255.255.255.0 no ip
directed-broadcast encapsulation ppp dialer map ip
20.1.1.2 name r2 broadcast 5772222

dialer-group 1

isdn switch-type basic-5ess

ppp authentication chap callin

! -- Authentication on incoming calls only ppp chap
hostname alias-ril

! —— Alternate CHAP hostname ! access-list 101 permit
ip any any dialer-list 1 protocol ip list 101 !

=22

isdn switch-type basic-5ess
!

hostname r2
!

username alias-rl password 0 cisco




! -- Alternate CHAP hostname and shared secret. ! --

The username must match the one in the ppp chap hostname
! -—— command on the remote router.

|
interface BRIO/0

ip address 20.1.1.2 255.255.255.0

no ip directed-broadcast

encapsulation ppp

dialer map ip 20.1.1.1 name

alias-rl broadcast 5771111

! -- Dialer map name matches alternate hostname
"alias-rl". dialer-group 1 isdn switch-type basic-5ess
ppp authentication chap ! access-list 101 permit ip any

any dialer-list 1 protocol ip list 101 !

REIBIT DRI
BB, BOTOHRFESRLTILEE,

R2

@ challenge

®

RZ2Tooks up its Hash value

local database

@ far uzername
Cisco

¢ “alias-r1"

WD Hash challenge

v

Hash “alue
are they same @
Yes
* authentication success

L Rintatecal ————

labled as from "alias-r1"

R1

R1 laoks up its
local database for
usernarme "r2"

ciscn®
'

challenge —

kDS Hash

¥

Hash “Walue

1. 206ITR., L—21A80—-)LZBBRLTVET, -1, L—X2z2KEAEL
Tppp authentication chap callin AX > RTHREL TWD®H, IL—2 2 O TAHEZER

LEXEA.

2 N—22HA -z EITdE, L—R2BFEAZITIEOIN—Z2 1OGTARAZERLE



2

o CcORIAICEWVT, F7ALBRTE., L—ZFORANBFETOIN—2B8HEZEBRNTS
HICEAENET, ppp chap hostname name N> RAREE N TVBHE, IL—XREFK
ARBOLMDYICZTEOREZFE>T, TOIIL—XBHEZBALET. COHITEK, FTilHA
ERE"m2"HASBEELEEOELT, FRILNIMFITSNET.

N=—21BGIL—F2O5RAAERZZFEY, I—FE"2"OO—-H) F—EXR—A%

ANET,

.Router1 A" "r2; O/NAT—RZEDFET, chld Tciscos £&2TVWET, Router 1

TlE. MDS/\NY 2 1BEBOADNTA—ZRELT, CONAT—RE Router2 A50OF +
Lo ERALET, TO/NY Y 1HEEIr SRENET,

=21 NV 1HhEZIL—Z2ICEEFELERT. < T, ppp chap hostnamed N> Rk

Falias-r1y ELTEREETNTVWS S, Taliasr1y A5OREBELTIRILFFHOSNE
9,

AN—R2BFREREZZZHERY), NAD—ROO—AHI F—E2ZRX—AICH S "alias-r1" 1—
HEERELET,

.Router 2 [&. Talias-r1y; ®/NAT—RA" Tciscoys THBEZRDFTET, Router2 Tk

MDSN\YZABBOANNTXA—RELT, CO/NAT—RELHIZ Router 1 IZIXfEE
NEFYLODERFERALET, /\Y 2 A5TEMEN /N\Y D 15EEEERLET,

=221 BETERLENYZIFEEE, LR 1285Z0WM2E£/\YV215EERZ

EBLET,

ABNTGA=2 ( BRAFRERSLTNAD—R ) FEA-THIIE, N\YZIEECEL

ICBBDT . FREARUILERT.

2

RBE, COREICERATESIHIFREH)FLA,

ax

N el

ZTE, REORS TN 1 —F 4 I I ERATEZBHRERLET,

debug AN RZHITIHAIC,. TFNYYT OXVROEEREHR L ZZRL T EZ LV,

debug H 7 5l

Rk, debug ppp authentication X > RASDOHHFITT,

=21

rl#ping 20.1.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 20.1.1.2, timeout is 2 seconds:

*Mar 1 20:06:27.179: SLINK-3-UPDOWN: Interface BRIO/0:1, changed state to up
*Mar 1 20:06:27.183: %ISDN-6-CONNECT:

Interface BRIO/0:1 is now connected to 5772222

*Mar 1 20:06:27.187: BR0/0:1 PPP: Treating connection as a callout

*Mar 1 20:06:27.223: BR0O/0:1 CHAP: I CHALLENGE id 57 len 23 from "r2"
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! -- Received a CHAP challenge from other router (r2) *Mar 1 20:06:27.223: BR0/0:1 CHAP:

Using alternate hostname alias-rl
! -- Using alternate hostname configured with ! -- ppp chap hostname command *Mar 1

20:06:27.223: BR0O/0:1 CHAP: O RESPONSE id 57 Len 29 from "alias-rl" ! -- Sending response from
"alias-rl" ! -- which is the alternate hostname for rl *Mar 1 20:06:27.243: BR0/0:1 CHAP: T
SUCCESS id 57 Len 4 ! -- Received CHAP authentication is successful ! -- Note that rl is not
challenging r2 .!!!! Success rate is 80 percent (4/5), round-trip min/avg/max = 36/38/40 ms rl#
*Mar 1 20:06:28.243: $LINEPROTO-5-UPDOWN: Line protocol on Interface BRI0O/0:1, changed state to
up rl# *Mar 1 20:06:33.187: $ISDN-6-CONNECT: Interface BRIO/0:1 is now connected to 5772222 r2

=22

r2#

20:05:20: S$SLINK-3-UPDOWN: Interface BRIO/0:1, changed state to up

20:05:20: $ISDN-6-CONNECT: Interface BRIO/0:1 is now connected to 5771111

20:05:20: BR0O/0:1 PPP: Treating connection as a callin

20:05:21: BRO/0:1 CHAP: O CHALLENGE id 57 Len 23 from "r2"

! -— r2 is sending out a challenge 20:05:21: BR0/0:1 CHAP: I RESPONSE id 57 Len 29 from
"alias-rl"

! -- Received a response from alias-rl, ! -- which is the alternate hostname on rl 20:05:21:
BR0O/0:1 CHAP: O SUCCESS id 57 Len 4 ! -- Sending out CHAP authentication is successful 20:05:22:
SLINEPROTO-5-UPDOWN: Line protocol on Interface BRI0O/0:1, changed state to up 20:05:26: %ISDN-6-
CONNECT: Interface BRIO/0:1 is now connected to 5771111 alias-rl

BYE 1§
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