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uBR924-1

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption

|

host nanme ubr924-1
!

enabl e password ww
|




clock timezone - -8
i p subnet-zero

no ip finger

|
ip audit notify |og

ip audit po nmax-events 100
|
!
crypto isaknmp policy 10 !--- Creates an Internet Key
Exchange (IKE) policy with the specified priority !---
nunber of 10. The range for the priority is 1 to 10000,
where 1 is the !'--- highest priority. This command al so
enters Internet Security Association !--- and Key
Management Protocol (I SAKMP) policy configuration
comand node. hash nd5 !--- Specifies the MD5 (HVAC
variant) hash al gorithm for packet authentication

aut hentication pre-share !--- Specifies that the

aut hentication keys are pre-shared, as opposed to !---
dynamical |y negotiated using R vest, Shamir, and Adel man
(RSA) public !--- key signatures. group 2 !--- Diffie-
Hel | man group for key negotiation. lifetinme 3600 !---
Defines how | ong, in seconds, each security association

shoul d exist before !--- it expires. Its range is 60 to
86400, and in this case, it is 1 hour. crypto isaknp key
nykey address 18.18.18.18 !--- Specifies the pre-shared

key that should be used with the peer at the !---
specific I P address. The key can be any arbitrary

al phanuneric key up to !--- 128 characters. The key is
case-sensitive and nust be entered identically !--- on
both routers. In this case, the key is nykey and the
peer is the !--- Ethernet address of uBR904-2 . | crypto

| PSec transform set TUNNELSET ah- md5- hnac esp-des !---
Establ i shes the transformset to use for |Psec
encryption. As many as !--- three transformations can be
specified for a set. Authentication Header !--- and ESP
are in use. Another common transform set used in
industry is !--- esp-des esp-nd5-hnac. ! crypto map
MYMAP | ocal - address EthernetO !--- Creates the MYMAP
crypto map and applies it to the EthernetO interface.
crypto map MYMAP 10 i psec-isaknp !--- Creates a crypto
map nunbered 10 and enters crypto map configuration
node. set peer 18.18.18.18 !--- ldentifies the IP
address for the destination peer router. In this case
I--- the Ethernet interface of the renpte cable nodem
(ubr904-2) is used. set transformset TUNNELSET !---
Sets the crypto nap to use the transform set previously
created. match address 101 !--- Sets the crypto nap to
use the access list that specifies the type of !---
traffic to be encrypted. !--- Do not use access lists
100, 101, and 102 if the IPsec config is !--- downl oaded
through the ios.cfg in the DOCSI S configuration file. !

I 1 1 voice-port O input gain -2 output attenuation O !
voi ce-port 1 input gain -2 output attenuation 0! ! !
interface EthernetO ip address 19.19.19.19 255. 255. 255. 0
iprip send version 2 ip rip receive version 2 noip
rout e-cache no ip nroute-cache ! interface cabl e-nodenD
iprip send version 2 ip rip receive version 2 noip
rout e-cache no ip nroute-cache cabl e- rodem downstream
saved channel 525000000 39 1 cabl e-modem mac-tiner t2
40000 no cabl e-nodem conpl i ant bridge crypto nmap MYNAP
l--- Applies the previously created crypto nap to the
cable interface. ! router rip version 2 network 19.0.0.0
network 172.16.0.0 ! ip default-gateway 172.16.31.1 ip
classless ip http server ! access-list 101 pernit ip




19.19.19.0 0.0.0.255 18.18.18.0 0.0.0.255 !--- Access
list that identifies the traffic to be encrypted. In
this case, !--- it is setting traffic fromthe |oca
Et hernet network to the renmote !--- Ethernet network.
snnp-server nmanager ! line con O transport input none
line vty 0 4 password ww |l ogin ! end

OTr—7 LEFLAORERERICEBLE, TSUFMOIAY 74 F1L—2320IXY RO
BEAEEMENETTT,

uBR904-2

version 12.1

no service pad

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane ubr 904- 2
!

enabl e password ww
!
!
!
!
!

clock tinmezone - -8
i p subnet-zero

no ip finger

!
!
!
crypto isaknp policy 10 hash nd5 aut hentication pre-
share group 2 lifetime 3600 crypto isaknmp key mnykey
address 19.19.19.19 ! | crypto | PSec transformset
TUNNELSET ah- nmd5- hmac ESP-Des ! crypto map MYMAP | ocal -
address EthernetO crypto map MYMAP 10 i psec-i saknp set
peer 19.19.19.19 !--- ldentifies the |P address for the
destination peer router. In this case, !--- the Ethernet
interface of the renote cabl e nodem (uBR924-1) is used
set transformset TUNNELSET match address 101 ! ! | |
interface EthernetO i p address 18.18.18. 18 255. 255. 255.0
iprip send version 2 ip rip receive version 2

interface cable-nodenD ip rip send version 2 ip rip
recei ve version 2 no keepalive cabl e-nodem downstream
saved channel 555000000 42 1 cabl e-nmodem Mac-tiner t2
40000 no cabl e-nodem conpl i ant bridge crypto map MYMAP !
router rip version 2 network 18.0.0.0 network 172.16.0.0
! ip default-gateway 172.16.30.1 ip classless no ip http
server ! access-list 101 permt ip 18.18.18.0 0.0.0.255

19.19.19.0 0.0.0.255 snnp-server manager ! line con O
transport input none line vty 0 4 password ww | ogi n
end
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uBR7246VXR

router rip
version 2




network 172.16.0.0
no aut o-sunmary
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Output Interpreter Tool (OIT ) (BRI —HYEM ) TRk, BHEOD show IX > RAHYR—KEh
TWET, OIT ZFEAL T, show AN RHEHODEFERRTEET,

BWAEDT—TILEF LD show version I REHEITLTTE L,

ubr 924- 1#show version Ci sco Internetwork Operating System Software 10S (tm 920 Software
(UBR920- KIOBSV4Y5561 -M, Version 12.1(6), RELEASE SOFTWARE (fcl) Copyright (c) 1986-2000 by
Cisco Systens, Inc. Conpiled Wed 27-Dec-00 16:36 by kellythw | mage text-base: 0x800100A0, data-
base: 0x806C1C20 ROM System Bootstrap, Version 12.0(6r) T3, RELEASE SOFTWARE (fcl) ubr924-1
uptinme is 1 hour, 47 mnutes Systemreturned to ROM by reload at 10:39:05 - Fri Feb 9 2001
Systemrestarted at 10:40:05 - Fri Feb 9 2001 Systeminage file is "flash:ubr920-klo3sv4y556i -
ne. 121- 6" cisco uBR920 CM (MPC850) processor (revision 3.e) with 15872K/ 1024K bytes of menory.
Processor board | D FAA0O422QV4F Bridgi ng software. 1 Ethernet/|EEE 802.3 interface(s) 1 Cable
Modem network interface(s) 3968K bytes of processor board System flash (Read/ Wite) 1536K bytes
of processor board Boot flash (Read/Wite) Configuration register is 0x2102

uBR924-1 (& VALUE SMALL OFFICE/VOICE/FW IPSEC 56 #gEt Y h& CiscolOS V7~ T
T JV)—ZX1216)2XTLET,

ubr 904- 2#show version Ci sco Internetwork Operating System Software 10S (TM 900 Software
(UBR900- K10Y5561 - M, Version 12.1(6), RELEASE SOFTWARE (fcl) Copyright (c) 1986-2000 by cisco
Systens, Inc. Conpiled Wed 27-DEC-00 11: 06 by kel l ythw I nage text-base: 0x08004000, database:
0x085714DC ROM System Bootstrap, Version 11.2(19980518: 195057), RELEASED SOFTWARE ROM 900
Sof t war e (UBR900- RBOOT- M, Version 11.3(11) NA, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl) ubr904-2
uptime is 1 hour, 48 mnutes Systemreturned to ROM by rel oad at 10:38:44 - Fri Feb 9 2001
Systemrestarted at 10:40:37 - Fri Feb 9 2001 Systemimage file is "flash: ubr900-kloy556i -

ne. 121- 6" ci sco uBROOO CM (68360) processor (revision D) with 8192K bytes of menory. Processor
board | D FAA0235Q0ZS Bridgi ng software. 1 Ethernet/|EEE 802.3 interface(s) 1 Cable Mdem network
interface(s) 4096K bytes of processor board System flash (Read/ Wite) 2048K bytes of processor
board Boot flash (Read/Wite) Configuration register is 0x2102

uBR904-2 & /& L OFFICE/FW IPSec 56 #gEt Y b & CiscolOS V7 kI 7 DU—R
12.1(6)2ERTL XY,

ubr924-1#show ip interface brief Interface | P-Address OK? Method Status Protocol EthernetO
19.19.19.19 YES NVRAM up up cabl e-nodenD 172.16.31. 20 YES unset up up ubr904-2#show ip interface
brief Interface |IP-Address OK? Method Status Protocol EthernetO 18.18.18.18 YES NVRAM up up

cabl e- nodenD 172. 16. 30. 18 YES unset up up

REDINVRAS, A —HYRYKMME—TIAANBBALTVWERZEFDAYET, 41—
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ubr 924- 1#show i p route Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2 El - OSPF external type 1, E2 - OSPF external type 2, E- EGP i -
I1S-1S, L1 - ISISlevel-1, L2 - ISISlevel-2, ia- ISISinter area * - candidate default, U -
per-user static route, o - ODR P - periodic downl oaded static route Gateway of |ast resort is
172.16.31.1 to network 0.0.0.0 19.0.0.0/24 is subnetted, 1 subnets C 19.19.19.0 is directly
connected, EthernetO R 18.0.0.0/8 [120/2] via 172.16.31.1, 00:00: 23, cabl e-nmoden0 172.16.0.0/ 16
is variably subnetted, 4 subnets, 3 masks R 172.16.135.0/25 [120/1] via 172.16.31.1, 00: 00: 23,
cabl e-noden0 R 172.16.29.0/27 [120/1] via 172.16.31.1, 00:00: 23, cabl e-nbdenD R 172.16. 30. 0/ 24
[120/1] via 172.16.31.1, 00:00:23, cabl e-nmodenmd C 172.16.31.0/24 is directly connected, cable-
nodenD R 192.168.99.0/24 [120/3] via 172.16.31.1, 00:00:24, cabl e-npdenD 10.0.0.0/24 is
subnetted, 2 subnets R 10.10.10.0 [120/2] via 172.16.31.1, 00:00: 24, cabl e-nmodend S* 0.0.0.0/0
[1/0] via 172.16.31.1

ZDAS uBRIA-2 DA —HRY MMV R—T I A ATHS uBRI24-1 A")L— Ik 18.18.18.0 (ZD
WTEATVWBRCEHNTREDICRDENTEET,

ubr 904- 2#show i p route Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2 El - OSPF external type 1, E2 - OSPF external type 2, E- EGP i -
ISIS, L1 - ISISlevel-1, L2 - ISISlevel-2, IA- ISISinter area * - candidate default, U - per-
user static route, o - ODR P - periodic dowl oaded static route Gateway of |ast resort is
172.16.30.1 to network 0.0.0.0 R 19.0.0.0/8 [120/2] via 172.16.30.1, 00:00:17, cabl e-nodenD
18.0.0.0/24 is subnetted, 1 subnets C 18.18.18.0 is directly connected, Ethernet0 172.16.0.0/16
is variably subnetted, 4 subnets, 3 masks R 172.16.135.0/25 [120/1] via 172.16.30.1, 00:00:17,
cabl e-nbdenD R 172.16.29.224/27 [120/1] via 172.16.30.1, 00:00: 17, cable-nodenD C 172.16. 30.0/ 24
is directly connected, cable-nodenD R 172.16.31.0/24 [120/1] via 172.16.30.1, 00:00: 17, cable-
nmodenD R 192. 168.99.0/24 [120/3] via 172.16.30.1, 00:00: 18, cable-npdenD 10.0.0.0/24 is
subnetted, 1 subnets R 10.10.10.0 [120/2] via 172.16.30.1, 00:00:18, cabl e-nmodend S* 0.0.0.0/0
[1/0] via 172.16.30.1

UBR904-2 D)L—F 1T T—TIA S, uBR24-1 DA —HZXY NDEHDOZRY NT—OK)
—FAT TF=TICHBEFDAVET,

E 20057 INEFLOBTIL—T4>FJ Z7ORINZEBTERVNT—ANHIHLELN
FBA. COEKIBEFE, T—TILETFLDA—HYRYNAUE—T I/ ADLEONDEERNT T
AYVIIZCMTSICBFBDAZT14Y D Jl—hNZEBMLTTEL,

FIVIOTINERDEREFITIOELA VUANDRIATT; @HDIIL—2X D show access-lists A~
VREREITLTTEL,

ubr 924- 1#show access-lists Extended I P access list 101 pernmit ip 19.19.19.0 0.0.0.255 18.18.18.0
0. 0. 0. 255 (2045 matches) ubr904- 2#show access-1ists Extended | P access |ist 101 permit ip
18.18.18.0 0.0.0.255 19.19.19.0 0.0.0.255 (2059 natches)

FOEAUANG IPSectz ¥ > 3> %8 uBR924-1 (19.19.19.0 ) uBRI04-2 DESDNDHES D
LANLAN ADREEIP RS 74y 2 BE LELK (18.1818.0) . £ETOFICE, ThHHEE
ZB|ER_ITDT, PTUVEAVARNT TENTE, FRALBEVWTTEY, IPSec Y hDO—72

TXFIVTAQFMICOVTREREZSREBLTTEL,

IPSechZ 714 v OBV EE A, show crypto engine connection active 1Y > RZFITLTT
=L,

ubr 924- 1#show crypto engi ne connection active ID Interface | P-Address State Al gorithm Encrypt
Decrypt 1 set HVAC MD5+DES 56_CB 0 O ubr904- 2#show crypto engi ne connection active ID Interface
| P- Address State Al gorithm Encrypt Decrypt 1 set HVAC MD5+DES 56_CB 0 0O

RSTAYIONTOEBAVDARNE—BLEN 27D T IPSeciEHmAHY) EE A,
X:debug ANV REFAHTZHIIC, Tdebug AV ROEEXZER. 25BL KTV,

RODATYTEEE RS TV IBERTDEDICVS2ANDEESFNY T2 DHDETT
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COBITIRE, ChSOFNYTEDI2EEXT:

- debug crypto engine

- debug crypto ipsec

- debug crypto key-exchange

- debug crypto isakmp
BACTNYITOENZRDI-OICHE RZT714Y U Z4EKLTTEW, uBRIS-2 DA —H X
Y RAR—KA'S uBR924-1 (119.19.19.1) IP 7 RLA® PC IZHRE > T Z2ERTLTTE L,

ubr 904- 2#ping ip Target |P address: 19.19.19.1 !--- |P address of PCl behind the Ethernet of
uBR924-1. Repeat count [5]: 100 !--- Sends 100 pings. Datagram size [100]: Timeout in seconds
[2]: Extended conmands [n]: y Source address or interface: 18.18.18.18 !--- |P address of the

Et her net behi nd uBR904-2. Type of service [0]: Set DF bit in IP header? [no]: Validate reply
data? [no]: Data pattern [OxABCD]: Loose, Strict, Record, Tinmestanp, Verbose[none]: Sweep range
of sizes [n]: Type escape sequence to abort. Sending 100, 100-byte |ICWP Echos to 19.19.19.1,
timeout is 2 seconds:

UBR924-2 FcOFNv T HhZaRLET:

ubr 904- 2#

01:50:37: |PSec(sa_request): , (key eng. nsg.) src= 18.18.18.18, dest= 19.19.19.19, src_proxy=
18. 18. 18. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), dest_proxy= 19.19. 19. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = AH, transform= ah-nmd5-hmac , |ifedur= 3600s and 4608000kb, spi= 0x19911A16(428939798),
conn_id= 0, keysize= 0, flags= 0x4004 01:50:37: |PSec(sa_request): , (key Eng. msg.) src=

18. 18.18.18, dest= 19.19.19.19, src_proxy= 18.18.18.0/255.255.255.0/0/0 (type=4), dest_proxy=
19. 19. 19. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform= ESP-Des , |ifedur= 3600s and

4608000kb, spi = 0x7091981(118036865), conn_id= 0, keysize= 0, flags= 0x4004 01:50: 37: | SAKMP:
recei ved ke message (1/2) 01:50:37: |ISAKMP (0:1): sitting IDLE. Starting QM i medi ately
(QVLIDLE) 01:50:37: | SAKWP (0:1): beginning Quick Mde exchange, MID of 1108017901 01:50: 37:
Crypt oEngi ne0: generate hmac context for conn id 1 01:50:37: | SAKMP (1): sending packet to
19.19.19.19 (1) QVLIDLE 01:50:37: | SAKMP (1): received packet from 19.19.19.19 (1) QV.IDLE
01:50: 37: Crypt oEngi ne0: generate hmac context for conn id 1 01:50:37: |SAKMP (0:1): processing
SA payl oad. nmessage | D = 1108017901 01:50: 37: | SAKMP (0:1): Checking | PSec proposal 1 01:50:37:

I SAKMP: transform 1, AH MD5 01:50:37: | SAKMP: attributes in transform
ol:50:3.ttrrrrrrprrrrrrrrrrrrriry: | SAKMP: encaps is 1 01:50:37: | SAKMP: SA life type in seconds
01:50:37: I SAKMP: SA life duration (basic) of 3600 01:50:37: |ISAKMP: SA life type in kil obytes
01:50:37: I SAKMP: SA life duration (VPI) of Ox0O 0x46 0x50 Ox0 01:50:37: | SAKMP: authenticator is
HVAC- MD5 01:50:37: validate proposal 0 01:50:37: |ISAKMP (0:1): atts are acceptable. 01:50:37:

| SAKMP (0:1): Checking | PSec proposal 1 01:50:37: |SAKMP: transform 1, ESP_DES 01: 50: 37: | SAKIVP:
attributes in transform 01:50:37: |SAKMP: encaps is 1 01:50:37: |SAKMP: SA life type in seconds
01:50:37: I SAKMP: SA life duration (basic) of 3600 01:50:37: |SAKMP: SA life type in kil obytes
01:50:37: I SAKMP: SA life duration (VPlI) of Ox0O 0x46 0x50 Ox0 01:50:37: validate proposal 0
01:50:37: I SAKMP (0:1): atts are acceptable. 01:50:37: |PSec(validate_proposal _request):

proposal part #1, (key Eng. msg.) dest= 19.19.19.19, src= 18.18.18.18, dest_proxy=
19,10, A L e il Success

rate is 99 percent (99/100), round-trip mn/avg/ max = 30/40/70 ns ubr904- 2#
BYIO PING AFRELEZCEITFELTTEY, ChFEGZRUTIXENF D EVSEHID
KVET,

UBR924-1 I cOFNY Y HhERLET:

ubr 924- 1#

01:50:24: | SAKMP (1): received packet from 18.18.18.18 (R) QV.IDLE 01: 50: 24: Crypt oEngi ne0:
generate hmac context for conn id 1 01:50:24: |SAKMP (0:1): processing SA payl oad. Message ID =
1108017901 01:50:24: | SAKWP (0:1): Checking | PSec proposal 1 01:50:24: |SAKMP: transform 1,

AH MD5 01:50:24: | SAKMP: attributes in transform O01:50:24: | SAKMP: encaps is 1 01:50: 24:

I SAKMP: SA |ife type in seconds 01:50:24: | SAKMP: SA |ife duration (basic) of 3600 01:50: 24:

I SAKMP: SA |ife type in kilobytes 01:50:24: |SAKMP: SA life duration (VPI) of Ox0O 0x46 0x50 O0xO



01:50: 24: | SAKMP: authenticator is HVAC-MD5 01:50:24: validate proposal 0 01:50: 24: | SAKMP
(0:1): atts are acceptable. 01:50:24: |SAKWP (0:1): Checking | PSec proposal 1 01:50:24: | SAKMP
transform 1, ESP_DES 01:50:24: | SAKMP: attributes in transform 01:50:24: | SAKMP: encaps is 1
01:50:24: |ISAKMP: SA life type in seconds 01:50:24: |SAKMP: SA life duration (basic) of 3600
01:50:24: |ISAKMP: SA life type in kilobytes 01:50:24: | SAKMP: SA |ife duration (VPl) of 0x0O 0x46
0x50 0Ox0 01:50:24: validate proposal 0 01:50:24: |SAKMP (0:1): atts are acceptable. 01:50: 24:

| PSec(val i dat e_proposal _request): proposal part #1, (key Eng. msg.) dest= 19.19.19.19, src=

18. 18.18. 18, dest_proxy= 19.19.19. 0/ 255. 255.255.0/0/0 (type=4), src_proxy=

18. 18. 18. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = AH, transforn= ah-md5-hmac , |ifedur= 0s and
Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 01:50:24: |PSec(validate_proposal _request):
proposal part #2, (key Eng. nmsg.) dest= 19.19.19.19, src= 18.18.18.18, dest_proxy=

19. 19. 19. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), src_proxy= 18.18.18. 0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transform= ESP-Des , |ifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= O,
flags= Ox4 01:50:24: validate proposal request 0 01:50:24: | SAKMP (0:1): processi ng NONCE

payl oad. Message I D = 1108017901 01:50: 24: | SAKMP (0:1): processing |ID payl oad. Message ID =
1108017901 01:50:24: |SAKMP (1): 1D | PV4_ADDR SUBNET src 18.18.18.0/255.255.255.0 prot O Port O
01:50:24: | SAKMP (0:1): processing |ID payload. Message |ID = 1108017901 01:50: 24: | SAKMP (1):

I D_| PV4A_ADDR _SUBNET dst 19.19.19.0/255. 255.255.0 prot O Port O 01:50:24: |SAKMP (0:1): asking
for 2 spis froml|PSec 01:50:24: |PSec(key_engine): got a queue event... 01:50: 24:

| PSec(spi _response): getting spi 393021796 for SA from 18.18.18.18 to 19.19.19.19 for prot 2
01:50: 24: | PSec(spi _response): getting spi 45686884 for SA from 18.18.18.18 to 19.19.19.19 for
prot 3 01:50:24: |SAKMP: received ke nmessage (2/2) 01:50:24: CryptoEngi ne0: generate hmac
context for conn id 1 01:50:24: |SAKMP (1): sending packet to 18.18.18.18 (R) QV. I DLE 01: 50: 24:
| SAKMP (1): received packet from 18.18.18.18 (R) QM. IDLE 01: 50: 24: Crypt oEngi ne0: generate hnmac
context for conn id 1 01:50:24: |PSec allocate flow O 01:50:24: |1PSec allocate flow O 01:50: 24:
| SAKMP (0:1): Creating | PSec SAs 01:50: 24: inbound SA from 18.18.18.18 to 19.19.19.19 (proxy
18.18.18.0 to 19.19.19.0) 01:50:24: has spi 393021796 and conn_id 2000 and flags 4 01:50: 24:
lifetinme of 3600 seconds 01:50:24: lifetinme of 4608000 kil obytes 01:50: 24: outbound SA from
19.19.19.19 to 18.18.18.18 (proxy 19.19.19.0 to 18.18.18.0) 01:50:24: has spi 428939798 and
conn_id 2001 and flags 4 01:50:24: lifetine of 3600 seconds 01:50:24: lifetime of 4608000

ki | obytes 01:50:24: | SAKWMP (0:1): Creating | PSec SAs 01:50:24: inbound SA from 18.18.18.18 to
19.19.19.19 (proxy 18.18.18.0 to 19.19.19.0) 01:50:24: has spi 45686884 and conn_id 2002 and
flags 4 01:50:24: lifetime of 3600 seconds 01:50:24: l|ifetime of 4608000 kil obytes 01:50: 24:

out bound SA from 19.19.19.19 to 18.18.18.18 (proxy 19.19.19.0 to 18.18.18.0) 01:50:24: has sp
118036865 and conn_id 2003 and flags 4 01:50:25: lifetime of 3600 seconds 01:50:25: lifetinme of
4608000 kil obytes 01:50:25: | SAKMP (0:1): deleting node 1108017901 error FALSE reason "quick
node done (await ()" 01:50:25: |PSec(key_engine): got a queue event... 01:50:25

I PSec(initialize_sas): , (key Eng. nsg.) dest= 19.19.19.19, src= 18.18.18.18, dest_proxy=

19. 19. 19. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), src_proxy= 18.18.18. 0/ 255. 255.255.0/0/0 (type=4),
protocol = AH, transform= ah-nmd5-hmac , |ifedur= 3600s and 4608000kb, spi = 0x176D0964(393021796),
conn_i d= 2000, keysize= 0, flags= Ox4 01:50:25: IPSec(initialize_sas): , (key Eng. msg.) src=
19.19.19.19, dest= 18.18.18.18, src_proxy= 19.19.19.0/255.255.255.0/0/0 (type=4), dest_proxy=
18. 18. 18. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol= AH, transfornm= ah-nmd5-hmac , |ifedur= 3600s and
4608000kb, spi = 0x19911A16(428939798), conn_id= 2001, keysize= 0, flags= 0x4 01:50: 25

I PSec(initialize_sas): , (key Eng. nsg.) dest= 19.19.19.19, src= 18.18.18.18, dest_proxy=

19. 19. 19. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), src_proxy= 18.18.18. 0/ 255. 255.255.0/0/0 (type=4),
protocol = ESP, transform= ESP-Des , |ifedur= 3600s and 4608000kb, spi = 0x2B92064(45686884),
conn_i d= 2002, keysize= 0, flags= Ox4 01:50:25: IPSec(initialize_sas): , (key Eng. msg.) src=
19.19.19.19, dest= 18.18.18.18, src_proxy= 19.19.19.0/255.255.255.0/0/0 (type=4), dest_proxy=
18. 18. 18. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform= ESP-Des , |ifedur= 3600s and
4608000kb, spi = 0x7091981(118036865), conn_id= 2003, keysize= 0, flags= 0x4 01:50: 25:

| PSec(create_sa): sa created, (sa) sa_dest= 19.19.19.19, sa prot= 51, sa_spi=
0x176D0964(393021796), sa_trans= ah-md5-hmac , sa_conn_i d= 2000 01:50: 25: | PSec(create_sa): sa
created, (sa) sa_dest= 18.18.18.18, sa_prot= 51, sa_spi= 0x19911A16(428939798), sa_trans= ah-
md5- hmac , sa_conn_i d= 2001 01:50: 25: |PSec(create_sa): sa created, (sa) sa_dest= 19.19.19.19
sa_prot= 50, sa_spi = 0x2B92064(45686884), sa_trans= ESP-Des , sa_conn_id= 2002 01:50: 25:

| PSec(create_sa): sa created, (sa) sa_dest= 18.18.18.18, sa prot= 50, sa_spi=
0x7091981(118036865), sa_trans= ESP-Des , sa_conn_id= 2003 ubr924- 1#

IPSech > RIILHERE i, ERHITBSUENTY N 8LV BESUNTY NERTFTER
ERD

ubr 924- 1#show crypt o engi ne connection active ID Interface | P-Address State Al gorithm Encrypt
Decrypt 1 set HVAC MD5+DES 56_CB 0 O 2000 cabl e-nodenD 172.16.31.20 set HVAC MD5 0 99 2001



cabl e-nodenD 172.16. 31. 20 set HVAC_MD5 99 0 2002 cabl e-nodenD 172.16.31. 20 set DES 56_CBC 0 99
2003 cabl e-nodenD 172.16. 31. 20 set DES 56_CBC 99 0

R0 200x TRREFE D 9 ONTYRERLET, THREPCIICThSZREE 510
NTY REZEBSHULBETIhER)EEA, F2TE 9 DEBFEAENTYRERLET, Th
Ik UBRI04-2 ICENSZIXE TREICNT Y hZBESHLLBTIhERY) ERA, FE3IHLTE4
171& AH-MD5-HMAC O V) IZ ESP-DES RS2 A7 #—LNORALU7OtAZ, ETLET,

E:RNZVRATA-LHT—TLETFLTREE hB %5 ESP-DES ESP-MD5-HMAC, Rhid 2
DOEEZATA(AS) Z, RE LLSHORRINY RTRENTWVS 4 (ICHL TE T,

ubr 904- 2#show crypt o engi ne connection active ID Interface |P-Address State Al gorithm Encrypt
Decrypt 1 set HVAC MD5+DES 56_CB O O 2000 cabl e-npdenD 172. 16.30.18 set HVAC MD5 0 99 2001
cabl e-nodenD 172.16.30. 18 set HVAC MD5 99 0 2002 cabl e-npdenD 172.16.30.18 set DES 56_CBC 0 99
2003 cabl e-nbdenD 172.16.30.18 set DES 56_CBC 99 0

NOVE=DBESUNTY N BRTESUNTY NOLEOICEZTIHNESHRDIZOHIC
UBR924-1 * 5 M PC2 ICHRE > T ZRITLTTEL,

ubr924-1#ping ip Target |P address: 18.18.18.1 Repeat count [5]: 50 Datagram size [100]: Ti meout
in seconds [2]: Extended commands [n]: y Source address or interface: 19.19.19.19 Type of
service [0]: Set DF bit in IP header? [no]: Validate reply data? [no]: Data pattern [ OxABCD) :
Loose, Strict, Record, Tinestanp, Verbose[none]: Sweep range of sizes [n]: Type escape sequence
to abort. Sending 50, 100-byte |ICWMP Echos to 18.18.18.1, tinmeout is 2 seconds:
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrl Success rate is 100 percent (50/50), round-
trip mn/avg/ max = 28/ 30/ 33 ns ubr924- 1#show crypto engi ne connection active ID Interface |P-
Address State Al gorithm Encrypt Decrypt 1 set HVAC MD5+DES 56_CB 0 0 2000 cabl e- nodenD

172.16. 31. 20 set HVAC_MD5 0 149 2001 cabl e-npdenD 172.16.31.20 set HMAC_MD5 149 0 2002 cabl e-
nmodenD 172.16.31.20 set DES 56_CBC 0 149 2003 cabl e- nodenD 172.16.31.20 set DES 56_CBC 149 0

ubr 904- 2#show crypt o engi ne connection active ID Interface |P-Address State Al gorithm Encrypt
Decrypt 1 set HVAC MD5+DES 56_CB 0 O 2000 cabl e-nodenD 172.16. 30. 18 set HVAC MD5 0 149 2001

cabl e-nbdenD 172. 16. 30. 18 set HVAC MD5 149 0 2002 cabl e- npdenD 172. 16.30.18 set DES 56_CBC 0 149
2003 cabl e- nbdenD 172. 16.30. 18 set DES 56_CBC 149 0

AOILRE > TIE NI Z— DN BEBD TR CENDABDLEHICERITITRDRCENTEEXFT, SH
i&. UBR904-2 A5 UBR924-1 DA —H XY R > R—7 I A AIZ 500 /847 Y Kk PING #3%fE L
£9 (19.19.19.19) ,

ubr 904- 2#ping i p Target |P address: 19.19.19.19 Repeat count [5]: 500 Datagram size [100]: 1000
Timeout in seconds [2]: Extended commands [n]: y Source address or interface: 18.18.18.18 Type

of service [0]: Set DF bit in IP header? [no]: Validate reply data? [no]: Data pattern [O0xABCD) :
Loose, Strict, Record, Tinmestanp, Verbose[none]: Sweep range of sizes [n]: Type escape sequence

to abort. Sending 500, 1000-byte ICMP Echos to 19.19.19.19, tineout is 2 seconds:
rrrererererererererererrrerrererrrrerrerrrrerrrrerrerrrrererrrrrrerrrrrrrrrrrndl

trrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrrrrrrrprrrrrrrrrtr 01: 59: 06: 1 PSec( encapsul ate):
encaps area too small, noving to new buffer: idbtype 0, encaps_size 26, header size 60, avail
g4rirrrrrrrorrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr o rrrrrrrrlrl Syccess rate

is 100 percent (500/500), round-trip mn/avg/ max = 98/135/352 nms ubr904- 2#show crypt o engi ne
connection active ID Interface | P-Address State Al gorithm Encrypt Decrypt 1 set

HVAC MD5+DES 56 _CB 0 0 2000 cabl e- nodenD 172. 16. 30. 18 set HVAC MD5 0 649 2001 cabl e- noden®

172. 16. 30. 18 set HVAC MD5 649 0 2002 cabl e-nodenD 172. 16. 30. 18 set DES 56_CBC 0 649 2003 cabl e-
nmodenD 172.16.30.18 set DES 56_CBC 649 0 ubr924- 1#show crypto engi ne connection active ID
Interface | P-Address State Al gorithm Encrypt Decrypt 1 set HVAC MD5+DES 56_CB 0 0 2000 cabl e-
nodenD 172.16. 31.20 set HVAC MD5 0 649 2001 cabl e-npodenD 172.16.31.20 set HVAC MD5 649 0 2002
cabl e- nbdenD 172.16.31.20 set DES 56 _CBC 0 649 2003 cabl e-nodenD 172.16. 31. 20 set DES 56_CBC 649
0
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