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Cisco Unified Communications Manager ( CUCM )

Cisco Unified Survivable Remote Site Telephony ( SRST )

Transport Layer Security(TLS)



Secure Real-Time Transport Protocol(SRTP)
Real-Time Transport Protocol ( RTP; U724 AEE7O08J))
Session Initiation Protocol ( SIP )

User Datagram Protocol ( UDP; 1—4 F—&24J A 77OK81JJL)
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TR, BERECHLT, BREEFIEATHDCCZRIALET,
BAMICLY, IVTATABHTRENDT —INEEEATVEV L ZRIAELET,

FLEEREZERLET, 2FV, BHOZREHEUNET—RZHZAIBNBEVWEVNS LT
3“0 c_hb DtEF1) T 1HEEICKY), Cisco Unified SRSTEEFEIA—INDOTSAN—HFRES
h, EFEFIVT 1 ERPIDEHELNSRESNET,
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https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cusrst/admin/sccp_sip_srst/configuration/guide/SCCP_and_SIP_SRST_Admin_Guide/srst_secure_sccp_and_sip.html#33775
http://www.cisco.com/en/US/products/sw/voicesw/ps2169/products_device_support_tables_list.html

COREZITOHNC, CUCMEEFIUT A A R—TIIDBET—RICABIZILENGVET

o

ERBEEF1TRERTHRELTERIDILENHYKT,

EFI1T7E—RTEFZEZCUCMIZBTRT D HEICDWVWTIE. [IP Phone Security]# & TF[CTL]%Z
FELTLEE W

Cisco 4000 ) —AH—E A#HEE B )L — X TSecure SIP SRSTZHR—KTBICIE. L—F TR
OTFo/O>—NvT—>2S4 8> A'2B/RICLET,
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REFIEE A
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ip http server

2:10SCACA

A) IOSKX—=XDCAY—/T,

Cisco IOSREBAE Y — /N DERL:

=

crypto pki serverCA-Name
2. database level{minimal| names | complete}

minimal: Enough information is stored only to continue to issue new certificates without
conflict; this is the default.

names: In addition to the information given in the minimal level, the serial number and subject
name of each certificate are stored.

complete: In addition to the information given in the minimal and names levels, each issued
certificate is written to the database.

3. database urlroot-url
The default location for the database entries to be written is flash; however, NVRAM is
recommended for this task.
4. issuer-nameDN-string
Eg: issuer-name CN= CA-Name


https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313#toc-hId--2138369775
https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313#toc-hId--2138369775

5. grant auto
6. no shutdown

«  CAY—/NADOSRSTIL—2 N B BB & &R

1. crypto pki trustpoint SRST-Trustpoint-Name
2. enrollment url url
If the CA is on your router itself url would be http://router-ip-address

3. revocation-check none

4 rsakeypair keypair-label

5. exit

6 crypto pki authenticate SRST-Trustpoint-Name

Certificate has the following attributes:

Fingerprint MD5: 4C894B7D 71DBA53F 50C65FD7 75DDBFCA
Fingerprint SHAl: 5C3B6B9E EFA40927 9DF6A826 58DA618A BF39F291
% Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

7. crypto pki enroll SRST-Trustpoint-Name



% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:
Re-enter password:

oe

The fully-qualified domain name in the certificate will be: router.cisco.com
The subject name in the certificate will be: router.cisco.com

Include the router serial number in the subject name? [yes/nol: y

The serial number in the certificate will be: DOB9E79C

Include an IP address in the subject name? [nol: n

Request certificate from CA? [yes/nol: y

o0 o0 o°

oe

% Certificate request sent to Certificate Authority
% The certificate request fingerprint will be displayed.
The 'show crypto pki certificate' command will also show the fingerprint.

oe

Sep XX 00:41:55.427: CRYPTO_PKI: Certificate Request Fingerprint MD5: D154FB75
2524A24D 3D1F5C2B 46A7B9E4

Sep XX 00:41:55.427: CRYPTO_PKI: Certificate Request Fingerprint SHAl: 0573FBB2
98CD1AD0O F37D591A C595252D A17523C1

Sep XX 00:41:57.339: $PKI-6-CERTRET: Certificate received from Certificate Authorit

B)Y— R/Y\—T 1 CAY—/Y

FIEOBE:

1. crypto key generate rsa general-keys label SRST-Trustpoint-Name modulus 2048

2. Router (config) #crypto pki trustpoint srstca
Router (ca-trustpoint) #enrollment terminal pem
Router (ca-trustpoint) #subject-name CN=srstca
Router (ca-trustpoint) #revocation-check none

Router (ca-trustpoint) #rsakeypair cube




3.

Crypto pki enroll

srstca



H—RN—F A CAICEEHEZEHLE T,

4. CA provides the Signed Certificate as well as the Root CA Certificate and any Intermediate
(subordinate) CA certificates if any.

5. Install Root CA cert;

crypto pki authenticate srstca



6. Install Signed cert from CA;

crypto pki import srstca certificate



ATYT3SRSTIL—RTIOLFUI¥ILY—EREZBMICLET,
FIEROEE :

credentials
ip source-address srst-router-ip port 2445
trustpoint SRST-trustpoint-name

ATFYT4: TS54 N —RIEXA—=IL(PEMFER DO REEIAR T 7 1 )L & Secure
SRSTIL—&RICLVR—BMLET,

CUCM[Cisco unified OS administration] > [Security] > [Certificate management]




Cisco_Manufacturing_CACisco_Root_CA_2048CAP-RTP-001CAP-RTP-002CAPFCAPF-xxxCAPF-trustCallManager-trustCAPF-trustCAPF-xxx

CalFanager-trust LaFP-sToalJas
callManager-trast CAPF-dcicdats
CaliManager-trsst Cisco Manufactuning CA
CallManager-trust APF-1 2
CaliManager-trest CAR-RTP-002
CaliManager-trust CAPF-B51d4452
CallManager-trsst Cizco Manufacturing CA SHAZ
CaliManager-trast CAB-RTP-001
CallManager-trisst cmid
CallManager-trust aACT2 SUD]l Ca
ZAPF CAPF-72c7fbb
CoaPF-brust Cizco: Root &A 2048
CAPF-trust CAPF-F2c?ibb
CAPF-brust i N
CaFr-Dnust CAPF-2fodD3ad
CAPF-trust Cisco ManuFactunng CA
CAPF-frust CAE-RTE-002
CAPF-trust CAPF-A51d4452
CAPF-brust | k. r  SHA
CAaFF-trust CAS-BTR-00L
CAPF-trust AcT2 SURT CA
ipSes cml0. wipul.com
ipsec-trust cml.wipul.com
ITLRECOVEry ITLRECCWERY crll

SRSTL—ZLDBRNTFAMRAV N ERELET. NFARMRS MEZ pemEFLELTL
EZEV,

FEOHE :

1. crypto pki trustpointname

2. revocation-check none

3. enrollment terminal

4. exit

5. crypto pki authenticate name

2T, BT B.pem7 7 A )LDOBEGIN CERTIFICATE - -8 & O¥ - END CERTIFICATED B2 %
RENDIXNTOARE, RRICEHTZEANTIAE—LE T, quitE VS EFZEALL,
enter¥—Z#HLE T,



TNTDORSRANEL N TEDFIBERYELFET
AT Y 75:CUCMDOE :
1. AT LD TIZSRSTREEEML £

2.[Is SRST Secure]DF T Y VRY IREAICL&ET,

3. SIP Secure-SRSTMH &, SRSTZRENDKR— KN ZE5061ICEETRD L Z2mNBVTLE
=W,

4. [System] > [Security] > [Phone security profile] T, EF#OEF1 VT 7O7 71 %E
BLULET, cOEF1)F47A7 74N E[TFNAARAEF21)FT4707 74O FOE
BRICENMLET,



5. [Update Certificate]Z®iZR L T, srstiEBIENCUCMICA DT N & ZRLET,
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AT Y 76:SRSTI,— R DSRSTEH D RE
A) BES{tETh/-BEMOSIP SRTPORRE
FIEOBE :

enable

configure terminal
voice service voip

srtp
allow-connections sip to h323
allow-connections sip to sip
end

3 srtpAAD - 2 BEET BB (C(E. srtp fallbackZEEAL £,

B) SIP SRSTEF 1 UF 1 RU>—DEE

voice register global

security-policy secure

TE B

%I%II

Routerl#sh run

Building configuration...



Current configuration : 43277 bytes

version 16.8

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime
service sequence-numbers

platform gfp utilization monitor load 80

no platform punt-keepalive disable-kernel-core

hostname Routerl

boot-start-marker

boot system bootflash:isr4400-universalk9.16.08.01.SPA.bin

boot-end-marker

vrf definition Mgmt-intf

address-family ipv4

exit-address-family

address-family ipvé

exit-address-family

! card type command needed for slot/bay 0/2
no logging queue-limit

logging buffered 10000000

no logging rate-limit

no logging console

enable password cisco



no aaa new-model

no ip domain lookup

subscriber templating

multilink bundle-name authenticated

crypto pki trustpoint TP-self-signed-2252801652

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-2252801652



revocation-check none

rsakeypair TP-self-signed-2252801652

crypto pki trustpoint srstca

enrollment url http://X.X.X.X:80

serial-number

revocation-check none

rsakeypair srstcakey 2048

crypto pki trustpoint CAPF

enrollment terminal

revocation-check none

crypto pki trustpoint ACT2_SUDI_CA

enrollment terminal

revocation-check none

crypto pki trustpoint CAPF-2fbd03a4

enrollment terminal

revocation-check none

crypto pki trustpoint CAPF-72c7ffbb

enrollment terminal

revocation-check none

crypto pki trustpoint CAPF-851d4452

enrollment terminal

revocation-check none

crypto pki trustpoint CAP-RTP-001

enrollment terminal

revocation-check none


http://10.201.220.125/

crypto pki trustpoint CAP-RTP-002

enrollment terminal

revocation-check none

crypto pki trustpoint Cisco_Manufacturing CA

enrollment terminal

revocation-check none

crypto pki trustpoint Cisco_Manufacturing CA_SHA2

enrollment terminal

revocation-check none

crypto pki trustpoint Cisco_Root_CA_2048

enrollment terminal

revocation-check none

crypto pki trustpoint Cisco_Root_CA_M2

enrollment terminal

revocation-check none

crypto pki trustpoint CAPF-19a340e5

enrollment terminal

revocation-check none

crypto pki trustpoint CAPF-dc3cda68

enrollment terminal

revocation-check none

crypto pki certificate chain TP-self-signed-2252801652

certificate self-signed 01



30820330 30820218

31312F30 2D060355

69666963 6174652D

35315A17 0D323030

4F532D53 656C662D

30313635 32308201

0A028201 01009A19

36BF9279 B910BBDD

041692BB 6996565C

74F45FF9 5030CDAD

EDOCE720 AA2CES8FC

FDCA96C7 004483B6

DBA67CA5 4C5BS8E2F

B26FD7AE 542D15BC

025F645D CF9B0203

301F0603 551D2304

58301D06 03551DOE

300D0609 2A864886

1B5F1BOF 41D1F3C1l

2A0DAE22 F1FF44A4

2DBE3930 250BC148

87948F48 CD2B0275

4FCOFD8D 16809B90

44AC8679 997F6CAL

A(034343D 8C516C12

CB836B61 46B7E336

quit

A0030201

04031326

32323532

31303130

5369676E

22300D06

F3B5F20E

4EB7AA4B

2B956192

6182981C

38A1B392

D4A064C6

D547A86B

71A1E602

010001A3

18301680

04160414

F70D0101

2BD6D35D

12FB9E45

37A667EB

D7E1538A

331A2E28

A4243FA2

01A36C4D

F2993913

02020101 300D0609

494F532D 53656C66

38303136 3532301E

30303030 305A3031

65642D43 65727469

092A8648 86F70D01

E7451414 CB037164

59D2D498 1D9864E7

ACAB67B2 50E6A345

FE9ABS5C7 C87FE94F

86B2D5CY9 01E3D052

06D1F593 45610881

374A04B8 F4A04AE7

E2710F70 587D7380

53305130 0F060355

14C3E99A 3F385791

C3E99A3F 385791A4

05050003 82010100

70B8FFCA 9B94DD5F

2E6A7040 5745F00E

C8B02B57 8A69AB6C

EB91D857 083D47C1

B11F090B 867D4453

C920A7B9 763881F5

305F85F2 FE76DD08

BA6A9878 F47D35B7

crypto pki certificate chain srstca

certificate 02

272864886

2D536967

170D3138

312F302D

66696361

01010500

CDE972CO0

83FDBA4B

0F587D3C

08FA1D46

51CC8925

94E8AECC

9D38D398

508FC890

1D130101

A48ABOCE

8ABI9CEAS8

39D88ES81

4176549B

E585F4B9

6F63E7D5

41D78DB9

5BO0F635

EDASOEC1

8B2958FD

F70D0101

6E65642D

30353232

06035504

74652D32

0382010F

C3CBA15B

256F99C6

D743DA12

37D3AC40

CBFE790D

27E71EAF

B43801AE

1CD3CF7D

FF040530

A8A499BY9

A499B9DO

B3762195

3B91CD8B

F3358ABA

3FEOB6E7

2B23E37D

32477591

F92611A4

44810372

05050030

43657274

31393534

03132649

32353238

00308201

9A1B47AC

FD4F8BF38

FB4720BB

D6AB5311

D5DBC179

412E9DE1

779DD7A3

A541DCB5

030101FF

D07449D4

7449D458

4E312E27

63B67B9B

BBA28EF6

7E0C5187

A08684C9

5D68044F

E9D00B40

694D80ES8

30820291 308201FA A0030201 02020102 300D0609 2A864886 F70D0101 05050030

17311530 13060355 0403130C 73727374 63617365 72766572 301E170D 31383130

30333137 35313332 5A170D31 39313030 33313735 3133325A 3031312F 30120603



55040513 0B464A43

4E41532D 54455354

010F0030 82010A02

F4F2466B 1AA81A3C

DE82E342 4ES5FAES9

06690351 44BC61D2

EF8D8F6C DE842A22

D5919817 FEBFA31D

6E5794FD BA70435C

AQ8B7F79 4D0C3201

13A1F17D F2461076

05A0301F 0603551D

2E4C7B30 1D060355

9127300D 06092A86

0D13A8A2 63937E96

3092B7CA 66947B1C

B25454B2 B1570F1A

CFC879FD BI9CC3A3A

quit

certificate ca 01

30820207 30820170

17311530 13060355

30333136 31363338

55040313 0C737273

01050003 818D0030

A2BE8B5SE DC3C8F78

5DCD1B36 2AC4B89B

16B793DD B7E7A5E7

EC89CDAC 9B48AS8CO

FF040530 030101FF

18301680 142BF374

04160414 2BF374ED

32313337

5F465830

82010100

AQCI9F48F

F2EF6DES

C21AAECS8

935F99E7

4F681558

910FBFF3

9E7AAT15

6C68A461

23041830

1DOEO416

4886F70D

834BC76D

1B12EF42

783D1FAB

49037341

A0030201

0403130C

5A170D32

74636173

81890281

C6CD325F

E844F2F9

CFC66CD1

47CD30B6

300E0603

EDE2C716

E2C71662

44313232

82012230

A38F8654

D421C5D7

61DCC85A

92084F45

940F8160

2B241BA2

FOA15C26

E711D4ED

02030100

1680142B

04144E01

01010505

F6160309

E19AB43D

E76C2938

D61EC7D6

02020101

73727374

31313030

65727665

8100BB90

5A7DAEDO

B98D54B8

3E01965D

219B0203

551D0F01

627BCEE1l

7BCEE1AQ

30190609

0D06092A

32A14C89

A3B7CCC3

BBI9F38C0

E3AQOE91B

37DDB460

B865E06A

BBF96D72

174B6352

01A34F30

F374EDE2

3013A936

00038181

9D6AF8EA

2570664C

136C9475

F3781DE8

300D0609

63617365

32313631

7230819F

D2ABF45E

06FABL17A

CE539098

FBC29260

010001A3

01FF0404

AQF2BEES

F2BEESD1

272864886

864886F7

94139845

61C80E70

0C20C94D

D1961D49

6CDAFC36

AAF68493

05A567F9

340BA097

4D300B06

C716627B

E68046F8

0059B995

FBAO134A

82D58CE9

3F1A63ES8

F5

27864886

72766572

3633385A

300D0609

235EC458

1E9A8C50

BBAC4913

052AFBF2

63306130

03020186

D1392E4C

392E4C7B

F70D0109

0D010101

9BFEOC10

82850A29

601A7F9B

F4604B29

7TABCI9BD6

B67F86A4

B6406E1D

289E577B

03551DOF

CEE1AQF2

62A3A552

2E24119E

1655731c¢C

6747F0A5

4D931DD0

F70D0101

301E170D

30173115

2A864886

80CAF0OAC

D661E3EE

E6822196

930832E6

0F060355

301F0603

7B301D06

300D0609

02160C41

05000382

E229EBB4

B862FEDS8

1FCO9DEAO

78C93417

BO5B0OD67

681865BD

A60F559D

E21FC6F6

04040302

BEE9D139

89635BAB

731DE753

8387A0FA

D1FC1ED7

97B5D0OFA

04050030

31383130

30130603

F70D0101

5E7E9D16

8BI9DC29E

00C6964E

DF976644

1D130101

551D2304

03551D0OE

2A864886



F70D0101 04050003

63E1DOFD 45F6B4C5

665DBOBC 3C96A357

9FF26BB8 B1BC4All

83C9B689 6DB4ATF5

quit

81810021 90395C26

9F20823C 77C6AB8ES

C402ABE8 47472636

82AE890A 83258084

59DA9F

crypto pki certificate chain CAPF

1C020400 22F51BY91

36488C3D F6D91F00

28EC20F5 787D79F5

2F288359 5F52E5DB

certificate ca 6DBF757CC9B4B5D97357362ACF2F6A5B

308203A1 30820289
0D06092A 864886F7
0C060355 040A0C05
03550403 0COD4341
31133011 06035504
30303730 385A170D
13025553 310E300C
61633116 30140603
5504080C 02747831
300D0609 2A864886
4AAAFBAF 24374D68
A1CEODOO 8C70B706
9178182D 19C9AA3C
AQ0B5124 2C3A09FE
E1C9COAC 8DE1F853
2764218A 3B86A603
2167CA22 A3F35409
8ED067DB 6E7F28F6
0001A34D 304B300B
2B060105 05070301
7B18ASFE 71A2A609
03820101 003364ED
B633A082 46EAFT721

560E89A0 E159983A

A0030201 0202106D

0D01010B 05003065
63697363 6F310C30
50462D37 32633766
070COA72 69636861
32333033 31393230
06035504 0AO0CO0563
5504030C 0D434150
13301106 03550407
F70D0101 01050003
110FF40D FDD90234
9961FF19 06FB66F0
7B26840F 0B14E615
3871921B E7D3A7BD
D63A64DD 7980EE9D
AES58575B C5D53E47
2A2047BB F09A220F
BEODE28F 97B99AES
0603551D 0F040403
06082B06 01050507
ODFB5A15 3A8B9A38
00769497 12D3A98D
1E7C96E6 BD82CFB6

A492D1E3 741A42CC

BF757CC9 B4B5D973
310B3009 06035504
0A060355 040B0OCO3
66626231 0B300906
7264736F 6E301E17
30373037 5A306531
6973636F 310C300A
462D3732 63376666
0COA7269 63686172
82010F00 3082010A
C0242C1C 6928A6AB
66DF762F C739884C
8B65E27B C1777D57
8316B6C1 C18F09F2
085DBEBB BE788B30
69819971 2A6C3038
13796E6D 044C19FB
726E3E75 093B9208
0202A430 1D060355
0305301D 0603551D
A2300D06 092A8648
FB362FAE 4241391D
64D0908A COB09941

9B2D75E4 B1145EF1

84715407

87567D03

C913B62D

80F7A7DC

57362ACF

06130255

74616331

03550408

0D313830

0B300906

06035504

6262310B

64736F6E

02820101

06E98725

3A29B36C

0DA158C8

2F5A62D1

E644E364

0390138D

3C15B2CE

414033B7

1D250416

0E041604

86F70D01

FF8B40D9

66C905EL

C0956B76

DB17A0C6

D6C35A79

4B4E236F

A923BE70

2F6A5B30

53310E30

16301406

0C027478

33323032

03550406

0BOC0374

30090603

30820122

00B65FDA

62B6F006

EOF7BF1C

0E203B16

AQ4E7709

868A0F11

904C5632

FO90FFCD5

DF020301

30140608

145E5F34

010B0500

C9D28565

2FEE394F

380A1BE3



BOC1A6BF F1AD89C4

50F6B7F3 82FF80AC

A658E864 3C66ECFA

66002D9F EAD2C465

80C2AFEB F108500B

73379F52 83

quit

F3A0FDDO

647731E5

BA3213D3

2E473265

97F5D6E9

455EAB60

AT79372EE

576F124F

2550098E

06854D5C

4C85814F

1666EEF6

B14B56E3

3FD28A04

AGE656F6

crypto pki certificate chain ACT2_SUDI_CA

certificate ca 61096E7D00000000000C

3082043C 30820324 A0030201 02020A61

86F70D01 01050500

6D73311B 30190603

1E170D31 31303633

27310E30 0C060355

20535544 49204341

3082010A 02820101

3625B164 36386DEA

7F8B47AA ABA8A290

F6945C99 108FBI97F

433DC94C E2260A1E

FE6B67BA 91B9ECOA

0577468F 5DE855EL

9FA978FB 7BOFB3FE

E6A9B334 BEAFEOS1D

0201C630 1D060355

F87F301F 0603551D

7B2FAA30 43060355

2E636973 636F2E63

32303438 2E63726C

05073002 86346874

6974792F 706B692F

20045530 53305106

30353116

55040313

30313735

040A1305

30820122

00D26E65

07C729DE

56EE8962

9AEADI1CS

E98C40CA

3299754E

7E132156

C5E55EDL

55020301

1DOEO416

23041830

1D1F043C

6F6D2F73

30500608

74703A2F

63657274

0A2B0601

30140603

12436973

3635375A

43697363

300D0609

DD31C8cC4

3BEC0912

F1F4E546

FEA46E3A

A682683E

223759D0

2EB1638F

0E8D25C9

0001A382

041448D8

16801427

303A3038

65637572

2B060105

2F777777

732F6372

04010915

096E7D00

55040A13

636F2052

170D3239

6F311530

2A864886

OF6D37F8

E5702D52

0BO6A0OA3

2278E267

Cc6084722

4D8D98E7

DEDF2F6F

511B3230

015A3082

F1F1C270

F3C8151E

A036A034

6974792F

05070101

2E636973

63613230

010C0030

821D4DEA

A18BF2BE

802B0B9C

3850BDA4

0BAD484F

00000000

0D436973

6F6F7420

30353134

13060355

F70D0101

52E6A47F

CE68C436

DFCB3BES8

5E0D8668

8A164BCD

ASF8E(OEB

BCA1AB95

48F9DD17

0156300B

D55BBB7C

6E9A0209

86326874

706B692F

04443042

636F2E63

34382E63

43304106

D43AC5DD

B2FDC8BE

9026FB69

32EBC7FA

B49C0857

0C300D06

636F2053

43412032

32303235

0403130C

01050003

E94651A5

15B7FCC4

D2E4E77F

DEA3C2A7

0139C762

Al7E3F84

E3742BBE

5DF6D270

0603551D

730993AF

16AD2BA0

74703A2F

63726C2F

30400608

6F6D2F73

6572305C

082B0601

E43702FA

COCAA4EE

00373361

03A75A8F

8EC4DO0O5E

09278648

79737465

30343830

34325A30

41435432

82010F00

D77EF5A1

6EC959AB

7T4E56CES

1CE9AD62

CA711B78

9A0E419B

7TTF777F1

1E4CBCSD

0F040403

B8B83003

89605FDA

2F777777

63726361

2B060105

65637572

0603551D

05050702



01163568 7474703A 2F2F7777 T772E6369 73636F2E 636F6D2F 73656375 72697479

2F706B69 2F706F6C 69636965 732F696E 6465782E 68746D6C 30120603 551D1301

01FF0408 30060101 FF020100 300D0609 2A864886 F70D0101 05050003 82010100

6875A9C9 6BF6DC78 8735A00C 4466DFBD 727AE126 A9C21F8B D6FDF866 CC4896E2

64773F09 COA5D252 6ED1AF73 4D703DC3 8ECT7F7FB 7A95E76E 1B16F859 E2F17300

A2520BC5 B426B9D4 8925B7CY9 CD6DC298 FF8770D5 EC7EEDA9 804D440E E1082020

4EBBC152 OFBBA6EO 004DC96B F9D14B7C 4A6129E3 FO07E537A 18A6052B FA4C40A2

8B98D484 ELABC802 B8755A3C 8428E48C 4933BB7B 9F05325A A67BFCF6 OF4E13El

F754A338 2FEFCA76 450EFBOD 9D8C52A7 872978ED DEDC651E 036382C8 B853363F

502CF18C A3CE8369 2BFBAB49 1235E167 48969951 D671FB28 DOESE7AD 7CCOF54F

D0814964 11ABA280 91063392 COS5BFC72 95826E65 9D3DA090 4F69F022 34DF63C7

quit

crypto pki certificate chain CAPF-2fbd03a4

certificate ca 7FA76BD99C1DDAQO13BE(037763BC78C33

3082029C 30820205 A0030201 0202107F A76BD99C 1DDAO13B E037763B C78C3330

0D06092A 864886F7 0D010105 05003065 310B3009 06035504 06130255 53310E30

0C060355 040A1305 63697363 6F310C30 0OA060355 040B1303 74616331 16301406

03550403 130D4341 50462D32 66626430 33613431 0B300906 03550408 13027478

31133011 06035504 07130A72 69636861 7264736F 6E301E17 0D313430 38313831

39333633 395A170D 31393038 31373139 33363338 5A306531 0B300906 03550406

13025553 310E300C 06035504 O0A130563 6973636F 310C300A 06035504 0B130374

61633116 30140603 55040313 0D434150 462D3266 62643033 6134310B 30090603

55040813 02747831 13301106 03550407 130A7269 63686172 64736F6E 30819F30

0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00A1l75B5 F8DI9CED4

A7972459 B51B335C EIDCCF3B 6E2D9504 78A95267 CLBFEC43 5FDOB430 AD87632F

8643B1AF 542F3028 526EATAC F7721A3B 79BBF5BE E650883B B7AD60F1 62C7EAQ02

A1DBAA49 738FE258 B47F9D28 1D6CF1lE5 7974151B 9D4F8CFB 68EA7D17 68E47D75

61787FB3 3A64CCO9D 26FABI9D0 684A4F15 EA917F79 7696E0C5 7B020301 0001A34D

304B300B 0603551D 0F040403 0202A430 1D060355 1D250416 30140608 2B060105

05070301 06082B06 01050507 0305301D 0603551D 0E041604 1470BF75 2404D5FB

8F0197BE 8AAD174A AB785D53 FB300D06 092A8648 86F70D01 01050500 03818100

4C39EC6E 28ES512E1 B034E827 F9034E5B BO1A33CF DB321FFD 30374692 8521592E



CD7583BE 5BABOCD7 A03E12B0 0B4E8120 A028E08C CEBEB871 67DF12B6 20000DD2

CE77ED30 188F728A B60D877D 513B9BBl FCF79545 9FC38909 D880SEEE BB013106

5560DAAB 3AE7ADAS5 E437063E 8A50F3A7 FC5584D5 66A6BO9D7 261E9331 53A66ABY

quit

crypto pki certificate chain CAPF-72c7ffbb

certificate ca 6DBF757CC9B4B5D97357362ACF2F6A5B

308203A1 30820289 A0030201 0202106D BF757CCSO B4B5D973

0D06092A 864886F7

0C060355 040A0CO05

03550403 0COD4341

31133011 06035504

30303730 385A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

4AA4FBAF 24374D68

A1CEODOO 8C70B706

9178182D 19C9AA3C

AQ0B5124 2C3A09FE

E1C9COAC 8DE1F853

2764218A 3B86A603

2167CA22 A3F35409

8ED067DB 6E7F28F6

0001A34D 304B300B

2B060105 05070301

7B18ASFE 71A2A609

03820101 003364ED

B633A082 46EAFT721

560E89A0 E159983A

BOC1A6BF F1AD89C4

50F6B7F3 82FF80AC

0D01010B

63697363

50462D37

070COA72

32333033

06035504

5504030C

13301106

F70D0101

110FF40D

9961FF19

7B26840F

3871921B

D63A64DD

AE58575B

2A2047BB

BEODE28F

0603551D

06082B06

ODFB5A15

00769497

1E7C96E6

A492D1E3

F3A0FDDO

647731E5

05003065

6F310C30

32633766

69636861

31393230

0AO0CO0563

0D434150

03550407

01050003

FDD90234

06FB66F0

0B14E615

E7D3A7BD

7980EE9D

C5D53E47

FO9A220F

97B99AES8

0F040403

01050507

3A8B9A38

12D3A98D

BD82CFB6

741A42CC

455EAB60

AT79372EE

310B3009

0A060355

66626231

7264736F

30373037

6973636F

462D3732

0CO0A7269

82010F00

co242cic

66DF762F

8B65E27B

8316B6C1

085DBEBB

69819971

13796E6D

726E3E75

02027430

0305301D

A2300D06

FB362FAE

64D0908A

9B2D75E4

4C85814F

1666EEF6

06035504

040B0OCO3

0B300906

6E301E17

5A306531

310C300A

63376666

63686172

3082010A

6928A6AB

C739884cC

C1777D57

C18F09F2

BE788B30

2A6C3038

044C19FB

093B9208

1D060355

0603551D

09278648

4241391D

C0B09941

B1145EF1

821D4DEA

A18BF2BE

57362ACF

06130255

74616331

03550408

0D313830

0B300906

06035504

6262310B

64736F6E

02820101

06E98725

3A29B36C

0DA158C8

2F5A62D1

E644E364

0390138D

3C15B2CE

414033B7

1D250416

0E041604

86F70D01

FF8B40D9

66C905EL

C0956B76

D43AC5DD

B2FDC8BE

2F6A5B30

53310E30

16301406

0C027478

33323032

03550406

0BOC0374

30090603

30820122

00B65FDA

62B6F006

EOF7BF1C

0E203B16

AQ4E7709

868A0F11

904C5632

FO90FFCD5

DF020301

30140608

145E5F34

010B0500

C9D28565

2FEE394F

380A1BE3

E43702FA

COCAA4EE



A658E864 3C66ECFA BA3213D3 576F124F B14B56E3 802B0B9C 9026FB69 00373361

66002D9F EAD2C465 2E473265 2550098E 3FD28A04 3850BDA4 32EBC7FA 03A75A8F

80C2AFEB F108500B 97F5D6E9 06854D5C A6E656F6 OBAD484F B49C0857 8EC4DO5SE

73379F52 83

quit

crypto pki certificate chain CAPF-851d4452

certificate ca 497E1692253769919F72D12F6754F2CF

308203A1 30820289 A0030201 02021049 7E169225 3769919F

0D06092A 864886F7

0C060355 040A0CO05

03550403 0COD4341

31133011 06035504

37313234 345A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

74D20933 FAC49493

1213EFC5 7FFDC43E

D2B1AF30 EEB6D323

D53D14F5 S5ES5E3CAE

748805B0 79C36694

F4E14129 3EDB3D19

19864A3F 2781B7DF

7F60E295 82A8567B

0001A34D 304B300B

2B060105 05070301

A731BD61 85FC77BD

03820101 0059BOE2

45A547C8 8C37C53F

B4EOFFF3 1EF6DC28

654FADF2 16B11AA0

0D010105

63697363

50462D38

070COA72

32313035

06035504

5504030C

13301106

F70D0101

2B2F1955

F6CD6863

3BF82553

6398617A

C3430D8E

98DA5464

5818F0FD

F11A5950

0603551D

06082B06

9B02E372

30452666

2D2E594E

6386BE6GE

9E73F81B

05003065

6F310C30

35316434

69636861

32353137

0AO0CO0563

0D434150

03550407

01050003

46C04608

AF135F2C

47C83415

F3AACD79

ABF7541D

9EODCC92

7A073630

D2F0DD35

0F040403

01050507

73A49A04

B3362F87

9D539081

FC85E859

9DE787A3

310B3009

0A060355

34353231

7264736F

31323433

6973636F

462D3835

0CO0A7269

82010F00

BO9DO037F

D379B790

FCEA183B

OFDF2503

B258FD44

F84E95D3

DS8DCBYAE

83A9AF2F

02027430

0305301D

CA300D06

B746A682

ED931849

292993E8

A683343E

06035504

040B0OCO3

0B300906

6E301E17

5A306531

310C300A

31643434

63686172

3082010A

4608875C

D2508D3C

3D6405F3

62E71F7E

E1191E56

EB318D8F

345408B5

66BOAE27

1D060355

0603551D

09278648

BF1CB181

80368136

28C8635E

60D4FF2E

72D12F67

06130255

74616331

03550408

0D313630

0B300906

06035504

3532310B

64736F6E

02820101

29BC674C

131FAQ4A

019B5CF9

8EFBESC3

13B08CCA

AEAFB6CB

BA58F03D

93BFFEES

1D250416

0E041604

86F70D01

ATF472F0

B2CB39D6

E793AF76

5F478199

54F2CF30

53310E30

16301406

0C027478

35323631

03550406

0BOC0374

30090603

30820122

00A59E68

2A28A147

F6ABC3CE

D337FFE2

822CBBDE

FCDEO2BB

941843F2

C5986FFF

89020301

30140608

14698E82

01050500

478EEAB1

D93DDA36

493934F1

EFC8DC6F



8650BCAY9 5EBF6FF5

AF1B7FDS C5EO019ED

B2B74889 39D8CA52

F789913E 7CF07503

FE203183 86

quit

09060341

6EE6D573

OA46B2FE

4D522DC2

0ED13620

5FA1569B

196AD4F4

4952C16D

AQ8C53C7 S9012E2F6

C82E54B6 7748A171

3EQE327C 98DF3850

7A9751AA 7900DBOF

crypto pki certificate chain CAP-RTP-001

certificate ca 7612F960153D6F9F4E42202032B72356

308203A8 30820290

0D06092A 864886F7

20537973 74656D73

170D3033 30323036

31163014 06035504

03130B43 41502D52

00038201 0D003082

21C1967F DEATF4B0

A981389B 2FCT7AC49

55DE78AA 5A5CFE14

OFD145F1 620852B3

C8EBBES4 6ECF4C77

BE7CB4A6 60CD6579

58B6A2E4 AA3EF081

CFBA84CC 7094034F

04030201 86300F06

14E917B1 82C71FCF

3064A062 A060862D

6E726F6C 6C2F4341

6361702D 7274702D

30312E63 726C3010

F70D0101 05050003

02ACDCA3 C7BBED15

E90C468C AE67BAOS

A0030201

0D010105

31143012

32333237

0A130D43

54502D30

01080282

969694B7

956262B8

037D695B

1F07E2F1

99D6DC04

9E1E3A84

C7068ECL

Cl1EBOF81

03551D13

ACA91B6E

68747470

502D5254

3030315¢C

06092B06

82010100

A4431F20

AAAT1C12

02021076

0500302E

06035504

31335A17

6973636F

30313082

010100AC

80CC196A

1C143038

AC816409

AAT74F150

47476COF

8153B750

DD1EBDDA

931ACBO2

0101FF04

F4A9269C

3A2F2F63

502D3030

43657274

01040182

AB64FDEB

TE9286F0

BAOCOE79

12F96015 3D6FI9F4E

31163014 06035504

03130B43 41502D52

0D323330 32303632

20537973 74656D73

0120300D 06092A86

55BBED18 DE9B8709

463DA516 54A28F47

5345BB2E 273FAT7A6

C6211F0B 3BBFO9CF

367632ED A289E374

36E58A3B 6BCB24D7

5527E865 423BE2B5

53E6F0D6 E2E0486B

0103A381 C33081cCO

05300301 01FF301D

70AEO05A0 9A306F06

61702D72 74702D30

312E6372 6C862F66

456E726F 6C6C5C43

37150104 03020100

F60C32DC 360F0ELOQ

770929A2 17E4CDF4

E6780A5C F814466C

7DC439DA

AF6ATF44

43FD421A

D55F0E1D

42202032

0A130D43

54502D30

33333633

31143012

4886F70D

FFBC8F2D

5D903B5F

46860573

BOBBB2D4

AF0C5B78

6B6C84C2

CB575453

109F1316

300B0603

0603551D

03551D1F

30312F43

696C653A

41502D52

300D0609

S5FE175FA

F2629244

326A4B56

3C4CODE7

46A9E3CO

D7CB64F8

5EAE3160

B7235630

6973636F

3031301E

345A302E

06035504

01010105

509AB83A

104A3D54

CE5C998D

AC362F67

CE7DFBOF

7TF61D326

5AA96093

78C696A3

551D0F04

0E041604

04683066

65727445

2F2F5C5C

54502D30

2A864886

0D574AB5

2F3575AF

73938380



73A11AED F9B9DE74

7F4BD4BA 0BS5AB462

0A4E3400 1428BAOF

A61CDOAE C5558A52

BAFE0028 96304A8B

7T4A2A6CE DC56275C

quit

1195C48F

94D9167E

69953BB5

BS5EEAAG6A

13FB656D

A20A303D

99454B8C

6D8D48F2

50D21F78

08F96528

8FC60094

30732980

597CDE61

43E3E563

B1804B87

D5A53D71

crypto pki certificate chain CAP-RTP-002

CD6E7123

25CFADCC

98BCB2B1

D26E4AEE

444B3CEF

certificate ca 353FB24BD70F14A346C1F3A9AC725675

308203A8 30820290 A0030201 02021035 3FB24BD7 0F14A346

0D06092A 864886F7

20537973 74656D73

170D3033 31303130

31163014 06035504

03130B43 41502D52

00038201 0D003082

B570263B 575ABD96

57DC4440 A7301DDF

01555FE4 D4206776

FB4D221B 21D7A3AD

632C7B3F ASF92AA6

1ED8763F A299A802

8A28ADSF 0F4883CO

CDAB9FD7 A190C1A2

04030201 86300F06

1452922B E288EE2E

3064A062 A060862D

6E726F6C 6C2F4341

6361702D 7274702D

30322E63 726C3010

F70D0101 05050003

D4D7AF1F D298892C

0D010105

31143012

32303138

0A130D43

54502D30

01080282

1CC8F394

E40FB1EF

03368357

38184171

AB8EF3490

970004AD

77112747

A462C5F2

03551D13

098A4ETE

68747470

502D5254

3030325¢C

06092B06

82010100

D5A2AT76B

0500302E

06035504

34395A17

6973636F

30323082

010100Cc4

5965D9D0

136212EC

83932638

8FD8C271

8724A84F

1912D265

141DBEEO

4A6E0B02

0101FF04

702C56A5

3A2F2F63

502D3030

43657274

01040182

56838CEF

C3462866

31163014

03130B43

0D323331

20537973

0120300D

266504AD

D8CE02B9

C4F3B50F

D6FCO53F

42183E65

4DAF7FD7

7DE335B4

948FBES3

0103A381

05300301

9AB4D49B

61702D72

322E6372

456E726F

37150104

C4DA3AD1

13EOE55D

06035504

41502D52

30313032

74656D73

06092A86

7DC3FD8D

F808CCD6

BCAFBB4B

3A179E44

09461434

0928F585

BCB6F789

FE67B308

C33081cCO

01FF301D

96306F06

74702D30

6C862F66

6C6C5C43

03020100

EA8FBB15

DC0C4B92

8B3A6D68

5BD141FB

A2D4864B

AB7AFFES

79343385

C1F3A9AC

0A130D43

54502D30

30323733

31143012

4886F70D

65556FA6

B7CD8C46

CD2E5826

67255A73

736C77CC

764D3558

DC68BIFA

D40C8029

300B0603

0603551D

03551D1F

30322F43

696C653A

41502D52

300D0609

2FFE6EES

5AA94B6E

80B97E00

210275A2

0616BACD

2FD2A574

3778C193

72567530

6973636F

3032301E

375A302E

06035504

01010105

308FAES5

24801878

34521B65

45C69DEE

F380EEBF

3COFE9AF

C8FDF85E

87BD790E

551D0F04

0E041604

04683066

65727445

2F2F5C5C

54502D30

2A864886

50A1972B

69277F9B



FC73C697 11266E19

B6EA781C FFD97CA4

BF78443D B08C3A41

92841E76 36D7740E

6918DEOF BD3C7F67

8FAB7F3C 0B5F0759

4C5B1931 67947A4F

quit

451COFAB

BO3COE34

2EEEB873

CB787F11

D8A33F70

D9828F83

89A1BDB5

A55E6A28

0E5B0649

78CB8089

685B9E9SD

9C4A596E

954D7BB1

901A48C5

8BOA34C9

34F9D16E

0C67E85D

DO9F62B3B

57A638EC

B9911EE6

B73A654E

91512F0D

AF6D05BA

1EDEE854

7D72BFF1

crypto pki certificate chain Cisco_Manufacturing CA

certificate ca 6A6967B3000000000003

308204DS9 308203C1 A0030201 02020A6A

86F70D01 01050500

6D73311B 30190603

1E170D30 35303631

39311630 14060355

04031316 43697363

06092A86 4886F70D

943515F1 F4994EBB

9B79E807 294E30F5

94A91161 121C5CEA

ASF8881A AAE8C73C

0510EF87 9E693130

D5DFC9C9 5BB8CY9Al

C8D5C8ED 41E1F55F

99395A73 67621334

01E73082 01E33012

0E041604 14D0C522

04040302 01863010

01823714 02040C1E

27F3C815 1E6E9A02

38A036A0 34863268

72697479 2F706B69

30353116

55040313

30323231

040A130D

6F204D61

01010105

9B41E17D

AE1BC521

33201CoOA

1CCEEE48

F548363F

077BBE68

578E5332

OD1F5ES5

0603551D

26AB4F46

06092B06

0A005300

0916AD2B

7474703A

2F63726C

30140603

12436973

3630315A

43697363

6E756661

00038201

DB791691

5646B0OF8

16A77DDB

FDCD5C37

D8ABCE1S5

92939320

9349D5D9

70526417

130101FF

60ECAEQ5

01040182

75006200

A089605F

2F2F7777

2F637263

6967B300

55040A13

636F2052

170D3239

6F205379

63747572

0D003082

BBF354F2

F4E68ES8L

99066AE2

F186939E

E2E8589F

A86CBD15

OFF836AA

06EC535C

04083006

91C7DC5A

37150104

43004130

DAT7B2FAA

772E6369

61323034

00000000

0D436973

6F6F7420

30353134

7374656D

696E6720

01080282

414279432

B816CCAS8

36AFECF8

3D71757D

3E627104

75D3445D

07Cc43241

5CDB6AEA

0101FFO02

D1BO047F7

03020100

1F060355

30430603

73636F2E

382E6372

348A8920

09050C1F

3A8674AD

3488E86D

D5882AD4

8933Cl6F

03300D06

636F2053

43412032

32303235

73311F30

43413082

010100A0

6262C923

9B85D242

OAFF9867

34EE4Bl14

8726A415

454BECAS

C5A7AF1D

35004102

0100301D

6C300B0O6

30190609

1D230418

551D1F04

636F6D2F

6C305006

OAEDE1EOQ

4DA53E44

0991ED1A

TE2FTF65

3D71F72B

760BCA94

09278648

79737465

30343830

34325A30

1D060355

0120300D

C5F7DCY96

F79AE7BB

81DB7CCB

07F430EE

A9C0297B

620125AA

DA60C7D8

19FFF673

0103A382

0603551D

03551DOF

2B060104

30168014

3C303A30

73656375

082B0601



05050701 01044430

772E6369 73636F2E

72636132 3034382E

15010200 30433041

6973636F 2E636F6D

6E646578 2E68746D

2B060105 05070302

01050507 0307060A

2B060104 01823715

2D8CF2CA 374A6499

4FAB842F 37E96560

38E7D30B D168BESE

A719D193 8DABSB10

22DAEBDC 87CF5921

6019A5B0 6186ADDD

AFC3EF6D CC3D3CEB

0166D410 88A256E5

quit

42304006

636F6D2F

63657230

06082B06

2F736563

6C305E06

06082B06

2B060104

06300D06

24290AF2

D19AC6D8

22A54B06

11291FAl

421AE9CF

6566F6B9

95E981D3

3C57EDES

082B0601

73656375

5C060355

01050507

75726974

03551D25

01050507

0182370A

09278648

86AA42D5

F30BF5DE

E1E6A4AA

82FDFD3C

707588E0

27A2EE2F

8ALEB6CE

02A84891

05050730

72697479

1D200455

02011635

792F706B

04573055

03050608

0301060A

86F70D01

23E8A2EA

D027005C

337D1A75

4B6E65DC

243D5D7D

619BBAAL

FA79A46B

6307AB61

02863468

2F706B69

30533051

68747470

692F706F

06082B06

2B060105

2B060104

01050500

2B6F6923

6F1D91BD

BA26F370

934505E9

4E963880

3061FDBE

D7A25764

264B1A13

7474703A

2F636572

060A2B06

3A2F2F77

6C696369

01050507

05070306

01823714

03820101

7TAB828ELC

D14E5851

C66100A5

AF336B67

97D56FF0

AC3514F9

C43F4CCHo

9FE4DCDA

crypto pki certificate chain Cisco_Manufacturing CA_SHA2

certificate ca 02

30820465 3082034D

2B310E30 0C060355

6F20526F 6F742043

37313131 32313330

30220603 55040313

53484132 30820122

02820101 00F4364B

5B7D8ALE 2DD51E65

DC3BO9DOA 3DCD54F7

9EE3E217 206EF870

C924A060 D1449C2F

4BDS9206D 5B0O5F599

A0030201

040A1305

41204D32

3031375A

1B436973

300D0609

42023267

DBS80A3E4

7B23EE84

C3251777

8242C257

63C66D49

02020102

43697363

301E170D

3036310E

636F204D

2A864886

DE493DF2

B4A2DCD3

S5FFAFFD4

EF73A9FB

AEF7C5EA

E4F12A0D

300D0609

6F311930

31323131

300C0603

616E7566

F70D0101

153BC145

949C12D8

C4755067

DE7B21DA

FF23E502

DE5B29D5

27864886

17060355

31323133

55040A13

61637475

01050003

69E9094E

194C859B

EF9CDBE4

16C8FBC3

A0611316

FB112569

F70D0101

04031310

35303538

05436973

72696E67

82010F00

16B948B4

S5A72EF6F

27D5F84E

F211D1D4

BB6B6FDF

B1EA4C33

2F2F7777

74732F63

01040109

T7T772E63

65732F69

03010608

06082B06

02010609

0030F330

4C09CFA4

1DCOE3F7

C379265B

23070686

9B71D8BA

B82D9706

DBE882EC

5F

0B050030

43697363

5A170D33

636F3124

20434120

3082010A

471EE82A

5297E65B

AS577E7C7

7246149D

A9299903

1859FFB6



A1BB3860 1E6520D4

9EO6EFE3 72D96E30

3DF268D5 EF020301

01063012 0603551D

53305106 0A2B0601

7474703A 2F2F7777

2F706F6C 69636965

D77995CA BB482BBS8

A034A032 86306874

6974792F 706B692F

01010470 306E303E

6973636F 2E636F6D

6D322E63 6572302C

732E6369 73636F2E

14C900F9 1FS8ALFC2

010B0O500 03820101

1AS53B6AF E081C55E

08D502D0 5BA135F2

92A48275 90A556EF

77A03344 T71BDEDAD

0819D3C6 9ED68410

ED514BDA C45AF19D

322A998B 32B4814C

3BCOBE2A (O0EAA876E

quit

DB6201F2

AA697928

0001A382

130101FF

04010915

772E6369

732F696E

5514FDA3

74703A2F

63726C2F

06082B06

2F736563

06082B06

636F6D2F

66BDA5D2

00735936

69FF2717

9CB690B2

75CDB1D5

07B3ADOD

409A3092

EB2BDB65

165CC507

73

4444CFE9

D5B6BALF

01873082

04083006

01120030

73636F2E

6465782E

COOFBCA7

2F777777

63726361

01050507

75726974

01050507

706B692F

6D650E22

ACT7E984F

E706652F

8FE38F8E

F4515843

FFF39EFF

2D086DDF

COA547DA

09098178

3F17AFA4 EDOF4877

E6FB7EA5 B9028348

0183300E 0603551D

0101FFO02 0100305C

43304106 082B0601

636F6D2F 73656375

68746D6C 301D0603

0F961930 41060355

2E636973 636F2E63

6D322E63 726C307C

30028632 68747470

792F706B 692F6365

30018620 68747470

6F637370 301F0603

2E34C305 A0300D06

88EE171B 3DABB39B

631008D8 7C77C516

993AE6C8 17CCBAlE

32718F0D 50801D1A

212A8119 52C46CAl

8B44B1A8 BEDI1302E

4A4528D0 1E377ADF

S5FA14EFF 7D8A3AA7

crypto pki certificate chain Cisco_Root_CA_2048

certificate ca 5FF87B282B54DC8D42A315B568C9ADFF

30820343 3082022B A0030201 0202105F F87B282B 54DC8D42

0D06092A 864886F7

20537973 74656D73

20323034 38301E17

32353432 5A303531

0D010105

311B3019

0D303430

16301406

05003035

06035504

35313432

0355040A

31163014 06035504

03131243 6973636F

30313731 325A170D

130D4369 73636F20

EBY9EOES0

900008EC

OFO0101FF

0603551D

05050702

72697479

551D0EO4

1D1F043A

6F6D2F73

06082B06

3A2F2F77

7274732F

733A2F2F

551D2304

09228648

CDF70A6C

F42AD1B5

8DE74CO0B

EO8B52E3

CEBBC1FA

OF32CAAS8

285AABD3

3124520E

A315B568

0A130D43

20526F6F

32393035

53797374

7716FB59

2F4A9CCD

04040302

20045530

01163568

2F706B69

1604147A

30383036

65637572

01050507

T7772E63

63726361

T46F6F6C

18301680

86F70D01

DBCEC83B

24691F7D

FB43A547

285D9A09

CCE2E1C4

93206BDE

FC1E4747

28654852

COADFF30

6973636F

74204341

31343230

656D7331



1B301906 03550403

300D0609 2A864886

ABAT7AFOA 77ATE271

7BASAABA 6ED21588

15C8CF16 DA356189

2BFF8344 6FB63D24

EFB7EAE7 E28D758B

8D69F47F CE1B70DE

B568EEAO0 E7C40174

AFC27DD7 C76C1725

A351304F 300B0603

01FF301D 0603551D

AA301006 092B0601

05000382 0101009D

E0C6484B B6FE4C3A

ES55D25CA F5F0939A

701EF0E2 8BD7B0D8

9DF62EEB A7BEEB30

0187D068 A4277FAB

0983 6EFF 66CF3EEF

91EOEQ097 3C326805

A3CE8119 E10B35

quit

13124369

F70D0101

B6B46662

48459DA2

94437884

7709EABF

6EF2DD4F

701B20D6

A8530B2B

D473FB47

551D0F04

0E041604

04018237

9D8484A3

198156B0

83112EE6

OESDB169

A4AC1F44

FFESFAC9

17B35818

854BD1F7

73636F20

01050003

94788847

FC83D0CC

A8319878

2AA81F6A

A65E629C

6ECDA601

4A9A0F65

64508180

04030201

1427F3C8

15010403

41A97C77

56EE1996

CBF87445

D62A917B

FC95AB33

40388867

2509345E

57E2521D

526F6F74

82010D00

C6625584

B98CEO26

9BBO4E6F

56F6200F

CF100A64

A83C12D2

120E824D

944CE1BF

86300F06

151E6E9A

02010030

0CB753CA

62AA5AA3

FEE705B8

A9494F7E

06FB7D60

B439C684

E3CBD614

931A549F

crypto pki certificate chain Cisco_Root_CA_M2

certificate ca 01

30820313 308201FB

2B310E30 0C060355

6F20526F 6F742043

37313131 32313330

30170603 55040313

092A8648 86F70D01

8D3A757C E93DC874

A0030201

040A1305

41204D32

3031385A

10436973

01010500

413B4DA0

02020101

43697363

301E170D

302B310E

636F2052

0382010F

65F9C2BF

300D0609

6F311930

31323131

300C0603

6F6F7420

00308201

9484EF6B

20434120

30820108

4032BFCO

68704A78

2C53126C

11549781

DO4E6DCE

A93FA06B

8E63FDEF

AE4B1CDF

03551D13

020916AD

0D06092A

4E445062

64C1lF64E

ABE7DFCB

E68E95DS8

OADEB48A

6F57C953

B6ECF292

0570C04A

27864886

17060355

31323133

55040A13

4341204D

0A028201

0B7187D4

32303438

02820101

AB2EAS51C

DF21179E

CD1DAD2B

75A725CE

2BCC5BF5

5EBB8E20

EBO9B1ADB

92ED2EO05

0101FF04

2BA08960

864886F7

EF547CD3

5433C677

4BE13784

83273CD5

63B09CA9

DBBASEEE

6F74E42F

71601E43

F70D0101

04031310

30303138

05436973

32308201

0100D806

58C26032

30820120

00BO9ABY9

71D6BC6E

F46105C9

24BB31C4

596A8265

60A52747

8B7A91E3

53A61360

DF020103

05300301

5FDA7B2F

0D010105

75171CES8

FEC51CBA

DAB98B97

68490ED4

F2A4B953

C043B2F8

812AD592

0B601EFE

0B050030

43697363

5A170D33

636F3119

22300D06

2521134F

2CBACCBA



BB6334DB B312426A

DFCA4CD4 D710CD68

50095E0E E335BEBA

6486D2F0 B8E15916

C858392D 63B87180

C62A5D1D F2834D81

262DECBB 1EB14562

42304030 OE060355

030101FF 301D0603

C305A030 0D06092A

1CA68B30 6EC1D9D6

DY90FF219 274D504D

3C6B5D5D 3E693BDC

52198294 ED709ED2

07C1DE7D DF15D03D

86B41304 8763F57D

585ECDEO 25C1C3A5

C3E4FO0AD DB6CAFEE

quit

798586B3

2795724E

4EC2CAEOQ

3AA62648

3AE1DCEB

1FA7CDD4

512BF059

1DOF0101

551D0EO4

864886F7

891AC3CO

DEF46D0C

A85BEDAT7

67147631

6CA225BC

69AE2262

DD10DCCE

ADDAS8BOY

E87FC992

T44A54F5

6EC8842D

05EE6329

B3135222

198EAB69

1731721A

FFr040403

160414C9

0D01010B

9975F74E

E6745C74

C2BAES8C2

1B26A6A9

C732F049

6C767292

7E95F6DB

4AFBDA2A

8BE3A737

DA71ESAS

8AB3EE92

1E1583EF

05514700

40E6FB07

Ccco074c3

02010630

00F91F8A

05000382

B582C895

F1447F82

F768CB28

FO97E7B19

7B6DF230

9AF3055E

44A75DC6

9E981650

crypto pki certificate chain CAPF-19a340e5

45D39483

AF4D0CB1

EC0482E4

1E79C182

88876DED

0AF28E65

0CBB84CA

0F060355

1FC266BD

0101007A

2259B7A0

92BC5C5E

8B707291

B6E2AT752

669BD914

6633E597

7192CFAl

077F87

certificate ca 4745CDDOD3E0387C09316AE7ED0914CD

308203A1 30820289 A0030201 02021047 45CDDOD3 E0387C09

0D06092A 864886F7

0C060355 040A0CO05

03550403 0COD4341

31133011 06035504

37303530 385A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

51483CE9 66F8EFO0D

0D010105

63697363

50462D31

070COA72

32313035

06035504

5504030C

13301106

F70D0101

DC131D63

05003065

6F310C30

39613334

69636861

31393137

0AO0CO0563

0D434150

03550407

01050003

C6B7408E

310B3009

0A060355

30653531

7264736F

30353037

6973636F

462D3139

0CO0A7269

82010F00

COB465A0

06035504

040B0OCO3

0B300906

6E301E17

5A306531

310C300A

61333430

63686172

3082010A

0D597B8E

686520DB

6C31FBOC

C76E4D18

0029D456

D13CD7B8

3E6DES3D

73AD0203

1D130101

A5D26D65

BE3C8D27

A8508E59

E3B37E25

CF2C3FBA

A2D453EA

5DB60FAS

20E00D79

81FAF08D

316AE7ED

06130255

74616331

03550408

0D313630

0B300906

06035504

6535310B

64736F6E

02820101

2F7EEEBB

8AD44341

DE73829A

B5E964CB

8FO0A6DC2

DA857924

C132EEOQO6

010001A3

FF040530

0E222E34

E8CDE492

190B6F16

A38BB910

75597333

6F867833

6C5B926B

346F311D

E9A6D992

0914CD30

53310E30

16301406

0C027478

35323031

03550406

0BOC0374

30090603

30820122

0097753D

34EQE4F8



77D2C53C 4CY9AF2EO

109DD7DF A7104B07

9453CC28 F294A7TF2

ASD63ACD 673D8476

8263F539 2542A9DB

8D946575 42DD1689

S5ECFD7ED 738F4D19

0001A34D 304B300B

2B060105 05070301

E1B34990 F0483694

03820101 006COESF

EB046423 FB1C7BBl

9600C167 40172BAF

0423ACE8 B66FF253

9A20C3AF FD0629A0

C8B16842 F75F49A5

7C4BAD41 BB929ACS

13A662BB E11D2E69

0F99CE3D 90

quit

D75D6F92

C98B41CD

BFFESF8C

5E26F6A4

A4473F49

B2435512

D5421F95

0603551D

06082B06

A2D1D37E

9E3B17B5

DOD7255C

17679406

13393E13

2A30ED70

2FA41571

89526810

B1D8561B

C5CCBDC6

7262096D

0D7268D4

73526766

E2D79CF4

0BEBC2ES

EOE940DF

0F040403

01050507

ACAL2C59

Cc902C177

BB4C6074

3EDDB4CD

BE08C8D6

7369F570

BA9757F0

F6B96C28

881F35DF

C7CCB58D

A9DE1076

55C63554

7E34063D

C495E608

6C223C1B

1F8C83B0

02027430

0305301D

22300D06

F931099A

9AD2815F

ESF5B96D

28AF907B

1A38FD85

FOC7D22D

FC6BFE69

8E1549A7

crypto pki certificate chain CAPF-dc3cdab68

AlCC7288

TF4A0F787

6C6B28ED

86AFFFAS

DBBAO15A

D5B45F40

28F80862

1D060355

0603551D

09278648

3177669F

9059FF2E

1354C6C2

2FCECC91

B4BEA740

22174442

BEBFF33B

2154A8E1

certificate ca 55FF50FABA2D6E7EBDSEF96F32451117

308203A1 30820289 A0030201 02021055 FF50FABA 2D6E7EBD

0D06092A 864886F7

0C060355 040A0CO05

03550403 0COD4341

31133011 06035504

30303430 345A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

0D010105

63697363

50462D64

070COA72

32313035

06035504

5504030C

13301106

F70D0101

05003065

6F310C30

63336364

69636861

32353230

0AO0CO0563

0D434150

03550407

01050003

310B3009

0A060355

61363831

7264736F

30343033

6973636F

462D6463

0CO0A7269

82010F00

06035504

040B0OCO3

0B300906

6E301E17

5A306531

310C300A

33636461

63686172

3082010A

300D9678

16BA70DF

073BF7F9

ESB509BB

B2F69281

527C67F1

F5CDC690

1D250416

0E041604

86F70D01

C1196185

8216E473

7ACE1867

C1AB6A2B

4D87AF64

9E20D7C7

ECC59282

AES67842

5EF96F32

06130255

74616331

03550408

0D313630

0B300906

06035504

3638310B

64736F6E

02820101

94E1645B

C1l8C3C66

BED32D99

962FF514

50FB0400

F89A97AF

55020301

30140608

14F66D8B

01050500

OA3F72E4

6839DB2A

74EB5CB2

C311DECO

42B68F99

5A90D912

0F20D269

5CC6FC22

45111730

53310E30

16301406

0C027478

35323632

03550406

0BOC0374

30090603

30820122

0088A466



E4A472FB BALCF50D

FD193E14 EOSDEEBY

78C369F2 BOBF2D7C

30BED42B 11C7A601

62BDF035 2A570A48

31D3FEE1 OA579F46

55DD807E D37008DD

046F7949 0A848C86

0001A34D 304B300B

2B060105 05070301

3B747718 BBA4521F

03820101 007F6D12

F43D2FC3 1B060434

EAC14360 4A05BEE3

A26A59AC 9B525EE2

6E551D5E AEE4BESC

61555E04 29A2A688

6341575E 08C71102

D3083B3C F942F0A6

DB80BE20 2C

quit

voice service voip

CF98FA6A

0DDF2485

9072CA2C

C12F5DFC

1ACA0618

4CEAF0F3

F4440C36

7B72BEDF

0603551D

06082B06

3727684A

E049495C

720B2F85

2FA68B9E

B927D87F

F205AF08

76515E91

BC536A18

FC71969B

ip address trusted list

ipvd 0.0.0.0 0.0.0.0

BC625C9B

1EE7DBC1

FO0D9754

0F3C4277

763BBA81

4231A81B

5A8ABBOE

496748BC

0F040403

01050507

05DBDE19

081D95F9

EFS5EEA48

5C49091F

E28DA955

AFEB44D4

EB2600CE

D5797501

006B3975

no ip address trusted authenticate

media bulk-stats

media disable-detailed-stats

srtp

allow-connections sip to sip

51B46772 30ECA673

2B45973A 94659A40

E641F27D 140A849C

0638F285 9FF6F3A4

C2734558 9575E08B

9A82ABD7 60D91735

15EF5530 07031278

300B3772 6E997BAS

0202A430 1D060355

0305301D 0603551D

5A300D06 092A8648

49FC254A EA3144DA

3E5F528B 9F222526

34D8A956 BlABASIF

7EC0D322 04AAA2A1

624D34AE A9ECDSDE

FO005C570 7r37C514

AC8C775A 230ACCC2

BO9DA33D1 5041A500

6226002C

37E1AAEQ

Al1D71922

CDO17CBA

008A365C

1DE7F325

DOBFB69F

73204638

1D250416

0E041604

86F70D01

9CAABASA

42FESE83

8CD416A5

BBO2CF21

CDO9A1EL

654F2A5C

41FAOBO3

38646FFA

2E6A5F53

CF56AES82

35167213

A4B4685B

EE376461

79D15BD5

6F3BDCY95

FF020301

30140608

147B0417

01050500

5A865938

59F91EBA

24A57763

A5D14151

212DAA19

7TE52B88B

D3B01653

2BB0ODCC4



no supplementary-service sip refer

no supplementary-service sip handle-replaces

supplementary-service media-renegotiate

fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

modem passthrough nse codec g7llulaw

sip

bind control source-interface GigabitEthernet0/0/0

bind media source-interface GigabitEthernet0/0/0

rellxx disable

registrar server expires max 120 min 60

voice class codec 1

codec preference 1 g7llulaw

voice iec syslog

voice register global

default mode

no allow-hash-in-dn

security-policy secure

max-dn 50

max-pool 40

voice register pool 1

id network A.B.C.0 mask 255.255.255.0

dtmf-relay rtp-nte

codec g7l1llulaw



voice-card 0/1
no local-bypass

no watchdog

voice-card 0/3

no watchdog

voice-card 0/4

no watchdog

license udi pid ISR4431/K9 sn FOCXXXXXXXX
license accept end user agreement

license boot level uck9

license boot level securityk9

diagnostic bootup level minimal

spanning-tree extend system-id

redundancy

mode none

interface GigabitEthernet0/0/0
ip address A.B.C.D 255.255.255.192

negotiation auto



interface GigabitEthernet0/0/1
no ip address
shutdown

negotiation auto

interface GigabitEthernet0/0/2
no ip address
shutdown

negotiation auto

interface GigabitEthernet0/0/3
no ip address
shutdown

negotiation auto

interface Service-Engine0/1/0

interface Service-Engine0/3/4

interface Service-Engine0/4/0

interface GigabitEthernetO

vrf forwarding Mgmt-intf

no ip address

shutdown

negotiation auto

interface BRI0/3/0:0

isdn incoming-voice voice

interface BRI0/3/1:0



isdn incoming-voice voice

interface BRI0/3/2:0

isdn incoming-voice voice

interface BRI0/3/3:0

isdn incoming-voice voice

ip

ip

ip

ip

ip

ip

forward-protocol nd

http server

http authentication local

http secure-server

tftp source-interface GigabitEthernet0/0/0

route 0.0.0.0 0.0.0.0 GigabitEthernet0/0/0 XX.XX.XX.XX

control-plane

voice-port 0/1/0

no battery-reversal

voice-port 0/1/1

voice-port 0/1/2

voice-port 0/1/3



voice-port 0/1/4

voice-port 0/1/5

voice-port 0/3/0

voice-port 0/3/1

voice-port 0/3/2

voice-port 0/3/3

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable

mgcp behavior comedia-sdp-force disable

mgcp profile default

credentials

ip source-address A.B.C.D port 2445

trustpoint srstca



sip-ua

crypto signaling default trustpoint srstca

line con O

logging synchronous
transport input none
stopbits 1

line aux O

stopbits 1

line vty 0 4

logging synchronous
login local

transport input all
wsma agent exec
wsma agent config
wsma agent filesys

wsma agent notify

end

Routerl#
CCTR, RENERICHELTLIHESHERRELET,

Cisco IOSFEEAE Y —/V&ECAE L THEAL 123/ E . show running-config SEBAE DB HJE - IF
show crypto pkiserver Y > RZHITL T, CAU—/NOAT—RAZHZELET,



FIROHE

1. show running-config

2.show crypto pki server

Router# show crypto pki server

Certificate Server srstcaserver:

Status: enabled

Server's configuration is locked (enter "shut" to unlock it)
Issuer name: CN=srstcaserver

CA cert fingerprint: AC9919F5 CAFE0560 92B3478A CFF5EC00
Granting mode is: auto

Last certificate issued serial number: 0x2

CA certificate expiration timer: 13:46:57 PST Dec 1 2021
CRL NextUpdate timer: 14:54:57 PST Jan 19 2019

Current storage dir: nvram

Database Level: Complete - all issued certs written as <serialnum>.cer

EREERTSICIEE, show sip-ua status registrarz fFH L £
NZ7)LZ 31—k

BE, COREBICHITIREORNT TN 1—FT 1V IBREHIEE A,
BYE R

. SRSTEEBEHA K
- TOZAILYER—PE RFI XD B - Cisco Systems

Gl
AT



https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cusrst/admin/sccp_sip_srst/configuration/guide/SCCP_and_SIP_SRST_Admin_Guide/srst_secure_sccp_and_sip.html#25332
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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