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AT Y 7'1:CUCMTpacket capture 1Y > RZRHBLET

CUCM/—RADOtEF 217> 1)L(SSH)EHRZEIL, RIZRT RS, utils network capture (or
capture-rotate) file <filename> count 1000000 size ALLON > RZRTLE T,

@ 10.201.218.163 - PuTTY - O X

ATV 72 H—/NECUCMBIDTLSERZRBRLET

COPHITRE, RICRTELDIC, TLSR—KN636 TR ZMIL TS & T, Secure Lightweight
Directory Access Protocol(LDAPS) Y —/N & CUCMBI D TLSEH 2B L £ 9,



PEWTELLEN Cisco Unified CM Administration « I Go

alia.  Cisco Unified CM Administration
admin Search Documentation About Logout

cisco For Cisco Unified Communications Solutions

System * CallRouting Media Resources *  Advenced Features v  Device v *  User ~  Bulk Admi ~ Hep v

LDAP Directory UEETERN R Back to LDAP Directory Find/List -~ | Go

iSave xDele!E [D Copy ?J Perform Full Sync Now ﬂ:u Add Hew

® -

Access Control Groups
Add to Access Control Group
Remove from Access Control Group

Feature Group Template [ < None =

w line features below will not be active.

Warning: If no template is selected, the nev

Apply mask to synced telephone numbers to create a new line for inserted users
Mask

Assign new line from the pocl list if one was not created based on a synced LDAP telephene number

Order DN Pool Start DN Pool End

-LDAP Server Information
Fost Name or IP Address for Server’ LDAP Port’ Use TLS

WIN-H2Q7451U35P.network218.com (838

Add Another Redundant LDAP Server

[‘save | | Delete Copy Perform Full Sync Now | Add New
ATYTITLSNY R T4 UVFETHIZCUCM PCAPZEILET S

RIZRTERDIC, Control-CEZHLTNTY NEFEYTF v E2EFELELET
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1. CUCM./— RORTMTZ &8 L. [System] > [Tools] > [Trace] > [Trace & Log Central] > [Collect
Files]iCBBIL , [Packet Capture Logs]RY VRAZF/ICUET (pcapZzFd 7 AO—RTBICE
RTMT7’OtAZLET ),



Collect Files (=]

[ Select System Senvices/Applications |

[[] Select all Services on all Servers

Mame All Servers [_] cucmpub216.network... [_] imp216.netwark?

1 1 -

riro LU

Host Resources Agent

IPT Platform CLI Created Reports
IPT Platform CLI Logs

IPT Platform Cert Manitar Logs
IPT Platform CertMgr Logs

IPT Platform Cluster Manager Logs
IPT Platform GUI Logs

IPT Platform IPSecMgmt Logs
IPT Platfiorm RemoteSupport Logs
Install File Signing

Install and Upgrade Logs
Kerneldump Logs

MIBZ Agent

Mail Logs

Mgetty Logs

MTP Logs

Packet Capture Logs

Prog Logs

SAR Logs

SELinux logs

SMMP Master Agent

Security Logs

Senice Manager

Senvice Registration Logs
Spooler Logs
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2. SFTP (Secure File Transport Protocol) % —/\Z£& L. CUCM SSHt ¥ > 3 > Tfile get
activelog /patform/cli/<pcap filename>.capd~N > RZRTULEF (O 7 MR TSFTPH—/X
ICPCAPEAD>O—KRULET),
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Wireshark 7 7’ —> 3> %R L TpcapZFE, IST7 1L R2%ER{TL., CUCMIZIRRE
DY —/\GIAEZE/AIAEF T —>ZETServer Hello/NT Y REZHBILET, Child, RICRT &
S, 7L—AL122T9,

File  Edit Go Capture Statistics  Telephony  Wireless Tools  Help
® BE ] =7 s Eaaain
[WTes [x]
No. Time Source Destination Protocol  Length Info L
14 89:09:22.241271 16.201.218.178 10.201.218.163 TLSv1.2 390 Application Data
18 ©9:09:22.258389 10.201.218.163 10.201.218.170 TLSv1.2 271 Application Data
29 ©9:09:22.252337 10.201.218.163 10.201.218.170 TLSv1.2 421 Application Data, Application Data, Application Data, Application Data, Application Data, #
56 09:09:22.691660 10.201.218.166 10.201.218.163 TLSv1.2 398 Application Data
57 99:09:22.692748 10.201.218.163 10.201.218.166 TLSv1.2 271 Application Data
59 @9:09:22.892972 10.201.218.163 10.291.218.166 TLSv1.2 391 Application Data, Application Data, Application Data, Application Data, Application Data, £
61 ©9:89:22.693131 10.201.218.163 10.201.218.166 TLSv1.2 96 Application Data
65 @9:09:23.789625 10.201.218.169 10.201.218.163 TLSvA.2 4@7 Application Data
66 ©9:09:23.7908753 10.201.218.163 10.201.218.169 TLSv1.2 271 Application Data
68 99:89:23.791100 10.201.218.163 10.201.218.169 TLSv1.2 421 Application Data, Application Data, Application Data, Application Data, Application Data, £
112 @9:89:25.178528 16.99.108.100 16.201.218.163 TLSv1.2 1146 Application Data
117 99:09:25.298246 10.201.218.163 10.201.218.164 TLSv1.2 313 Client Hello
122 @9:09:25.304369 10.201.218.164 10.201.218.163 TLSv1.2 845 [Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
124 ©9:@9:25.329331 10.201.218.163 10.201.218.164 TLSv1.2 255 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
125 99:89:25.331128 18.201.218.164 10.201.218.163 TL5v1.2 173 Change Cipher Spec, Encrypted Handshake Message
< »

Frame 122: 845 bytes on wire (6760 bits), 845 bytes captured (6760 bits)

Ethernet II, Src: Veware_aS5:74:2a (00:58:56:25:74:2a), Dst: Vmware_07:23:17 (00:0c:29:07:23:17)
Internet Protocol Version 4, Src: 10.201.218.164, Dst: 18.201.218.163
Transmission Control Protocol, Src Port: 636, Dst Port: 34726, Seq: 2897, Ack: 248, Len: 779

[3 Reassembled TCP Segments (3675 bytes): #118(1448), #120(1448), #122(779)]
Transport Layer Security

- CUCMIZEERENBIABHAEOHEETE

TBICE,

SEEAZE % & T Server Hello/NT Y KA S

[Transport Layer Security] > [Certificate] D15k ZEMAL £, —FLORHAZTE S —/NFEHAET
T, cDJ/BE, H—/N\EASTHRD1DODIAASLEFHIROLS ICRRESNET,
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Mo. Time Source Destination Protocol  Length Info ~

122 @9:89:25.384369 18.2081.218.164 1€.201.218.163 TLSw1.2 845 server Hello, Certificate, Server k

124 @9:@9:25.329331 10.2081.218.163 1@.201.218.164 TLSw1l.2 255 Certificate, Client Key Exchange, (

125 @9:89:25.331128 18.2081.218.164 19.201.218.163 TLSw1.2 173 Change Cipher Spec, Encrypted Hands

126 @9:@9:25.333417 10.2081.218.163 1@.201.218.164 TLSw1.2 199 Application Data

127 @9:89:25.335730 18.2081.218.164 1@.201.218.163 TLSw1.2 167 Application Data

128 @9:89:25.339860 16.281.218.163 1@.201.218.164 TLSw1.2 327 Application Data

129 @9:89:25.339649 18.2081.218.164 1@8.201.218.163 TLSw1.2 167 Application Data W
£ >

Frame 122: 845 bytes on wire (676@ bits), 845 bytes captured (6768 bits)

Ethernet II, Src: Vmware _a5:74:2a (@0:58:56:85:74:2a), Dst: Vmware _87:23:17 (@0:8c:29:87:23:17)
Internet Protocol Version 4, Src: 10.281.218.164, Dst: 10.201.218.163

Transmission Control Protocol, Src Port: 636, Dst Port: 34726, Seq: 2897, Ack: 248, Len: 779

s (3675 bytes): #118(1448), #120(1448), #122(779)]

% TL5v1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)

Length: 367@

Handshake Protocol: Server Hello

v Handshake Protocol: Certificate

Handshake Type: Certificate (11)
Length: 1481
Certificates Length: 1478

¥ e

Certificate Length: 1475

= = - AE20

Handshake Protocol: Server Key Exchange
Handshake Protocol: Certificate Request
Handshake Protocol: Server Hello Done

AT Y 76:CUCMPCAPA S Y —/NFERAE/FAIAEF I —2ZILVAR—NLET

COFBITIE, Y=NAABELFNF REATVE S, H—/NIRAELRARNDIVLEF HYNET, K
ICRITEDIC, Y—NFEAEZED 'Y U L. [Export Packet Bytes]Zi#iR L T.cerffBFHE L L T
RELET,



Length: 3670

Length: 1481

Version: TLS 1.2 (@x@3@3)

Certificates Length: 1478
v Certificates (1478 bytes)
Certificate Length: 1475
Certificate: 3@8205bf308204a72003020102021362000000026295e487... (id-at-commonName=WIN-H2Q7451U39P. network218.com)
Handshake Protocol: Server Key Exchange

Handshake Protocol: Server Hello
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)

Handshake Protocol: Certificate Request
Handshake Protocol: Server Hello Done

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AE 1@ Q&= dEEaqaqH
(W]us B -]+
No. Time Source Destination Protocol  Length I Expand Subtrees
122 @9:89:25.304369 18.281.218.164 18.201.218.163 TLSv1.2 845 = Coll Subt
124 89:09:25.329331 10.201.218.163 10.201.218.164 TLSv1.2 255 C s TR
125 @9:09:25.331128 10.201.218.164 10.201.218.163 TLsvi.2 173 C Expand All
126 ©9:89:25.333417 19.201.218.163 19.281.218.164 TLSv1.2 199 £ Collapse All
127 @9:89:25.335738 12.281.213.164 18.281.218.163 TL5v1.2 167 2 .
128 ©9:@9:25.339000 10.201.215.163 10.201.218.164 TLsvi.z 3272  ApplyasColumn Ctrl+Shift+|
129 @9:89:25.339649 18.281.218.164 18.281.218.163 TLSv1.2 167 £ .
Apply as Filter
<
Prepare as Filter
Frame 122: 845 bytes on wire (6768 bits), 845 bytes captured (6768 bits) Conversation Filter
Ethernet II, Src: Vmware_a5:74:2a (@0:50:56:a5:74:2a), Dst: Vmware_07:23:17 (©0:08c:29:07:23 . o
Internet Protocol Version 4, Src: 18.201.218.164, Dst: 10.201.218.163 olonelaitil ¥iey
Transmission Control Protocol, Src Port: 636, Dst Port: 34726, Seq: 2897, Ack: 248, Len: 77 Follow
[3 Reassembled TCP Segments (3675 bytes): #1128(1448), #1208(1448), #122(779)] C
v Transport Layer Security il
“ TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages Show Packet Bytes... Ctrl+Shift+0
Content Type: Handshake (22
¥p (22) Export Packet Bytes.. Ctrl+ShiftsX

Wiki Protocol Page
Filter Field Reference

Protocol Preferences

Decode As...
Go to Linked Packet

Show Linked Packet in New Window

C BIEDTIARIT, cer77TAIINEBZAAL, REF|IZVVYILET, RORICRTRSIC

. TAUN
FENET

126 ©9:09:2
127 €9:09:2
128 ©9:09:25
129 ©9:09:2

) o

-333417
.335730
-339000
-339649

wnon

un

18.
18.
18.
18.

281.
201.
2e1.
2e1.

218.163
218.164
218.163
218.164

10.201.2
10.201.2
10.201.2

Frame 122: 845

v Transport Layer Security

Length: 367@

Length: 1481

Certificates Length: 1478

v Certificates (1478 bytes)
Certificate Length: 1475
Certificate: 388205bf203204a720030201020213620000088262952487... (id-at-commonName=WIN-H2Q7451U39P.network218. com)

Handshake Protocel: Server Hello
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)

bytes on wire (676@ bits), 845 bytes captured (g
Ethernet II, Src: Vmware a5:74:2a (@@:50:56:85:74:2a), Dst: Vel
Internet Protocol Version 4, Src: 18.281.218.164, Dst: 16.2081.2|
Transmission Control Protocol, Src Port: 636, Dst Port: 34726,

[3 Reassembled TCP Segments (3675 bytes): #118(1448), #120(1448

v TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)

urganize v
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File name:

Save as type:  Raw data (*.bin *.dat *.raw)

+ Hide Folders

Cancel

Save
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a Certificate

General Details Certification Path

Lilﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: WIN-H2Q7451U39P . network2 18, com

Issued by: network213-WIN-H2Q7451U39P-CA

Valid from 9/3/2012 to 9/7/2020

Install Certificate. .. Issuer Statement

Ok
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