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https://www.microsoft.com/en-us/search/explore?q=ad+fs+2.0+download

*;l Active Directory Federation Services 2.0 Setup Wizard

Server Role

one of the following roles for this computer.

{* Federation server

" Federation server proxy

clients.

< Previous Mext =

*You can configure this computer in either the federation server role or the federation server proxy role. Select

A federation server is an authentication and tnust management provider that issues securty tokens to
enable access to claims-based applications in your arganization or in federated partner organizations.

A federation server proogy redirects requests from Intemet clients to federstion servers that are behind a
firewall on your corporate netwark. t also forwards security tokens issued by federation servers to

Cancel
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Overview ADFS 2.0 Federation Server Configuration Wazard
AD FS 2.0 provides single-sign-on (550) access for chent computers. View L
_— New Window from Here
@ configure This Federation Server e

The AD FS 210 Federation Server Configuration Wizard must first be completed succassfully before you can use this
snap+n to manage your Federation Senvice.

= ADFS20F lion Server Ci ion Wizard

e Learn About:

Configuring Claims Provider or Relying Party Trusts

C ing F ion Server Proxies

Irgubleshooting AD FS 2.0

AT Y73 :RIZ. Create a New Federation ServiceZ 27U Y 2L %7,



%{AD FS 2.0 Federation Server Configuration Wizard

Welcome

Steps

@ Welcome

@ Select Deployment Type
@ Federation Service Name
@ Summany

@ Results

Welcome to the AD FS 2.0 Federation Server Configuration Wizard
This wizard helps you configure Active Directory Federation Services (AD F5) 2.0 software on this

computer, which sets up the computer as 3 federation server. An instance of AD FS is refemedto as a
Federation Service.

(%) Create a new Federation Service

Select this option to set up either a stand-alone federation server or the first server in a federstion
server fam.

i) Add a federation server to an existing Federation Service

Select this option to join this computer to an existing federation server fam.

¢ Frevious

Next > Cancel | Hebp
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"_!_.‘:IAD F5 2.0 Federation Server Configuration Wizard E

Select Stand-Alone or Farm Deployment

i You can create either a stand-alone federation server for evaluation purposes or a small production
@ Welcome environment, or you can create a federation server in a new fam for load balancing and high availability.
@ Select Deployment Type Select one of the following options. Ether of these options will use the Windows Intemal Database to store
configuration data.

@ Federstion Service Mame
@ Exdisting Database i_) New federation server famm

This option will create a new Federstion Service with settings for high availability and load balancing.
@ Summary This computer will be the primary federation server in the fam. Later, you can scale out this fam by
@ Results adding more federstion servers.

To create a federation server fam, you must run this wizard while you are logged on with an account
that has sufficient pemissions in Active Directory to create a container object for sharing certfficates)
and to set an SPN forthe service account), such as an account that is a member of the Domain
Admins group.

i*) Stand-slone federation server

This option will create a new Federation Service on this computer. This aption is recommended for
evaluation purposes or a small production environment. F you select this option, you will not be able
to add more servers to create a famm.

{l You can use SGL Server with AD FS 2. 0to take advantage of the full feature set and achieve

maimum scalabilty. To set up AD FS to use SGAL Server, use the command-ine version of this
wizard. For more information, click Help

< Previous | Nexd > Cancel | Help |
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15‘_3!AD F5 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

e This wizard detemmines the Federation Service name from the Subject field of the 551 certfficate for the
@ Welcome Default Web Ste. F the wizard cannot determine the Federstion Service name from the S5L settings, you
: must select a cerificate.
@ Select Deployment Type
Select the cedificate and/or port, and then click Mexd.
@ Federation Service Mame

@ Bxisting Database S5L cerficate: o

| —
o Ay | 550 wir 2B * | View .. | |—--
@ Results Federation Service name:

L |

What kind of cerificate do | need?

< Previous I MNexd > Cancel | Help |
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F )i 6 : Browse > Select the .xml from Step 1 > Import IdP Metadata® JEIZO U Y O LE T,

FIE7: AVR—RFRBLIECERBTRIXAY E—DHFRRENET,

System + CallRouting  Media Resources v  Advanced Features + Device *  Application + User Management +

SAML Single Sign-On Configuration
B e

rStatus

y
Qf Impart succeeded for all servers

—Import the IdP Metadata Trust File
Thiz step uploads the file acquired from the IdF in the previous manual step to the Collaboration servers.

1)5elect the IdF Metadata Trust
File

Browse... | Mo file selected.

2)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard.

il
Import IdP Metadata (_:,_;_z' Import succeeded for all servers

Meaxt Cancel

ATY 7 8: [Next] BV UYOLET,
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AT Y 7 3 : [Add Relying Party Trust Wizard] 7 4 #'— RABIW =5, [Starf] 20U Y I L F
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o Import data about the relying party from a fileZ3ZR L., 7A#INA 774 ESBLT/NT
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~ 5¥:SSO%FERA T % 3 N TDUnified Collaboration ServerlZ XL T, BIOFIEZFERAL XTI,

i1 Add Relying Party Trust Wizard

Select Data Source

L Select an option that this wizard will use to obtain data about this relying party:

@ Welcome
{” Import data about the relying party published online or on a local network

@ Select Data Source
|Use this option to import the necessary data and certficates from a refying party organization that

@ Specify Display Mame publishes its federation metadata online or on a local networl:.

@ Choose Issuance Federation metadata address thost name or LURL):
Authorization Rules !

@ Readyto Add Trust
@ Finigh

Example: fs contoso.com or https:/fwww .contoso .com./app

¥ |mport data about the refying party from a file

|se this option to import the necessary data and certficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

|C:"-.LIsers"-.-'—‘u:lministlatu:ur"xDesIctnp"-.SP Metadata_1cucm 1052 sckiewer lab xml Browse. .. I

{" Enter data about the relying party manually
Use this option ta manually input the necessary data about this relying party organization.

< Previous Next > Cancel Help

ATY 7 5: [Next] VY OLET,

F)E 6 : Display NameZ#mEL T, NextZ2V U Y UL E T,

F)E 7 : [Permit all users to access this relying party] Zi2RL ., [Next] 22U Y I LET,
ATYT8: E5—E [Next] ZOVUYILET,

ATY 7 9: COBEMET, Open the Edit Claim Rules dialog for this relying party trust when
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Wi Edit Claim Rules for CUCM1

Issuance Transform Rules | Izsuance Authorization Rules | Delegation Authorization HUIE'-E-I

The following transform rules specify the claims that will be sent to the relying party.
Crrderl Rule Mame | Issued Claims I
il
AddRude.. | EdtRue. | Removemue. |
ok | Camesl | el Help

AFYT1MCDT 42 RIT, [AddRule] 22U Y I LET,

AT Y 7 12Claim rule template ©, Send LDAP Attributes as ClaimsZi&iRL ., NextZ ) v
L&Y,

ATY T 1B3ROR—=DT, JL—LI—ILBZBELTNamelDZAALET,
AT Y 7 14 : Attribute storelZ X} L TActive DirectoryZi#IR L £ 9,
AT Y 715 : LDAP AttributelZ % L TSAM-Account-NameZiZRL £ 9,

AT Y 716 : [Outgoing Claim Type] ICuidZ AL F£ 9,
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o

"'";L Add Transform Claim Rule Wizard

Configure Rule

o You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attibutes will map to the outgoing claim types that will be
issued from the rule.

@ Configure Claim Rule
Claim rule name:

INameID

Flule template: Send LDAP Attributes as Claims

Mtribute store:
IActi\re Directory j

Mapping of LDAF attibutes to outgoing claim types:
LDAFP Attribute | Dutgoing Claim Type
SAM-Account-Mame j uid j

<Previous || Fnsh | Cancel Help

AF Y7 17 : [Finish] 29U Y 2 LET,

ATY718: 2NhT, JRIUIDIIL—IHFETLELE, AddRuleZE5—EOUYILET,
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ATY 7 21:Customrule7 1 —JLRIZ, ROTFANZR)FTET,

c:[== "http://schemas.microsoft.com/ws/2008/06/identity/ & AL &£ T,

claims/windowsaccountname"]

=> jssue(X 4 7'= "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer =
c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType =
c.ValueType,Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

= "urn:oasis:names:tc:SAML:2.0:nameid-
format:transient",Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifie
= "http://ADFS FEDERATION SERVICE NAME/com/adfs/service/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =



http://schemas.microsoft.com/ws/2008/06/identity/
http://schemas.xmlsoap.org/ws/2005/05/identity/cl
http://schemas.xmlsoap.org/ws/2005/05/
http://schemas.xmlsoap.org/ws/2005/05/
http://ADFS_FEDERATION_SERVICE_NAME/com/adfs/service/trust
http://schemas.xmlsoap.org/ws/2005/05/

"CUCM_ENTITY_ID"),

AT Y7 22 : AD_FS_SERVICE_NAME & CUCM_ENTITY_IDZ B ZEICEEL T EEV
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N EAD FSH—LRENFHEABAR, FIECH>TRETEET., CUCMIT AT A
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DAVICTHEOEZADNTEIHEN HYET,

'*,ji.ﬂ.dd Transform Claim Rule Wizard

Configure Rule

S L] You can configure & custom claim rule, such as a rile that requires multiple incoming claims or that extracts

@ Chooss Ruls Type claims from a SQL attribute store. To corfigure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

@ Configure Claim Rule

Claim rule name:
JCUCM 550 Custom Rule

Rule template: Send Claims Using a Custom Rule
Custom rule:

=» iasue (Iype = ;I
"http://schemas.xmlscap.org/ws/ 2005/05/identity/claims/nameidentifier
" Issuer = c.Iasuer, OriginalTasuer = c.0riginallssuer, Value =
c.Value, ValueType = c.ValueType, Properties
["http://3chemas.xml3cap.org/wa/2005/05/identity/claimproperties/form

at™] = Turn:casis:names:tciSAML:Z2.0:nameid-format:transient™,
Properties
["http://3achemas.xmlsoap.org/wa/2005/05/identity/claimproperties/name
qualifier™] =

"http://win2k8.ackiewer.lab/adfs/com/adfa/service/trust™, Properties
["http://achemas.xml3cap.org/wa/2005/05/identity/claimproperties/spna
mequalifier™] = "lcucml052.3ckiewer.lab”™);

Mare about the claim nile language...

< Previous | Finish I Cancel Help

AF Y7 23 : [Finish 22U Y2 LET,
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ATYT 2 REODERER—D THEEZHPMLEL 1=,

SAML Single Sign-On Configuration
‘ Back

rStatus

; EBThE server metadata file must be installed on the IdP before this test is run.

r Test SS0 Setup

This test venifies that the metadata files are correctly configured and will allow S50 to start up on the servers. This test can be run on al
1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdR

: \ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Walid administrator Usernames
sckiewer

2)Launch 550 test page

Run S50 Test...

Back Cancel

AT Y 7 3: Standard CCM Super UsersO— /LA BIRENTVWS T RI1I—H%&IRL.,
Run SSO Test.. 2o U YO L%ET,

ATYT 4 TIOYTRYTT7YTHFAEhTVWSR 28 EL, 7OVTNMIILT
DX NEAANLET,

sckiewer.lab

SSO Test Succeeded!

Congratulations on a successful SAML S50 configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close
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& Internet Information Services (115) Manager

"8 Internet Information Services (115) 6.0 Manager

+ See more results

Log off |:I
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"E Internet Information Services (II1S) Manager

6&) €5 > WIN-FTDIE2BNESS
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Create Certificate Request, ..
Complete Certificate Request, .,

Create Domain Certificate, ..

Create Self-Signed Certificate. ..
@ Help

Online Help

ATYVT 5 AABOIAVTAELTERMZANLET.



Create Self-Signed Certificate EE3

Specify Friendly Name

g

Specify a file name For the certificate request, This information can be sent ko a certificate authority
Faor signing:

Specify a friendly name For the certificake:

sso.winzks, pkinane. labl

(o] 4 iZancel
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