CUCM 1.0 Xt EES1L : I§M RS (L
oES

&
el

Fii

AR

i

FRIZIR—F B

B8

AFAENER
SHMERELICKDEBEDER
CLI TORE

CTLZZ7ANEITL7 74

Bosl jm 7 0% S #aE
TLSEST >V R—TSAANT X=X
SIP ECDSA®HR— b

Secure CTI Manager ECDSA® % 7R— bk
RENZD > O—ROEHDOHTTPSHR— K
I>hOE—

B E B R

B=

CORFIXVINTR, RENEEFIVTABRONT AR AERZB/ETEHIC,
Cisco Unified Communications Manager(CUCM)11.0LAB& A" S M Next Generation
Encryption(NGE)DEREICDWTEHBAL XY,

Bl SRAF
B

ROEBICEIRHANI DN #HEEIET,

. Cisco CallManagerz+ 175 1 DEZR
. Cisco CallManagerilEA E & #E

AT R—F2 b

CDRFIXTNOEREECisco CUCM 11.0ICETVWTLE T, Cisco CUCM 11.0T Ik, 1HFM
BT 2I)NEBETIINILECDSAREHAEE. CallManager(CallManager-ECDSA) T ® & 7R —
ThTVET,

¥ : CUCM 115 Tk, tomcat-ECDSASEEAEEHR—RE N TVET,



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR

FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET

o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
BEEIODVTHRIEBRL THBENfBYUET,

BEHR M

CHORFIXYNE, ECOSARIAZEZHR—NIBROV T NIITHBEIOEN—-232TE
ERATEXRY,

- Cisco Unified CM IM and Presence 11.5
- Cisco Unity Connection 11.5

HRHH

BHMRESECC)E. ARIBFLOBHMBRORBBECEIVWT, NEF—BESLETST
Z7O—F0O—27T, ChZEERBALET, FECCESILELBRL EEBFMIADNDIDE, NEWVWHT A
ADF—ICK>TREE D EF1UFT1OFLULARILTT,

Common Criteria(CC)l&, FHMAXNROYV ) 1 -3 ATEFIUT A #ENEL<EETS
EZRIALET, chld, TAREFTV, LREARFIXNEFZBLTETERBREIET

o

Common Criteria Recognition Arrangement(CCRA)Z&L T, R 26 » B THEBEE KT HR—bK
ThTVET,

Cisco Unified Communications Manager!') ') —Z11.0l&, #A®EBRTFZRILBZT7IIVX A
(ECDSA)GEREZHR—BMLTVET,

NS DIHERFRSAR—ADAAER) LB OTHY), CCRELER >EMIILETT, KER
FF @ Commercial Solutions for Classified Systems(CSfC)7'049 T AIZIECCREN BEX =&
Cisco Unified Communications Manager') ) — A11.0ABICEENTVET,

ECDSAGEAE ., ROBHDOBEFORSAREL EEICEATEEXT,

CEERREOERE
- Certificate Authority Proxy Function ( CAPF )
. Transport Layer Security(TLS) M L —A&
. Secure Session Initiation Protocol(SIP){&#%
- Computer Telephony Integration(CTI)Manager
- HTTP
I hOE—
ROEI>3>TR, SOOI UTICOVTHLLSHBALE T,

AEAEOERE
A EARRE B & D MO ER

B HBREC)KES{tZFER L zCallManagerif FBE &2 £ K T2 = HDCUCM 1.0 AL S D


https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Elliptic_curve
https://en.wikipedia.org/wiki/Finite_field

ECCOHR—h :

CRICRTRSIC, HILWAT S 3> CallManager-ECDSAZEATE £ 9,

CCODOANV RZERITIBDICE., HEBORARNPD A IN-ECTHRODIVEFHYVET. il
& V), CallManagerflfBAE L AIURBEEZF DCENTEXE A,

- IUVFH—/NSANGEAZEDHEE, EC-msTHRHOIBENHYV KT,

Generate Certificate Signing Request

Eﬂ;']g Generate @ Close

r Status

# !3 Warning: Generating a new C5SR for a specific certificate type will overwrite the existing CSR for that type

r Generate Certificate Signing Request

* K

Certificate Purpose CallManager-ECDSA -

Distribution® CUCM11Pub.pvaka.cisco.com -

*

Common Name CUCM11Pub-EC.pvaka.cisco.com

Subject Alternate Names (SANs)
Auto-populated Domains - ycm11pyub.pvaka.cisco.com

Parent Domain pvaka.cisco.com

Key Type™** EC

Key Length* 384 -
Hash Algorithm* SHASS4 A
[ Generate ] [ Close ]

@ *_ indicates reguired item.

*¥*\when the Certificate Purpose ending with '-ECDSA’ is selected, the certificate/key type is Elliptic Curve (EC).
Otherwise, it is RSA.
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— Certification Authority Proxy Function (CAPF) Information

Certificate Operation™ Install/Upgrade -
Authentication Mode* By Null String -
Authentication String

Generate String

Key Order™® [RSA Only R
RSA Key Size (Bits)* < None >

EC Key Sive (Bit9) M
Operation Completes By Eﬁg’refecred, RSUA BECTUD IR ARSIGIUNEIwHIY]

Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

r Certification Authority Proxy Function (CAPF) Information
Certificate Operation™ Install/Upgrade -
Authentication Mode * By Mull String -
Authentication String

Generate String
Key Order* EC Preferred, RSA Backup A
RSA Key Size (Bits)l 2048 -
EC Key Size (Bits)id < None = A
Operation Completes By 2015 7 26 12 (YY¥Y:MM:DD:HH)

Certificate Operation Status: None
MNote: Security Profile Contains Addition CAPF Settings.
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[User Management] > [User Settings] > [Application User CAPF Profile]

Authentication Mode™*
Key Order®

RSA Key Size (Bits)*
EC Key Size (Bits)

— Phone Security Profile CAPF Information

By Mull String -
RS& Only -
2048 -
< Nane =

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

[ Copy ] [ Rezet ] [ Apply Config ] [ Add New

Authentication Mode™*
Key Order®

RSA Key Size (Bits)*
EC Key Size (Bits)

— Phone Security Profile CAPF Information

By Mull String -
RS& Only -
2048 -
< Mone =

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

[ Copy ] [ Rezet ] [ Apply Config ] [ Add New ]
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Enterprise Parameters Configuration
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Use Standard VM Hangling For Precedence Calls * False ' False

ial ' Disabled s Disabled
CAL Enforcement Level * Lenient{Allow Calls and Warn) Lenlent{Allow Calts and Warn)
CAL Valye For Resplution Warning * 0 0
CAL Resolution Warning Message Text

lution Failure ¥ CAL MISMATCH CAL MISMATCH

rSecurity Parameters
Cluster Security Moda * 0
LBM Secyrity Mode * Insecure : Insecure
CAPF Phone Part * AES-256 SHAIBS ciphers only RSA prefarred 3604
CAPF Qperation Expires in (days) * AES-128 SHA256 ciphers only RSA preferred 10
) AES-256, AES-128 ciphers ECOSA preferred
%
bl Cun g AFS-256, AFS-128 ciphers ECDSA only True
TLS Clphers * + AES-256, AES-128 ciphers RSA prefered ] AES-256, AES-128 ciphers RSA preferred
RTP Ciphers * AES-128 SHAL cipher only All supported AES-256, AES-128 ciphers
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CLI Command Description

utils service start Entropy Monitoring Daemon Starts the Entropy Monitoring Daemon service.

utils service stop Entropy Monitoring Daemon Stops the Entropy Monitoring Daemon service.

utils service active Entropy Monitoring Daemon Activates the Entropy Monitoring Daemon service, which further loads

the kernel module.

utils service deactive Entropy Monitoring Daemon Deactivates the Entropy Monitoring Daemaon service, which further
unloads the kernel module.
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