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SAML Single Sign-On

5SSO Mode

@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

t;-f Enable SAML SSO m Export All Metadata | Update IdP Metadata File Fix All Disabled Servers

ATYT2.AD FSH SIDPARF—R2E#ADO—RTS

[APXRF—R%AJ>O—RT3ICE. > Ihttps:// <FQDN of
ADFS>/federationmetadata/2007-06/federationmetadata.xml

ATy 73adPo7OE> 3=y

HIZRF&SIC. [AD FS 2.0 Management/Trust Relation Ships/Relying Party trust]ic @B L £ ¥
- [Add Relying Party Trust]Z2 Uy 9L &7,

TaapFs 20
G Fle Adion  Wew Window  Help | =l =l
o= 7= Him |
==
¥ Sarvios
3 i Rel Party Trust
| Trust Redaticnships D Name T -
| Claims Pravider Trusts Add Rebing Party Trust...
| Reking Party Trusts
| Attyibuts Stoces i k

Pless \Window From Here
i Refresh
Help

4] | i
| |

KIZRF &SIZ, [Add Relying Party Trust Wizard]A"B8& ., [Start]z 7Y Y L&ET,


https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml
https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml

"ﬂ't Add Relying Party Trust Wizard E
Welcome

Steps Welcome lo the Add Relping Party Trust Wizaid

@ Welcome

R T This wazard wil help you 2dd 2 new rebyng pasty st to the A0 FS configuation databaze. Relang parhes

conzume claims in secuity okens that are issusd by thes Federabon Service fo make authentication and

@ Chooze |ssuance authonzation decisons,

Alihoaccation Thee relymg padty biuzt that thiz wizand creates defines bow this Federation Serace iecognizes the rshing
@ Feady 1o Add Trust paity and sues clarns bo it You can define 1izsuance bransformn ules For issung claims to the relang party
| after pou complete the wizand,
@ Firush

MREFAECETBA Y R—RNF—RETFAIUASIU Yo LET, CUCM SAML SSOEE
R=—IHPSHIVO—RUESPARF—RESRLET. AL, BICRT &S IC[Next] 25 1 v
SLET.



"'-:l Add Relying Party Trust Wizard

Select Data Source

ataps Galact an oplion that this wizard will usa 1o obtain dats about this raking party:

@ ‘Welcome
™ lmport data sbout the relping party published onlire or on & local network

3 SelectData§ A . x —_—
= s Lize thiz option bo import the neceszany data and certificates from a relwng party ciganzation that
@ Choote |ssuance puiblizhes itz federaton metadats online of on & local netwark.

Authonzation Rules

Federation metadata address (host name or URLE
@ Ready to Add Trust

E xample: f2. contoso. com of hilps S Asee, contoso, coms/app

@ Firish

% Impost data about the relying party from a file

Liza thiz option to impart the necessany data and certificates from a ralang party cogarization that has
expoited its federation metadata to a file. Ensure that s fle is from & tiusted sounce. This wizand wil
niot validate the sowce of the file.

Federation metadata file location

It:".Ll sershAdminiztrator\De sk topi Cluster Widehcucml 150-zingle-ageement. <ml Browse._. I

[ Enjes data about the relying party manualy
Lize thiz option o manually input the necessay data sbout this reling party ceganization

t.Erew'nus” Newt > | Cancel 1 Hep |

AEAERI A& D[Display Name]& A 72 I3V DAXEEANLET, RICRTELSIZ, [Next]Z o 1)
YIOLET,



1Fr"-_'t Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for thiz relying party

@ ‘welcome

Dizplay name:
JCUCM_Chuster_wide_Relying_Party_trust

o s
@ Select Data Souice

| @ Specily Display Name

@ Choose |ssuance HNates:
Authonzation Rules ] _‘_|
i @ Feady to ddd Trust
| @ Finish

(F‘rwinus“ Nest > | Cancel |  Hep ]

[Permit all users to access this relying party]Z B8R L T, IXTOI—HHFOEABFAELCT
VEATEDRELSKCLT, RICRTRSIC[Next]Z2O Y O LET,




Wi Add Relying Party Trust Wizard

Choose |lssuance Authorization Rules

Skeps

@ “Wealcome

@ Select Data Source
@ Specity Display Mame

& Choose lssuance
Authorzation Fules

@ HReady toAdd Trust

@ Finish

| ssuance authaization rules deteimine whether a user ks permitted to receive claims for the relying party.

Chooze one of the following oplions for the iniial behavior of thes ieling party's issuance authonzation
rulez,

f* Permit 3l users to access this relying party

The kzsuance authorization nules will ba configured to permit 2l users to access this relping party. The
1ehing parly service o appheation may sl deny the uzer access.

[ Dery all users access bo this elying party

The isuance authorization miles will be configued ta dery all users access to this relying party. *r'ou rmus
later add issuance authonzation ndes bo enable any users fo access thes reling party,

Y'ou can change the suance authonzation nules for this reling party ust by s2lecting the r2lying party
trust and clicking Edit Claim Rules in the Actions pane,

-tElm-'inusl New> |  Cancel ] Help

[Ready to Add Trust] R—2 T, BREET TV SR ENAEEHEOREEBEIRTEE T, KIC
 RICRTESIC[Next]ZV )Y I LET,




%1 Add Relying Party Trust Wizard

Ready to Add Trust

Steps

@ ‘Welcome

@ Select Data Source
@ Specifp Display Mame

@ Chooze Izsuance
Authaonzation Fules

@ Readpto Add Trust
@ Finish

The relving party trest has been confgured. Review the fallowang seltings. and then click Nest to add the
1ehing parly st bo the AD FS configueabion database.

Moritoring | Idensifiers | Encrypiice | Signature | Accepted Claims | Drganization | Endpoints | N4 ] #|
Specify the monitonng settings for thes reling party st

Fieling party's federation meladata UAL:

™ Menitor relimg patty
[T Asomatically update rehing party
Thiz relying parly's federation metadats dats was lazt checked ar
£ NEVEl >
Thiz relving party was last updated from federation metadata one
£ hever >

cErwiausl Mext > I Cancel | Help

|

[ETIR—DT, AIAEFAECESAD FSERT —EXR—ALERICEMEN L L ZMFEL K

o RICRTESIC, Box]dF IV IN—DU%ZANL, [Close]2TZ )Y ILET,




i add Relying Party Trust Wizard

Finish
Steps

@ ‘Welcome

@ Select Diata Source

@ Speciy Display Mame

@ Choose |szuance
Authorization Bules

# Feady tobdd Trust
@ Finish

The relng party st waz successfuly added o the AD FS conhgurabon database.

ou can modity this relang party trust by using the Propeties dislog bos: in the AD FS 2.0 Management
Shap-in.

| | Dpen the Edit Clam Fules dislog for this relying paty trust when the wizard closes

RICRTKSIC, [Relying Party Trusts]Z45 2 ') ¥ ¥ L T[Edit Claim Rules]z 7)Y 2 L&,

| AD FS 2.0

o2 H

Wi Fle  Action  Vew Window  Help

a0 Fs 2.0
H Servica
Triust Rasatannshins
Claires: Provider Trusts
Relvire Party Tnasts

Attribuba Stores

=1 ]
Relying Party Trusts
I||I M_Lhsher_ el 15 sy UCcE com kel Blshing Party Trist,,,
Wi ]

Maws SRR Froem Hara

& Refresh

B e

nils

Edkt Claim Bules.. .
Disabie
Priogese g

M Delnte

‘ | ) | H e r

RIZ, RICRTEDIC[AddRule]2 V)Y O LET,



I""":a'jEEul:Iil: Claim Rules for CUCM_Cluster_Wide_ Relying_ Party_trust B =i |

lzzuance Transform Rules | |zsuance Authorization Fules I Delegation Authorization Fules I
The fallowing transtorm rules specify the claims that will be zent to the relwing party.

Order | Rule Mame |zzued Claims
Y
W
Bl
k-

Add Rule. . Edit Hule.. | Hemove Hule.. |

ak. | Cancel | Epply Help

[Add Transform Claim Rule]¥BAW\WE S, RICRITRSIZ, FT7AILNDIL—LI—ILTVTL
— N[Send LDAP Attributes as Claims]22 UYL &7,



=8 Add Transform Claim Rule Wizard

Select Bule Template

Steps Select the lemplste for the claim e thal pou veant b create from the following list. The deseaiption
@ Choose Rule Type prowides detals sbout each clam rule template
@ Configure Claim Rule Claim rule templale;

|Send LDAP Attibutes s Clams =]
Claim rule termplate descripbon:

Using the Send LDAP Attibute az Claims nde terplate you can select athibutes from an LDAP atiribute
store such as Active Directory to send &z claims to the reling pafy. Multiple atbibutes may be sent a5
multple claims fram a single nde using this rule pe. For exanple, pou can use this e template to
create arule that wil extract stitnbube values for suthenbcated weers from the displayM ame and
telephoneMumber Active Direchon athibutes and then send those vakies as two different outgoing
claims. Thes nde may alzo be used to send all of the user's group memberships, If pou want to only send
individual group rembeizhips, use the Send Growp Membership a2 a Claim e template.

Tell P

Prevovs [ New> | Cancal | Hep |

RORIZTRFRSIC, [Configure ClaimRule]z2 )Y VL& T, LDAPEMIE. CUCMOLDAPT
1L RNUREDLDAPEMHE —HLTVRXENfHYET, REEROEHZUdE L THEEL
£9, RICRT LS IC[Finish| 27 Uvy 7 LET,



"":_E:- Add Transformm Claim Rule Wizard

. Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Ride

“Y'ou can configuee this nue fo send the values of LDAP sttibutes as clams. Select an attnbute store from
which to estract LDAP attributes. Specify how the atiributes will map to the outgaing claim types that will be
isaed fram the ule.

Claim rue name:
[NamelD
Fiule template: Send LDAP Attrbutes as Clams
Aftribute shone:
|Actiue Dhirechosy j
Mapping of LDAP athibutes to outgoing claim ypes:
_ LDAP Attribute ' Dukgaing Claim Type
P | SiMdbccountMame R |
* ~] ~|

¢Previous [[ Fish | Concel | Hew |

SMAEFRAENDHARLIL—ILEEBMLET, [AddRule] 22U Y I LET, RICRI LI,
[DAZALBRAEFERAL TERERAE|ZBIRL, [AN1E2TUYILET,



"—Ep Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for fhe claim e that yow want to create from the following list. The descripbon
2 Choose Rule Type provides detals sbout each clam rule tempiate

@ Configure Clam Fule Claim e template;

Claim e template description:

Using a custom iule. vou can create rules that can'l be created with a nile template. Custom rules ane
written in the A0 F5 2 0 claim nde langueage. Capabilfies that reqguee custom mules inchude:

+ Sending clams from a SO0 attribute store

= Sending clams from an LDAP attibate store using a custom LDAP hiker

= Sending clams from & custom athibute shone

+ Sending clams only when 2 or more incoming claims are pragent

+ Sending clams only when an incoming claim value matches a compler pattein
+ Sending clams wih comples changes fo an mncomng claim vaue

+ Creating clams for use only in later ndss

Lell me more about the: nde templale,

| Mest = I Cancel | Hedn

[ERIL—ILOBK]T, [ERIL-ILBIZADL, T4 —RO[AARLIL—=I]7 1 —ILRIZE
EEThEBEOERIL-INZIE-LERT., TOR, ERIL—IOBREHF & spnamel& i+ 2

ZELERT., RICRIELSIC[Finish]2V Y ILERT,

=L :
c:[Type == "http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/cl ai ms/w ndowsaccount nane"]
=> jssue(Type = "http://schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nanei dentifier", |ssuer

c.lssuer, Oiginallssuer = c.Oliginallssuer, Value = c.Val ue, Val ueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/clai nproperties/format"] =

"urn: oasi s:nanes:tc: SAM.: 2. 0: nanei d-format:transient",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/nanmequalifier"] =
"http://<FQN of ADFS>/adfs/com adfs/services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/spnamequal ifier"]
"<Entity IDin the SP Metadata>");

Entity 1D = Open the SP metadata and check the Entity ID. Basically, its the CUCM Publisher’s
FCDN.




T

r

Configure Rule

Steps
@ Uhoose Rule Type
@ Configure Claim Rule

%5 Add Transform Claim Rule Wizard

ou can condigure a custorn clam rule, ssch as a e that requires muliple incoming clarms or that exfracts
clarnz from a SOL atinbute store. To configure a custom nile. type one or more ophonal condibons and an
issiance slatement uzng the AD FS 2 0 claim rule languaoe.

Chaan rule name:

}Eluster_ﬁlde_lilaim_ﬁ ule

Fiule termplate: Send Clars Using a Custom Ruls
Cuystom rule:

ntname™ ] _‘J
== issue(Type =

"hetp: //schenas, xplsoap, org/ws Z005/05/idencicy/clains /naneidencifier
", Issuer = c.lasuer, Originallssuer = c.0riginallszsuer, Value =
c.Walue, ValueType = c.ValueType, Properties

[http: f/echenas ., xmlsoap. org/ws f2005/05 fidentity/clainproperties /form
at”] = "urn:iossis:nhames:to:SAML: 2.0 nameid-format: transient”,
Froperties

[Mhttp: //achenas, xmlaoap. org/wa /2005/05 /identity/clainproperties /name
qualifier™] = "http://win-

Jd4i aTugmrn. adfs. ucce. con/adfs fcom/adfs/services /trust’ , Propercies
["http://fachenas.xnlsoap. org/vs ,—'ZEIEIEEEIE,-'identit‘jrfclalimptuper ties/spna
wequalifier”] = “cucmllS0. adfs.ucce, con™) il

Maie about the claim mile lanmiages.

<Brevious [[ Frosh | Cancel Heb

HIZRTRSIC, [EAZIUYOILT, OKZ2UYILET,




il Edit Claim Rules for CUCM_Cluster_Wide_ Relying_Party_ktrust

lzzuance Transtorm Rules | |ssuance Autharization Fules | Delegation Authorization Bules I

T he following transform rulesz specity the claims that will be zent to the relying party.

Order | Bule Name [zzued Claims
1 MamelD uid

Cluster_Side_Claim_FRule <5See claim rule:

AddPule. | EdtRue. | RemoveRule. |

ak, | Cancel | Apply Help

AT Y 74:SAML SSODF L

Web7 0% 2ME, EEHE L TCUCMIZOY 1> L., [System] > [SAML Single Sign On]ic &
BLET,

T7AILRTR, [VFAREDARATZIVREAFBRENATVET, RICRTELSIC
[Enable Saml SSO1ZV Y VL& T,



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Qf Enable SAML SSO @ Export All Metadata ‘5;; Update IdP Metadata File Fix All Disabled Servers

HICRT KD, RYTTY T EWebH—/NOBREICBETHIES L., dplciSUTIOTAZREHE
NDSAML SSOFE L/ —RIENDSAML SSOZEIRTH-HDIEHRZEXHL £, [Continue] Z
UV OLZET,

L 5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentanly and need to be logged into
again.

® Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main
page. Then go to the IdP and upload the file.

If IDP is provisioned with duster-wide SP meatdata, you need to enable custer-wide SAML S50. If IDP
is provisioned with per-node SP metadata, you need to enable per-node SAML 5S50.

[ Continue J[ Cancel .

DIAZEHEOSSOZEMICTHEER, YILFH—/\OtomcatfEFAEN T TICEfEEhTLVS
PDENFHBDETT, HIZRTKSIC, [Test for Multi-Server tomcat Certificate] € 7)Y ¥ L%
L



SAML Single Sign-On Configuration

@Nﬂ

 Status

@ Bratun: Ready

[ Test for Muli-Server lamcat centificate
The critera for enabling dustervades S50 = that you must have a multsanver tomeat cartficate alesdy deployed. If you have not done this already pleacs follow the below steps:

13 Legin 00 CEs0o Unified 05 Administraton Page and Navigate 00 Cemificats Management i der Sty Mend

2} Chck on Gereraite 50

3} Sel=ct Certificate Purpase as Tomeat

4} Select Dtribulion &8 "Mulli-Serwe™

5) Chil Generate

&) Dawnload the CSR and get it signed from the CA of yaur chake

7} Gnoe the cortficate |5 issued by the CA. uplead it wa the "Upload Certficate/ Certificate chain® option an the Certficnte Management page
0} Restart Tomeat service on il the nodes in the cluaber

4] Restaer TETR garvice on ol the TETP nodes in tha duster

IF the above steps have heen compheted, diok Test below which wil confiers o the malt- server tomest cemmficate s deployed before proceeding ta the next stags
| Test for Mulli-Server tomcal cerificate

| Mext | cancel

el

BMEBENFZETLES, IXTO/—RIEIILFH—NAHASENRREN, [TXTO/—RIENILF
H—NAAEN BN XFERREN, [RNZI7VYILET (RZSR) .

SAML Single Sign-On Configuration

s Al nodes have Wl Server Cartificate

r Test for Multi-Server toncat certificate
The criteda fior enabing chistervads S50 5 that you miest have o mdlisenes oamcat oeificate alresdy deplowad, If yau have mal done this aleady pksse faliw the helow steps)

1} Legin 1o Cisco Unified OS5 Administration Page and Mavigate Do Certificate Management under Sacuity Manu

Z) Chok on Gererate C5R

3} Sakct Certificate PEpose as Tomeat

4) Select Distributian as “Multi-Server®

5} Clhick; Generate

&) Dawnkad the CSR and pet it sigred from the O of yawr cholos

7y Dnce the certificate ts issued by the CA, wpload it via the "Uplosd Ceificate’ Certificate chain®™ option on the Cedificate Management page
E) Restart Tomcat service an al the nodes in the duster

) Restart TFTR service am al the TFTR nodes in the clster

[f the abowe steps have been completed, chok Test beforw which will condfiom if the mulli-sender Demcat centificats o deployed befong proceeding [o the next sTage
| Test for Multi-Senver tomcat certificate |

HIZRTRSIC, [RN\1Z2PUY I ULET,



SAML Single Sign-On Configuration

W tex

~ Download [dentity provider{1dP) Metadata Trust File

To configure the trust relationship between the IdP and vour devices, you must first obtain trust metadata from your IdP and

import it to your servers. You will need to manually obtain the file from the 1dP before you can upload it to your Collabaration
Servers,

'; 3 This is a manual step!

1)Log im to your IdP and download the metadata trust file to your local server.
2)Chck Next once you have this file avallable locally.

| mext || cancel |

AO2O0—RULEIPAZF—2ZZBLUTERLE T, RICTRT &S (C[Import IdP Metadata] %
20 OLET,

SAML Single Sign-0On Configuration

m ren

@ Ready to import Identity Provider metadata trust file to duster servers

- Import the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)Select the IdP Metadata Trust File

federationmetadata.xml

2)import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard.

. Import IdP Metadata |

wext |[Gance

ROBRICRT LS, R—T T[Import succeeded for all servers]A R, [Next]Z2 o)y oL
£9,



SAML Single Sign-On Configuration

"d'? Import succeeded for all servers

~ Import the [dP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.

1)5elect the IdP Maetadata Trust File

Browse.. | Mo file selected.

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard,

| Import IdP Metadata | Qf Import succeeded for all servers

| Next || cancel |

RICRTERSIC, [Next] 20UV OLET, chld, FIHISAML SSORER—I D S5SPART—
ANFFTTICIIAR—REATVRLEHTT,

SAML Single Sign-0On Configuration

@ oo WP ren

If Admin has already uploaded the server metadata to IdP then skip the steps below and click Mext, Otherwise follow the
steps below to upload the server metadata to IdP

\/ IdP Metadata has been imported to servers in this duster

- Download Server Metadata and install on the Idp
Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

~ Download Trust Metadata File

';'_', This Is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
F3)Chck Mext once you have installed the server metadata on the IdP.

| Back | Next | Cancel

CUCMIELDAPF A LU KD ERHL TVARHREN HYET, V1 HF—RIZE. LDAPFIL I
DTREEN TV EMREBEILI—HYAIKRTRENET., HICRTLSIC, I—HFZERL,
[RunSSO Test]z VY VL &T,



SAML Simgle Sign-0On Configuration

@ s

~ Status

'IS The server metadata file must be installed on the IdP before this test is rum.

~ Test 5SSO Setup

This test verifies that the metadata files are correcty configured and will aliow S50 to start up on the servers, This test can be
run on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unbess this test is
successhul,

1)Pick a vald username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the 1dP.

'3\ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
| samiuser -

2)Launch S50 test page

 Run S50 Test... |

Back | | Cancel

RIZRTLSIC, Z7OVTRAIKRTENLES, I—HFIDETAETFhO/NAT—REZADLET,

Authentication Required u

0 Enter username and password for https://win-jd4ia/ugmrm.adfs.ucce.com

User Name: samluser

Password: uuuu.|

| Ok | ‘ Cancel

b -

RICRTERDIC, RYTTFYTETAMNEKBILECEEZRLET,



SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration
wizard to complete the setup.

_____________________________________

RICRT&LSIC, [FinishZ22 UYL T, SSOZBEMCITRI-HONREZTTLET,

System * CallRouting » Media Resources »  Advanced Features = Device »  Application »  User Management »  Bulk Administra

SAML Single Sign-On Configuration

« Back . Finish

rStatus

\f/ 550 Metadata Test Successful

~ Ready to Enable S50

Clicking “Finish® will complete enabling SS0O on all the servers in this duster. There will be a short delay while the applications are
being updated.

To verify the S50 status of each server, check the main 550 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back || Finish | Cancel |

RICRIR—TR., TNXTOH—/VTSAML SSOOEMILT O ANBRBRENTWVWEDZEZRL
TVERT,

SAML Single Sign-0n Configuration

Status

SAML S50 enablement process initiated on all servers.
4 There will be a short delay while the applications are being updated on each server.
To verify the 550 status of each server, check the main 550 Configuration page.

AJ772KL, SAMLSSOYLF>2 v )LZEALTCUCMICBEOJ A LET, AT LA
(System)] > [SAMLS > T LY 4 > 7> (SAML Single Sign On)JICBELEJ. RICRTLSIC,
VTAZADOMD /— RIZX L T[SSOTABMDREIT(RUun SSO Test))2 VY I LET,



550 Mode

¥ Qluster wide (Dne metadata file per clester, Requings multl-senss Tomat certificate)
P e (One mataciotn ke pr npde)

x Draanie TAML 350 mamum ewnluﬂ‘“ﬂlﬂﬁl‘k Fo Al Disabied Seneers

r Status

(@) R is enaied for 550. You can cange SSO for RTMT here.
@5MLS&GEH&M¢

| SAML Single Sign-On {1 - Jof3)

550 Rt [
R = Metatiats Lok Metadsts Impart Jigndsts Lask Matadata Drpset

cuemd 150, adls ucce. com SAML By June 21, 2006 9:26:35 b rie June 21, 2016 T40:56
PM ST PM ST

cucml LE0sul adfs ucte.caim - SAML A 1ap June 21, 2006 9:28:19 dl-." Fie hane 21, MILG 74656
PFH IST M ST

inp1 15 adks uoee com SAML & 1de June 21, 2006 52895 ik Fie hune 31, 16 Fi46:56
MM I=T PM ST

RS

CoTR, RENERICHELTVRINESHERERELET,

.--.....ﬁ m -
50 Teat

Fagsed - June 21,
2016 9:29:14 PM [ET

Mever | pun S50 Test...

| Run 550 Test.., |

Mever | gun 550 Test...

SAML SSONBMICHE>TWAH /—ROSSOTARNFEIL I & Z2BELET, [System] >
[SAML Single Sign On]ic BEBIL £ ¥, KL =SSOTAKNDAT—X Alk[Passed] T T,

SAML Single Swgni-On

S50 Mode
P Cluster vide (One metadata file per duster. Requires multi-server Tomoat certficate)
Par node (One metadata fle per node)
Xnnm:smsm &Elpﬂﬂ.ﬁllm Bmmmaum f Fri Al Dizabled Servers
—Status
@ RTHT is enaliled for S50, You can change S50 for RTMT here.
@ SAML 550 enabled
SAML Single Sign-0On {1 - 3 of 3) Rows per Page 50~ |
G50 Re-Impon Expert
Server Name SEatLE Hetadats Last Metadata Import: Mstadats Last Metadata Export S50 Teat
UL L 150,875, Wooe, Com SAHL N June 20, 2016 9:57:30 o Fie Jure 20, 2016 10:06:27 Pagsed - Jume 20, | punp S50 Test..
AM 15T P IST 2016 9:59:02 PH IST |
U 115050, adrs . ucce com  SAHL A 1ap June 20, 2016 10/15:46 e Fie e 20 2016 10:06: 26 Passed - ume 20, | punp S50 Tesk..
FM IST B IET 2016 10:11:39 PH ST
iMp1L5.a07s, uce oom SAML 4p 1ap Juree 20, 2016 10;15:46 ik Fie June 20 2016 10:06: 26 Passed - Jume 20, | pup S50 Testk..
FM 15T P ST 2016 10:12:40 PM ST

_ Disabke SAML 550 | | Export All Metadata | | Update 1dP Motadata Fle | | Foo A Desabled Servers

SAML SSOA' 7 VT 147 Il &, RORIZRTLSIC, CUCMOYT 1 > R—2 OlInstalled

Applications]# & T¥[Platform Applications] A" R RE N E T,



Installed Applications

.

Cisco Unified Communications Manager
o Recovery URL to bypass Single Sign On (SSO)
¢ Cisco Unified Communications Self Care Portal
¢ Cisco Prime License Manager
e Cisco Unified Reporting
¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration

SAML SSONT7UT 47123 E, RORICRTKRSIZ, IMand PresencedJ 4 > R—2 0
[Installed Applications and Platform Applications]*J AREh&E T,

Installed Applications

¢ Cisco Unified Communications Manager IM and Presence
o Recovery URL to bypass Single Sign On (S50)

¢ Cisco Unified Reporting

¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration



NZ7ILZa—b

ST, BEONS TNV 1—F AT ERATERERERLET,

FNY T FBHSSOOT #ERETSICIE. <> Rset samltrace level DEBUGE AL £ 7

RTMTZ R 32 . CLIZAEMA L Tactivelog /tomcat/logs/ssosp/log4j/*.logD B H 5SSO0 Y

ZIRELZFET,

SSoONJmflld, ERENIEXZT—REMD )/ —RANDEFZRLET

2016- 05- 28 14:59: 34, 026 DEBUG [ htt p-bi 0-443-exec-297] cluster.

APl to generate Clusterwide SP Metadata in the Local node.

2016- 05- 28 14:59: 47, 184 DEBUG [ htt p- bi 0- 443- exec-297] cluster.

post the generated SP Metadata to ot her nodes

2016- 05-28 14:59: 47,185 INFO [http-bio-443-exec-297] cluster.

Begi n: post d ust er W deSPMet aDat a

2016- 05- 28 14:59: 47, 186 DEBUG [ htt p-bi 0- 443- exec-297] cluster.

[ cucml150, cucnl150sub. adfs. ucce. conj

2016- 05- 28 14:59: 47, 186 DEBUG [ htt p-bi 0- 443- exec-297] cluster.

Cl ust er WdeSPMet adata to the cucml150

2016- 05- 28 14:59: 47, 187 DEBUG [ htt p- bi 0- 443- exec-297] cluster.

Cl ust er WdeSPMet adata to the cucml150sub. adfs. ucce. com

SAMLSSCOC! ust er Manager
SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager

SAMLSSOC! ust er Manager

Cal | GET

Call to

Nodes

Post

Post
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